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sm f r ee_checker  {
st at e decl  any_poi nt er  v;
decl  any_poi nt er  x;

st ar t :  {  kf r ee( v) ;  }  ==> v. f r eed
;

v. f r eed:
{  v == x }

|  {  v ! = x }  ==> {  / *  suppr ess f p * /  }
|  {  v }  ==> {  er r ( “ Use af t er  f r ee! ” ) ;
;

}
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/ *  2. 4. 4: dr i ver s/ i sdn/ i sdn_ppp. c * /
i f  ( ! ( i ppp_t abl e[ i ]  = kmal l oc( …) )

f or  ( j  = 0;  j  < i ;  j ++)
kf r ee( i ppp_t abl e[ i ] ) ;
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/ *  2. 4. 9:  dr i ver s/ net / wan/ f ar sync. c * /
copy_f r om_user ( &wr t hdr , addr , si zeof  wr t hdr ) ;
i f  ( wr t hdr . si ze + wr t hdr . of f set > FST_MEMSI ZE )

r et ur n - ENXI O;
copy_f r om_user ( car d- >mem+wr t hdr . of f set , dat a, wr t hdr . si ze)

/ *  2. 4. 1/ ker nel / sysct l . c: 455: do_sysct l _s t r at egy  * /
get _user ( l en, ol dl enp) ;
i f  ( l en > t abl e- >maxl en)

l en = t abl e- >maxl en;
copy_t o_user ( ol dval ,  t abl e- >dat a, l en) ;

2. 4. 5- ac8/ dr i ver s/ usb/ se401. c :         
copy_f r om_user ( &f r ame, ar g, s i zeof ( i nt ) ) ;
r et =se401_newf r ame( se401,  f r ame) ;
se401- >f r ame[ f r ame] . gr abst at e = FRAME_UNUSED;
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/ *  2. 4. 9- ac7/ f s / i nt er mezzo/ psdev . c: pr es t o_psdev_i oct l * /
er r or  = copy_f r om_user ( &i nput ,  ( char  * ) ar g, si zeof ( i nput ) ) ;
. . .
i nput . pat h = kmal l oc( i nput . pat h_l en + 1,  GFP_KERNEL) ;
i f  (  ! i nput . pat h )

r et ur n - ENOMEM;
er r or  =copy_f r om_user ( i nput . pat h, user _pat h,  i nput . pat h_l en) ;

/ *  2. 4. 9/ dr i ver s/ i sdn/ act 2000/ capi . c : ac t capi _di spat ch * /
i sdn_ct r l cmd;
. . .
whi l e ( ( skb = skb_dequeue( &car d- >r cvq) ) )  {

msg = skb- >dat a;
. . .
memcpy( cmd. par m. set up. phone, msg- >msg. connec t _i nd. addr . num,

msg- >msg. connect _i nd. addr . l en - 1) ;
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/ *  dr i ver s/ net / pcmc i a/ wavel an_cs . c * /
spi n_l ock_i r qsave ( &l p- >l ock,  f l ags) ; / *  1889 * /
swi t ch( cmd)
. . .

case SI OCGI WPRI V:                   / *  2304 * /
i f ( copy_t o_user ( wr q- >u. dat a. poi nt er ,  …) )
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/ *  2. 4. 1:  dr i ver s/ i sdn/ svmb1/ capi dr v . c * /
i f ( ! car d)

pr i nt k ( KERN_ERR,  “ capi dr v- %d:  …” ,  car d- >cont r nr …)  
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/ *  2. 4. 7:  dr i ver s/ char / mxser . c * /
st r uc t  mxser _st r uct  * i nf o = t t y- >dr i ver _dat a;
unsi gned f l ags;
i f ( ! t t y | |  ! i nf o- >xmi t _buf )

r et ur n 0;

/ *  2. 4. 7/ dr i ver s/ v i deo/ t df xf b. c  * /
f b_i nf o. r egbase_vi r t = i or emap_nocache( . . . ) ;
i f ( ! f b_i nf o. r egbase_v i r t )

r et ur n - ENXI O;
f b_i nf o. buf base_vi r t = i or emap_nocache( . . . ) ;
/ *  [ META:  meant f b_i nf o. buf base_vi r t ! ]  * /
i f ( ! f b_i nf o. r egbase_v i r t )  {

i ounmap( f b_i nf o. r egbase_v i r t ) ;
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/ *  2.4.5-ac8/net/appletalk/aarp.c * /
da. s_node = sa. s_node;
da. s_net  = da. s_net ;

/ *  2. 4. 5- ac8/ net / decnet / af _decnet . c: dn_wai t _r un * /
do {  

i f  ( si gnal _pendi ng( cur r ent ) )  {
er r  = - ERESTARTSYS;
br eak;

}
. . .

}  whi l e( scp- >st at e ! = DN_RUN) ;
return 0;
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f or ( ent r y=pr i v- >l ec_ar p_t abl es[ i ] ; ent r y  ! = NULL;  ent r y=next ) {  
next  = ent r y - >next ;
i f  ( …)  

l ec_ar p_r emove( pr i v- >l ec_ar p_t abl es,  ent r y) ;     
l ec_ar p_unl ock( pr i v ) ;
r et ur n 0;

}
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/ *  dr i ver s/ net / appl et al k/ i pddp. c: i pddp_i oct l * /
case SI OFCI NDI PDDPRT:

i f ( copy_t o_user ( r t ,  i pddp_f i nd_r out e( r t ) ,
s i zeof ( st r uct  i pddp_r out e) ) )

r et ur n –EFAULT;
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/ *  2. 4. 9/ dr i ver s/ t el ephony/ i x j . c: i x j _i oct l * /
case I XJCTL_I NI T_TONE:     

copy_f r om_user ( &t i ,  ( char  * ) ar g, s i zeof ( t i ) ) ;  . . .
case I XJCTL_I NTERCOM_START:

. . . i x j [ ar g] - >i nt er com = boar d;
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f oo_wr i t e( voi d * p,  voi d * ar g, …) {
copy_f r om_user ( p,  ar g,  4) ;
di sabl e( ) ;
… do somet hi ng …
enabl e( ) ;
r et ur n 0;

}

bar _wr i t e( voi d * p,  voi d * ar g, …) {
* p = * ( i nt  * ) ar g;
… do somet hi ng …
di sabl e( ) ;
r et ur n 0;

}
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Kf r ee[ 0] :  2623 checks,  60 er r or s ,  z= 48. 87

2. 4. 1/ dr i ver s/ sound/ sound_cor e. c: sound_i nser t _uni t :
ERROR: 171: 178:  Use- af t er - f r ee of  ' s ' !  set  by ' kf r ee‘

. . .  
kf r ee_skb[ 0] :  1070 checks,  13 er r or s ,  z  = 31. 92

2. 4. 1/ dr i ver s/ net / wan/ comx- pr ot o- f r . c: f r _xmi t :
ERROR: 508: 510:  Use- af t er - f r ee of ' skb' !  set  by ' kf r ee_skb‘

. . .
[ FALSE] page_cache_r el ease[ 0]  ex=117,  count er =3,  z  = 10. 3
dev_k f r ee_skb[ 0] :  109 checks,  4 er r or s,  z=9. 67 

2. 4. 1/ dr i ver s/ at m/ i phase. c: r x_dl e_i nt r :  
ERROR: 1321: 1323:  Use- af t er - f r ee of ' skb' !  set  by ' dev_kf r ee_skb_any‘

. . .
cmd_f r ee[ 1] :  18 checks ,  1 er r or ,  z=3. 77

2. 4. 1/ dr i ver s/ bl ock/ cci ss. c: 667: cci ss_i oct l :  
ERROR: 663: 667:  Use- af t er - f r ee of  ' c ' !  set  by ' cmd_f r ee[ 1] '

dr m_f r ee_buf f er [ 1]  15 checks,  1 er r or ,  z = 3. 35
2. 4. 1/ dr i ver s/ char / dr m/ gamma_dma. c: gamma_dma_send_buf f er s:  

ERROR: Use- af t er - f r ee of  ' l ast _buf ' !  
[ FALSE] cmd_f r ee[ 0]  18 checks ,   2 er r or s,  z  = 3. 2
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/ *  dr i ver s/ bl ock/ cci ss. c: cci ss_i oct l   * /
i f  ( i ocommand. Di r ect i on == XFER_WRI TE) {

i f  ( copy_t o_user ( . . . ) )  {
cmd_f r ee( NULL,  c) ;
i f  ( buf f  ! = NULL) kf r ee( buf f ) ;
r et ur n(  - EFAULT) ;

}
}
i f  ( i ocommand. Di r ect i on == XFER_READ)  {

i f  ( copy_t o_user ( . . . ) )  {
cmd_f r ee( NULL,  c) ;
kf r ee( buf f ) ;

}
}
cmd_f r ee( NULL,  c) ;
i f  ( buf f  ! = NULL) kf r ee( buf f ) ;

�0�� �����	�����	�����������#��

sm f r ee_checker  {
st at e decl  any_poi nt er  v;
decl  any_poi nt er  x;
decl any_f n_cal l  cal l ;
decl  any_ar gs ar gs;

st ar t :  {  cal l ( v)  }  ���� {
char  * n = mc_i dent i f i er ( cal l ) ;
i f ( st r st r ( n,  “ f r ee” )  | |  s t r st r ( n,  “ deal l oc” )  | |  … )  {

mc_v_set _st at e( v,  f r eed) ;
mc_v_set _dat a( v,  n) ;
not e( “ NOTE:  %s” ,  n) ;

}
} ;

v. f r eed:  {  v == x }  |  {  v ! = x }  ���� {  / *  suppr ess f p * /  }
|  {  v }  ���� {  er r ( “ Use af t er  f r ee %s! ” ,  mc_v_get _dat a( v) ) ;
;
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/ *  i pc/ shm. c: 750: newseg:  * /
i f  ( ! ( shp = seg_al l oc( . . . ) )

r et ur n - ENOMEM;
i d = shm_addi d( shp) ;

/ *  2. 3. 99: i pc/ shm. c: 1745: map_zer o_set up * /
i f  ( I S_ERR( shp = seg_al l oc( . . . ) ) )

r et ur n PTR_ERR( shp) ;

st at i c i nl i ne l ong I S_ERR( const  voi d * pt r )  
{  r et ur n ( unsi gned l ong) pt r > ( unsi gned l ong) - 1000L;  }

i nt  i pc_addi d( …*  new…) {
. . .
new- >cui d = new- >ui d =…;
new- >gi d = new- >cgi d = …
i ds- >ent r i es[ i d] . p = new;
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/ *  2. 4. 1:  dr i ver s/ sound/ t r i dent . c:
t r i dent _r el ease:

l ock_ker nel ( ) ;
car d = st at e- >car d;
dmabuf = &st at e- >dmabuf ;
VALI DATE_STATE( st at e) ;

/ *  2. 4. 0: dr i ver s/ sound/ cmpci . c: cm_mi di _r el ease:  * /
l ock_ker nel ( ) ;
i f  ( f i l e- >f _mode & FMODE_WRI TE)  {

add_wai t _queue( &s- >mi di . owai t ,  &wai t ) ;
. . .
i f  ( f i l e- >f _f l ags & O_NONBLOCK)  {

r emove_wai t _queue( &s- >mi di . owai t ,  &wai t ) ;
set _cur r ent _st at e( TASK_RUNNI NG) ;
r et ur n –EBUSY;

… unl ock_ker nel ( ) ;
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voi d PI Local Get ( voi d)  {
/ *  . . .  Boi l er pl at e set up code . . .  * /
nh. l en = LEN_CACHELI NE;
i f  ( ! hl . Pendi ng)  {

i f  ( ! hl . Di r t y)  {
/ *  . . .  37 l i nes  del et ed . . .  * /
ASSERT( ! hl . I O) ;
/ /  The comment ed out  ASSERT i s
/ /  t r ue 99. 99% of  t he t i me,  
/ /  but  i s not  al ways
/ /  ASSERT( hl . Local ) ;
/ * . . .  del et ed 15 l i nes  . . .  * /
PI _SEND( F_DATA,  F_FREE,  F_SWAP,

F_NOWAI T,  F_DEC,  1) ;
hl . Local  = 1;

Rul e " PI  Local  Get ”
Cache. St at e = I nval i d 
& !  Cache. Wai t
& !  DH. Pendi ng  
& !  DH. Di r t y   ==>

Begi n
Asser t  ! DH. Local ;
DH. Local  : = t r ue;
CC_Put ( Home,  Memor y ) ;

EndRul e;
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sm l en sl i cer {

/ *  wi l dcar d var i abl es f or  pat t er n mat chi ng * /
decl any_expr  t ype,  dat a,  keep, swp,  wai t , nl ;

/ *  mat ch al l  uses of  t he l engt h f i el d.  * /
pat  l engt h = {  HG_header . nh. l en }  ;
/ *  mat ch sends * /
pat  sends =

{  NI _SEND( t ype,  dat a,  keep, swp,  wai t , nl )  }
|  {  PI _SEND( t ype,  dat a,  keep, swp,  wai t , nl )  }
;

/ *  mat ch accesses t o di r ect or y ent r i es * /
pat  ent r i es = {  HG_h. hl . Local  }  |  {  HG_h. hl . Di r t y }  ;

/ *  mar k pat t er ns f or  MC sl i cer * /
al l :  l engt h |  sends |  ent r i es ==> { mgk_t ag( mgk_s) ;  }  ;

}

� 9 ����
���
�����#�	�
% 7C.�� 17C.����
% 6 
��
% .6 7

� � ��������"�����	������
% & �!�6 ����(	$ ��
�
% ������	��	�
)�	��!�	���
�����	% ���"

� � ���"����	$
% L ������	��	�����	��� �	.6 B	�!���
% .����)� G ����� ���	����� ��	����������
% 
����	��	�
	����� ��	��� !���
	���������

� � �����0�������	
% F������
% 6 
��

C�����
�� ��#
� + �$��������"����������	�����������������
��

% , ����	�� �

	� �������(	�!!
�	��	����(	����	9;;��9;;;�	��	
����	��	���
	������ �

% C���
�'	6 �����(	!������(	�� � ������	�����	���������

� ��������	������$�
���
�������#�	�
% 8����	������ 	��
��	���	�����	�����	����	��
����

% ���	�������'	����	������	% ������	���% ���	�����"

� + �
����0�������	$�
����������#�	�
% B�� � ��'	��������	� ���
�	�
���
�	�� ������	��	B	����

% 5 ���� �����

�	� �����	�����	�����	� ��������

% + ���
	�����	����
�

� �� � ���


