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{  #i ncl ude ” l i nux- i ncl udes. h”  }
sm chk_i nt er r upt s {

decl {  unsi gned }  f l ags;
/ /  named pat t er ns  
pat  enabl e = { st i ( ) ;  }               

|  {  r est or e_f l ags( f l ags) ;  } ;   
pat  di sabl e = { c l i ( ) ;  } ;

/ /  st at es   
i s_enabl ed:  di sabl e ==> i s_di sabl ed     

|  enabl e ==> { er r ( " doubl e enabl e" ) ; }
;   

i s_di sabl ed:  enabl e ==> i s_enabl ed
| di sabl e ==> { er r ( " doubl e di sabl e" ) ;  }
| $end_of _pat h$ ==> 

{ er r ( " exi t i ng w/ i nt r di sabl ed! " ) ; }
;  }
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/ *  f r om sys/ ker n/ di sk. c * /
i nt sys_di sk_r eques t ( …

st r uct  buf * r eqbp,  u_i nt k)  {   
. . .   
/ *  bypass f or  di r ect scs i commands  * /   
i f  ( r eqbp- >b_f l ags & B_SCSI CMD)     

r et ur n sys_di sk_scsi cmd ( sn,  k , r eqbp) ;
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/ *  dr i ver s/ usb/ evdev. c * /
st at i c i nt  evdev_i oct l ( . . . ,  unsi gned l ong ar g)  {

. . .
swi t ch ( cmd)  {       

case EVI OCGVERSI ON:           
r et ur n put _user ( EV_VERSI ON,  ( __u32 * ) ar g) ;       

case EVI OCGI D:  / *  copy_t o_user ( t o,  f r om) !  * /
r et ur n copy_t o_user ( &dev- >i d,  ( voi d * ) ar g,

si zeof ( st r uct i nput _i d) ) ;       
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/ *  f r om dr i ver s/ char / t ea6300. c * /   
c l i ent  = kmal l oc( si zeof * cl i ent , GFP_KERNEL) ;     
i f  ( ! c l i ent )       

r et ur n - ENOMEM;     
. . .     
t ea = kmal l oc ( si zeof * t ea,  GFP_KERNEL) ;     
i f  ( ! t ea)       

r et ur n - ENOMEM;   
. . .     
MOD_I NC_USE_COUNT;  / *  bonus bug:  kmal l oc coul d s l eep * /

� 
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��� ��#������ �����@���������#��
decl { scalar } sz;     // match any scalar
decl { const int } retv;  // match const ints   
state decl { any_ptr } v;     // match any pointer, can bind to a state 

// Bind malloc results to “ unknown”  unti l  observed
start:   { v = (any)malloc(sz) } ==> v.unknown 

| { free(v) } ==> v.freed;
// can compare in states unknown, null, not_null   
v.unknown, v.null, v.not_null:   

{ (v == 0) } ==>  true = v.null, false = v.not_null    
| { (v != 0) } ==>   true = v.not_null, false = v.null;    

// Cannot reach error path with unknown or not-null   
v.unknown, v.not_null:  { return retv;  } ==> 

{ i f(mgk_int_cst(retv) < 0)  err("Error path leak!" );  };    
// No dereferences of null , freed, or unknown ptrs.  
v.null , v.freed v.unknown: 

{ *(any *)v } ==>  { err("Using ptr i llegally!" );  };  
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/ *  dr i ver s/ i sdn/ pcbi t : pcbi t _i ni t _dev * /
kf r ee( dev) ;
i ounmap( ( unsi gned char * ) dev- >sh_mem) ;     
r el ease_mem_r egi on( dev- >ph_mem,  4096) ;

/ *  i ncl ude/ l i nux/ coda_l i nux. h: CODA_ALLOC * /
pt r = ( cast ) vmal l oc( ( unsi gned l ong)  s i ze) ;   
. . .   
i f  ( pt r == 0) pr i nt k( " ker nel mal l oc r et ur ns 0\ n” ) ;
memset ( pt r ,  0,  s i ze ) ;

/ *  dr i ver s/ par por t / dai sy. c: add_dev: 50 * /  
newdev = kmal l oc ( GFP_KERNEL, si zeof ( st r uct  dai sydev) ) ;
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/ *  dr i ver s/ net / pcmc i a/ wavel an_cs . c * /
spi n_l ock_i r qsave ( &l p- >l ock,  f l ags) ; / *  1889 * /
swi t ch( cmd)
. . .

case SI OCGI WPRI V:         
. . .
i f ( copy_t o_user ( wr q- >u. dat a. poi nt er ,  …) ) / *  2305 * /  

r et  = - EFAULT;
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nh. l en : = l en_cachel i ne;
i f  ( ( DH. Pendi ng = 0) )  t hen

i f  ( ( DH. Di r t y = 0) )  t hen
asser t ( nh. l en ! = l en_nodat a) ;
mbResul t : = pi _send_f unc( s r c,  PI _Put t ) ;
DH. Local  : = 1;

el se
asser t ( ( DH. Li st  = 0) ) ;
asser t ( ( DH. Real Pt r s = 0) ) ;

HANDLER_GLOBALS( header . nh. l en)  = LEN_CACHELI NE;
i f  ( !  HANDLER_GLOBALS( h. hl . Pendi ng) )  {

i f  ( !  HANDLER_GLOBALS( h. hl . Di r t y ) )  {
ASSERT( ! HANDLER_GLOBALS( h. hl . I O) ) ;
PI _SEND( F_DATA,  F_FREE,  F_SWAP, …, …) ;
HANDLER_GLOBALS( h. hl . Local )  = 1;  
/ *  . . .  del et ed 14 l i nes * /

}  el se {
ASSERT( ! HANDLER_GLOBALS( h. hl . Li st ) ) ;
ASSERT( ! HANDLER_GLOBALS( h. hl . Real Pt r s) ) ;
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