
Expert Elicitation and 

Parametric Decision Analysis

Detlof von Winterfeldt

Professor, Industrial and Systems Engineering

Professor, Public Policy and Management

University of Southern California

July 30, 2014

Snowmass, Colorado



Illustrations of the Uses and Limits of 

Expert Elicitation and Parameterization

• MANPADS Countermeasures

• Bioterrorism Risk Analysis

• Human Intrusion into a Nuclear Waste Repository





MANPADS

US REDEYE --- 1967
USSR  SA-7 --- 1968



“Bad Guys” with MANPADS
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Close Call, Baghdad, 2003















MANPADS – Countermeasures

Number of Planes: 5,000

Capital Cost/Plane: $2 million

O&M/Plane/Yr.: $500,000

10-Year Life Cycle Cost: $35 billion



Some Deep Uncertainties!
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Deep Uncertainties Continued
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Countermeasures
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MANPADS Attack –

Direct Consequences

• Fatalities

• Injuries

• Loss of Airplane(s)



MANPADS Attack –

Indirect Consequences

• Aviation System Shutdown

• Reduced Airline Passenger Volume

• Fears and worries

http://www.davidwyatt.me.uk/photos/idc_japan/Arrival%20and%20departure/slides/Flying_home_-_empty_airport.JPG
http://www.davidwyatt.me.uk/photos/idc_japan/Arrival%20and%20departure/slides/Flying_home_-_empty_airport.JPG


MANPADS Inputs: Probabilities 

and Effectiveness Measures
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MANPADS Inputs: Consequences



MANPADS – Solved Decision Tree



MANPADS – User Interface (& Demo)

Inputs and Ranges of the Manpads Model

Probabilities Base Case Min Max

Attempted Attack in 10 years 0.50 0.25 0.00 1.00

Interdiction|Attempt 0.00 0.00 0.00 0.10

Hit|Attack 0.80 0.80 0.00 1.00

Crash|Hit 0.25 0.25 0.00 1.00

Effectiveness of Countermeasures

Deterrence Effectiveness 0.50 0.50 0.00 1.00                 

Interdiction Effectiveness 0.00 0.00 0.00 1.00                 

Diversion/Destruction Effectiveness 0.80 0.80 0.00 1.00                 

Crash Reduction Effectiveness 0.00 0.00 0.00 1.00                 

Consequences

Fatalities|crash 200 200 0 400

Cost of the Plane (millions) 200 200 0 500

Loss to Economy|Fatal Crash (billions) 100 100 0 500

Percent of Loss|Hit and Safe Landing 25% 25% 0% 50%

Percent of Loss|Miss 10% 10% 0% 25%

Number of False Alarms/Year 10 10 0 20

Cost of Countermeasures (billions) 10 10 5 50

Tradeoffs

Value of Life (millions) 5 5 0 10

Cost of a False Alarm (millions) 10 10 0 100

Outputs of Manpads Model
Total Crash Econ Loss CM Cost

Expected Costs w/ Countermeasures (millions) w/CM 12,932$   7$           1,925$           11,000$           

Expected Costs w/o Countermeasures (millions) w/o CM 9,318$     68$         9,250$           -$                 

EXPECTED COSTS OF MANPADS
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Tornado Diagram



Life-Cycle

Cost = 30 billion



Life-Cycle

Cost = $10 billion



Risk Profile



Observations about MANPADS

• You don’t need precise numbers to make a 

convincing argument, bounds and sensitivity 

analyses sometimes are enough

• Based on this and other studies the US Congress 

cancelled the $200 million/year MANPADS 

Countermeasures program

• Will the Malaysian attack change this?



Bioterrorism Risk Assessment  (BTRA)

Bacillus Anthracias (Anthrax)
Non-communicable

100 kg fatal to 3 million people

25% mortality rate

Yersinia Pestis (Plague)
Communicable

One infected person creates ten more

15% mortality rate

Raciness Communis (Ricin)
Non-communicable

1 milligram can kill one adult

50 to 85% mortality rate

What is the Probability of Terrorists Using a Biological Agent in the USA 

in the Next Ten Years and what are the Consequences?



Expert Elicitation for BTRA

• Around 30 biological agents

• Intelligence analysts and social scientists

• Development of elicitation protocol

• Training

• Software support





Example Results

(Hypothetical Expert)

Relative Probabilities (RP) of Selected Agents

(Given a Bioterrorism Attack - Hypothetical Expert)

Hi Lethal - Comm RP

Yersinia pestis * 13%

Variola Major Virus 1%

Ebola 6%

Lassa 6%

Marburg 6%

Hi Lethal- Non Comm

Bacillus anthracis * 25%

Clostridium botulinum * 13%

Ricinus communis (castor bean) 13%

Burkholderia mallei 1%

Nipah virus 1%

Bovine Spongiform Encephalopathy * 1%

Vibrio cholerae ** 3%

Other Agents 9%



Example Output



Observations about BTRA

• Experts were able to rank the relative likelihood of biological 

attack scenarios

• Different experts were remarkably consistent in their rankings

• Experts were also able to provide selected ratios of likelihoods

• Experts were relieved that they could express uncertainty 

about these ratios

• Dirichlet tool helped, but makes very strong assumptions



Human Intrusion into a Nuclear Waste Site

What is the likelihood that humans inadvertently dig up or drill into 

the WIPP repository in the next 10,000 years?



Approach to Expert Elicitation

• 16 experts selected from 126 nominations
– Science fiction writers

– Futurologists

– Sociologists

– Risk analysts

• Organized as 4 teams of four

• Very different approaches to answering the 

elicitation question
– Scenarios

– Event trees

– Influence diagrams



Modes of Intrusion



Influence Diagrams: Washington Team



Event Trees:

CA/Arizona 

Team



Creative Point

Scenarios: 

Boston Team



Observations about WIPP Intrusion

• The four teams created very different approaches

• Yet they came up with similar probabilities of 

intrusion: Between 1% and 10% for 10,000 years

• The numbers may not mean much, though they 

suggest that there is a substantial risk of intrusion

• Consequences were not considered, but would 

likely be moderate (<1000 early fatalities, 10,000 

latent cancers)

• The scenarios are most useful product, because 

they stimulated thinking about countermeasures



Overall Conclusions

• Expert elicitation can be useful even with “deep” uncertainty

• Parameterization and bounding is very useful and can lead to 

insights for decisions

• For large time scales, we should be modest:

– Be creative in scenario construction, then systematic in elicitation frames

– Don’t take probability assessments too seriously (ratios and orders of 

magnitude are OK)

– Allow experts to express secondary uncertainty

– Learn from red-blue teaming exercises in the military and terrorism risk 

and decision analysis

• For climate change

– Frame climate change problems as decision problems

– Find the decision relevant parameters (sea level rise, precipitation, 

frequency and severity of weather) 

– Determine bounds and conduct sensitivity analyses

– Conduct expert elicitations on important parameters


