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Chapter 1

In tro duction

Saturn is a systemfor the static analysisof programs. Saturn aims to beboth highly
scalableand precise,with the goal of eventually being able to verify the absenceof
certain kinds of bugs in real systems. Saturn is basedon three main ideas:

� Saturn is summary-based: each function f is analyzed separately, producing
a summary of f 's behavior. At call sites for f , only f 's summary is used.
Summary information may also be attached to types, global variables and
other values.

� Saturn is also constraint-based: analysis is expressedas a system of con-
straints describing how the state at one program point is related to the state
at adjacent program points. The primary constraint languageused in Sat-
urn is boolean satis�abilit y, with each bit accessedby a procedure or loop
represented by a distinct boolean variable.

� Program analysesin Saturn are expressedin a logic programming language
with support for constructing constraints and accessingsummaries.

In combination, theseideasgive Saturn the abilit y to succinctly expressprecise
analyses while also providing the abilit y to scale to very large programs. The
useof constraints and logic programs allows succinct analyses,which are easierto
understand and verify correct than analyseswritten at a lower level of abstraction.
Bit-lev el path-sensitive analysisgivesprecision,while analyzing a single function at
a time and summarization give scalability|Saturn is routinely used to run whole-
program analyseson the entire Linux kernel (with more than 6MLOC) and other
large open source projects. Collectively these analyseshave found thousands of
previously unknown bugs in such projects.

Another important Saturn feature is a parallel backend, allowing multiple func-
tions to be analyzed at the same time; clusters of up to 100 processorscan be
utilized e�ectiv ely, depending on program size and the computational intensity of
the analysis. All Saturn analysesare currently for C programs, though the ideas
could be applied to other languages.
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CLP analyses

CLP interpreter

C program

C frontend

C syntax databases

Summary databases

Constraint solvers

Summary/error reports

User interface

Figure 1.1: Saturn toolchain structure

This document providesan overview of the logic programming language,various
Saturn analyses,as well as the tools that, while not part of any static analysis, are
neededto run most or all analyses. The Saturn project is very much a work in
progress,and it is possible(even likely) that this document has errors, omissions,
and inconsistencies;the authors would appreciatenoti�cation of any such problems
the reader may �nd.

1.1 Saturn Design

Figure 1.1 shows at a high level the Saturn toolchain. The C frontend encodes the
full CIL syntax for a program assetsof predicates,storing them all in a few syntax
databases.A program analysis,written in the Saturn-speci�c CLP (Compositional
LogicProgram) programming language,is then run over each function in the syntax
databasesby the CLP interpreter, constructing constraints and querying constraint
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C syntax predicates

CFG construction Solver predicates

Memory model

Alias analysis

NULL dereference analysis

Example locking analysis

Figure 1.2: Saturn analysesstructure

solvers plugged into the interpreter, constructing summary information and pro-
ducing error reports. These reports can then be viewed either as plaintext or via
an HTML-based UI, depending on the analysis.

Each CLP analysis is thus responsible for generating summary information and
reports usingonly the sourcesyntax. To easethis, coreCLP components are usedto
construct higher level representations of the source,including control 
o w graph(s)
for each function and a path-sensitive memory model of the points-to and integer
value relationships at each program point. Most Saturn analysesbuild on top of
oneor both of thesecorecomponents; Figure 1.2 shows thesecomponents and their
relation to the included analyses.
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Chapter 2

Quic kstart

This chapter givesa quick exampleof how to run a complete analysisand examine
the results. Theseinstructions assumeyou are using a Linux system, that you have
installed Saturn asper the INSTALL �le instructions, and that you have added the
clpa/bin directory to your path.

The bftpd package is an implementation of a simple FTP server. Download a
copy of bftpd-1.6.tar.g z from http://saturn.sta nf ord .e du/mi sc, extract the
�les, and run con�gure:

tar xvf bftpd-1.6.tar.g z
cd bftpd-1.6
./configure

The next step is to gather the source�les for analysis. Becausebuild processescan
be complex, and are complex for large projects, the only reliable way to �nd the
source�les actually usedto build the system is to monitor the build processitself.
Saturn has a tool clpamake.pl just for this purpose; seeSection 7.3.2 for more
information. From the samedirectory, run

clpamake.pl -sources=. -root=.

This command will �nish quickly and add a sub-directory logic to the current
directory. Changeinto the logic directory and examine its contents:

cd logic
ls

You will seea number of .db �les:

cil_body.db cil_enum.db cil_init.db process.db
cil_comp.db cil_glob.db ppfile.db

TheseareSaturn databasescontaining setsof facts to beusedin subsequent analyses
of this program. The initial set of databasesgeneratedby clpamake.pl encode the

11
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program's abstract syntax tree. The following command run's Saturn's null deref-
erence analysis, which warns of possibleNULLpointer dereferences.This analysis
will likely take a few minutes to execute. In the logic directory, run

clpa --no-fixpoint --timeout 60 PATH_TO_CLPA/analysis/ null/ null. cl p

The --no-fixpoint 
ag analyzeseach function once and --timeout 60 instructs
the analyzer to spend no more than 60 secondson each function. The null derefer-
enceanalysisprints out the namesof functions as it analyzesthem, along with any
errors it detects. The �rst report is on line 121 of bftpd-1.6/option s. c:

@121red Possible NULLdereference of endp . . .

The sourcecode around this line is:

120: if (grp->users)
121: endp = endp->next = malloc(sizeof(s tru ct list_of_struct_p asswd)) ;
122: else
123: grp->users = endp = malloc(sizeof(s tru ct list_of_struct_p asswd)) ;

The questionable expressionis the dereferenceof endp in endp->next . This line
appears in a loop and a quick perusal of the code revealsthat endp is always NULL
on entry to the loop. If the dereferenceis safe,then, it must be becausegrp->users
is NULLif endp is NULL. But there is no relationship betweengrp->users and endp
in this code; if they are correlated in some way it is not enforced in options.c .
While we cannot state for certain that this report is a bug without more detailed
knowledgeof the program, it is at least suspicious.

The tool reports a possibleerror at oneother line (line 102) in the same�le options.c .
This error report is quite similar to the �rst one discussedabove.



Chapter 3

Tutorial

This chapter givesa tutorial overview of a Saturn analysis. The tutorial is intended
to be relatively self-contained; it should be possible to get a general idea of how
Saturn analysesare written and usedby reading only the tutorial if the reader has
somebackground in either program analysisor logic programming. Details omitted
or only alluded to in this presentation are discussedin subsequent chapters.

We present the designof a locking analysis, a safety property that has become
a standard example in the software veri�cation literature. Consider a thread that
manipulates a lock l . The thread should never lock l twice without an intervening
unlock, or elsethe singlethread may deadlock the wholesystem.1 Similarly, a thread
should should not unlock l twice without an intervening lock acquire. The goal of
the analysisis to identify individual locking/unlo cking operations in a program that
may violate these speci�cations. Note that this is not a concurrency property, as
we are only focusing on the behavior of a single thread.

In the directory `analysis/locking' there are two versionsof the locking analysis
`locking.clp' and `simplelocking.clp'. In the samedirectory there are alsoseveral in-
structiv eexampleprogramsin the regressiontest directories `baseXXX'. We present
the programsin an order natural for discussion,not in the line order of the programs
themselves.

We begin with `simplelocking.clp'; a copy of the code is included in Appendix A.
The �rst few lines

% Path-insensitive interprocedural locking analysis.

import "../memory/scala r_s at .cl p" .

analyze session_name("c il_ body" ).

show several features of CLP, the Compositional Logic Programming languagein
which Saturn program analysesare written. The �rst line is a comment, indicated

1We assume that locks are not reentran t|i.e., a thread cannot acquire again a lock it already
holds.

13



14 CHAPTER 3. TUTORIAL

by the leading %. The import directive includes the �le `memory/scalar sat.clp'
in the current program. It is typical (and encouraged)for Saturn analysesto be
built out of hierarchy of modules, each of which import s the other modules that it
needs. In this case,while it is not obvious from the line above, the locking analysis
is importing Saturn's memory model (Section 5.3), which provides a great deal
of functionalit y and is itself built from several other modules. Most importantly ,
the memory model describes, for each function, all the locations accessedby the
function's body, aliasing information, and the path-sensitiveconditions under which
each nodein the function's control-
o w graph is reachedand each location is written.
The memory model is parameterized by the representation of integers and other
scalarvalues,and there areseveral choicesfor how to model such valuesand evaluate
constraints over them. In this case,`scalar sat.clp' speci�es that integer valuesand
formulas should be converted to bit vectors and constraints evaluated using a SAT
solver (Section 5.3.4).

The analyze directive tells the CLP interpreter what sessionsto analyze. For
scalability, Saturn analysesdo not analyze the entire program at once, nor is a
representation of the entire program ever constructed in main memory. Instead,
parts (sessions)of the program are analyzed separately and the analysis computes
summaries for each part. The cil body sessionsare complete function bodies. An
alternativ e, which is easierto usein most cases,is the cil sumbody session,which
splits out every loop into a separate control-
o w graph; thus a cil sumbody is
guaranteed to be loop free, with loopsbeing modeledas tail-recursive function calls
(Section 5.2.3).

3.1 The Lo cking Prop ert y

The locking property can be encoded by consideringevery lock to be in oneof three
states: unlocked, locked, or error. Consider two primitiv e locking operations, each
of which takesa single lock argument l :

� The function lock . If l is in the unlocked state then the function terminates
with l in the locked state. Otherwise the function terminates with l in the
error state.

� The function unlock . If l is in the locked state then the function terminates
with l in the unlocked state. Otherwise the function terminates with l in the
error state.

Note that the functions described above are not the actual namesof the primitiv e
locking functions in any real system;we have simply chosenthesenamesfor clarit y.
The samesignatureswould apply to the primitiv e lock and unlock functions in, say,
the kernel of an operating system.

The �rst part of the locking analysis implements the function signaturesof the
locking primitiv es. The declaration

type lockstate ::= locked | unlocked | error.
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declaresa new type lockstate with three constructors for the three lock states.
The analysis also declaresseveral predicates(relations) that uselock states. Every
fact that can be reasonedabout by the program analysis is an instance of some
predicate.

predicate state(P:pp,T:t_t ra ce, S: loc ksta te, G:g_guard ).

The predicate state takes four typed arguments; CLP is strongly and statically
typedand the typesof all predicatearguments must bedeclaredby the programmer.
The notation X:t declares an argument of type t with mnemonic name X (the
name is optional documentation). The state predicate's arguments include three
frequently usedtypes:

� A pp is a program point, an identi�er that uniquely namesa point in a pro-
gram. Program points are created in the conversion of the initial abstract
syntax trees (produced directly by the front-end parser) to a control-
o w
graph (Section 5.2.1).

� A t trace is a trace, which names a memory location or a set of memory
locations (e.g., arrays are treated as sets of memory locations). Analyses
mostly deal with traces asabstract locations and nothing more, though aswe
shall seetraces do have structure and in most analysesat least a few rules
will be concernedwith the trace structure. Tracesare de�ned by the memory
model (Section 5.3.1).

� A g guard is a boolean formula that captures a program condition, usually
the net e�ect of the predicatesin if statements on someset of paths. Guards
are usedto encode path sensitivity in an analysis. Guards are also de�ned by
the memory model (Section 5.3.4).

The interpretation of the state predicate is that at program point P, the lock at
memory location T is in state S whenever guard Gis true.

The simple locking analysis is interprocedural and 
o w-sensitive. The full ex-
planation of the analysis can be divided into three parts:

� how function calls are modeled,

� how information is mergedat control join points,

� how primitiv e instructions are modeled.

The �rst item is the interprocedural analysis, while the secondand third together
constitute the intrapro cedural part of the analysis.

3.2 In terpro cedural Analysis

We begin with the interprocedural part of the analysis. Another predicate de�ned
by the locking analysis is
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predicate cedge(I:c_instr, T: t_t ra ce, SIN:loc kstat e, SOUT:lo cksta te) .

The type c instr is our �rst example of a type de�ned in a package, in this case
the translatecil package (seeSection 8.11). A package is a collection of types,
predicates, and rules implemented in another language,such as C or OCaml (the
two languagesthat are currently supported); package translatecil describes all
the typesand predicatesthat encode the CIL syntax for a C program. In the pred-
icate cedge, while the type c instr is any CIL instruction (assignments, assembly,
and function calls), in fact this predicate is only used to record information about
function calls|the name cedge stands for call edge. The meaning of the predicate
is that function call I maps the lock with trace T from initial lock state SIN to �nal
lock state SOUT. Information for speci�c call sites is computed via CLP rules that
add new facts, instancesof the cedge predicate. For example:

dircall(I,"lock" ),
+cedge(I,drf{root {a rg{ 0} }}, lo cked, er ror ),
+cedge(I,drf{root {a rg{ 0} }}, unloc ked, loc ked).

All CLP rules (and, indeed, rules in any logic programming language)describe
how to infer new facts. Together they give a declarative speci�cation for inferring
the full setof facts within a function; the CLP interpreter simply appliesthe analysis
rules in all possibleplacesto infer new facts, until there are no more rules which
can be applied.

Most rules have a simple form such as the above, a comma-separatedlist of
predicates. The rule is evaluated by walking down it left to right. Predicateswith a
+ in front of them are additions, and represent new facts which should be inferred,
added to the set of known facts. Predicateswith no + in front are �nds , indicating
that for any known fact matching the predicate, any variables such as I should be
instantiated and the rest of the rule evaluated. This rule intro ducestwo other new
things:

� The predicate dircall(I,FN) is true if the instruction I is a direct call of
the function named FN(Section 5.2.1). A direct call meansthat the function
name FNappearsexplicitly in the program, as in lock(l) , in constrast to an
indir ect call through a pointer such as (*f)(l) .

� The trace arguments to the cedge predicates indicate speci�c memory loca-
tions. Becausewe are specifying the locking semantics of the lock primitiv e,
we must say explicitly which memory location holds the a�ected lock. The
term trace is meant to suggesta trace or sequenceof operations neededto
reach the location from someroot, which is a location with a program name
such as a local or global variable or, in this case,a function argument. Thus,
drf f root f arg f 0ggg is the dereferenceof the root arg f 0g, the �rst argument
of the function.

With all of this in mind wecannow explain what the rule means:For any instruction
I which is a direct call to the primitiv e function lock , then two facts are added. If
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the lock pointed to by the �rst argument of the call is locked on entry to I , then
the lock is in the error state on exit; i.e., there is a double-locking bug causedby
this call to lock . Similarly, if the lock pointed to by the �rst argument of the call is
unlocked on entry , then the lock is in the locked state on exit. The rule for direct
calls to unlock is similar:

dircall(I,"unloc k") ,
+cedge(I,drf{root {a rg{ 0} }}, lo cked, unloc ked),
+cedge(I,drf{root {a rg{ 0} }}, unloc ked, err or ).

Note that the trace drf f root f arg f 0ggg is the location of the formal parameter in
the called function, not the location of the actual parameter that is passedfrom the
caller. We return to this point in Section 3.4.

For calls to functions other than the primitiv e locking operations we must com-
municate information between the caller and the callee. Each function computes
summary edgesthat describe its net locking behavior:

predicate sedge(T:t_trace, SIN:l ockst at e, SOUT: loc ksta te) .

The interpretation of an sedge is that somefunction other than lock or unlock
may map a lock at location T that is in the SIN state on function entry to the SOUT
state on function exit. Note that there is no argument indicating the function the
predicate is talking about. We add this information using a sessionde�nition which
will be usedto store the

session sum_locking(FN: str in g) containing [sedge].

Sessionsare the mechanism used to store summaries for interprocedural analysis.
While predicate instancesrepresent individual facts, sessionsrepresent setsof such
facts (in this case, only the sedge predicate) which can be directly updated or
queried by the analysis. When a function is being analyzed, it will update its own
summary (seebelow), and when calls to it are encountered, its summary will be
queried:

dircall(I,F), sum_locking(F)->s edge(T, SIN,SOUT), +cedge(I,T,SIN,S OUT).

This rule means that for any direct call to any function F, query F's summary
information to determine what sedges it has, and then add new cedge facts in the
samemanner as cedge facts were added for calls to lock and unlock .

Sofar wehavediscussedhow summary information for a function F is propagated
to a call site for F. The other half of interprocedural analysis is how summary
information is computed for a function in the �rst place. The locking analysis
intro ducesanother predicate

predicate trace_trans(T:t_ tr ace,G:g_ guar d,SIN:lo ckst ate ,SOUT:l ockst at e).

which holds if the entire body for the currently analyzedfunction transitions a lock
at location T from an initial lock state SIN to a �nal lock state SOUTif guard G
holds. Computing the trace trans facts using the memory model and cedge facts
is the goal of the intrapro cedural analysis, discussedstarting in Section 3.3. The
rule for computing locking summariesis then:
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cil_curfn(F), trace_trans(T,SG, SIN,SOUT), guard_sat(SG),
+fedge(F,T,SIN,SO UT), +sum_locking(F)-> sedge(T,SIN, SOUT).

The predicate cil curfn namesthe currently analyzed function; it is provided by
the translatecil package (Section 8.11). The predicate guard sat holds if its
boolean formula argument is satis�able; it is provided by the memory model (Sec-
tion 5.3.4) asa wrapper for the booleanconstraint solver interface in the solve sat
package(Section8.8). Thus, this rule says that if function F mapstrace T from state
SIN to SOUTunder condition SGand there is someexecution in which that condition
can be satis�ed, then the transition is added to the function summary for F. This
rule is a typical exampleof the useof constraints in Saturn: we compute constraints
(normally boolean constraints but interfaces to other constraint theories are pro-
vided by other packages)and then at somepoint ask whether the constraints are
satis�able. Unsatis�able constraints represent only infeasiblecomputations; in this
casewe do not add a transition to the function summary if its associated guard is
unsatis�able. Note also that this rule performs abstraction: we discard the guard
SGin the locking summary, e�ectiv ely saying that the transition can always happen
and not just when SGis satis�ed. Computing a very preciseintrapro ceduralanalysis
which is abstracted in proceduresummariesfor scalability and termination is also
typical of Saturn analyses.

Finally, the rule above usesa new predicate fedge with the samesignature as
sedge except the function name. This is not a summary predicate, but is just used
in a query to print as output all matching facts that were added to the summary:

predicate fedge(FN:string, T: t_t ra ce, SIN:loc kstat e, SOUT:lo cksta te) .

?- fedge(F,A,SIN,SO UT).

3.3 Join Poin ts

We turn now to the rules for the intrapro ceduralanalysis|the analysiswithin a sin-
gle procedure. Like data
o w analyses,the Saturn locking analysiscan be described
as a combination of transfer functions for each kind of statement (Section 3.4)
and how information at join points (placeswhere multiple control paths merge) is
computed:

predicate smerge(P:pp,T:t_ tr ace,S:lo ckst ate ,G:g_ guar d).

The predicate smerge has exactly the samesignature as the state predicate: the
guard Gunder which a lock T has a certain lock state S at a program point P. In
fact, smerge is usedto compute state at a program point. The invariant that the
analysis maintains is that while there may be many smerge facts for a program
point, one for each distinct control path reaching that program point, there will be
only onestate facts per program point, representing the mergeof all smergefacts.
The rule that usessmerge facts is
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smerge(P,T,S,_), pp_order(P,DEP,DIST), $order(DEP,DIST, 0) ,
\/smerge(P,T,S,G) :# or_al l(G ,MG), +state(P,T,S,MG ).

This rule intro ducestwo morenewfeatures. The �rst is the collection over smerge(P,T,S,G) .
Normally a �nd on a predicate succeedsonce for every fact that matches it, sepa-
rately instantiating the remainder of the rule with the valuesof the variables in the
�nd. A collection succeedsexactly oncefor the set of all facts matching the predi-
cate. Collections are consumedby special collection predicates, which perform some
reduction on the set. In the rule above, the collection predicate #or all (provided
by the packagebiteval , Section 8.7) binds the mergedguard MGto the disjunction
of all the guardsGin the collection. We then add the singlestate fact that at point
P lock T is in lock state S if the single guard MGis satis�ed.

Merging the guardsin this way doesnot loseinformation, but allows the internal
representation for the merged guards to be simpli�ed substantially , avoiding the
exponential blowup in the sizeof formulas and number of separatestate facts that
could otherwise be encountered.

The �rst line of the rule servestwo distinct and important roles:

� The initial �nd smerge(P,T,S, ) identi�es any smerge fact and binds P, T,
and Sto ground terms, but it doesnot bind G(the ` ' is a wildcard matching any
value but intro ducing no bindings). Thus, the collection, which is evaluated
with P, T, and S bound to particular values,only has one unbound variable G
over which it ranges. This behavior is exactly what we want: for each separate
P, T, and Swewant to compute the disjunction of all the possibleguardsG. The
initial �nd will succeedmultiple times for di�eren t combinations of program
points, locks, and lock states, and one state fact will be computed for each.

� There is a problem with collections in a logic programming language. The
collection requires that all facts that match the collection be present when
the rule is evaluated|the collection can only be safely evaluated when there
is no possibly that another rule will add another fact belonging to the col-
lection. The CLP interpreter usesstrati�c ation (Section 4.11) to determine
statically an order of evaluation for the rules so that evaluation of collections
are evaluated at a point where it is known that no future fact additions could
invalidate the collection. However, strati�cation cannot always analyze rule
sets precisely enough, and so CLP provides a mechanism for the program-
mer to specify the dynamic execution order of rules. In the rule above, the
$order(DEP,DIST,0) says the collection evaluations should be ordered lexi-
cographically by depthDEPand distance DEP, which are properties of program
points given by the predicate pp order . Depth refers to loop nesting depth
and distance to a program points position in a depth-�rst numbering of the
control-
o w graph. The order is such that all the smerge facts for a program
point are computed before the rule above executes.
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3.4 Statemen ts

At the start of a function body we initialize the lock memory locations to some
initial state. Functions are analyzed separately and in a bottom up call graph
order, so when a function is analyzedwe do not know what states the locks may be
in at call sitesof the function. Thus, we analyzethe function under the assumption
that the lock may be either locked or unlocked . However, we also know that the
lock cannot be both locked and unlocked simultaneously. We useentry locked ,
de�ned below, to capture this last restriction:

predicate entry_locked(in T:t_trace,LKG:g_g uard, UKG:g_guard) .

?entry_locked(T, _,_ ), #id_g(br_abit{ar _extr a{ t_l ocked{T}} },L KG),
#not(LKG,UKG), +entry_locked(T,L KG,UKG).

entry(PIN), icall(P0,_,I), cedge(I,CT,_,_),
inst_trace(s_call {I },P 0, CT,tr ace{T}, _), entry_locked(T,L KG,UKG),
+state(PIN,T,lock ed,LKG), +state(PIN,T,un loc ked, UKG).

The predicate entry locked records a trace (lock) T and the initial conditions on
entry to the function under which T is locked LKGand unlocked UKG. Consider now
the �rst rule. Ignoring for the moment the predicate begining with ?, the second
predicate createsa new unconstrained boolean variable using #id g and binds it
to LKG. The #not(LKG,UKG)negatesLKGand binds the result to UKG. (Both #id g
and #not are de�ned in the packagebiteval , Section8.7) So, if LKGis the boolean
variable � , then UKGis : � , and the rule adds the fact entry locked (T; � ; : beta )
and we seethat the initial state of the lock is either locked or unlocked , but not
both. The br abit f ar extra f t locked f Tggg identi�er used in #id g is a unique
identi�er for the new unconstrained variable; it ensureswe associate each di�eren t
lock trace T with a di�eren t boolean variable.

The �rst predicate of the rule above is our �rst example of a wait predicate.
This wait only succeedsfor traces T where someother rule tries to evaluate a �nd
entry locked(T,...) . Waits are used to expressdemand-driven computations in
what is otherwise an eagerevaluation model. Without waits, a rule is evaluated
exhaustively for all combinations of values that succeed. In logic programming
terminology, CLP usesa bottom up evaluation strategy. Without the wait in the
rule above, then, an entry locked fact would be added for every memory location
being modeled, not just the locations that hold locks. The wait ensuresthat the
rule appliesonly to locations that somepart of the analysisis interestedin|i.e., the
locks. Thus, waits expressa demand-driven or top down evaluation strategy which
can be freely mixed with the basebottom up strategy (the Prolog-style notation
`head:- body' for rules is also supported, and converted internally into waits).

The secondrule infers the locationsof locks accessedby the current function, and
addstheir initial state at the CFG entry point. Sincelocks areonly manipulated by
primitiv e functions or by other functions that themselvescall the locking primitiv es,
we discover that a lock location is accessedby �nding the called function which has
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a lock state transition in its summary for that location. Writing the rule above for
this idea requires three new predicates:

� The predicate entry(P) identi�es the unique program point P that is the
entry point of the current function body (Section 5.2.1).

� The predicate icall(P0,P1,I) identi�es each function call I of any form
(direct or indirect) where P0 and P1 are the program points before and after
the call, respectively (Section 5.2.1).

� The predicate inst trace , which stands for instruction trace is central to
interprocedural analysis (Section 5.3.6). Recall that call edges(cedge facts)
record the location (trace) of a lock in the scope of the callee (i.e. if cedge
holds for drf f root f arg f 0ggg then it is the �rst argument to the call, not the
current function). We need the corresponding location (trace) in the caller,
and inst trace provides this mapping: the �rst and secondarguments iden-
tify the call site (the call instruction and program point), the third argument
is the trace in the callee,and the fourth argument is the corresponding trace
in the caller. The �fth argument is a guard under which the mapping holds,
which for this rule is not used becausewe just needthe locks that could be
accessedwithin the current function.

We can now explain in detail how the rule discoverswhich locks are accessedby
the current function. Consider a function call at a program point P0 (the �nd on
icall ) that hasa call edgeon location CT(the �nd on cedge), which meansthat CT
has a lock state transition and is therefore a lock. Now, if CTcorresponds to caller
location T (the �nd on inst trace ), then we look up the initial conditions LKGand
UKGunder which T is locked and unlocked respectively (the �nd on entry locked ,
which triggers the wait in the previous rule) and add appropriate state facts for
the entry program point of the function.

Now that the lock statesat the function entry point have beenset up, they must
be propagated forward through the CFG to �nd out their new states at exit. The
locking analysis models three kinds of CFG transitions: assignments, conditional
branches,and function calls.

The rule for assignment statements iset is:

iset(P0,P1,_), state(P0,T,S,G), eguard(P0,P1,G,E G), +smerge(P1,T,S,EG).

Analogous to icall , the iset predicate has three arguments: the program point
before the assignment P0, the program point after the assignment P1, and the as-
signment instruction itself. Assignments statements cannot a�ect the statesof locks,
sowe do not carewhat the assignment actually is. We are not even concernedwith
whether pointers to locks are createdand copiedby assignmens,becauseall of that
is covered by the underlying memory model. Recall that traces represent memory
locations that hold locks, not program variables; the memory model infers what
variables refer to which locations. The locking analysis never needsto explicitly
refer to that information, it simply keepstrack of the memory locations that are
locks.
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Returning the assignment rule, it is read as follows. Consider an assignment
between program points P0 and P1. If the state of lock T is S at point P0 under
guard G, then the state of T at P1will also be S but with a possibly di�eren t guard
EG(the add of smerge). The guard EGis computed using the eguard predicate
(Section 5.3.5), which combines the guard G tracked by the locking analysis with
whatever guard the underlying memory model has inferred controls the transfer of
control from P0 to P1.

The next two rules deal with conditional branches:

branch(P,P0,_,_) , state(P,T,S,G), eguard(P,P0,G,EG0) , +smerge(P0,T,S, EG0).
branch(P,_,P1,_) , state(P,T,S,G), eguard(P,P1,G,EG1) , +smerge(P1,T,S, EG1).

These rules are similar to the iset rule, except that a branch has two possible
successors(P0 and P1 above).

The remaining statement form is function calls. Sincefunction calls are the only
statements that actually a�ect lock states, there are two di�eren t casesto handle,
depending on whether there is a transition for the lock. Any call which does not
have a transition on a lock doesnot a�ect its state. First we considerthe casewhere
a lock has an explicit transition:

icall(P0,P1,I), cedge(I,CT,SIN,SO UT),
inst_trace(s_call {I },P 0, CT,tr ace{T}, BG),
state(P0,T,SIN,SG ), #and(BG,SG,G),
eguard(P0,P1,G,EG), +smerge(P1,T,SOUT,EG).

Consider a a call I betweenprogram points P0and P1. If there is a call edgecedge
for this call where callee trace CTmakesa lock state transition from SIN to SOUT,
and the corresponding caller trace is T if guard BGis true and lock T is in state
SIN if guard SGholds before the call, then after the call T is in state SOUTif the
conjunction of BGand SGis true.

The secondcaseis where there is no transition on the lock. We must be careful
becausethe samelock may be accessedin multiple ways and under di�eren t condi-
tions, so we needto compute the condition under which the lock is not accessedby
any calleetransition.

predicate edge_negate(P:pp ,T :t_ tr ace,NG:g_guard) .
icall(P,_,I), cedge(I,CT,_,_),

inst_trace(s_call {I },P ,CT,t ra ce{ T},G),
#not(G,NG), +edge_negate(P,T, NG).

The edgenegate predicate records the complement of the condition under which
trace T is a�ected by a lock state transition at a call site.

icall(P0,P1,_), state(P0,T,S,SG),
pp_order(P0,DEP,DIST), $order(DEP,DIST, 1) ,
\/edge_negate(P0, T, NG):# and_all( NG,MNG), #and(MNG,SG,G),
eguard(P0,P1,G,EG), +smerge(P1,T,S,E G).
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Consider a lock T in at the program point P0beforea function call. We can get the
condition MNGunder which T is not a�ected by any transition on the call using a
collection. This is then conjoined with the condition SGunder which T was in state
S before the call to get a state where T is still in state S after the call.

Onceagain, becauseof the collection, the strati�cation algorithm needsordering
information to guarantee that all elements of the collection are available when the
collection is evaluated. Note that the above rule handlesthe situation where a lock
is completely una�ected by a call (i.e., there are no transitions on the lock at all),
in which casethe conjunction of the negation of all the transition guards is simply
true.

The following rule speci�es that any lock in the error state is still in the error
state after a function call:

icall(P0,P1,_), state(P0,T,error, G),
eguard(P0,P1,G,EG), +smerge(P1,T,err or, EG).

Recall that trace trans is used to capture the net e�ect of an entire function
body on a lock. The �nal rule generatesthesetrace trans facts:

exit(P), state(P,T,S,SG), entry_locked(T,LK G,UKG),
#and(SG,LKG,LKGG), +trace_trans(T,LK GG,lo cked, S),
#and(SG,UKG,UKGG), +trace_trans(T,UK GG,unloc ked, S).

This rule �rst �nds a lock T in state S under condition SGat the exit point P of the
function body. If the condition under which T was locked on entry to the function
body is LKG, then under the conjunction of conditions SGand LKGthe function
body maps T from state locked to state S. The casewhere T is unlocked on entry
is similar.

3.5 Examples

Changeinto the directory analysis/lockin g/b ase04and examinethe �le run.clp :

rm *.dot *.db 2> /dev/null
cilcc test.c
clpa --quiet ../simplelockin g.c lp $*

The �rst line cleansout any .dot and .db �les from previousruns. If a CLP program
givesunexpectedresults, oneof the �rst things to check is whether it is reading from
stale databases.Issuing the command./run while in this directory runs the simple
locking analysis on the �le test.c . We explain the output in conjunction with the
functions in test.c . The function foo is

void foo(spinlock *a)
{

lock(a);
unlock(a);

}



24 CHAPTER 3. TUTORIAL

and the inferred fedges for foo in the output are

fedge("foo",drf{ roo t{ ar g{0 }} },l ocked,e rr or) .
fedge("foo",drf{ roo t{ ar g{0 }} },u nl ocked,u nlo cked) .

Thus, the analysis correctly infers that foo locks its argument if it is initially un-
locked and has a double locking error if the argument is initially locked. The
function bar is

void bar(spinlock *a, int b)
{

if (b)
lock(a);

if (b)
unlock(a);

}

and the analysis results for bar are

fedge("bar",drf{ roo t{ ar g{0 }} },l ocked,e rr or) .
fedge("bar",drf{ roo t{ ar g{0 }} },l ocked,l ocked).
fedge("bar",drf{ roo t{ ar g{0 }} },u nl ocked,u nlo cked) .

Here we can see the path-sensitivit y of the analysis, which has discovered that
an unlocked lock is always left in the same state by a call to bar . Recall that
in writing the analysis we were not concernedwith path sensitivity at all. The
necessaryanalysis and correlation of the branch conditions has beenperformed by
the imported memory analysis. A locked lock can either causea double locking
error (if b is true) or be left in the samestate by bar (if b is false). The code for
sip is

int sip(spinlock *a) {
if (g) {

lock(a);
return 1;

} else {
return 0;

}
}

and the results of the analysis are

fedge("sip",drf{ roo t{ ar g{0 }} },u nl ocked,l ocked).
fedge("sip",drf{ roo t{ ar g{0 }} },l ocked,l ocked).
fedge("sip",drf{ roo t{ ar g{0 }} },u nl ocked,u nlo cked) .
fedge("sip",drf{ roo t{ ar g{0 }} },l ocked,e rr or) .

In this example we can seethat the analysis has also done as well as it can; with-
out further information, all and only the possiblestate transitions of the code are
summarizedby the fedge s. The function sip is usedby sap:



3.5. EXAMPLES 25

void sap(spinlock *a)
{

int i;
i = sip(a);
if (i) {

unlock(a);
}

}

for which the simple locking analysis givesthe following results:

fedge("sap",drf{ roo t{ ar g{0 }} },u nl ocked,l ocked).
fedge("sap",drf{ roo t{ ar g{0 }} },l ocked,l ocked).
fedge("sap",drf{ roo t{ ar g{0 }} },u nl ocked,u nlo cked) .
fedge("sap",drf{ roo t{ ar g{0 }} },l ocked,u nl ocked).
fedge("sap",drf{ roo t{ ar g{0 }} },l ocked,e rr or) .
fedge("sap",drf{ roo t{ ar g{0 }} },u nl ocked,e rro r) .

Now we can see a shortcoming of the simple locking analysis, which is that in
practice it is common for return values to indicate the state of locks manipulated
by a function. For example, primitiv e trylock/tryunlo ck functions return a boolean
indicating whether or not the lock/unlo ck operation succeeded.Functions like sap
then conditionally apply locking operations based on this return value. Because
the simple locking analysis does not track the correlation between the lock state
and the return value, the analysis of sap yields no information at all: the lock can
transition from any possible input state to any possibleoutput state. We discuss
extensionsthat do a better job with return valuesin Section3.7. The �nal example
is the function wrong

void wrong(spinlock *a, int b)
{

while (b) {
lock(a);

}
}

which has a double locking error assumingthat b can ever be true. The analysis
producesthe following rather surprising results:

fedge("wrong",dr f{r oot{ arg {0 }}} ,u nlo cked,un lo cked) .
fedge("wrong",dr f{r oot{ arg {0 }}} ,l ocked,l ocked).

No error is reported, sothis summary is clearly not conservative|the simple locking
analysis is unsound. The issueis that the analysis does not handle loops; there is
a separate instruction form for loops, and the analysis we have presented simply
ignores it. While this approach is useful for bug �nding, it is not adequate for
any veri�cation application. We discussthe preferred method of handling loops in
sound analysesin Section 3.6.
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3.6 Handling Lo ops

From the point of view of program analysis handling loops is in most respects a
special caseof analyzing recursive functions. Saturn provides a standardized form
of control-
o w construction that literally converts loopsinto tail recursive functions,
making it possibleto treat all recursion uniformly.

The �le locking/simpleloc kin g2.cl p is a modi�ed versionof simplelocking.clp
that handles loops correctly. There is a test casefor this modi�ed version of the
simple locking analysis in analysis/locking /b ase07; we begin by examining the
run script in this directory:

rm *.dot *.db 2> /dev/null
cilcc test.c
clpa --quiet ../../base/sumb ody.c lp
clpa --quiet ../simplelockin g2. cl p $*

The new third line runs the stand-aloneanalysissumbody.clp , which encapsulates
each loop in its own control 
o w graph. This �le givesan exampleof how CLP pro-
grams can usethe databasesother CLP programs compute, rather than importing
the other programs directly in the sameCLP execution.

The databasesproduced by sumbody.clp present an interface that di�ers from
the basecontrol-
o w graphs. In particular, functions must be identi�ed not just
by name, but also by the place in the function where the control-
o w graph came
from in the initial code. The main di�erences between simplelocking2.c lp and
simplelocking.cl p are:

� The analyze directive at the beginning of the program is

analyze session_name("cil _sum_body").

This directive is neededin any program that is analyzing the function bodies
produced by sumbody.clp .

� In several placesthroughout the analysis,the type c instr is replacedby sum,
which is a union of all the types of instructions that can count as functions
(i.e., the function itself, function calls, loops, and assembly directives). The
name sum is meant to suggest that these are the instructions that require
function summaries. Becausesumincludes loops, this changegeneralizesrules
that previously worked only for function calls to also work for loops.

� The sumlocking sessionpredicate is changed to take two arguments, the
function name and a particular sumwithin the function.

� Matcheson direct calls dircall and call instructions icall are replacedby
the predicate isum(P0,P1,I) , which matchesevery instruction I of sumtype,
and, if needed,isum target(I,F,S) , which gives the function name F and
sum S of the target of the call I .
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� Uses of the predicates entry and exit , which match the entry and exit
program points of a function body respectively, are replaced by a combi-
nation of cil cursum(S) , which matchesthe current sumbeing analyzed,and
sumbound(S,PIN,POUT), which givesthe entry and exit points PIN and POUT
of the sum, respectively.

� The predicate fedge is given a new sumargument, so that the output shows
both the function name and the part of the control 
o w graph (the main
function body or a loop) of the locking facts.

In the directory analysis/locking /b ase07 execute ./run . The output of the
modi�ed locking analysis di�ers only in the information for the function wrong.
Notice that output is generatedboth for the loop and the function several times
during the analysis|the implementation repeats the analysesas many times as
neededto reach a �xed point where no more facts are added to any of the session
predicates. The �nal fedge facts inferred for wrong are

fedge("wrong",s_ fun c, dr f{r oot{a rg {0} }} ,u nlo cked, unlo cked) .
fedge("wrong",s_ fun c, dr f{r oot{a rg {0} }} ,l ocked,lo cked).
fedge("wrong",s_ fun c, dr f{r oot{a rg {0} }} ,u nlo cked, lo cked) .
fedge("wrong",s_ fun c, dr f{r oot{a rg {0} }} ,l ocked,er ro r) .
fedge("wrong",s_ fun c, dr f{r oot{a rg {0} }} ,u nlo cked, er ro r).

fedge("wrong",s_ loo p{ "s #0"}, drf {r oot {a rg {0} }} ,lo cked,lo cked) .
fedge("wrong",s_ loo p{ "s #0"}, drf {r oot {a rg {0} }} ,un lo cked, unloc ked).
fedge("wrong",s_ loo p{ "s #0"}, drf {r oot {a rg {0} }} ,un lo cked, lo cked) .
fedge("wrong",s_ loo p{ "s #0"}, drf {r oot {a rg {0} }} ,lo cked,er ro r).
fedge("wrong",s_ loo p{ "s #0"}, drf {r oot {a rg {0} }} ,un lo cked, er ror ).

The secondgroup of facts gives the facts for the loop, which say that an error
(speci�cally , a double locking error) is possiblewhether the lock is initially locked
or unlocked. It is alsopossiblethat the lock will be untouched, or that the lock will
be acquired (if the lock is not initially held and the loop executesexactly once).

3.7 In terpro cedural Path Sensitivit y

The memory analysis provides full path sensitivity within a single function body,
but accurateanalysissometimesrequirestracking predicatesacrossfunction calls as
well. In the caseof analyzing locks, the most important interprocedural predicates
correlate a function's return value with the state of locks on exit from the function.
The �le analysis/locking. clp generalizessimplelocking.cl p to incorporate re-
turn values. The fundamental changeis to the de�nition of call edges:

predicate cedge(I:c_instr, T: t_t ra ce, SIN:loc kstat e, SOUT:lo cksta te, NEZ: bool) .

The new de�nition adds the boolean argument NEZ, for \not equal to zero", indi-
cating the state transition both when the return value is non-zero(NEZis true) and
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when the return value is zero (NEZis false). A void function that doesnot return
a value is by convention treated as if it always returns zero.

This change allows the analysis to model trylocks, which, as discussedabove,
are functions with a return value indicating whether the lock/unlo ck operation was
successful. So, for example, the trylock function (which attempts to acquire a
trylo ck), is modeled as

dircall(I,"trylo ck" ),
+cedge(I,drf{root {a rg{ 0} }}, lo cked, lo cked, fal se),
+cedge(I,drf{root {a rg{ 0} }}, unloc ked, unl ocked,f al se) ,
+cedge(I,drf{root {a rg{ 0} }}, lo cked, er ror ,t rue ),
+cedge(I,drf{root {a rg{ 0} }}, unloc ked, loc ked,t ru e) .

If the locking operation fails (return value is zero) the state of the trylo ck is un-
a�ected. If the operation succeeds(return value non-zero) trylo ck is acquired if it
was not previously held; otherwise, there is a double-locking error.

Other signi�can t di�erences from the simple locking analysis are:

� The signature of sedge is also extended to include an NEZargument.

� A few rules use negation, a CLP feature we have not yet discussed. For
example, in the rule

call_merge(I,P0 ,P1,f al se, T, S,G), ~callret(I,_),
eguard(P0,P1,G,EG), +smerge(P1,T,S,EG).

the secondgoal matches all calls I that do not return a value. Just as with
collection predicates, we must take care that the negations are tested after
no further facts that might match the goal can be added. In general it may
be necessaryto supply ordering information to help the system with the or-
der of evaluation of rules with negations, but for this particular rule CLP's
strati�cation algorithm �nds an ordering with the other rules in the analysis
without additional information.

� There is a new predicate

predicate return_nez(NEZ:bo ol, G:g_guard ).

that tracks the guard under which the current function returns a zeroor non-
zero value.

� Becausethe analysisrequiresknowledgeof return valuesto compute the sum-
mary predicates, there are new rules that manipulate return values. The
following rule

cil_var_return( X), cil_make_lval(X ,"r lv ",L V), cil_make_offset (X,"r of f", OFF),
+cil_lval_var(LV ,X,OFF), +cil_off_none(O FF),
cil_make_exp(X," re xp" ,E), +cil_exp_lval(E,L V), exit(P), evals(P,E,V),
#id_g(br_cmp{sc_ eqz{V}} ,EQZG), +return_nez(fals e,EQZG),
#not(EQZG,NEZG),+return_nez(true ,NEZG).
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is perhapsthe most involved rule in the locking analysis. The �rst part of the
rule gets the return variable for the function, which is always in a variable
cil var return(X) that the front-end parser guaranteesexists for functions
that return values. The next several goalscreate an expressionE from X that
can be dereferenced. The value of the return variable at the function exit
point P is bound to V by the predicate evals(P,E,V) (the evals predicate
is computed by the memory analysis). The �nal goals create a fresh guard
capturing when V is zero or non-zero.

In the directory locking/base08 execute./run . Note that the results for function
wrong have reverted to the unsound results of simplelocking.cl p; the program
locking.clp doesnot include the modi�cations to analyzeloops,which is suggested
as an exercisefor the interested reader. The analysis of functions sip is, however,
much more re�ned than before:

fedge("sip",drf{ roo t{ ar g{0 }} },l ocked,l ocked,f als e) .
fedge("sip",drf{ roo t{ ar g{0 }} },u nl ocked,u nlo cked, fa ls e).
fedge("sip",drf{ roo t{ ar g{0 }} },u nl ocked,l ocked,tr ue).
fedge("sip",drf{ roo t{ ar g{0 }} },l ocked,e rr or, tr ue) .

The �rst two facts say that if the return value is zero then the lock is una�ected by
the call to sip . If the return value is true then either the lock is acquired or there
is a double-locking error (i.e., if sip attempts to acquire an already held lock). The
knowledgeof the relationship betweensip 's return valuesand its locking behavior
greatly improvesthe analysis of sap:

fedge("sap",drf{ roo t{ ar g{0 }} },l ocked,e rr or, fa lse ).
fedge("sap",drf{ roo t{ ar g{0 }} },u nl ocked,u nlo cked, fa ls e).
fedge("sap",drf{ roo t{ ar g{0 }} },l ocked,l ocked,f als e) .

The systemnow correctly infers that either the lock endsin the samestate it started
in, or there is a double locking error if the lock is initially held and the call to sip
attempts to acquire it again.
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Chapter 4

Saturn CLP Language
Reference

4.1 Overview

This chapter describes the syntax and semantics of the CLP logic programming
languageusedwithin Saturn for writing program analyses.The full logic program
grammar is shown in Figure 4.1. Each program consistsof a seriesof rules, queries,
de�nitions, and directives,each terminated with a period. Each of theseis described
in turn.

4.2 Facts

The fundamental unit of discourse in a logic program is the fact. Every fact is
an instance of somepredicate paired with an application of somesessionfunction.
Theseencode, respectively, the �ne-grained and coarse-grainedaspects of the fact.
For example, to encode the fact that somevariable X may point to Y at program
point Pin the body of function F, weusethe predicatepointsto(P,X,Y) and session
function body(F) , representing the fact as body(F)->pointst o( P,X,Y) .

Using sessionfunctions allows us to analyze each function in a program sep-
arately and yet allow for information dependenciesbetween functions. Rules are
always evaluated in the context of a particular session(t ypically a function body),
referring to predicates pred in that sessionas simply pred, and predicates pred in
other sessionssess as sess� > pred. The name of the sessionbeing used for eval-
uation can be accessedby using the sessionname as a regular predicate (i.e. the
sessionbody(F) always contains the fact body(F) ).

pred ::= sym bol `(' val; :::; val `)'

sess ::= sym bol `(' val; :::; val `)'

spred ::= pred j sess �̀ > ' pred

31
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program ::= � j toplevel `.' program

toplevel ::= rule j query j typedef j preddef j sessdef j analyze j using j impor t

pred ::= sym bol `(' val; :::; val `)'

sess ::= sym bol `(' val; :::; val `)'

spred ::= pred j sess �̀ > ' pred

val ::= ` ' j var j string j in t j 
oat j l istv al j sumval

l istv al ::= `[' val; :::; val `]' j `[' val; :::; val j̀' var `]'

sumval ::= sym bol j sym bol f̀ ' val; :::; val `g'

r ule ::= goal j spred `:-' goal

goal ::= `+' spred j spred j `?' pred j val `=' val j val `n=' val

j goal `,' goal j goal `;' goal j `(' goal `)' j �̀ ' goal j `n=' goal `:' pred

query ::= `?-' spred

type ::= sym bol j sym bol `[' tval; :::; tval `]'

tval ::= [var `:'] var j [var `:'] type

typedef ::= `type' type j `type' type `=' type j `type' type `::=' tsumvalj:::jtsumval

tsumval ::= sym bol j sym bol f̀ ' tval; :::; tval `g'

preddef ::= `predicate' sym bol `(' mtv al; :::; mtv al `)'

mtv al ::= tval j `in' tval j `out' tval

sessdef ::= `session'sym bol `(' tval; :::; tval `)' [`containing' `[' sym bol ; :::; sym bol `]']

analyze ::= `analyze'pred

using ::= `using' sym bol

impor t ::= `import' string

Terminals sym bol are alphanumeric strings beginning with a lowercase letter,
var are alphanumeric strings beginning with a capital letter, string are double
quoted escaped strings, in t are integer constants, and 
oat are 
oating point
constants. Lists of values val; :::; val are comma separated, while sums of values
tsumvalj:::jtsumval are separatedby j̀'.

Figure 4.1: Logic program grammar
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Arguments to predicate instances pred and sessionfunction applications sess
may be the wildcard value ` ', named variables, constant strings, integers, 
oats,
lists, or user-de�ned composite sum-values. Lists may be expressedaseither a �xed
length list of zeroor more elements [E1,E2,...,En] or asa variable length list with
oneor more headelements and a tail [E1,E2,...,En|TA IL ] . For more information
on sum-values,seeSection 4.5.

val ::= ` ' j var j string j in t j 
oat j l istv al j sumval

l istv al ::= `[' val; :::; val `]' j `[' val; :::; val j̀' var `]'

sumval ::= sym bol j sym bol f̀ ' val; :::; val `g'

4.3 Rules

Derivation rules infer and manipulate facts about the program of interest. When a
rule is executed,it queriesvarious facts of interest, instantiating any free variables
it has, and may or may not add new facts in response. All rules in the program
executeindependently from oneanother, and communicate via adding and querying
new facts. Any particular rule may be executedmany times, once for each set of
predicates that match the queriesit makes.

Two kinds of rules are supported. The �rst kind has the form Goal, whereGoal
is a valid goal, as described in the next section. The last action performed by Goal
must be an add operation. The secondkind of rule is a Prolog-style horn clause,
and has the form Head :- Body, where Headis a valid predicate term, and Body is
a valid goal. Whenever Body successfullyexecutes,the fact given by Headwill be
added.

rule ::= goal j spred `:-' goal

Note that a horn-clausestyle rule Head :- Bodyis equivalent to the rule ?Head,
Body, +Head. Conversely, the �rst kind of rule canbe written asa sequenceof horn-
clausestyle rules, using one rule per add goal. As both styles of rule are logically
equivalent, the choice of which to useis merely a stylistic preference.

A goal is the unit of execution. Each goal represents an operation, and may
either succeedor fail. Whenever a goal succeeds,it binds zero or more variables
to particular ground values,which can be used to instantiate the remainder of the
rule. A goal may succeedin multiple di�eren t ways, binding the samevariables to
di�eren t ground values. A goal has one of the following forms:

goal ::= `+' spred j spred j `?' pred j val `=' val j val `n=' val

j goal `,' goal j goal `;' goal j `(' goal `)' j �̀ ' goal j `n=' goal `:' pred

4.3.1 Conjunction

A conjunction goal goal1; :::; goaln consistsof two or more goals separatedby the
conjunction operator `,'. Each subgoalgoali is executedin turn, from left to right. If
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goali succeeds,the remainder of the conjunction is instantiated using the variables
bound by goali (the remaindermay thusbe instantiated many di�eren t times if goali
succeedsin multiple ways) and then executed. The entire conjunction succeedsif
and only if all subgoalssucceed,and binds all variablesbound by any of its subgoals.

Most rules can be written as a single conjunction goal, where each subgoal is
either an add or �nd (seebelow).

4.3.2 Disjunction

A disjunction goal goal1; :::; goaln consists of two or more goals separatedby the
disjunction operator `;'. Each subgoal goali is executed independently from one
another. The entire disjunction succeedsif and only if any subgoal succeeds,and
binds the variables bound by the subgoal that succeeded.

Nestedconjunctions and disjunctions can be grouped using parenthesesif neces-
sary. Note that conjunction goalsbind more tightly than disjunction goals,so that
G0, G1; G2, G3is equivalent to (G0, G1); (G2, G3).

4.3.3 Add

The add goal + spred indicates that spred should be added to the set of known
facts. An add goal always succeeds,and binds no variables. Rules consisting only
of add goalsencode axioms in the program.

Example 4.1 Consider the problem of encoding the �nite state machine for a spin
lock. We usea single predicate trans(S0,SLK,SUK ,S1) . S0 is the state of the lock
before the transition, and S1 is the state after. SLKand SUKindicate what S1 is if
S0 is locked or unlocked, respectively. If S0 is in the error state, S1 will also be in
the error state.

We encode this de�nition of trans using add rules, making one rule each for
whether S0 is locked, unlocked, or in the error state:

+trans("locked", SLK,_ ,SLK).
+trans("unlocked ",_ ,SUK,SUK).
+trans("error",_ ,_, "e rr or" ).

We could also have placed all three add operations in the same rule using a
conjunction goal.

4.3.4 Find

A �nd goal spred succeedsif any (present or future) known fact matches spred,
binding all free variables in spred to the corresponding values in any such fact.

Example 4.2 Continuing the examplewith trans , now we want rules for evaluat-
ing the `lock' and `unlock' functions on values passedinto them. We use two new
predicates: state(P,X,S) indicates that at program point P, lock X is in state S.
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call(P0,P1,F,X) indicates that there is a call to F with argument X, whereP0and
P1 are the program points directly before and after the call, respectively.

We encode the operation of `lock' and `unlock' as follows:

call(P0,P1,"lock ",X ), state(P0,X,S0),
trans(S0,"error", "l ocked",S 1) , +state(P1,X,S1) .

call(P0,P1,"unlo ck" ,X), state(P0,X,S0),}
trans(S0,"unlocke d" ,"e rr or" ,S1), +state(P1,X,S1) .

4.3.5 Wait

The wait goal ?pred succeedswhenever a �nd operation is performed by another
rule in the program on a predicate matching pred, binding any free variables in
pred to the corresponding values in the �nd operation.

Example 4.3 Consider the problem of evaluating dereferenceexpressionsunder a

o w-sensitive points-to analysis; particular dereferencesmay have many di�eren t
targets depending on the point that they are evaluated at. We use three pred-
icates: pointsto(P,X,Y) indicates that at program point P, X may point to Y.
exp deref(E,ED) indicates that E is the dereferenceexpressionof ED(i.e. E = � ED).
eval(P,E,X) indicates that at program point P, E may evaluate to X.

We can encode the dereferenceoperation as follows:

exp deref(E,ED), eval(P,ED,X), pointsto(P,X,Y), +eval(P,E,Y).

However, this rule will be exhaustively applied, evaluating the targets of E at
every point in the function. We are generally interested in the value of E at only
a few program points of interest and can delay evaluation of the rule to only these
points using the wait operation as follows:

exp deref(E,ED), ?eval(P,E, ),
eval(P,ED,X), pointsto(P,X,Y) , +eval(P,E,Y).

In e�ect, the wait operation is an explicit name for the magic version of a
predicate producedby the magic setstransformation, which is a meansof obtaining
demand-driven evaluation in the otherwise bottom-up evaluation. The magic sets
transformation is applied only to thosepredicateswith an associated wait operation.

4.3.6 Equality/Disequality

The equality goal v0 = v1 succeedsif and only if v0 and v1 are uni�able, binding
any free variables in v0 or v1. The disequality goal v0 n= v1 succeedsif and only if
v0 and v1 are not uni�able, and doesnot bind any variables. In both caseseither
v0 or v1 must be ground.
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4.3.7 Negation

The negation � goal succeedsif and only if goal fails, and binds no variables.

Example 4.4 In the following program, the print operation will not be executed
becausethe fact item(1) will be derived from the secondrule.

~item(1), +print(1).
+item(1).

However in the following program if item(1) does not initially hold, it will be
addedand invalidate the negation. Cycleslike this are detectedand reported during
parsing by the rule strati�cation algorithm (seeSection 4.11).

~item(1), +item(1).

4.3.8 Collection

The collection goal n=goal : pred quanti�es over all variable bindings produced by
goal when it succeeds,using a special collection predicate pred. A collection goal is
similar to a �nd goal, except that rather than succeedingmany times, oncefor each
matching fact, the goal succeedsjust once, binding somevariable(s) to the result
of the collection. Several collection predicatesare available, with each specifying a
di�eren t way to combine the set of facts and instantiate the remainder of the rule.

Example 4.5 In the following program, the print operation is executedthree times,
oncefor each item. The result is 1, 2, and 3 on separatelines.

+item(1), +item(2), +item(3).
item(X), +print(X).

In contrast, in the following program, the print operation is executedonce for the
list of items. The result is a single line with the list [1,2,3] .

+item(1), +item(2), +item(3).
n=item(X):list all(X,LIST), +print(LIST).

4.4 Queries

Queriessupply a predicate, printing to the output all known matching facts.

query ::= `?-' spred
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4.5 T yp e De�nitions

All predicates and sessionsin the languageare well-typed, and all program rules
are statically type-checked during parsing. Each languagetype is a symbol, which
may take any number of typed arguments. The arguments may be type variables
(in the caseof polymorphic types) or concretetypes,pre�xed by an optional name
(this name is unusedby the checker and is provided to aid documentation). Types
for builtin constants are string , int , and float . Lists have polymorphic type
list[T] , which may be instantiated with any type T.

type ::= sym bol j sym bol `[' tval; :::; tval `]'

tval ::= [var `:'] var j [var `:'] type

Programs are free to de�ne their own types using the `type' keyword at the
program's top level. Type de�nitions can be simple forward declarations (which
must be �lled in later), aliasesfor other types, or sets of possiblecomposite sum-
values, using a BNF-style notation. Once a type is de�ned as a set of sum-values,
thosesum-values(and any arguments) may be usedin rules aspredicate arguments
or components of other sum-values.

typedef ::= `type' type j `type' type `=' type j `type' type `::=' tsumvalj:::jtsumval

tsumval ::= sym bol j sym bol f̀ ' tval; :::; tval `g'

4.6 Predicate De�nitions

Any predicate used in a program must be de�ned before it can be used. Predicate
de�nitions supply typesand modesfor each argument, which areusedduring parsing
to check the rules for errors but do not a�ect the runtime behavior of the rules.
Modesare usedexclusively in predicate de�nitions, and are either `in' or `out', with
a default value of `out' if omitted. When doing a �nd, negate,or collect operation
on the predicate, `in' arguments must be ground (can't contain any wildcards or
variables) and `out' arguments may be anything. When doing an add operation on
the predicate, `out' arguments must beground and `in' parametersmay beanything.

preddef ::= `predicate' sym bol `(' mtv al; :::; mtv al `)'

mtv al ::= tval j `in' tval j `out' tval

4.7 Session De�nitions

Any sessionfunction used in a program must be de�ned before it can be used,
supplying the argument types. Optionally the de�nition can also specify the set of
predicate nameswhich may be contained within the session,which will be checked
whenever an add or �nd goal is performed on the session.

sessdef ::= `session'sym bol `(' tval; :::; tval `)' [`containing' `[' sym bol ; :::; sym bol `]']
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Whenever a sessionis used explicitly in an add or �nd goal, all the session
arguments must be ground. Note that whenpredicatesareaddedto a sessionduring
analysis,the e�ect of that add is only visible after the analysisof the current session
terminates|op erationally, new facts are only committed to the databasesoncethe
sessioncompletes. If the current sessionperforms both add and �nd operations on
the samesummary session,then it has created a circular dependencyand it will be
continually reanalyzedby the interpreter until the summary sessionstops changing
(i.e. a �xp oint has beenreached).

Additionally , any facts that are added to the current sessionwithout using the
sessionname are not committed to the databases. Thus, the new facts that are
neededby other sessionsmust be added using the +S->Pform.

Several special built-in predicatesmay be used in add goals to manipulate ses-
sionsat a broader level than basic adds and �nds. Theseare listed below.

� merge preds()

Add merge preds() in combination with another sessionto merge all the predi-
cates in that sessioninto the currently analyzedone. For example, performing the
add +summary(FN)->merge preds() mergesall predicatesin summary(FN)into the
current session.This is usually done to extend a function body sessionwith infor-
mation about other sourceprogram symbols (structures, globals, etc.) relevant to
the analysis but not included in the function body session.

� clear old preds()

Add clear old preds() in combination with another sessionto remove all of the
predicates previously existing in that session. Normally, predicates added into a
sessionare merged with the predicates previously existing in that sessiononce a
function body has �nished being analyzed. By performing a clear old preds()
this behaviour is overridden, and only the newly added predicates will be present
in the sessionon completion.

� process dependency(SNAME:s tr ing ,. .. )

When iterating over all the sessionsin a program, the Saturn interpreter processes
sessionsin a topological sort accordingto a processorder graph. For examplewhen
analyzing function bodies, a function is by default usually be analyzed before its
callers. The frontend generating the initial sessiondatabases�lls in this initial de-
pendencyinformation, however for sessionsgeneratedby scripts there is no default
ordering. Adding the predicate S0(ARGS0)->process dependency(S1,ARGS1) in-
dicates that that sessionS1(ARGS1)should be placedbeforeS0(ARGS0). Note that
this is evaluation order is not guaranteed (in casethere are cyclesin the graph, for
example), and that the additional dependency does not take e�ect until the next
execution of the interpreter.
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4.8 Analyze Directiv es

Analyze directives specify properties that control analysis at an interprocedural
level. Each directive takes the form of a predicate, and can be speci�ed at most
once.

analyze ::= `analyze' pred

The possibleanalyze directivesare as follows:

� session name(SNAME:string)

The sessionto iterate over, with SNAMEgiven by an earlier `session'de�nition. All
known sessionsmapped by the named sessionfunction are processedduring inter-
procedural analysis.

� analysis name(ANAME:string)

The name of this analysis, printed out with each processedsession.

� topdown()

When analyzing sessionsrepresenting function bodies, order interprocedural anal-
ysis to processthem in a top down order.

� bottomup()

When analyzing sessionsrepresenting function bodies, order interprocedural analy-
sis to processthem in a bottom up order. This is the default if neither topdown()
nor bottomup() is speci�ed.

� eager()

Always use the interprocedural analysis order (topdown or bottomup) to order
sessionsin this analysis. This overrides the default behavior, which is to use the
interprocedural analysis order only if two sessionshave already been analyzed the
samenumber of times, and to prefer sessionsthat have beenreanalyzedfewer times
otherwise.

� priority(PRI:int)

When co�xp ointing betweenmultiple analyses,set the relative priorit y of this anal-
ysis. This analysis is always run before other analysesthat have a higher value for
PRI.
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4.9 Using Directiv es

Built-in constraint solvers and other packagesde�ne their own set of predicates,
which can be used by the rules after a `using' directive is added for the package
name. The list of available packagesis provided in Section 8.

using ::= `using' sym bol

4.10 Imp ort Directiv es

Import directivesadd the rulesand directivesin another logic program to the current
one. The other program's �le name is supplied, which may be absolute or relative
to the directory containing the current program.

impor t ::= `import' string

4.11 Strati�cation

The Saturn interpreter usesstrati�c ation for ordering the evaluation of rules in a
CLP program. Strati�cation looks at the dependenciesintro duced between dif-
ferent rules by the adds, �nds, and other operations performed, and uses these
dependenciesto prioritize which parts of which rules are executed �rst whenever
the interpreter has the choice of executing multiple rules.

Strati�cation is only necessaryin the presenceof negation and collection goals.
If a program doesnot contain any negationsor collections, the result is always the
sameregardlessof rule execution order.

Example 4.6 Consider the following program:

1. foo(), +bar(1).
2. foo(), +bar(2).
3. +foo().

If no facts are known, then the initial �nd operations performed by rules 1 and 2
will initially fail, so only rule 3 can be executed. This will add fact foo() , so that
both rules 1 and 2 may now be executed. If rule 1 is evaluated �rst, bar(1) will be
addedfollowed by bar(2) . If rule 2 is evaluated �rst, bar(2) will be addedfollowed
by bar(1) . In both caseshowever, the �nal set of facts is the same,and una�ected
by the ordering used.

Now, consider the use of a negation or collection goal. Whenever a negation
is executed by the interpreter, the currently known set of facts is inspected, and
if the subgoal cannot currently succeed,the negation goal succeeds. If a fact is
subsequently added that causesthe subgoal to succeed(and the negation to fail),
the negation will have beeninvalidated and the interpreter result may be incorrect.
Similarly, whenever a collection is executed,all currently known ways for the subgoal
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to succeedwill be examined and used to generatethe collection's output variable
bindings. If an additional way is subsequently found for the subgoalto succeed,the
collection will have beeninvalidated.

Strati�cation solvesthis problem by �nding an ordering for the program's rules
that avoids invalidation of any negation or collection goals. Conceptually, we
�nd all rules that could lead to facts being added which a�ect a particular nega-
tion/collection, and make sure those rules are always evaluated before the nega-
tion/collection.

Example 4.7 Consider the following program:

1. foo(), +bar().
2. +foo().

If no facts are known, then if the interpreter initially attempts to execute rule 1,
the negation will succeedand bar() will be added. When rule 2 is subsequently
executed, the added foo() will invalidate the earlier negation. The strati�cation
algorithm will recognize that rule 1 depends on predicate foo , and rule 2 may
generatefoo , so rule 2 should be executed�rst. In this casethen, foo() is added,
the negation in rule 1 fails, and bar() is not added, the correct result.

Strati�cation is more di�cult in the caseof cyclic dependencies. What if two
negations/collections in di�eren t rules depend on each other? In this case the
strati�cation algorithm will not be able to decide what ordering to use, and will
needassistancefrom the analysis writer.

Example 4.8 Consider the following program:

1. � bar(), +foo().
2. � foo(), +bar().

Either rule 1 or rule 2 may be executed�rst. If rule 1 is executed�rst, foo() will
be added and rule 2 will fail. If rule 2 is executed �rst, bar() will be added and
rule 1 will fail. Thus the analysis result is non-deterministic and extra information
is neededto �nd the right evaluation order. The strati�cation algorithm generates
a warning for this program.

The $order builtin predicate may be used as a �nd subgoal to order the eval-
uation of any negations or collections appearing later in the rule, relative to any
additional negations or collections in the same strati�cation cycle. $order takes
any number of integer-typed arguments (which may be variables whosevalue was
bound by previous subgoals), though within a particular strati�cation cycle the
actual number of arguments used should be �xed between the di�eren t uses of
$order .

Example 4.9 Returning to the program from the earlier example, we can use
$order to force a particular order of execution.
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1. $order(0), � bar(), +foo().
2. $order(1), � foo(), +bar().

In this caserule 1 will always be executed�rst, according to its higher $order(0)
priorit y, eliminating the non-determinism.

From the analysis-writing perspective, $order is most useful when performing
collections or negations while traversing an acyclic structure, such as a control

o w graph, expressiontree, or loop nesting hierarchy. Using $order givesenough
expressivenessthat the correct rule ordering can be expressed.Note, however, that
using $order doesnot eliminate the chanceof invalidating negations/collections or
of non-deterministic rules. In the former casean error messageis printed for each
invalidation that occurs, indicating an incorrect useof $order .



Chapter 5

Saturn CLP Analysis
Implemen tations

5.1 Overview

This chapter describesthe CLP analysesand analysis infrastructure included with
Saturn. The analysis infrastructure includes general purpose CLP �les that are
not stand-alone analyses,but are imported and used by most Saturn stand-alone
analyses:

� Section5.2describesthe CFG construction infrastructure components, includ-
ing various ways of generating CFGs as well as marking per-function points
of summarization (loops, calls, etc.)

� Section 5.3 describes the memory model usedby analyses.This includes the
naming method for abstract locations and values, the path-sensitive intra-
procedural model of points-to and value aliasing information, and the inter-
procedural propagation of information about abstract locations.

The remaining sectionsdocument the following stand-aloneanalyses:

� Section 5.4 describesthe alias analysisand how it interacts with the memory
model.

� Section 5.5 describesthe NULL pointer dereferenceanalysis.

5.2 CF G and Summary Construction

To perform a 
o w- or path-sensitive analysis on a function, we �rst need a con-
trol 
o w graph describing the various instructions that may be executed and the
jumps and conditional branches between them. The sourceCIL syntax databases

43
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generateddo not contain any control 
o w information beyond the location of if state-
ments, while statements, etc. The CLP �les `base/cilcfg.clp' and `base/loops.clp'
are responsible for generating full control 
o w graphs for the function and its loops
basedon thesesyntax predicates.

Each CFG is a graph whosenodesare program points and whoseedgesare pro-
gram actions (Section 5.2.1). Loops in the function are usually handled by splitting
them o� from the rest of the function's body, generating a smaller CFG with a
tail-recursive invocation of the loop itself (Section 5.2.2). This ensuresthat each
function/lo op CFG is an acyclic graph, a crucial property neededby the memory
model described in Section 5.3.

Within a function the loops,calls, and outer function itself are all natural points
for generating summary information. The common treatment of these summaries
is described in Section 5.2.3.

Any analysisgenerating CFGs can import the CLP �le `base/cfgdot.clp', which
generates,for each function `foo', a DOT graph �le `foo cfg.dot' which shows the
various nodes and edgesin the CFGs of `foo,' and can be viewed using dotty or
any other DOT viewer.

5.2.1 CFG program points and actions

Individual program points in the CFG have type pp. Theseindicate distinct points
in the possibleexecution paths for a function. Type pp can be consideredabstract
(though it is de�ned in `base/cilcfg.clp'), however there are a few important predi-
catesfor reasoningwith points:

� entry(P:pp) : P is the unique entry point of the current function.

� exit(P:pp) : P is the unique exit point of the current function.

� point location(P:pp,FI LE:st ri ng, LI NE:in t) : Pcorrespondsto a location
on line LINE of source �le FILE. Note that there may be multiple points on
any given line.

Di�eren t program points are connectedto oneanother by edgesrepresenting the
di�eren t program actions which may be taken. The di�eren t edgesare as follows:

� iset(P0:pp,P1:p p,I :c instr) : Points P0 and P1 are connectedby a CIL
set instruction I , such that cil instr set(I,LV,E) for someLV/ E.

� iasm(P0:pp,P1:p p,I :c instr) : Points P0 and P1 are connectedby a CIL
set instruction I , such that cil instr asm(I,TARGETS)for someTARGETS. By
default assembly is ignored when generatingthe CFG. To enableconstruction
of iasm edges,add the predicate cfg translate asm().

� icall(P0:pp,P1: pp, I: c instr) : Points P0 and P1 are connectedby a CIL
call instruction I , such that cil instr call(I,FNE) for someFNE. Call in-
struction targets canbefound with the dircall(I:c instr,FN:string ) pred-
icate identifying direct callsonly, or the anycall(I:c instr,FN:string,T :c all ty pe)
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predicate identifying both direct and indirect calls depending on T. Com-
puting possible targets of indirect calls requires the alias analysis to be run,
seeSection 5.4.4.

� iloop(P0:pp,P1: pp, L: lo op) : Points P0 and P1 are connectedby an inner
loop L within this function. Generation of iloop edgesis discussedin Sec-
tion 5.2.2.

� branch(P:pp,P0: pp, P1:p p,E:c exp) : Program execution will branch from
P to P0 if expressionE holds at P, or to P1 if E doesnot hold.

Example 5.1 Consider the following C program:

void bar();
void foo(int *x, int b, int c)
{

if (b) *x = 0;
if (c) *x = 1;
else bar();

}

Execute the following CLP program:

import "base/loops.clp" .
import "base/cfgdot.clp ".
analyze session_name("c il_ body" ).

This yields the �le `foo cfg.dot', which can be viewed with dotty and is shown in
Figure 5.1. Each circle is a program point, with edgesbetween them the di�eren t
CFG edges; for each branch(P,P0,P1,E) , there is an ebtrue connecting P with
P0, and an ebfalse connecting P with P1. The entry and exit points are labelled
with boxes. Note that strings such as "#5" are the unique identi�ers used for
di�eren t CIL expressions,instructions etc. Thesecan be converted to a non-unique
human-readable representation using the exp string etc. predicates de�ned in
`base/cilbase.clp'.

5.2.2 Handling loops

Directly translating the source function's syntax into a CFG will generatea loop
wherever the source function contains a loop, either an explicit while or for loop,
or an implicit loop created by goto back edges. Many analysesexpect a loop-free
CFG though in order to terminate, so there are several ways to treat the source
function's loops during CFG construction.

� Preserving back edges. Importing `base/loops.clp' and adding the predicate
preserve loops() will preserve any sourcefunction loops in the �nal CFG.
This is incompatibe with the memory model as described in Section 5.3, but
can be useful for writing a CFG-basedanalysis from scratch.
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p_so{ "s#0"}

p_bi{ "#18"}

[ebtrue{ "#15"} ]

p_bi{ "#27"}

[ebfalse{ "#15"} ]

nexit

p_so{ "s#5"}

p_bi{ "#5"}

[eset{ "#6"} ]

[eset{ "#19"} ]

nentry

p_bi{ "#1"}

[ecall{ "#28"} ]

[ebfalse{ "#2"} ]

[ebtrue{ "#2"} ]

Figure 5.1: DOT graph for Example 5.1

� Breaking back edges.This is the default behavior resulting from just import-
ing `base/loops.clp'. Any back edgesfor loops which intro duce cycles will
simply be omitted from the CFG, and there will not be any path in the CFG
from most points within the loop body to points in the function after the loop
executes.

� Splitting loopsinto tail recursiveCFGs. Importing `base/loops.clp' and adding
the predicate split loops() will split all loops apart, generating one CFG
for the outer function and one CFG for each inner loop. The 
o w of control
betweentheseCFGs is encoded in iloop(P0,P1,L) edges,which indicate that
the named loop is to be executed. For each loop, iloop edgeswill be gener-
ated at two places: at the initial invocation of the loop by the function (or an
outer loop), and at the end of the loop's own CFG where the back edgewould
normally be, encoding a tail recursive invocation of the loop. For propagating
summary information between inner/outer loops and the function itself, see
Section 5.2.3.

Example 5.2 Consider the following C program:

int foo(int b, int c)
{

while (b) {
if (c) return 0;

}
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p_so{ "s#1"}

p_bi{ "#2"}

[ebfalse{ "#8"} ]

p_bi{ "#11"}

[ebtrue{ "#8"} ]

p_so{ "s#5"}

nlooph{ "s#0"}

[ebtrue{ "#3"} ]

p_so{ "s#0"}

[ebfalse{ "#3"} ]

[eset{ c_instr{ "s#4","retset"} } ] nexit

nentry

[eset{ c_instr{ "s#5","retset"} } ]

Figure 5.2: DOT graph for Example 5.2 preserving loops

return 1;
}

Figure 5.2 shows the CFG for this function with back edgespreserved, i.e. after
adding preserve loops() . Figure 5.3 shows the default CFG for this function with
back edgesbroken. Note that this graph is identical to that in Figure 5.2,exceptthat
the back edgefrom p sof "s#1" g to p bi f "#2" g (the falsebranch of the if statement)
has been removed and replacedwith an edgeto the point p lnext f "s#1" g, which
is not connectedto anything.

Figure 5.4 shows the CFG for this function where the loop body is split o�.
Loop edgeshave been intro duced and the loop head p bi f "#2" g is now in a CFG
separatefrom the main function.

Most analysesbasedon the memory model in Section 5.3 use loop splitting, as
this preservesthe full sourceprogram semantics of the loops. The default behavior of
breaking back edgesis useful though for quickly getting an analysisup and running
(and easy to convert to split loops later), and in some casesworks in general as
well.

5.2.3 Summaries and CFGs

Summary-basedprogram analysesusually want to attach summary information to
multiple points within a function. Theseinclude calls, inline assembly, inner loops,
as well as the function itself. The sumtype describesthesecommonsummarization
points and can be usedto fold together properties sharedby all of them into single
predicatesand small setsof rules, simplifying the analysis-writing process.The sum
type is de�ned as follows:
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p_so{ "s#1"}

p_bi{ "#11"}

[ebtrue{ "#8"} ]

p_lnext{ "s#0"}

[ebfalse{ "#8"} ]

p_so{ "s#5"}

nlooph{ "s#0"}

p_bi{ "#2"}

[ebtrue{ "#3"} ]

p_so{ "s#0"}

[ebfalse{ "#3"} ]

[eset{ c_instr{ "s#4","retset"} } ]

nexit

nentry

[eset{ c_instr{ "s#5","retset"} } ]

Figure 5.3: DOT graph for Example 5.2 breaking loop back edges

p_lsum{ "s#0"}

p_so{ "s#0"}

[eloop{ "s#0"} ]

p_bi{ "#11"}

[eloop{ "s#0"} ]

p_so{ "s#5"}

[eset{ c_instr{ "s#5","retset"} } ]

nentry

p_so{ "s#1"}

p_lterm{ "s#0",p_bi{ "#11"} }

[ebtrue{ "#8"} ]

p_lnext{ "s#0"}

[ebfalse{ "#8"} ]

nexit p_lterm{ "s#0",p_so{ "s#0"} }

nlooph{ "s#0"}

p_bi{ "#2"}

[ebtrue{ "#3"} ] [ebfalse{ "#3"} ]

[eset{ c_instr{ "s#4","retset"} } ]

p_ltrec{ "s#0"}

[eloop{ "s#0"} ]

Figure 5.4: DOT graph for Example 5.2 splitting loop into separateCFGs
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� s func : The current function.

� s loop f L:loop g: A loop within the current function.

� s call f I:c instr g: A call instruction within the current function.

� s asmf I:c instr g: An inline assembly instruction within the current func-
tion.

Conceptually, every sumvalue is de�ned in one place and invoked in another.
The client program analysisattachesa summary to each sumto bridge this gap, gen-
erating the summary at the de�nition, and applying the summary at the invocation
(or vice versa). Several predicatescan be usedto help this processalong:

� sumbody(SUM:sum,P:pp) : For s func and s loop , identi�es all points in the
CFG which de�nes the behavior of SUM.

� sumbound(SUM:sum,PIN: pp,POUT:pp ) : For s func and s loop , identi�es the
entry/exit points of the CFG which de�nes the behavior of SUM.

� isum(P0:pp,P1:p p,SUM:s um): Folds icall , iloop , and iasm CFG edgesinto
a singlepredicate. Summary SUMis executedat P0, and whenit �nishes control
is transferred to P1.

� isum target(SUM,CFN,CSUM) : Gets the de�nition point corresponding to an
s call or s loop summary. For calls this will be the s func sum within any
possiblecallee,and for loopsthis will just be the sameloop within the current
function.

Example 5.3 Consider the problem of identifying which functions may transi-
tiv ely call the exit function and prematurely terminate the program. We can
compute this by �nding direct calls to exit , and pushing this information bottom-
up through direct and indirect callsand loop nestings,computing a summary session
summayexit with the desiredproperty.

import "base/loops.clp" .
analyze session_name("c il_ body" ).

+split_loops().

session sum_may_exit(FN:st ri ng) containing [smayx].
predicate smayx().

% SUMwithin the current FN may exit. SUMmay be s_func, s_loop or s_call
predicate may_exit(SUM:sum).

% get direct calls to exit
dircall(I,"exit" ), +may_exit(s_call{ I} ).
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% propagate bottom up through inner loops and calls
anycall(I,CFN,_) , sum_may_exit(CFN)- >smayx( ), +may_exit(s_call {I} ).
isum(P,_,CSUM), may_exit(CSUM), sum_body(SUM,P), +may_exit(SUM).

% update the current function's summary
may_exit(s_func) , cil_curfn(FN), +sum_may_exit(FN)->smayx().

An additional option for writing analysesbuilt around the sumtype is to perform
the analysison the cil sumbody sessionrather than the cil body session.Instead
of analyzing an entire function at a time which may contain additional CFGs for
each loop, a singlesumis analyzedat a time, identi�ed by the cil cursum(SUM:sum)
predicate (SUMmay be either the outer function s func or somes loop ).

To populate the cil sumbody sessions,run the `base/sumbody.clp' stand-alone
analysis.

Example 5.4 Consideragain the problem of �nding functions which may exit pre-
maturely. After running sumbody.clp we can run a slightly terser analysis which
computesthis information at the granularit y of individual functions/lo ops,not just
individual functions.

import "base/loops.clp" .
analyze session_name("c il_ sum_body") .

session sum_may_exit(FN:st ri ng, SUM:sum) containing [smayx].
predicate smayx().

% the current SUMmay exit
predicate may_exit().

% get direct calls to exit
dircall(I,"exit" ), +may_exit().

% propagate bottom up through inner loops and calls
isum(_,_,SUM), isum_target(SUM, CFN,CSUM),

sum_may_exit(CFN,CSUM)->smayx(), +may_exit().

% update the current summary
may_exit(), cil_curfn(FN), cil_cursum(SUM), +sum_may_exit(FN,SUM)->smayx() .

5.3 Memory Analysis

The Saturn memory model is used to construct a precise,path-sensitive model of
all the points-to and integer-value relationships at each point in the current func-
tion and its loops. Most Saturn analysesbuild on top of this model, querying the
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state at di�eren t points to construct summary information and error reports. The
CLP �les `memory/traces.clp', `memory/paths.clp', `memory/memory.clp', `mem-
ory/scalar.clp' and `memory/scalar sat.clp' arecollectively responsiblefor construct-
ing the memory model. When writing an analysis, only `memory/scalar sat.clp'
needsto be included.

The core predicate representing the path-sensitive points-to graph for the func-
tion is val(P:pp,S:t trace,T:t trace val,G:g guard) . This indicates that at
point P in the function, the memory location represented by S has the value T
(which may be the addressof another memory location) when boolean condition G
holds. Memory locations t trace are described in Sections5.3.1and 5.3.2, location
values t trace val are described in Section 5.3.3, and boolean formulas g guard
are described in Section 5.3.4. Theseare then tied together in describing the path-
sensitive points-to graph (Section 5.3.5) and propagation of location information
betweenprocedures(Sections5.3.6 and 5.3.7).

The memory model can be used either with or without the alias analysis de-
scribed in Section5.4. If the alias analysisis run, the potential aliasesfound will be
stored in summary databasesand used automatically by the memory model when
constructing the function's initial points-to graph and when applying pointer side
e�ects for function calls. If the alias analysis is not run, then the memory model
will assumenon-aliasing between di�eren t pointers when constructing the initial
graph and applying side e�ects. Note that in both cases,the memory model will
precisely model the e�ects of any intra-pro cedural aliasing, i.e. that intro duced by
assignments performed within the currently analyzed function (Section 5.3.5).

5.3.1 Memory location traces

Each concrete memory location that can be accessedby the current function is
represented within the memory model asa value of type t trace . Tracesare repre-
sented asa seriesof zeroor morememory operations(dereferencesand �eld accesses)
performed on a root variable with a �xed stack or static allocation. Traceshave
several important properties:

1. Any concrete location is represented by at most one trace. No two di�eren t
traces can represent the sameconcretelocation and thus be aliased.

2. Every concretelocation reachable via memory operations from the root vari-
ables is represented by a trace. Unreachable data has no representation; this
includes, for example, data local to any callers which did not escape to the
callee.

3. Traces may represent more than one concrete memory location. These are
termed soft traces; seeSection 5.3.2.

4. The trace representation for a memory location is canonical within each sum
(either the function or an inner loop; seeSection 5.2.3). Tracesare de�ned in
terms of the program state at entry to the sum, and the trace usedto represent
a location is not a�ected by any assignments or other operations performed.
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5. The trace representation for a memory location is not canonicalacrossdi�er-
ent sumvalues. The samememory location may be represented by di�eren t
traces within a caller vs. its callee,or by an outer function vs. an inner split
loop. Each trace must then be converted when crossing these boundaries
(Section 5.3.6).

Type t root describes the possiblestack- or statically-allo cated root variables
for a trace, and is de�ned as follows:

� arg f A:int g: The stack location of argument number A (zero-indexed) to the
current function.

� glob f G:string g: The statically allocated location of global variable G. Note
that global variables and functions declared as static will be renamed to the
form `�le:globname' during parsing to ensureuniqueness.

� local f L:string g: The stack location of local variable L to this function.

� return : The stack location storing the current function's return value.

� tempf TMP:string ,WHERE:str in gg: The stack location of a temporary vari-
able usedby this function. TMPis a unique identi�er for the temporary, while
WHEREis a non-unique usagedescription for the temporary. Most temporary
variables store call return values, in which caseWHEREindicates the called
function's name.

� asmin f A:int g: Input argument to an inline assembly instruction.

� asmout f A:int g: Output argument to an inline assembly instruction.

� cstr f STR:string g: The statically allocated location of a constant string,
read-only global data.

Type t trace is then de�ned as follows:

� root f R:t root g: The stack/static location of root variable R.

� drf f T:t trace g: The result of dereferencingthe trace T at entry to the current
sum. Any assignments to T performed later in the sum do not a�ect the
location represented by drf f Tg. Note that for any two di�eren t pointer traces
T1 and T2, since drf f T1g and drf f T2g are di�eren t and thus T1 and T2 are
e�ectiv ely non-aliased. If T1 and T2 are consideredpossibly aliased at entry
to the sum(due to the alias analysis), one of drf f T1g and drf f T2g will be
chosenby the memory model to represent the single target.

� fld f T:t trace,F:string,C :st ri ngg: Field F of T, with respect to composite
type C. Where T represents the base location of a structure, fld f T,F,C g is
the location resulting from adding to T the o�set into type C of �eld F.
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� rfld f T:t trace,F:string, C:str in gg: Reverse of fld f T,F,C g. Where T
is an internal location for �eld F of a structure of type C, rfld f T,F,C g is
the base location of the structure itself. This models the common C idiom
of passing internal pointers to structures between functions, and then using
pointer arithmetic to recover the basepointer of the structure.

The predicate trace root(in T:t trace,R:t root) fetches the root variable
associated with each trace. For example,the trace fld f drf f root f arg f 2ggg," f", "s tr " g
has root arg f 2g.

Tracessometimesneedto be directly constructed or traversedby analyses,and
several predicatescan be usedto perform such operations.

� trace simplify(in SUM:sum,in OT:t trace,NT:t trace) : Used when ap-
plying memory operationsdrf , fld , and rfld to an existing trace to construct
a new trace. Where OTis an existing trace with a singlememory operation ap-
plied, appliesany necessarysimpli�cations to get a new trace NTwhich should
be usedsubsequently . Thesesimpli�cations are necessaryto ensureeach con-
cretememory location hasa singletrace representation, and include folding to-
gether opposing fld and rfld operations (fld f rfld f T,F,C g,F ,Cg is equiva-
lent to T), and folding recursivestructure traversals(drf f fld f drf f Tg," next" ,"l is t" gg
is equivalent to drf f Tg).

� trace sub(in T:t trace,TS:t trace,TR:t trace) : Gets any subtrace TS
of T, setting TRto the seriesof memory operationsneededto beapplied to TSto
yield T. TRdoesnot contain a root, but rather is a relative trace containing the
specialvalueempty. For example,for the trace fld f drf f root f arg f 0ggg," f", "s tr" g
the following hold:

trace sub(*,fld f drf f ro ot f arg f 0ggg," f", "s tr " g, empt y)
trace sub(*,drf f root f arg f 0ggg, fld f empty, "f "," st r" g)
trace sub(*,root f arg f 0gg,f ld f dr f f empty g, "f "," st r" g)

� trace compose(in SUM:sum,in TS:t trace,in TR:t trace,T:t trace) : Re-
versestrace sub, composingthe subtraceTSwith the relativetrace TRto yield
the original trace T.

� trace relative(in T:t trace) : T does not have a root, and instead con-
tains the special value empty and represents a seriesof memory operations
rather than an actual set of locations.

5.3.2 Softness and aggregate memory traces

Most traces manipulated within a function represent a single concrete memory
location. For example, traces for the stack locations of arguments, local variables,
and so forth always represent a single location. However, in order to capture the
possible properties of arrays, recursive structures and other aggregatesa single
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trace will be used which represents every corresponding memory location within
that structure. Thesesoft tracesmust be treated in special ways by many analyses.

Soft tracescanbeidenti�ed with the trace soft(in SUM:sum,in T:t trace,ST:soft type)
predicate, where ST indicates why the trace is soft (if it is so), chosenfrom these
values:

� array : T is an array of known length either stack/statically allocated, or inline
with somestructure.

� ptarray : T is the target of somepointer passedin from outside SUM{ T is
drf f PTg for somePT { and PT was used in pointer arithmetic somewherein
SUMto walk down an array. Pointers passedin aresoft only if multiple di�eren t
elements may be accessedthrough operations x[i] , *(x+i) etc. Identifying
these requires interprocedural analysis and is performed as part of the alias
analysis (Section 5.4.3).

� recurse : T is a recursive structure whoselinks were traversedsomewherein
SUMto walk down the structure. As with ptarray , recursive structures with
multiple cells are soft only if multiple di�eren t cells were accessed,and again
identifying theserequires the alias analysis to be run �rst.

� softsub : T contains a soft subtrace, and can thus represent multiple di�eren t
locations itself. If T is soft, drf f Tg represents all the initial targets of the
locations represented by T.

5.3.3 Integer/location trace values

Valuesthat a trace can possessare represented with the type t trace val .

� trace f T:t trace g: Address of the memory location(s) represented by T. If
trace T0 points to T1, T0 has value trace f T1g. trace f drf f Tgg is also used
to model the initial value of an integer-typed location T passedinto the sum
being analyzed. In this casedrf f Tg can be viewed as the location resulting
from casting T to a pointer and dereferencingit (legal to do in C); straight
assignments and readsof pointer and integer valuesare handled in the same
way within the memory model.

� nrepf N:t nrepg: Particular intermediate integer value resulting from a com-
putation performed within the current sum. Thesecan represent integer con-
stants, integer arithmetic operations, coercion results, etc.

Several di�eren t models can be used for intermediate integer values computed
within a sum, each of which de�nes t nrep di�eren tly . For most purposesthe model
used by `scalar.clp' is best, which precisely models almost all integer operations
using values of type t nrep = scalar . Each scalar generated by the memory
model canbe treated asabstract, though predicatescalar string(in scalar,out
string) generatesa fairly readablerepresentation for each value.
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Type scalar is de�ned as a set of sum valuesin `scalar.clp', and primarily con-
sists of unconstrained initial trace values and unary/binary operations over these.
New scalar valuescan be constructed simply as instancesof thesesum values.

5.3.4 Guards and path-sensitivity

All conditions used to encode path-sensitive information and other constraints
within the memory model (and most additional analyses) are represented with
the type g guard = bval[g bit] , i.e. boolean formulas with arbitrary combina-
tions of conjunction, disjunction and negation over variables of type g bit . Each
g guard represents a speci�c condition which either holds or doesnot hold in any
concrete execution, and can be freely combined with #and, #or and #not , or in-
spected with guard string(in g guard,out string) . Rather than using #sat to
determine satis�abilit y, however, which just looks at the booleanconnectivesto de-
termine satis�abilit y and not the meaning of any arithmetic operations within the
scalar values in the guard, the following predicates should be used to test indi-
vidual g guard values. File `scalar sat.clp' implements thesepredicates,converting
each scalar to a bitv ector and applying bitwise operations over those vectors to
determine precisely the satis�abilit y of the formula.

� guard sat(in G:g guard) : Gis satis�able, holding under at least oneassign-
ment of valuesto its unconstrained variables.

� guard valid(in G:g guard) : Gis valid, holding for all possibleassignments
of valuesto its unconstrained variables.

� guard implies(in G0:g guard,in G1:g guard) : Under any assignment in
which G0holds, G1holds as well.

� guard equivalent(in G0:g guard,in G1:g guard) : G0and G1hold for the
sameset of assignments.

Satisfying assignments of type g guard asn can be constructed for guards and
usedto instantiate other guards and trace values.

� guard sat asn(in G:g guard,ASN:g guard asn) : Gis satis�able, and ASNis
a satisfying assignment for it.

� asn guard(in ASN:gguard asn,in G:g guard) : G holds under the assign-
ment ASN.

� asn value(in ASN:gguard asn,in V:t trace val,N:int) : The value of V
under the assignment ASNis N.

Type g bit is de�ned in scalar.clp , and primarily consistsof booleancompar-
isons over scalar values. New comparison guards can be constructed with #id g
applied to valuesof this type.
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5.3.5 Path-sensitive points-to graphs

The path-sensitive points-to graph for each sumis comprised of two parts. First
we compute the conditions under which each program point is reachable, then we
re�ne with conditions for the per-program point value of traces, CIL expressions
and lvalues.

� guard(P:pp,in G:g guard) : Program point P is reached by the function
when Gholds. Of all the concreteexecutionsfor the current sum, those which
passthrough P are exactly those under which Gholds.

� val(in P:pp,in S:t trace,T:t trace val,G:g guard) : At program point
P, the memory location represented by S has the value T when Gholds. Of
all the concrete executions for the current sum, if P is indeed reached by
that execution, then for the T given by the guard G which holds under the
execution (multiple T/ G pairs may exist for val ), the value the value the
location represented by S has at P is that given by T.

� lval(in P:pp,in LV:c lval,S:t trace,G:g guard) : At program point P,
the memory location referred to by sourcelvalue LV is S when Gholds.

� eval(in P:pp,in E:c exp,T:t trace val,G:g guard) : At program point
P, the value of sourceexpressionE is T when Gholds.

� access(P:pp,T:t trace,AT:access type) : At program point P, trace T may
be directly accessed,indicated by ATas either read or write .

� eguard(in P0:pp,in P1:pp,in G:g guard,EG:g guard) : For any edge in
the CFG from P0 to P1 re�ne any condition Gto EGaccording to the condi-
tion under which the CFG edgetransition occurs. Where guard(P0,G0) and
guard(P1,G1) , if EG&G1holds, then G&G0holds and the edgewill be taken
during function execution. This predicate is most useful for analyseswhich
which de�ne transfer functions for new path-sensitiveproperties, in which case
eguard should be usedto re�ne any guard being added at P1.

The �le `memory/guarddot.clp' generates,for each function `foo', a DOT graph
�le `foo guard.dot' which shows the guard for each program point in the CFGs of
`foo'. The �le `memory/valdot.clp' generates,for each trace `x' written within each
function `foo', a DOT graph �le `foo x val.dot' which shows the values of `x' and
associated guards for each program point in the CFGs of `foo'.

Example 5.5 Consider the following C program:

void foo(int a, int b, int c)
{

int x;
if (a) x = 0;
if (b) {

if (c) x = 1;



5.3. MEMORY ANAL YSIS 57

!__arg1*

!__arg1* && __arg2*

[ebtrue{ "#32"} ]

true

[ebfalse{ "#32"} ] __arg1*

[eset{ "#26"} ][eset{ "#36"} ]

__arg1*

[ebfalse{ "#16"} ] __arg1* && __arg2*

[ebtrue{ "#16"} ]

nexit

[eset{ "#20"} ]

nentry

true

__arg0*

true

[eset{ "#6"} ]

[ebfalse{ "#12"} ]

[ebtrue{ "#12"} ]

[ebtrue{ "#2"} ]

[ebfalse{ "#2"} ]

Figure 5.5: DOT graph for Example 5.5

x = 2;
}
else {

if (c) x = 3;
}

}

Executethe `memory/guarddot.clp' program. The resulting graph, in `foo guard.dot',
is shown in Figure 5.5. Each node corresponds to a program point and is labelled
with the guard at that point. Note how the guard changeswith each branch and
merge.

All propagation of val and generationof lval and eval is performedby memory.clp .
There are two important properties maintained by val . The �rst property is that
if val(P,S,T,G0) and guard(P,G1) , G0doesnot necessarilyimply G1. To get the
condition under which S has value T at P and P is itself reachable, compute the
conjunction of G0and G1.

Example 5.6 Consider the following C program:
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true

true

[ebfalse{ "#7"} ] __arg0*

[ebtrue{ "#7"} ]

nexit

[eset{ "#11"} ]

nentry

true

[eset{ "#2"} ]

Figure 5.6: DOT graph for Example 5.6 showing program point guards

void foo(int a)
{

int x = 0;
if (a) x = 1;

}

Execute the `memory/guarddot.clp' and `memory/valdot.clp' programs. The result-
ing graphs, in `foo guard.dot' and `foo x val.dot', are shown in Figures 5.6 and 5.7,
respectively. Note that before the secondassignment `x = 1' (eset f "#11" g), the
program point guard is arg0* indicating that the �rst argument must be non-zero,
but that the condition under which x hasvalue0 is true . To get the condition where
x hasvalue 0 at this point and the point itself is reachable, compute the conjunction
of thesetwo guards.

The secondproperty maintained by val is that when the sametrace can have
multiple di�eren t values at somepoint, the associated guards are disjoint unless
the trace itself is soft. This meansthat the single location referencedby the trace
can't have two di�eren t valuesat once,but that if the trace is soft then the locations
it represents may have multiple di�eren t values.

Example 5.7 Consider the following C program:

void foo(int a)
{

int x;
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nexit

[!__arg0* -> 0, __arg0* -> 1]

nentry

[true -> x* ]

[true -> 0]

[eset{ "#11"} ]

[true -> 0]

[eset{ "#2"} ]

[ebfalse{ "#7"} ]

[ebtrue{ "#7"} ]

Figure 5.7: DOT graph for Example 5.6 showing valuesof variable x

int y[100];
if (a) {

x = 0;
y[0] = 0;

}
}

Execute the `memory/valdot.clp' program. The resulting graphs, in `foo x val.dot'
and `foo y val.dot', are shown in Figures 5.8 and 5.9, respectively. Note that for
local variable x, the guardsat exit from the function aredisjoint, while for local array
variable y, the guards overlap - the initial (uninitialized) value of y is preserved,
indicating that even when the branch is taken not all elements of y were initialized.

5.3.6 Cross-procedure trace propagation

Almost any interproceduralanalysiswill needto propagateinformation about mem-
ory locations from a sumto its callers(or vice versa). Sincethe locations represented
by any given trace can di�er betweeneach sum, we get the notion of a trace scope.
A trace in the scope of a particular sumalways represents the sameset of locations.
Moreover, when propagating from one sumto another, traces in the scope of the
original sumneedto be converted to traces in the scope of the new sum.

� trace visible(in SUM:sum,in T:t trace) : Indicates whether T is a mem-
ory location that is either heap-allocated,statically-allo cated,or stack-allocated
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[true -> 0]

[!__arg0* -> x* , __arg0* -> 0]

[eset{ "#11"} ]

nexit

nentry

[true -> x* ]

[true -> x* ]

[eset{ "#6"} ][ebfalse{ "#2"} ]

[ebtrue{ "#2"} ]

Figure 5.8: DOT graph for Example 5.7 showing valuesof variable x

[true -> y* ]

[__arg0* -> 0, true -> y* ]

[eset{ "#11"} ]

nexit

nentry

[true -> y* ]

[true -> y* ]

[eset{ "#6"} ][ebfalse{ "#2"} ]

[ebtrue{ "#2"} ]

Figure 5.9: DOT graph for Example 5.7 showing valuesof array y
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within the frame for a caller of SUM(i.e. outer loop/function or call). Traces
which are not visible are the stack locations of temporaries for inner loops of
a function, and temporaries, locals and arguments for the function itself.

� inst trace(in I:sum,in P:pp,in CT:t trace,T:t trace val,G:g guard) :
For an isum edgeisum(P, ,I) , trace CTin the scope of I converts to trace T
in the scope of the sumcontaining point P, whenGholds. T may be an interme-
diate integerwhich waspassedto the calleeI , for CT = drf f PCTg wherePCTis
an integer-typedtrace in I . inst trace is only de�ned if trace visible(I,CT) .

� td inst trace(in I:sum,in P:pp,in T:t trace,CT:t trace,G:g guard) :
Reverseof inst trace : for an isum edgeisum(P, ,I) , trace T in the scope
of the sumcontaining point P converts to trace CTin the scope of I , when G
holds.

� inst mayaccess(in I:sum,in CT:t trace,AT:access type) : For an isum
edgeisum( , ,I) , trace CTin the scope of I may be accessedasread or write
as indicated by AT. Useful for �ltering the results of td inst trace , though
td inst trace will still be generatedfor traces that are not accessedby the
target. This information is computed by the alias analysis(Section 5.4.3) and
this predicate will never hold if the alias analysis has not beenrun.

Predicatesinst trace and td inst trace bear a closerelation with the mean-
ing of traces themselves. Recall from Section 5.3.1 that the drf f Tg trace refers to
the initial target of T at entry to the sumthat T is in the scope of. For an isum call
or loop SUMthen, we can convert a drf f CTg trace in the scope of SUMby converting
CTto sometrace T, then simply evaluating T at the call site itself using val .

Example 5.8 Consider the following C program:

void bar(int *x);
void foo(int c)
{

int a, b;
int *x;
if (c) x = &a;
else x = &b;
bar(x);

}

Execute the following CLP program:

import "memory/scalar_s at. cl p".
analyze session_name("c il_ body" ).

predicate call_target(T:t_ tr ace,GSTR:s tr ing ).
dircall(I,"bar") , icall(P,_,I),

inst_trace(s_call {I },P ,d rf{ ro ot{ ar g{ 0}} }, tra ce{T},G ),
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guard_string(G,GS TR),
+call_target(T,GS TR).

?- call_target(T,G) .

The above program converts the target of the �rst parameter to the call to `bar' to
traces in the scope of `foo' itself. The following output should be printed:

call_target(root {lo cal{ "a" }} ,"_ _arg0*" ).
call_target(root {lo cal{ "b" }} ,"! __arg0*") .

The �rst parameter to `bar' may be either of the local variables in `foo', though
under di�eren t conditions. inst trace maintains the same properties of val in
that di�eren t traces are converted to under disjoint conditions except when the
traces are soft.

It may, however, be the casethat the sametrace is converted to by two di�eren t
callee traces, in the presenceof aliasing. inst trace may overapproximate the
guards in this case;see5.4 for more information.

Other types of values which include traces have, in e�ect, the same scope as
those traces and needto be converted when propagating from one sumto another.

� inst guard(in I:sum,in P:pp,in CG:gguard,G:g guard) : Guard CGin
the scope of callee I at P converts to G in the scope of the sumcontaining
point P.

� inst scalar(in I:sum,in P:pp,in CS:scalar,S:scal ar) : ScalarCSin the
scope of calleeI at P converts to S in the scope of the sumcontaining point P.

5.3.7 Freshly allocated data

Data that was allocated via malloc or similar function calls (and their wrappers)
are represented as drf f root f tempf T, Wggg where T is the temporary storing the
return value of the function call. While within the proceduretheseare treated like
any other trace, propagating information about them to callers in caseswhere they
escape (returned or assignedthrough side e�ects to caller pointers) is tric kier as
the caller has no trace to refer to them. In caseswhere the freshly allocated value
escapes,the alias analysis identi�es the trace through which it escapesand supplies
this to the memory analysis:

� exit trace rename(in SUM:sum,in T:t trace,NT:t trace) : If Twasfreshly
allocated within the current SUM(i.e. the trace root is tempf , g), then NTis
the trace through which T escapes. If T escapes through multiple di�eren t
pointers, the alias analysis will choose a single one and re
ect the aliasing
intro duced through other edges(Section 5.4). If T is not freshly allocated,
then NTis equal to T.

Example 5.9 Consider the following C program:
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void* malloc(int len);
void foo(int **fill)
{

int *v = malloc(sizeof(int ));
*fill = v;

}

Run the alias analysis `aliasing/aliasing.clp' and then execute the following CLP
program:

import "memory/scalar_s at. cl p".
analyze session_name("c il_ body" ).

predicate escape_target(T: t_ tra ce,NT:t _t rac e) .
dircall(I,"mallo c") , icall(P,_,I),

inst_trace(s_call {I },P ,d rf{ ro ot{ re tu rn} }, tra ce{T},_ ),
exit_trace_rename (s _fu nc,T, ESCAPE),
+escape_target(T, ESCAPE).

?- escape_target(T, NT).

The above program identi�es the trace through which the return value of `malloc'
escapeswithin `foo'. The following output should be printed:

escape_target(dr f{r oot{ temp{ "ci lt mp"," mallo c" }}} ,d rf {dr f{ roo t{ arg {0 }} }}) .

Note that within the caller, the alias analysis(and asa result, the memory analysis)
will not intro duce a fresh location for the target fill after the call, and e�ectiv ely
mergesthe original target of fill with the location allocated by `foo'. There is
currently no cleanway to di�eren tiate the two values(t ypically the old oneis freed,
or both valuesare part of an unbounded soft structure), and for someanalysesthis
can degradeprecision. This will be addressedin a future release.

5.4 Alias Analysis

The Saturn alias analysis give a conservative and fairly precise approximation of
all the inter-procedural aliasing information for the functions and summaries in
a program. The alias analysis and memory model (Section 5.3) work in tandem;
the alias analysis generatesonly inter-procedural information, i.e. that applying to
summaries, types, or globals as a whole, and the memory model re�nes this to
generatepoints-to graphs and related for each point in each function. The memory
model (or rather, analysesbuilt on top of the memory model) may be run without
aliasing information, though the results will not be conservative.

The alias analysis itself is built on top of the memory model. Becauseof this
interdependencybetweenthe two, the alias analysis is responsiblenot just for com-
puting inter-procedural aliasing information (Section 5.4.1), but alsoall other inter-
procedural information the memory model depends on. This includes identifying
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soft traces (Section 5.4.2), use/mod information for summaries(Section 5.4.3), and
indirect call targets (Section 5.4.4).

The alias analysis includes several CLP �les:

� `aliasing/aliasing.clp': Main analysis that runs over each function and com-
putes aliasing, soft trace, and use/mod information.

� `aliasing/aliasinginit.clp': Analysis that runs over each global variable and
computesinformation derived from static initializers.

� `funptr/funptr.clp': Analysis that identi�es indirect call targets and function
pointers passedinto each function.

The above �les should be run as a co�xp oint. If one or more of the �les is
omitted then the analysisresults will be incomplete with respect to the information
computed by those �les. Also note that if the analyzed C program itself is open,
i.e. missing callers or calleesof certain functions, then the analysis results will be
incomplete with respect to the missing code and will not be conservative.

clpa --timeout 100 aliasing/aliasing .c lp aliasing/aliasin gin it .cl p funptr/funptr.clp

The alias analysisCLP �les above produceno text output. Alternativ e versions
`aliasing/aliasingprint.clp', `aliasing/aliasinginitprin t.clp' and `funptr/funptrprin t.clp'
behave identically except that they print out the main facts generated. This is help-
ful for quickly seeingwhat the analysisdoes,and theseversionsof the �les are used
in the examplesbelow.

Regardlessof which way it is run, the alias analysis populates the following
summary databases. To do a fresh restart of the alias analysis, just delete these
databases�rst:

� sumentry.db , sumexit.db , sumcomp.db, sumglob.db : Inter-procedural
aliasing information.

� sumusemod.db, sumusemodcomp.db, sumusemodglob.db : Soft trace and
usemod information.

� sumfunptr.db , sumfunptr entry.db : Indirect call targets and associated
information.

The alias analysisalsogeneratesUI databases̀ display.db' and `search.db' which
can be consumedby the Saturn UI (7.5) to show not only which aliasing relation-
ships were added by the analysis, but also why they were.

5.4.1 Interprocedural aliasing

Several di�eren t kinds of aliasing information are produced by the alias analysis.
Theseinclude sidee�ects on summaries,entry aliasing speci�c to summaries,global
invariants and type invariants. Theseall indicate behaviors other than the default
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used by the memory model, that each trace S always points to drf f Sg; all inter-
procedural information generatedindicates may-aliasing, that two pointers may be
aliasedrather than must be aliased. When generating the entry points-to graph for
a summary, or applying sidee�ects on a trace at each isum CFG edge,the memory
model takes all the following kinds of aliasing into account to di�eren t kinds of
aliasing into account, intro ducing new unconstrained bits into the val relation for
each possiblealias intro duced.

Summary side e�ects

Side e�ects on loop and functions are assignments of pointers which might a�ect
the behavior of any summary which calls that loop or function.

Example 5.10 Consider the following C program:

void foo(int **px, int *y)
{

*px = y;
}
int* bar(int *z)
{

int *a;
foo(&a,z);
return a;

}

Run the alias analysis, including `aliasing/aliasingprint.clp'. The following output
should be printed:

str_spoints("foo ",s _f unc,f n_exi t, "__ar g0*", "__arg1*" ).
str_spoints("bar ",s _f unc,f n_exi t, "re tu rn "," __arg0*") .

The �rst line indicates that at exit from `foo' *px may have beenupdated to point
to the target of y. This was then propagated up to `bar', where the secondline
indicates that at exit from `bar' its return value may point to the target of its �rst
argument z.

Now execute the `memory/valdot.clp' program, and view the `bar a val.dot'
DOT graph produced (See Figure 5.10). Variable a in `bar' may point to the
initial target of z after the call to `foo', depending on whether the unconstrained
bit exit bit(s call f "#2" g, arg0*, arg1*) holds.

Summary entry aliasing

Entry aliasing on a loop or function indicate pointers passedin by any caller may be
aliased. Entry aliasing is only generatedwhen the aliasing may a�ect the behavior
of the loop or function. The use/mod information is examined, and if one or both
of the pointers are not directly accessed(say, when a global variable is passedinto
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nexit

[!exit_bit(s_call{ "#2"} ,__arg0*,__arg1*) -> a* , exit_bit(s_call{ "#2"} ,__arg0*,__arg1*) -> __arg0*]

[true -> a* ]

[!exit_bit(s_call{ "#2"} ,__arg0*,__arg1*) -> a* , exit_bit(s_call{ "#2"} ,__arg0*,__arg1*) -> __arg0*]

[ecall{ "#2"} ]

[eset{ c_instr{ "s#1","retset"} } ]

nentry

Figure 5.10: DOT graph for Example 5.10

a function), or if neither of the pointers is written through, then the entry aliasing
is not generated.

Example 5.11 Consider the following C program:

void foo(int *x, int *y)
{

*x = *y;
}
void bar(int **px, int *y)
{

foo(*px, y);
}
void baz()
{

int a;
int *pa = &a;
bar(&pa, &a);

}

Run the alias analysis, including `aliasing/aliasingprint.clp'. The following output
should be printed:

str_spoints("bar ",s _f unc,f n_ent ry ,"_ _arg 0*" ," __arg 1*").
str_spoints("foo ",s _f unc,f n_ent ry ,"_ _arg 0", "__arg1*" ).

The �rst line is generatedduring the analysis of `baz' and indicates that at entry
to `bar' that *px and y may be aliased and point to the samelocation. This was
then propagated down to the call to `foo', where the secondline indicates that at
entry to `foo' its two parametersmay be aliased.

Now executethe `memory/valdot.clp' program, and view the `foo arg0 val.dot'
DOT graph produced (See Figure 5.11). The �rst argument to `foo' may be



5.4. ALIAS ANAL YSIS 67

[!entry_bit(p_bi{ "#1"} ,__arg0,__arg1*) -> __arg0*, entry_bit(p_bi{ "#1"} ,__arg0,__arg1*) -> __arg1*]

[!entry_bit(p_bi{ "#1"} ,__arg0,__arg1*) -> __arg0*, entry_bit(p_bi{ "#1"} ,__arg0,__arg1*) -> __arg1*]

[eset{ "#2"} ]

nexit

nentry

Figure 5.11: DOT graph for Example 5.11

aliased with its second argument, depending on whether the unconstrained bit
entry bit(p bi f "#1" g, arg0, arg1*) holds.

Note that the entry aliasing in this examplewould not be generatedif `foo' did
not write to x, or if `foo' were a function protot ype with no implementation (and
henceno use/mod information).

Global in varian t aliasing

Global invariants capture aliasing that is generally expected to hold of particular
global variables. Thesemay hold at entry/exit from any summary, and thus don't
need to be explicitly accounted for as side e�ects or entry aliasing on particular
summaries.

Global invariants are generatedwhenever any two global variables are found to
share aliased data. This behavior can be tuned to speci�c code basesby creat-
ing a new �le that imports `aliasing/aliasing.clp', and adding new instancesof the
omit glob spoints predicate described therein.

Example 5.12 Consider the following C program:

int *f, *g;
void foo(int *x, int *y)
{

*x = *y;
}
void bar()
{

foo(f, g);
}
void baz()
{

f = malloc(4);
g = f;

}
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Run the aliasanalysis,including `aliasing/aliasingprint.clp' and `aliasing/aliasinginitprin t.clp'.
The following output should be printed:

str_glob_spoints ("f ", "f "," g*").
str_spoints("foo ",s _f unc,f n_ent ry ,"_ _arg 0", "__arg1*" ).

The �rst line is generated during the analysis of `baz' and indicates that global
pointers f and g may generally alias one another at entry/exit to any summary in
the program. This was then propagated to the analysis of `bar' where the second
line indicates that at entry to `foo' its two parametersmay be aliased.

A subtlety with global pointers is that if a pointer referencesheap-allocated
data, any aliasing it is involved in will be added only if the initialization of that
pointer occurs within the analyzed program. If the f = malloc(4); line were
omitted from the above program, the aliasing would not be added unlessanother
function initialized f with malloc'ed data. This is only an issue when analyzing
open programs without full initialization code or a `main' function.

T yp e in varian t aliasing

Type invariants capture aliasing that is generally expected to hold of any value of
a particular type. As with global invariants, these may hold at entry/exit to any
summary and aren't explicitly summarizedexcept on the type itself. The type of a
value is determined by the memory model by looking both at the given C type in
the program as well as any castsperformed. This assumesthat individual memory
locations in the program are never cast between incompatible types, a memory
safety property that will be checked by a forthcoming analysis.

Type invariants are generated whenever two �elds (or chains of �eld/derefs)
from a structure may alias within the samestructure, as well as when a �eld of a
structure is updated directly by a function to point to someother global variable.
This behavior can be tuned to speci�c code basesby creating a new �le that im-
ports `aliasing/aliasing.clp', and adding new instances of the omit glob spoints
predicate described therein.

Example 5.13 Consider the following C program:

struct str {
int *f, *g;

};
void foo(int *x, int *y)
{

*x = *y;
}
void bar(void *v)
{

struct str *s = v;
foo(s->f, s->g);

}
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void baz(struct str *s)
{

s->f = s->g;
}

Run the alias analysis, including `aliasing/aliasingprint.clp'. The following output
should be printed:

str_comp_spoints ("s tr ", ".f ", ".g *" ).
str_spoints("foo ",s _f unc,f n_ent ry ,"_ _arg 0", "__arg1*" ).

The �rst line is generatedduring the analysis of `baz' and indicates that �elds f
and g of values of type str may generally alias one another at entry/exit to any
summary in the program. This wasthen propagatedthrough the cast in `bar' where
the secondline indicates that at entry to `foo' its two parametersmay be aliased.

5.4.2 Soft trace identification

As described in Section 5.3.2, the memory model and analysesdepending on it
must identify which tracesare soft and can represent more than oneactual memory
location. Flat stack or global arrays of known length are handled directly by the
memory model, but tric kier constructs require softnessinformation computed by
the alias analysis.

It destroys precision to assumeevery pointer passedinto a function is an array,
or that every location that contains recursive links is actually traversed. The alias
analysis identi�es as soft only those pointers usedin arithmetic, and only those lo-
cations whoselinks are traversed.This must be donetransitiv ely through summary
calls as well, pushing information bottom up as well as through globals and types
to identify all soft traces.

Example 5.14 Consider the following C program:

void foo(int **buf)
{

buf[1] = buf[2] = 0;
}
void bar(int **x)
{

*x = 0;
foo(x);

}

Run the alias analysis and then executethe following program:

import "memory/scalar_s at. cl p".
analyze session_name("c il_ body" ).

predicate inter_soft(FN:st ri ng, T: t_t ra ce,ST:s oft _t ype).
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cil_curfn(FN), access(_,T,_), trace_soft(s_fu nc, T, ST),
+inter_soft(FN,T, ST).

?- inter_soft(FN,T, ST).

The following output should be printed:

inter_soft("foo" ,dr f{ ro ot{ ar g{0 }} },p ta rr ay) .
inter_soft("bar" ,dr f{ ro ot{ ar g{0 }} },p ta rr ay) .

The bu�er target is marked as soft in both `foo' and `bar', even though it is only
accessedas an array within `foo'. Were it not marked as soft within `bar', then at
the call to `foo' it would appear from the memory model as though every cell in the
bu�er was 0, when that is not the case.

5.4.3 Use/mod information

Use/mod information is very usefulto most analyses.Through the inst mayaccess
predicate described in Section 5.3.6, the memory model usesit to identify which
integers should be clobbered after each isum, the alias analysis uses it to trim
down the relevant entry aliases,and client analysescan use it to restrict top-down
propagation.

Use/mod information also typically dominates the remaining information com-
puted by the alias analysis, and can be a signi�can t obstacle to scalability. To
alleviate this, the alias analysisaims to compact the use/mod information as much
as possiblewhile still retaining precision. This results in several ways to summa-
rize use/mod information, which are folded together through the inst mayaccess
predicate:

� Per-summary use/mod information: it is prohibitiv ely expensive to record
every single trace that may be accessedby every single summary. To restrict
the amount of information computed per-summary then, Precise per-trace
information is only kept down to a certain number of dereferences(zero for
globals, one for function arguments and loop local variables). Beyond this,
blanket deepread and deepwrite accessinformation is recorded on traces
which covers all data transitiv ely reachable from those pointers.

� Per-type use/mod information: the above per-summary strategy is too im-
preciseby itself; many structures have read-only �elds, and if a deepwrite is
applied to the baseof the structure due to someother �eld being written, then
the targets of the read-only �elds will be marked aswritten aswell. The set of
structure �elds through which writes are ever performed within the program
is recorded by the alias analysis and used within inst mayaccess to re�ne
the set of writes, avoiding the above situation.

� Per-global use/mod information: in large systemsmany global variables are
immutable beyond whichever value they were assignedby their static ini-
tializer. These include �xed integer values and large global arrays of data.
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Use/mod information for these globals is not meaningful, and so the alias
analysis computes the set of globals which could ever be written by the pro-
gram and recordsuse/mod only for those globals.

5.4.4 Indirect call targets

Indirect call targets are computed by the stand-alone analysis `funptr/funptr.clp'.
For conservative results this �le must be run as a co�xp oint with the other alias
analysis �les, but for 
exibilit y (and reasonably close to conservative results) the
other two alias analysis �les may be run �rst followed by the function pointer
analysis. This is a top-down analysis(vs. the bottom-up `aliasing/aliasing.clp') that
augments the memory model with entry information about function pointer targets
passedinto the function. This is then used to compute and store the complete set
of which functions each indirect call could target, and which may be consumedby
other analysesvia the anycall predicate.

Example 5.15 Consider the following C program:

void fn1(int);
void fn2(int);
void (*pfn)(int) = fn1;
void foo()
{

pfn = fn2;
}
void bar(int x)
{

(*pfn)(x);
}

Run the alias analysis, making sure to include all three �les. The following output
should be printed:

str_indirect("ba r", "* pf n", "f n1").
str_indirect("ba r", "* pf n", "f n2").

The indirect call within `bar' may target either `fn1' or `fn2'. There is currently no
additional information supplied indicating the conditions under which indirect calls
may target their various possiblecallees.

Note that the points-to edgesfor global variable pfn usedto identify thesetargets
arenot explicitly printed out by `aliasing/aliasingprint.clp' nor `aliasing/aliasinginitprin t.clp'.
Thesealiasingrelationships for immutable global data such asfunctions arerecorded
di�eren tly by the alias analysisand not directly incorporated by the memory model
(aliasing over immutable data doesnot changethe possiblee�ects of the assignments
consideredby the memory model).
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5.5 The NULL Dereference Analysis

This section describeshow to run the provided null dereferencebug �nder.

5.5.1 Running NULL

The null analysis is run by typing:

clpa --no-fixpoint --timeout 100 CLPA_DIR/analysis /n ull /n ull .c lp

Sincethe null analysis is a bug �nder, it doesnot support �xp ointing and will enter
an in�nite loop if �xp ointing is enabled. Also, it is highly recommendedto set a
resonabletime out limit to avoid thrashing on very large functions.

Imp ortan t Facts and Advice:

� The null analysis performs its own side e�ect analysis independent from the
provided alias analysis. It is not recommendedto run the null analysis in
the presenceof aliasing summaries;if thesesummariesare present then some
warnings may be missing from the results.

� The null analysis reports signi�can tly more false positives in the presence
of arrays and pointer arithmetic. The reasonfor this is that since no strong
updatesareperformedon theseconstructs, any NULLassignment contaminates
other elements of the same data structure. Thus, be aware that you may
observe strange error messagesin the presenceof such data structures.

� Sourcesof unsoundness:It is important to note that this analysis is unsound;
that is, it may not �nd all the null bugs that a program may have. Some
of the soucesof unsoundnessthat we are aware of are the following: First,
the null analysis usesan unsound side-e�ect analysis. Therefore, it doesnot
necessarilyaccount for all function(and loop) side e�ects that causea pointer
to be assignedto NULL. Another obvious source of unsoundnessis that the
null analysis does not do a �xp oint computation. Function summaries are
computed exactly once,and not until the summariesstabilize.

5.5.2 Errors detected

In this section,we discussthe four di�eren t classesof errors that the null dereference
analysis tracks and present examplesillustrating each of theseerror classes.

NULL 
o w errors

This part of the null analysis detects errors where a variable is assignedto NULL
and there exists a feasibleexecution path such that this NULLvalue can 
o w to a
site of dereference.
Example 1:
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void test(int* p, int* q, bool flag)
{

int a;
if(flag) p=NULL; (*)
q = p;
a = *q; (**)

}

In this example, p is set to NULL, aliased by q and eventually dereferenced.Since
there is an execution path wherethe NULLvalue assignedto p at (*) can 
o w to the
dereferenceat (**), the analysis reports an error.

Null 
o w errors can also be inter-procedural:
Example 2:

void bar(int *p, bool flag)
{

int a;
if(flag) a = *p;
else a = -1;

}

void foo(bool flag)
{

int *p;
if(flag) p=NULL;
else p=malloc(sizeof( int )) ;
bar(p, flag);

}

The analysis reports an error for the call to bar in foo becausep is set to NULL
if flag is true, and bar dereferencesp if 
ag is true, resulting in an error. However,
changing foo to:

void foo(bool flag)
{

int *p;
if(!flag) p=NULL;
else p=malloc(sizeof( int )) ;
bar(p, flag);

}

will not causethe analysis to report an error since there is indeed no error in
the call to bar .

The analysis is fully path-sensitive within one function and usesthe correlation
analysis to achieve selective path-sensitivit y accrossfunction boundaries. In cases
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where using the correlation analysis is too impreciseand results in many falsepos-
itiv es, the analysis can be made to report lessfalsepositivesby enabling predicate
certain deref only in the run script.

Conditional misuse errors

This part of the analysis detects errors that arise from conditional misuse, i.e. a
conditional ensuresthat a variable is NULLbefore dereferencingit.
Example: Error within one function

void test(int* p, int flag){
if(!p || flag)

*p = 8;

}

In this example, p is dereferencedwhenever p is NULL, resulting in a run-time
crash. Thus, the analysis reports an error.
Example: In terpro cedural error

void bar(int *p){
*p = 7;

}

void foo(int* p, int flag) {
if(!p || flag) bar(p);

}

This exampleis similar to the oneabove except that it involvesa function call. foo
calls bar whenever p is NULL, but bar in turn dereferencesp. Thus, the analysis
reports an error for the call to bar .

Inconsistency errors

In addition to the errors presented above, the null analysisalsodetectsinconsistency
errors. Informally , an inconsistency arises if a variable is checkd for NULLbefore
dereferencingit at one location, but not checked for NULLat another location which
dereferencesit. The detection of inconsistenciesis not syntactic, but rather seman-
tic: The analysis does not pattern match on conditionals that compare a variable
with a given name against NULL. The analysis reports an inconsistencyerror if the
following condition holds: For two pointer expressionsthat have the sameguarded
points-to set, one pointer is dereferencedwithout ensuring it is non-NULL, but the
other oneis dereferencedafter checking it is NULL. This technique of detecting incon-
sistenciesallows us to naturally capture any possiblealiasing relationships between
pointers. Furthermore, we determine if a location is checked for NULLby querying
the statement guard. This allows the analysis to detect even unconventional forms
of NULLchecks.
Example 1: Simple Inconsistency
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void foo(int* p){
if(p) *p = 2;
*p = 3;

}

The analysis reports an inconsistencyerror in foo becausethe �rst line of the
function assumesp could be NULL, while the secondline ignores this possibility.
Therefore, either the check on the �rst line is defensive or p is actually allowed to
be NULLand leadsto a crash on the secondline.
Example 2: A more complicated inconsistency error

void foo(int* p){
int * q = p;
bool flag = (p==0);
if(!flag) *p = 2;
*q = 3;

}

The analysis again reports an inconsistencyerror in foo . The reasonfor this is
as follows. First, note that p and q are aliasesof one another, so the assumptions
made about p should be the sameas those made about q. Next, the check !flag
ensuresthat p is non-NULLat line 3, but q is dereferencedwithout making sure that
it is non-NULL. Thus, the analysis reports an inconsistencyerror.

The null analysis also tracks inconsistenciesacross function boundaries. If a
function assumesthat a pointer may be NULLby testing it for NULLand then passes
the same pointer (or its alias) to another function which dereferencesit without
testing it against NULL, the analysis reports an inconsistencyerror.

In terpro cedural Inconsistency Example:

void bar(int* q){
*q = 8;

}
void foo(int* p)
{

int* q =p;
if(p) *p = 8;
bar(q);

}

In function foo , p is testedfor beingNULL, indicating the possibility that foo may
have beencalled with a NULLparameter. However, an alias of p is unconditionally
dereferencedinside a calleeof foo , causing the analysis to report an inconsistency
error.

NULL return errors

Another sourceof null dereferenceerrors is the dereferenceof return valuesof func-
tions which may return NULL. Our analysisreports a return-NULLerror if a function
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dereferencesa possibly-NULLreturn value and the analysis cannot prove that the
conditions at the call site imply that a non-NULLvalue will be returned by the called
function.
Example:

int** bar(int size){
int** p = malloc(sizeof(in t*) );
if(!p) return NULL;
for(int i=0; i<size; i++){

p[i] = malloc(sizeof(int ));
if(!p[i]) return NULL;

}
return p;

}
void foo(int size)
{

int** arr = bar(size);
arr[0][0] = -1; (*)

}

The analysis reports a return-NULLerror for the line marked with (*) because
even though bar can return NULL, the return value of bar is dereferencedwithout
testing it is non-NULLso that a NULLdereferenceis possible.



Chapter 6

Abstract Semantics

This chapter givesan abstract description of the memory analysis. Section6.1 gives
the preliminaries. Section 6.2 describes how expressions,lvalues, and conditions
are evaluated. Section 6.3 describes how locations are instantiated at call sites.
Section6.4describeswhat interproceduralaliasing information the memory analysis
consumes. Section 6.5 describes how the memory analysis computes sound, 
o w-
sensitive, path-sensitive points-to information of a procedure.

6.1 Preliminaries

This chapter usesthe following functions to distinguish among di�eren t kinds of
program variables:

� Global is the set of global variables.

� Var(P) is the set of all formal parameter and local variables of procedureP.

� FormalParam(P; i ) is the i th formal parameter variable of procedureP.

� FormalReturn(P) is the formal return variable of procedureP.

� ActualParam(P; k; i ) is i th actual parameter variable passedto call site k in
procedureP.

� ActualReturn(P; k) is a actual return variable of a call site k in procedureP.

Let LocationP be the set of abstract locations of procedureP. The superscript
is omitted when the procedure is clear from context. The abstract locations of
a procedure are disjoint from the abstract locations of any other procedure, so
LocationP \ LocationQ = ; for any P 6= Q. Henceforth, abstract locations are called
simply locations. Let EnvP 2 (Global [ Var(P)) ! LocationP be a total, injective
function that assignslocations to the global, formal, and local variables of P. The
range of EnvP is the set of root locations, RootsP .

77
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Let � P be a set of boolean variables. Let GuardP be the set of propositional
formulas over � P and atomic predicateson locations in LocationP . Let GuardP

� be
the propositional formulas only over the boolean variables in � P ; locations do not
appear theseformulas.

A guarded points-to graph 
 P 2 G = (LocationP � LocationP ) ! GuardP gives
the condition under which onelocation points to another location. If 
 P (l1; l2) = � ,
then l1 may point to l2 only when formula � is true. The default points-to graph,

 def 2 (LocationP � LocationP ) ! f true; falseg, satis�es the following conditions:

� Every location that is not a root is pointed to by at least one location.

(8l2 2 Location � Roots) (9l1 2 Location) 
 def (l1; l2) (6.1)

� Every root is not pointed to by any location.

(8l1 2 Location) (8l2 2 Roots) : 
 def (l1; l2) (6.2)

� Every location points to at least one location.

(8l1 2 Location) (9l2 2 Location) 
 def (l1; l2) (6.3)

� Every location points to at most one location.

(8l1; l2; l3 2 Location) (( 
 def (l1; l2) ^ 
 def (l1; l3)) ) l2 = l3) (6.4)

� Every location is pointed to by at most one location.

(8l1; l2; l3 2 Location) (( 
 def (l2; l1) ^ 
 def (l3; l1)) ) l2 = l3) (6.5)

We use the following operations on points-to graphs. The least upper bound of
points-to graphs is

(
 1 t 
 2)( l i ; l j ) = 
 1(l i ; l j ) _ 
 2(l i ; l j )

The Re�ne 2 (Guard � G) ! G function re�nes a points-to graph by restricting all
points-to edgesby a guard:

Re�ne(�; 
 )( l i ; l j ) = 
 (l i ; l j ) ^ �

Let an unguarded points-to graph be a points-to graph whereall points-to edgesare
unconditionally true or false. We de�ne an operation � that replacesthe guards in
an unconditional points-to graph with formulas enforcing that a location points to
at most one location at a time. Let � 2 G ! (Location � Location) ! Guard� be a
function that assignsformulas over boolean variables to points-to edgesin a given
points-to graph and satis�es the following conditions:

� Every location points to at most one location at a time.

8
 2 G 8l1; l2; l3 2 Location: l2 6= l3 ) : (� (
 )( l1; l2) ^ � (
 )( l1; l3)) (6.6)
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� Every location points to at least one location.

8
 2 G 8l1 2 Location:

2

4
_

l 2 2 Location
� (
 )( l1; l2)

3

5 (6.7)

� If a points-to relationship doesnot exist in the unguarded points-to graph, it
doesnot exist in the guarded points-to graph.

8
 2 G 8l1; l2 2 Location : 
 (l1; l2) ) : � (
 )( l1; l2) (6.8)

6.2 Expression and Lv alue Evaluation

Expressionevaluation is de�ned by inferencerules with judgements of the form

� ` exp e : E

where � is a points-to graph in which the expression e is evaluated and E 2
Location ! Guard is a function mapping each location l to the condition under
which the value of e points to l . Note that expressionsare side-e�ect free; the
points-to graph is not a�ected by expressionevaluation.

Lvalue evaluation is de�ned by inferencerules with judgements of the form

� ` lv al e : E

where again � is a points-to graph, e is an lvalue, and E 2 Location ! Guard is a
function mapping each location l to the condition under which l is the lvalue e.

Boolean condition evaluation is de�ned by inference rules with judgements of
the form

� ` cond e : C

where � is a points-to graph, e a boolean expression,and C 2 Guard � Guard is a
set of pairs of formulas where (�;  ) 2 C meanse represents the condition � under
guard  .

6.3 Instan tiation

A location instantiation I k 2 (LocationQ � LocationP ) ! Guard maps a location
lQ of a calleeQ and a location lP of a caller P at call site k in P to the condition
under which lQ and lP represent the samelocation. The location instantiation is
de�ned by the inferencerules below, which usejudgements of the form

� P ` inst k lQ : lP ; � P

where lQ is a location of procedure Q, lP is a location of procedure P, and � P is
the condition under which lQ and lP represent the sameset of concrete locations.
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� Considera global variable g. A location l Q in calleeQ instantiates to location
lP in caller P if lQ is the location assignedto global g in procedureQ, and l P

is the location assignedto global g in procedureP.

g 2 Global lQ = EnvQ (g) lP = EnvP (g)

� P ` inst k lQ : lP ; tr ue

� Consider the i th actual parameter variable ai at a call site k in a caller P
and the i th formal paramater variable f i in a callee Q. Then, the location
lQ instantiates to a location lP under the condition where the location of f i

points to lQ in 
 def and the location of ai points-to lP in � P .

ai = ActualParam(P; k; i ) f i = FormalParam(Q; i )

� P ` inst k lQ : lP ; � P (EnvP (ai ); lP ) ^ 
 Q
def (EnvQ (f i ); lQ )

� Consider the actual return variable a at a call site k in a caller P and the
formal return variable f in a calleeQ. Then, the location l Q instantiates to a
location lP under the condition where the location of f points to l Q in 
 def

and the location of a points-to lP in � P .

a = ActualReturn(P; k) f = FormalReturn(Q)

� P ` inst k lQ : lP ; 
 P
def (EnvP (a); lP ) ^ 
 Q

def (EnvQ (f ); lQ )

� Consider a location l0Q in callee Q that instantiates to location l 0P in caller
P under condition � . Then, a location lQ in Q instantiates to location lP in
P under the conjunction of � , the condition under which l 0Q points to lQ in
Q's default points-to graph, and the condition under which l 0P points to lP

in P 's points-to graph at call site k.

� P ` inst k l0Q : l0P ; �

� P ` inst k lQ : lP ; � ^ 
 Q
def (l0Q ; lQ ) ^ � P (l0P ; lP )

6.4 Alias Analysis

The aliasanalysiscomputesan aliasingsummary for each procedureconsistingof an
entry points-to graph and an exit points-to graph. The alias analysisalsocomputes
a points-to graph for each global variable and a points-to graph for each type. A
type points-to graph of a structure type expresseswhich �elds of the structure type
may point to the other �elds of the samestructure type over all instancesof the
structure type in the program. De�ne

ProcSummary(P) = (
 P
entr y ; 
 P

exit ) the summary of procedureP
GlobalSummary(G) = 
 G

global the summary of global G
TypeSummary(T) = 
 T

ty pe the summary of type T
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6.5 Summary Generation

The memory analysis consumesthe summariesgeneratedby the alias analysis to
compute sound, 
o w-sensitive, path-sensitive points-to information of a procedure.
De�ne 
 P

entr y ; 
 P
exit ; 
 P

global ; 
 P
ty pe as

(
 P
entr y ; 
 P

exit ) = ProcSummary(P)

 P

global =
G

G2 Global

InstGlobalP (GlobalSummary(G))


 P
ty pe =

G

T 2 T ype

InstTypeP (TypeSummary(T))

The functions InstGlobalP and InstTypeP are location instantiation functions that
instantiate the locations used in the global and type summariesto locations of P.

The following inferencerule states a condition under which the summary for a
procedure is sound. The rule usesjudgements of the form � ` s; � 0 where � is the
points-to graph in which statement s is executed,and � 0 is the points-to graph after
which statement s is executed.

� init = Initialize (
 def ; 
 entr y ; 
 global ; 
 ty pe)
� init ` s; � f inal

� init ` proc P s; � f inal

Section 6.5.1 explains the Initialize function. Section 6.5.2 gives inferencerules
for statements.

6.5.1 Initial Points-to Graph

The memory analysis�rst computesa soundinitial points-to graph, � init = Initialize (
 P
def ; 
 P

entr y ; 
 P
global ; 
 P

ty pe).
The function Initialize 2 G4 ! G computes the initial points-to graph by merging
the default, entry , global, and type points-to graphs and associating a guard with
each points-to edgewhich encodes disjointness among the targets of a particular
location. Let 
 mer ge be the points-to graph that mergesthe default, entry , global
and type points-to graphs de�ned by


 mer ge =
G

f 
 P
def ; 
 P

entr y ; 
 P
global ; 
 P

ty peg

Then,
Initialize (
 def ; 
 entr y ; 
 global ; 
 ty pe)( l i ; l j ) = � (
 mer ge)( l i ; l j )

6.5.2 Statements

The statements that may appear in a procedure are assignments, branches, and
calls. This section describesthe inferencerule for each kind of statement.
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Assignmen ts

The inferencerule for assignment statements is

� ` lv al e1 : E1 � ` exp e2 : E2

� ` e1 := e2; Assign(� ; E1; E2)

The function Assign 2 (G� (Location ! Guard) � (Location ! Guard)) ! G is the
points-to graph transfer function for an assignment statement. De�ne

Assign(� ; E1; E2)( l i ; l j ) = [E1(l i ) ^ E2(l j )]_

2

4
_

l 6= l i

E1(l ) ^ �( l i ; l j )

3

5_[Soft(l i ) ^ �( l i ; l j )]

where Soft(l ) is the condition under which the location l represents more than one
concretememory location. For example, an array may be modeled by a single soft
location.

Branc hes

The inferencerule for branch statements is

� ` s1; � 1

� ` s2; � 2

b is a fresh boolean variable

� ` if e s1s2; Re�ne(b;� 1) t Re�ne(: b;� 2)

The rule joins the points-to graphs of each branch while preserving disjointnessof
points-to relationships by re�ning the points-to graph of one branch with a fresh
boolean variable b and re�ning the points-to graph of the other branch with its
negation : b.

Calls

The inferencerule for call statements is

ProcSummar y(Q) = (
 Q
entr y ; 
 Q

exit )

� P ` call k Q; Apply(� P ; 
 Q
exit )

The function Apply 2 G2 ! Gcomputesthe resulting points-to graph after applying
the exit summary the calleeat a call site k. De�ne a new domain called Location?

that adds a special location called ? to Location:

Location? = Location [ f?g

De�ne a new domain G? that addsthe special location called ? to points-to graphs:

G? = (Location � Location? ) ! Guard
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De�ne a function Extend? 2 G ! G? that extends a points-to graph with an edge
betweenevery location and ? with a trivial guard:

Extend? (
 )( l1; l2) =
�

tr ue l2 = ?

 (l1; l2) l2 6= ?

De�ne a function E�e ct 2 G ! G? that identi�es the condition of points-to edges
in a points-to graph extendedwith edgesto ? and re�ned by � :

E�e ct(
 )( l1; l2) = � (Extend? (
 ))( l1; l2)

De�ne a function Pure 2 G ! Location ! Guard that identi�es the condition of
a points-to edgepointing to ? in a points-to graph extended with edgesto ? and
re�ned by � :

Pure(
 )( l ) = E�e ct(
 )( l ; ? )

Finally,
Apply(� P ; 
 Q

exit )( lP
i ; lP

j ) =
�
� P (lP

i ; lP
j ) ^  1

�
_  2 (6.9)

where
 1 =

^

l Q
m

h
:I k (lQ

m ; lP
i ) _ Pure(
 Q

exit )( lQ
m )

i

 2 =
_

l Q
m ;l Q

n

h
I k (lQ

m ; lP
i ) ^ I k (lQ

n ; lP
j ) ^ E�e ct(
 Q

exit )( lQ
m ; lQ

n )
i

The formula  1 which appears in the �rst disjunct in equation 6.9 is the condi-
tion under which the points-to edge(lP

i ; lP
j ) is preserved acrossthe call site. It is

conjoined with � P (lP
i ; lP

j ), the guard of the points-to edge(lP
i ; lP

j ) of the points-to
graph in which the call statement is executed. The formula  1 is a conjunction
of formulas where each conjunct is the condition under which a particular callee
label lQ

m doesnot instantiate to lP
i , or lQ

m instantiates to lP
i but no side e�ect to lQ

m
appears in the exit summary of the callee.

The formula  2 which appears as the seconddisjunct in equation 6.9 is the
condition under which the points-to edge(lP

i ; lP
j ) is intro duced into caller P as a

side e�ect by callee Q at call site k. The formula  2 is a disjunction of formulas
where each disjunct is a conjunction of the condition that l Q

m instantiates to lP
i and

the condition that lQ
n instantiates to lP

j and the condition of the callee side-e�ect
(lQ

m ,lQ
n ).
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Chapter 7

Saturn Tools Reference

7.1 Overview

This chapter describesthe various tools included with Saturn, how they interact and
how they can be usedto run analysesand view results. The sectionsare organized
as follows:

� Section7.2 describeshow all syntax trees, summaries,and other intermediate
data and results are stored on disk.

� Section7.3 describesthe various methods for generatingsyntax treesencoding
the sourceprogram to be analyzed.

� Section 7.4 describes how to run the Saturn interpreter over the generated
syntax trees and produce results.

� Section 7.5 describes how to set up and use the Saturn UI for viewing error
reports.

7.2 Data Storage and Managemen t

Almost all on-disk data used by Saturn is stored using BDB databases,which are
simple key-value maps. These have the extension `.db' and can be easily copied
around, deleted, reverted, and so forth. One only has to worry about a handful of
�les rather than enormousdirectories full of data. A few utilit y apps can be used
to query thesedatabasesdirectly:

� dbkeys file.db : Prin ts out all keys in the named database.

� dbfind file.db key : Prin ts out the value for the given key. Most useful for
databaseswith plaintext values.
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� dbfindc file.db key : Prin ts out the plaintext contents of the sessionnamed
'key', provided that �le.db is usedto store sessioncontents. Databasesstoring
sessioncontents are named according to the corresponding session,e.g. the
contents of all cil body sessionsare stored in cil body.db .

Classesof databasesgeneratedand usedby Saturn are as follows:

7.2.1 Syntax Tree Databases

Databasesareusedto store the abstract syntax treesgeneratedfor the program to be
analyzed(SeeSection7.3). For each sessionnameusedto store syntax information,
a single databasewill be generated. With CIL, thesehave the form:

cil body.db
cil comp.db
cil enum.db
cil glob.db
cil init.db

cil body.db stores all function bodies in the program, cil comp.db stores all
information on composite types, etc. The dbkeys and dbfindc programs can be
usedto query thesedatabases.

7.2.2 Process Order Database

The �le process.db is generatedduring syntax tree parsing and storesall process
order information generatedfor the set of syntax trees. For function bodies, this �le
indicates the bottom up ordering of functions over the direct call graph. It may also
be updated by running other analyses,e.g. generating the cil sumbody sessions
will add new processorder edges.

7.2.3 Preprocessed Files Database

The �le ppfile.db is generated during parsing and stores the contents of each
source �le after preprocessing. This is used by the UI for toggling between the
original and preprocessedsourcecode. Each value is stored as plaintext, and the
databasemay be queried with dbkeys and dbfind .

7.2.4 Summary Databases

Running an inter-procedural analysis using the Saturn interpreter will populate a
number of databaseswith summary information. Thesedatabasescorrespond one-
to-one with the summary sessionnames used by the analysis, e.g. if the analysis
stores information in a summary sessionsumfunc , then sumfunc.db will contain
all such summaries. These databaseshave the exact same form as syntax tree
sessiondatabases(the interpreter makes no distinction between the two) and can
be queried using dbkeys and dbfindc .
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Note that to do a clean restart of a run without regeneratingsyntax trees, just
delete the summary sessiondatabases.

7.2.5 Plaintext Output Databases

Somepackagesalso store output in plaintext output databasesseparatefrom sum-
mary sessions.In particular, the UI display packagestores display information in
display.db , and search information in search.db . These are consumeddirectly
by the UI, but can also be queried with dbkeys and dbfind .

7.3 Abstract Syntax Trees

Before using the interpreter to run a program analysis over a program, the source
�rst needsto be compiled into an Abstract Syntax Tree(AST) representation stored
in a sessiondatabase. Since the C frontend that we use is the C Intermediate
Language(CIL), we frequently refer to theseASTs as CIL trees.

7.3.1 Compiling Individual Source Files

To compile a single source�le, use the cilcc command. cilcc is a program that
takes preprocessedsource �les and compiles them into CIL trees. Since cilcc
expects preprocessedsource�les as input, you will usually have to run your source
�le through the C preprocessorbefore passingit to cilcc . For example, consider
the traditional \Hello world" program hello.c :

#include <stdio.h>

int main(void) {
puts("Hello world");
return 0;

}

To build hello.c using cilcc , you needto executethe following commands:

$ gcc -E hello.c -o hello.i
$ cilcc hello.i

The �rst commandexecutesthe GCC preprocessorto expand out the #include
preprocessordirective,producing preprocessedsourcehello.i , and the secondcom-
mand invokescilcc on the preprocessedsourceto produce the following CLPA ses-
sion database�les:

cil_body.db
cil_comp.db
cil_enum.db
cil_glob.db
cil_init.db
process.db
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Some�les may be missing; if the original source �le has no static initializers,
cil init.db will be missing, and if the original sourcehas no composite type or
enum de�nitions, cil comp.db or cil enum.dbwill be missing, and so forth.

7.3.2 Compiling Large Systems

Most software systemsconsist of many source�les, and usesomesort of automated
build software like make. CLPA provides two methods for obtaining CIL trees
automatically from the build processof a software package.

The �rst of these is clpamake.pl , which is a script that scrapes through the
output generatedby the make processlooking for calls to GCC. For each such call,
it executesthe corresponding command to build CIL trees from the given source
�les. In generalthis approach is unreliable sincemost codebaseswill produce more
than oneexecutable,and the clpamake.pl script will simply collapseall the source
�les from all of the binaries together. However it doeshave the advantage of being
reasonablysimple, portable and transparent.

The secondis an adaption of the Berkeley build interceptor, which instruments
the build processof an application, intercepting calls to the C compiler and linker
and embedding information in the object �les in order so it can reliably reconstruct
the preprocessedsource�les that werecompiled to producea given object �le. The
main disadvantage is it is lessportable since it relys on dynamic linker tric ks and
monkeying with the internals of GCC. It is only tested on Linux.

7.3.3 Using the Build Interceptor

Before using the build interceptor, it needsto be customized for the layout of the
compiler binarieson your system. The con�guration �le is build-intercept/ in ter cepto r. confi g
in the CLPA sourcetree.

Firstly , the paths section needsto be �lled in with three values,each of which
must be an absolute path:

� intercept scripts shouldbethe build-in tercept/ subdirectory of your CLPA
sourcetree.

� intercept library should be the location of libintercept.so in the same
directory.

� intercept homecan be anywhere where the interceptor can store temporary
�les from the clpa-intercept script for useby the clpa-make script. Since
a lot of I/O is performed in this directory it should be on a local disk with a
lot of spaceavailable.

In the [Redirections] section,you needto provide the location of the compiler
binaries on your system. Examplesare given for the compiler in FedoraCore 4, but
you will probably needto add additional entries. In particular the location of cc1 C
compiler backend di�ers greatly betweencompiler versionsand linux distributions.
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The system provides two commandsclpa-intercept , which intercepts a build
processto add source �le information to the object �les produced by the build
process,and clpa-extract , which takes one or more object �les produced by a
build processinstrumented with clpa-intercept , extracts exactly those source
�les which were used in producing a given object �le, and builds CIL trees from
those source�les.

To build openssh,for example:

$ tar zxvf openssh-*.tar.gz
$ cd openssh
$ ./configure
$ clpa-intercept make
$ mkdir ../ssh-trees
$ clpa-extract ../ssh-trees sshd

and you'll have some shiny new clpa trees corresponding to the ssh daemon
(sshd) in ../ssh-trees .

Note that you have to specify the compiled binaries that you want to analyze.
If there are multiple programs produced by your sourcepackagejust pick the main
one. Only the source �les that went into producing the speci�ed binaries will be
included in the CIL trees.

NB. The C frontend does not handle symbol disambiguation in a particularly
sophisticated way, so it is strongly recommendedfor correctnessthat you do not
attempt to combine multiple binaries into the sameset of CIL trees.

Building Lin ux with the Build In terceptor

To build CIL trees for Linux 2.6 together with all drivers (large):

$ make allyesconfig
$ make menuconfig

Go to the "Loadable module support" item, and turn o� "Enable loadablemod-
ule support". This ensuresthat all of the driversget linkedtogether statically rather
than built as separatemodules. Quit menucon�g, saving the con�guration.

$ clpa-intercept make vmlinux

Wait a coupleof hours, and eventually a binary called vmlinux will be produced
in the top level directory.

$ mkdir ../my-trees
$ clpa-extract ../my-trees vmlinux >\& extract.log

After about 12 hours someshiny new treeswill be in ../m y-trees. You can follow
the progressof the build using "tail -f extract.log", including any errors that turn
up. The �les are built in alphabetical order so you should have a rough idea of the
progressof the build. Unfortunately the cilcc compiler is quite slow.
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7.4 CLP In terpreter

Onceabstract syntax tree databaseshavebeengeneratedfor the program of interest,
the CLP interpreter clpa can be usedto run a CLP analysis over those databases.
The simplest way to use clpa is to cd to the directory containing the syntax tree
databases,and enter:

clpa /path/to/analysi s. clp

The following sectionsdescribe the main aspectsof the interpreter and how they
can be tuned via command line arguments.

7.4.1 Intra-procedural Analysis

Within each function or other sessionthat is beinganalyzed,clpa simply continually
executesrules from the analysis until there are no more rules to execute. The
analysisrules useas input the syntax predicatesin the currently analyzedfunction,
as well as any other syntax sessionsor summary sessionsof other functions, and
produce as output new predicatesto add to summary sessions(as well as plaintext
output to the screenand packageoutput to other databaseson disk).

The main way to control the interpreter's behavior is to set a timeout. By using
the commandline argument --timeout N, after Nsecondsof running the interpreter
on any given function it will stop, print to the screenany output generatedso far
(as well as an error message),discard any modi�cations to sessionsperformed so
far, and move onto the next function.

7.4.2 Inter-procedural Analysis

Acrossthe entire sourceprogram being analyzedby clpa will analyzeeach function
in turn, going in bottom-up order by default or top-down if speci�ed within the
analysis. It may also have to �xp oint over functions, reanalyzing the samefunction
potentially many times, as summary sessionschange. For example, if \fo o" makes
a direct call to \bar" in the sourceprogram, then the analysisof cil body("foo")
may depend on the summary for \bar", say sumfunc("bar") . If \fo o" is analyzed
and sumfunc("bar") later changes,then the behavior of the analysisin \fo o" may
be a�ected and \fo o" must be reanalyzed.

Thesedependenciesbetweenanalysissessionsand summary sessionsare discov-
eredon the 
y asclpa runs, and all necessaryreanalysisand �xp ointing will be per-
formed by default. This behavior can,however, be turned o� via the --no-fixpoint
command line argument to clpa , which restricts each function such that it is only
analyzedonce, in a single passthrough the code.

7.4.3 Cluster-based Distributed Runs

For analyzing extremely large code bases,or even for much faster analysisof merely
large ones,clpa can be run in a distributed mode on a cluster of computers. The
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main clpa processacts as a server, managing the function analysis worklist, reads
and writes to databases,and printing any per-function output to the screen. Mul-
tiple workers are then spawned, each of which opensa connection with the server,
receive and processfunctions to be analyzed, then send any output back to the
server. Workers are statelessand do not write anything to their local disk.

Performancespeedupcan vary greatly depending on the worker CPU/RAM and
network speed/latency. Our own runs on a 50 core cluster with a switched Gigabit
network typically yield a 40-45xspeedupover a single core, though ad-hoc clusters
of computers with low-latency connectionsbetweenthem should also perform well.

The simplest way to start a distributed run is to run clpa with all the ar-
guments that would normally be used in the single threaded mode, but add the
--use-workers command line argument as well:

clpa --use-workers other-clpa-args

Rather than running the analysis itself, this tells clpa to act asa server, and it will
print the address:port it is listening on for workers to connect. A worker process
can be spawned asclpa-worker address port , which will immediately connectto
the given server addressand start analyzing functions. The clpa-worker processes
can be started up manually or via a script on di�eren t machines,or can be spawned
via cluster submissionutilities.

Starting up workersthis way on a cluster canbeproblematic if the cluster is busy
and other usersneed time; the clpa-worker processwill by default run until the
entire �xp ointing analysis has �nished, and will not timeout or share the resources
in any way. This can be �xed by adding the --spawn-workers and --spawn-cmd
command line arguments to clpa :

clpa --use-workers --spawn-workers NUM--spawn-cmd CMDother-clpa-args

When these arguments are set, the server itself is responsible for spawning work-
ers via the CMDcommand. This command should take two arguments for the
address and port, and spawn a clpa-worker with those arguments (for exam-
ple, for the SUN gridengine the CMDmight be "qsub -b y -N analysis-name
/path/to/clpa-wo rke r" ). In addition, each worker will exit after 10-20 minutes
regardlessof whether the main interprocedural analysishas �nished yet; the server
will continually respawn workers to make sure there are always NUMworkers either
actively analyzing functions, or waiting in the cluster queuesystem for a node to
run on.

7.4.4 Checkpointing

For very long single threaded or distributed runs, being able to checkpoint the
clpa 's progresscan be useful. If clpa is killed using the SIGINT signal then it will
cleanup its state beforeexiting, but if it is killed any other way then the databases
will probably be left in a corrupt state.

Adding the clpa comandline argument --checkpoint Ncausesa checkpoint to
be created after analyzing every N functions. Only the latest checkpoint is stored,
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and it is placed by default in the checkpt directory (this can be changedwith the
--checkpoint-dir DIR argument). This directory will contain copies of all the
summary databasesat the checkpoint, as well as a dump of the current worklist
state in �le work.chk . If the plug gets pulled or another unfortunate event kills
clpa later, delete all the (probably corrupt) summary databasesand rerun clpa
with the --checkpoint-resu meargument, and it will copy in the checkpointed
summariesand worklist state and resumewhere it left o�.

7.4.5 Controlling Output

There are various options for controlling the level of output produced by clpa .

Quiet

Adding the --quiet argument to clpa suppressesprinting of functions analyzed,
timing and allocation info, and everything elseexcept the actual analysis output.
This is most useful when writing regressionscripts, as a plain sorted di� of the
output against expected will su�ce if --quiet is on.

Prin t lev el

The --print-level n option allowsyou to specify a limit on the depth of subterms
that shouldbeprinted whenconverting a term to a string. Termsbelow the speci�ed
depth will be printed as \...". The default depth limit is 15 terms. To disabledepth
limiting, passa depth limit parameter of � 1.

Statistics

A variety of statistics 
ags can be turned on via the --stats flag argument to
clpa . Thesecover both single function information (SAT queriesperformed, etc.)
aswell aswhole run information (functions analyzed,memory usage,etc.). The full
list of possiblestats 
ags with descriptions is given by the --list-stats argument
to clpa .

Debugging

A variety of debugging
ags can also be turned on via the --debug flag argument
to clpa . The easiestway to debug analysesis via inserting print() adds in the
relevant places, but some of the debug 
ags can also be useful. The full list of
possibledebug 
ags with descriptions is given by the --list-debug argument to
clpa .

7.5 User In terface

The Saturn user interface is a web-basedviewer for the error reports and other
summary information generatedby Saturn analyses.The UI structure is such that
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each analysis may generatea set of displays, which specify a section of the source
C program to display and directions for highlighting particular lines and adding
additional text. Each display describesa singleproperty the analysishasdiscovered
for a single function. Displays have unique names,so that interprocedural analyses
can construct links betweentheir various displays which can be browsedby the user
either as either statically or dynamically generatedHTML pages.

Individual Saturn analysescan generate output either as UI displays via the
display package (Section 8.13), plaintext (queries, etc.), or (usually) both. The
display package generatesa display database `display.db' and search database
`search.db'.

Section 7.5.2 describes how to use the UI to convert the above databasesinto
a set of static HTML pages. This doesnot require a web server, but for large sets
of displays (in the 10,000sor 100,000s)the amount of time taken to generatethe
HTML becomesvery long and the sizeof the resulting HTML becomesvery large
in comparisonto the original display database.

Section7.5.3describeshow to set up the UI on a web server to generateHTML
dynamically. This requires little disk spaceper run besidesthe display database
itself, and alsoallows the user to search the displays generatedby multiple analyses
for particular functions.

7.5.1 Configuration Files

The static and dynamic UI both usecon�guration �les to specify wherethe relevant
�les and directories they require for each display databaseare. These�les have the
extension `.conf', and consist of several lines of key-value pairs with whitespace
betweenthe key and value. The possiblekeysand meaningof the associated values
are as follows:

� display : Speci�es the display database `display.db' containing all displays
which were produced by the Saturn analysis.

� srcpath : Speci�es the root directory of the C sourcetree the CIL databases
were generatedfrom for the Saturn analysis. The individual displays contain
�le o�sets into this directory which the UI will usewhengeneratingthe HTML.

� ppfile : Optional location of the `pp�le.db' generatedby the frontend. This
�le contains preprocessedversionsof the various source�les under srcpath ,
and if speci�ed in the con�guration then in the resulting displays the user
will be able to toggle the various sourcecode lines between the original and
preprocessedversions.

� style : Speci�es the �le or URL location of the CSS style sheet to use with
the HTML. Most analyseshave a style sheetassociated with them that is an
extensionof `ui/www/st yles/default.css'.

� binpath : Speci�es the directory containing the dbkeys and dbfind to use,
generally the `bin' output directory of the Saturn make process.
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� search : Usedonly by the dynamic UI, speci�es the search database`search.db'
containing display search terms.

� name: Usedonly by the dynamic UI, speci�es a nameto print for this analysis
when the user is doing a search.

7.5.2 Static UI

The UI script `ui/scripts/static.pl' generatesa complete, inter-link ed directory of
static HTML �les and associated table of contents for a single display database.
`static.pl' is invoked as follows:

static.pl file.conf [category]

The con�guration �le is required and speci�es the location of the con�guration
�le to use for �nding and rendering the displays. The category is optional and if
speci�ed restricts the generatedtable of contents to only those displays with that
category (SeeSection 8.13).

After running, a new subdirectory will be created in the current directory with
the samename as the display database. This directory contains �le `index.html'
with a table of contents for all the displays, and separate HTML �les for each
display. Open the `index.html' �le in the output directory to view and browsethe
displays.

7.5.3 Dynamic UI

To set up the UI to generateHTML dynamically, perform the following steps:

1. Placethe `search.pl' and `report.pl' �les and all Perl modulesfrom the `ui/scripts'
directory into a directory in which CGI script execution is enabled. For in-
formation about setting up mod perl, seehttp://perl.apach e. org .

2. Create a `con�gs' subdirectory in the directory from step 1.

3. Within the `con�gs' subdirectory, create one or more con�guration �les de-
scribing the di�eren t display databasesyou want to be accessiblefrom the
web interface.

The dynamic UI can then be used in two ways. First, the various display
databasescan be searched by opening the URL of the `search.pl' script via a web
browser. This will provide a drop-down list of the various databasesand a search
box. The only terms that searching will work for are those that were added to the
search databasewhen the analysis ran (SeeSection 8.13).

Second,new tables of contents can be generatedstatically which link to various
displays within the dynamic UI. Invoke the `ui/scripts/dyn toc.pl' as follows:

dyntoc.pl file.conf reportURL [category]
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The con�guration �le is required and must be within the `con�gs' subdirectory setup
earlier. The reportURL is also required and must point to the `report.pl' �le on
the server; this will be usedfor display links in the table of contents. The category
is optional and if speci�ed restricts the generatedtable of contents to only those
displays with that category.

After running a single �le `index.html' will be producedin the current directory.
This can be moved or renamedas desired,and then openedup in a web browser to
view and browsethe displays.
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Chapter 8

Saturn CLP Packages
Reference

8.1 Overview

Packagesprovide interfaces for CLP programs to interact with external routines
written in other languagessuch as OCaml and C. These routines may, for exam-
ple, provide parsing information for the source code being analyzed, or perform
constraint basedanalyses.

Each packagede�nes a set of symbols for inclusion in logic programs. Programs
may accessthe contents of a packagevia the `using' directive. The following types
of symbols may be included in a package:

� Type de�nitions. These are regular type de�nitions which can be used in
packageaswell asuser-de�ned predicates. Packagetypesare either composite
sumtypesor are left abstract.

� Add predicates. Theseare predicate de�nitions that can only be used in add
operations. Whenever they are addedthey commit information to the package
via an internal handler.

� Find predicates. Theseare predicate de�nitions that can only be usedin �nd
operations. Whenever a query is madefor them information is extracted from
the packagevia an internal handler. Find predicatescan have more than one
mode.

� Collection predicates. These are predicate de�nitions that can only be used
in the right side of collection operations (any non-add predicate may be used
in the left side). An internal handler in the packagespeci�es how to combine
the set of facts being quanti�ed over.

� Predicate de�nitions. Theseare regular predicateswhich can be used in any
operation, and have no special handlers in the package.

97
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� Sessionde�nitions. Theseare regular sessionfunctions which can be usedas
with user-de�ned sessionfunctions.

The remainder of this section lists and describes all symbols included in the
available packages.

8.2 Builtin

Package builtin is used by default. The builtin predicates de�ne generally useful
routines for writing logic programs.

� notequal(in V0:T,in V1:T) Find

notequal holds if V0 and V1 (which must be the sametype) are di�eren t ground
values.

� lessthan(in V0:T,in V1:T) Find

lessthan holds if V0 is lessthan V1 (which must be the sametype), under a total
ordering dependent on the typesof V0 and V1.

� tostring(in V:T,out S:string) Find

Binds S to the string representation of V.

� toint(in V:T,out N:int) Find

If V has an integer representation, binds N to that representation. Will succeed
if V is an integer, 
oat, or integer string. If V is a 
oating point value, N will be
truncated.

� tofloat(in V:T,out N:float) Find

If V hasa 
oating point representation, binds Nto that representation. Will succeed
if V is an integer, 
oat, or 
oating point string.

� print(...) Add

Adding print prints the string representation of its arguments (of which there may
be any number) to the screen.

� warning(STR:strin g, .. .) Add

Adding warning(STR,... ) prints a warning STRalong with any extra arguments
(of which there may be any number).
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� profile(...) Add

The number of times profile is addedwith a particular set of arguments is counted
up by the system. After the current session�nishes executing (including normal
termination as well as premature timeouts), this total will be printed for every
distinct set of arguments.

� list mem(in L:list[T],out V:T) Find

Binds V to any member of the list L.

� list length(in L:list[T],out N:int) Find

Binds Nto the length of list L.

� list sort(in L:list[T],out V:list[T]) Find

Binds V to the sorted list (according to the ordering given by lessthan() ) contain-
ing all elements of L.

� list append(in L0:list[T],in L1:list[T],out V:list[T]) Find

Binds V to the result of appending list L1 to the end of L0.

� list reverse(in L:list[T],out V:list[T]) Find

Binds V to the reverseof list L.

� list all(in V:T,out L:list[T]) Collection

Used in collection operations to extract the V value of all facts matching a query
into a list L. For example, the collection operation n=pair(0,V):lis t all(V,L)
binds L to a list containing each value V that the constant 0 is paired with.

The lists bound by list all will be sorted, but may contain duplicate entries
if multiple facts unify with V to the samevalue. Note that if additional facts are
later added that also match the query, an error messagewill be generated.

� t pair[T0,T1] ::= pair f V0:T0,V1:T 1g Type

A pair of two valuesof any type.

� bool ::= true | false Type

A simple two-valued type for boolean constants.
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� maybe[T] ::= yesf Tg | no Type

A polymorphic type representing an optional value. Similar to the option type in
the ML family of languages.

8.3 In teger Op erations

Packageintops provides numerousoperations on integers. Theseoperations do not
intro duceconstraints, and assuch all arguments must bebound to constant integers,
excepting the result NRif present.

� int neg(in N:int,out NR:int) Find

Binds NRto -N.

� int add(in N0:int,in N1:int,out NR:int) Find

Binds NRto N0 + N1.

� int sub(in N0:int,in N1:int,out NR:int) Find

Binds NRto N0 - N1.

� int mul(in N0:int,in N1:int,out NR:int) Find

Binds NRto N0 * N1.

� int div(in N0:int,in N1:int,out NR:int) Find

Binds NRto N0 / N1.

� int mod(in N0:int,in N1:int,out NR:int) Find

Binds NRto N0 % N1.

� int max(in N0:int,in N1:int,out NR:int) Find

Binds NRto the larger of N0and N1.

� int min(in N0:int,in N1:int,out NR:int) Find

Binds NRto the smaller of N0and N1.

� int band(in N0:int,in N1:int,out NR:int) Find

Binds NRto the bitwise-andof N0and N1.
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� int bor(in N0:int,in N1:int,out NR:int) Find

Binds NRto the bitwise-or of N0and N1.

� int bxor(in N0:int,in N1:int,out NR:int) Find

Binds NRto the bitwise-xor of N0and N1.

� int eq(in N0:int,in N1:int) Find

Holds when N0 == N1.

� int ne(in N0:int,in N1:int) Find

Holds when N0 != N1.

� int lt(in N0:int,in N1:int) Find

Holds when N0 < N1.

� int gt(in N0:int,in N1:int) Find

Holds when N0 > N1.

� int le(in N0:int,in N1:int) Find

Holds when N0 <= N1.

� int ge(in N0:int,in N1:int) Find

Holds when N0 >= N1.

� int min all(in N:int,out Min:int) Collection

Compute the minimum of a set of integers given by collection over N. Fails if the
collection is empty.

� int maxall(in N:int,out Max:int) Collection

Compute the maximum of a set of integers given by collection over N. Fails if the
collection is empty.

8.4 String Op erations

Packagestropsprovides numerous operations on strings. These operations do not
intro duce constraints, and as such all arguments where noted must be bound to
constant values.
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� str len(in S:string,out LENR:int) Find

Binds LENRto the length of constant string S.

� str cat(in S0:string,in S1:string,out SR:string)
str cat(in S0:string,out S1:string,in SR:string)
str cat(out S0:string,in S1:string,in SR:string) Find

Binds SRto the concatenation of constant strings S0 and S1. Alternativ ely, if SR
and at least oneof S0and S1is constant, binds the remaining valuesasappropriate.

� str sub(in S:string,in POS:int,in LEN:int,out SR:string)
str sub(in S:string,out POS:int,out LEN:int,in SR:string) Find

Binds SRto the substring of constant string S denotedby constant integersPOSand
LEN. Alternativ ely, if SRis a constant string, binds POSand LENaccordingto any/all
occurrencesof SRwithin S.

8.5 Map ADT

Packagemap provides an implementation of the map abstract data type.

� map[Key,Value] Type

Maps are an abstract type with key and value type parameters.

� mapempty(out M:map[K,V]) Find

Binds Mto an empty map.

� mapinsert(in Key:K, in Value:V, in M0:map[K,V],
out M1:map[K,V]) Find

Insert a mapping from Key to Value into map M0to produce a new map M1. Any
existing mapping for Key is overwritten.

� mapsearch(in M:map[K,V], out Key:K, out Value:V) Find

Search for Key in map M, returning the corresponding value Value on success. If
Key is unbound, then all key-value mappings in the map will be returned.

� mapremove(in Key:K, in M0:map[K,V], out M1:map[K,V]) Find

Remove any mapping for Key from map M0to produce a new map M1. If Key is not
present in M0then the map is unchanged.
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� mapto sorted list(in M:map[K,V], out L:list[t pair[K,V]]) Find

Convert a map Mto a list of key-value pairs L, sorted by key.

� mapof list(in L:list[t pair[K,V]], out M:map[K,V]) Find

Convert an unordered list of key-value pairs L to a map. If duplicate keys are
present in the list, the last key-value mapping will be used.

� mapall(in Key:K, in Value:V, out M:map[K,V]) Collection

Collect all key-value pairs matching a query into a map.

8.6 Set ADT

Packageset provides an implementation of the set abstract data type.

� set[Value] Type

Sapsare an abstract type with key and value type parameters.

� set empty(out S:set[V]) Find

Binds S to an empty set.

� set singleton(in Value:V, out S:set[V]) Find

Create a singleton set S containing Value.

� set insert(in Value:V, in S0:set[V], out S1:set[V]) Find

Insert an element Value into set S0 to produce a new set S1.

� set member(in S:set[V], out Value:V) Find

Test whether element V is present in set S. If V is unbound, then the predicate will
succeedoncewith each element of the set bound to V.

� set remove(in Value:V, in S0:set[V], out S1:set[V]) Find

Remove element V from set S0 to produce a new set S1. If V is not present in S0
then the set is unchanged.

� set union(in S0:set[V], in S1:set[V], out S2:set[V]) Find

Set S2 to the union of S0 and S1.
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� set intersect(in S0:set[V], in S1:set[V], out S2:set[V]) Find

Set S2 to the intersection of S0 and S1.

� set difference(in S0:set[V], in S1:set[V], out S2:set[V]) Find

Set S2 to the set di�erence of S0 and S1.

� set to sorted list(in S:set[V], out L:list[V]) Find

Convert a set S to a list of valuesL, sorted by key.

� set of list(in L:list[V], out S:set[V]) Find

Convert an unordered list of valuesL to a set S. Duplicate elements are ignored.

� set all(in V:V, out S:set[V]) Collection

Collect all values matching a query together into a set. Equivalent to calling
list all followed by set of list .

8.7 Bo olean Form ula Construction

Package biteval is used by default. Biteval provides support for constructing and
combining booleanformulas,principally through #id g, #and, #or , and #not . Boolean
formulas are an abstract type polymorphic in the valuesof the leaf variables. Pack-
age solvesat may be used to solve boolean formulas where the leaves are left as
uninterpreted boolean variables, while packagesolvemip may be usedto construct
and solve formulas where the leaves are linear formulas over integer and 
oating
point variables.

� bval[T] Type

The abstract type of boolean formulas. Each leaf V in the formula representing a
boolean variable has type T.

� #bool g(in B:bool,out GR:bval[T]) Find

Binds GRto the constant formula (of any leaf type) equal to the boolean B.

� #id g(in V:T,out GR:bval[T]) Find

Binds GRto the formula for the unconstrainedboolean variable represented by V. If
the sameV is usedmultiple times, the sameformula will result.
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� #not(in G:bval[T],out GR:bval[T]) Find

Binds GRto the negation of G.

� #and(in G0:bval[T],in G1:bval[T],out GR:bval[T]) Find

Binds GRto the conjunction of G0and G1.

� #or(in G0:bval[T],in G1:bval[T],out GR:bval[T]) Find

Binds GRto the disjunction of G0and G1.

� #and all(in G:bval[T],out GR:bval[T]) Collection

Usedin collection operations to compute the conjunction GRover the set of formulas
G as indicated by the results of the query used for the collection. The principal
di�erence between using #and all for collection rather than list all is that for
list all the query is performed immediately to yield the resulting list, whereas
for #and all the query is delayed until the exact value of the formula is neededfor
a SAT query. As long as SAT queriesare delayed until after all formulas have been
computed, none will have their results invalidated (with resulting error messages)
by newly intro duced formulas.

� #or all(in G:bval[T],out GR:bval[T]) Collection

Used in collection operations to compute the disjunction GRover the set of formu-
las G as indicated by the results of the query used for the collection. The same
considerationsas with #and all apply for #or all .

� #g id(in G:bval[T],out VR:T) Find

Binds VRto a leaf in the formula G. Separatepredicateswill be instantiated for each
leaf in G.

� #g size(in G:bval[T],out N:int) Find

Binds Nto the number of distinct non-constant sub-formulas of G.

� #simplify(in G:bval[T],out GR:bval[T]) Find

Simpli�es G, resolving all collection operations and applying asmuch constant fold-
ing and other simpli�cation as possibleaccording to a simpli�cation level L on each
sub-formula of G, binding GRto that simpli�ed representation. Simpli�cation levels
are provided for each new formula's construction; #not , #and, and #or each uselevel
100, the maximum. Other packagesthat construct formulas may usesmaller levels
that perform fewer simpli�cations (but lead to an overall faster running time). Note



106 CHAPTER 8. SATURN CLP PACKA GES REFERENCE

that simpli�cation is performed by all SAT queries,aswell asother operations such
asadding to a summary. This predicate is only necessaryto get a (fairly) canonical
representation of a formula to allow cheap and accurate formula comparison and
indexing.

� #not lv(in G:bval[T],in L:int,out GR:bval[T])
#not lv(out G:bval[T],out L:int,in GR:bval[T]) Find

Variant on #not that makes the simpli�cation level L used explicit. May be used
with two modes,either to construct a negation formula with the desiredsimpli�ca-
tion level, or to break GRdown into Gand L, provided that GRis itself a negation
formula.

� #and lv(in G0:bval[T],in G1:bval[T],in L:int,out GR:bval[T])
#and lv(out G0:bval[T],out G1:bval[T],out L:int,

in GR:bval[T]) Find

Variant on #and that makes the simpli�cation level L used explicit. May be used
with two modes,either to construct a conjunction formula with the desiredsimpli-
�cation level, or to break GRdown into G0, G1and L, provided that GRis itself a
conjunction.

� #or lv(in G0:bval[T],in G1:bval[T],in L:int,out GR:bval[T])
#or lv(out G0:bval[T],out G1:bval[T],out L:int,

in GR:bval[T]) Find

Variant on #or that makesthe simpli�cation level L usedexplicit. May be usedwith
two modes,either to construct a disjunction formula with the desiredsimpli�cation
level, or to break GRdown into G0, G1and L, provided that GRis itself a disjunction.

8.8 Bo olean Constrain t Solving

Packagesolve sat providesan interface with the SAT solversMiniSAT and zCha�
for solving boolean formulas over unconstrained variables. Theseformulas are cre-
ated using the predicatesfrom packagebiteval , which is usedby default.

� #sat(in G:bval[T]) Find

Holds if Gis satis�able.

� bval asn[T] Type

The type of a satisfying assignment for a boolean formula over unconstrained vari-
ablesof type T.
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� #satasn(in G:bval[T],out ASN:bval asn[T]) Find

Holds if G is satis�able, and binds ASNto a satisfying assignment of booleans to
each boolean variable in G.

� #asng(in ASN:bval asn[T],in G:bval[T]) Find

Holds if G is true under boolean assignment ASN. Variables in G not used in the
formula tested to construct ASNare treated as false.

8.9 Bitv ector Op erations

Packagesolve bitvector provides numerouspredicates for constructing and ma-
nipulating vectors of boolean formulas, which may then be solved using the predi-
catesin packagesolve sat . Bit vectorsare an abstract type over the type of values
used to construct unconstrained vectors, as well as an additional type which may
be usedto insert individual unconstrained variables into formulas.

� bvec[T,U] Type

The type of a bitv ector. Each bitv ector is a signed or unsigned vector of boolean
formulas, each of which has leaf formulas constructed either from unconstrained
vector IDs of type T, or from individual unconstrained bits of type U. The format
of theseleavesis given by bvecbit[T,U] below.

� bvecbit[T,U] ::= b vbit f V:T,N:int g | b abit f V:Ug Type

The type of a leaf boolean variable in a formula used in bitv ectors. Leaf variables
b vbit f V,Ng indicate bit position Nof the ID V, while variables b abit f Vg indicate
individual unconstrained variables unique to V.

� #id bv(in V:T,in S:bool,in O:bool,in LEN:int,
out BVR:bvec[T,U]) Find

Binds BVRto a vector of unconstrainedboolean variablesunique to V. The sign and
length of the vector are indicated by S and LENrespectively. If Ois true, then the
over
o w bit of the vector is an unconstrained boolean variable, whereasif Ois false
then the over
o w bit is a constant 0 bit. If the sameV is used multiple times, the
samebit vector will be bound.

� #int bv(in N:int,in S:bool,in LEN:len,
out BVR:bvec[T,U]) Find

Binds BVRto a bit vector of sign/length S/ LENrepresenting the constant N.
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� #g bv(in G:bval[bvecbit[T, U]],i n S:bool,in LEN:int,
out BVR:bvec[T,U]) Find

Binds BVRto a bit vector of sign/length S/ LENwhose�rst bit is G.

� #bv cast(in BV:bvec[T,U],in S:bool,in LEN:int,
out BVR:bvec[T,U]) Find

Binds BVRto a bit vector cast from BV, changing the signed/unsigned 
ag S and
vector length LEN.

� #bv int(in BV:bvec[T,U],out NR:int) Find

Binds NRto an integer representation of BV, provided that BVis a constant vector.

� #bv neg(in BV:bvec[T,U],out BVR:bvec[T,U]) Find

Binds BVRto -BV.

� #bv bnot(in BV:bvec[T,U],out BVR:bvec[T,U]) Find

Binds BVRto ~BV.

� #bv add(in BV0:bvec[T,U],in BV1:bvec[T,U],
out BVR:bvec[T,U]) Find

Binds BVRto BV0 + BV1.

� #bv sub(in BV0:bvec[T,U],in BV1:bvec[T,U],
out BVR:bvec[T,U]) Find

Binds BVRto BV0 - BV1.

� #bv band(in BV0:bvec[T,U],in BV1:bvec[T,U],
out BVR:bvec[T,U]) Find

Binds BVRto BV0 & BV1.

� #bv bor(in BV0:bvec[T,U],in BV1:bvec[T,U],
out BVR:bvec[T,U]) Find

Binds BVRto BV0 | BV1.



8.9. BITVECTOR OPERATIONS 109

� #bv bxor(in BV0:bvec[T,U],in BV1:bvec[T,U],
out BVR:bvec[T,U]) Find

Binds BVRto BV0 ^ BV1.

� #bv mul(in BV:bvec[T,U],in N:int,out BVR:bvec[T,U]) Find

Binds BVRto BV * N, where N is a constant integer.

� #bv shl(in BV:bvec[T,U],in N:int,out BVR:bvec[T,U]) Find

Binds BVRto BV << N, where N is a constant integer.

� #bv shr(in BV:bvec[T,U],in N:int,out BVR:bvec[T,U]) Find

Binds BVRto BV >> N, where N is a constant integer.

� #bv eqz(in BV:bvec[T,U],out GR:bval[bvecbit[T ,U] ]) Find

Binds GRto a formula holding if BVis zero.

� #bv nez(in BV:bvec[T,U],out GR:bval[bvecbit[T ,U] ]) Find

Binds GRto a formula holding if BVis non-zero.

� #bv eq(in BV0:bvec[T,U],in BV1:bvec[T,U],
out GR:bval[bvecbit[T ,U]] ) Find

Binds GRto a formula holding if BV0 == BV1.

� #bv ne(in BV0:bvec[T,U],in BV1:bvec[T,U],
out GR:bval[bvecbit[T ,U]] ) Find

Binds GRto a formula holding if BV0 != BV1.

� #bv lt(in BV0:bvec[T,U],in BV1:bvec[T,U],
out GR:bval[bvecbit[T ,U]] ) Find

Binds GRto a formula holding if BV0 < BV1.

� #bv gt(in BV0:bvec[T,U],in BV1:bvec[T,U],
out GR:bval[bvecbit[T ,U]] ) Find

Binds GRto a formula holding if BV0 > BV1.
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� #bv le(in BV0:bvec[T,U],in BV1:bvec[T,U],
out GR:bval[bvecbit[T ,U]] ) Find

Binds GRto a formula holding if BV0 <= BV1.

� #bv ge(in BV0:bvec[T,U],in BV1:bvec[T,U],
out GR:bval[bvecbit[T ,U]] ) Find

Binds GRto a formula holding if BV0 >= BV1.

� #asnbv(in ASN:bval asn[bvecbit[T,U] ],
in BV:bvec[T,U],ou t NR:int) Find

Binds NRto the value of BVunder boolean assignment ASN.

� #bv bit(in BV:bvec[T,U],in N:int,
out GR:bval[bvecbit[ T, U]]) Find

Binds GRto the formula in bit position Nof BV. Bit positions are ordered from least
to most signi�can t.

� #bv oflow(in BV:bvec[T,U],ou t GR:bval[bvecbit [T, U]]) Find

Binds GRto the over
o w bit for BV, which indicates whether BVrepresents the result
of an over
o wing computation.

� #bv split(in BV:bvec[T,U],
out SR:bool,out OGR:bval[bvecbit [T ,U] ],
out BITS:list[bval[b vecbi t[ T,U]] ]) Find

Splits BV into its component formulas. SR indicates whether BV is signed, OGR
indicates whether BVis the result of an over
o wing computation, and BITS are all
the individual bits in BV, from least to most signi�can t order. If BV is variable,
binds BVto the bitv ector speci�ed by the remaining arguments (which must all be
constant).

� #bv guard(in BV:bvec[T,U],in G:bval[bvecbit[T ,U] ],
out BVR:bvec[T,U]) Find

Binds GRto the guarded bitv ector formed by conjoining each bit of BVwith G.
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� #bv all(in BV:bvec[T,U],in G:bval[bvecbit[T ,U]],
out BVR:bvec[T,U]) Collection

Used in collection operations to compute the disjunction BVRover a seriesof con-
joined bitv ector/guard pairs BV/ G. If BV0/ G0...BVM/ GMare the bitv ectorsand guards
usedin performing the collection, then bit Nof BVRis equalto (G0̂ BV0[N])_..._(GM̂BVM[N]).

8.10 Linear and In teger Constrain t Solving

Package solve mip provides an interface with the mixed integer linear program
solver lp solve for solving boolean formulas over linear and integer constraints.

Constraints compare linear formulas over 
oating point or integer variables
with constant 
oating point values. Formulas are constructed with #id ipval
and #flt ipval , combined with #ip add, #ip sub, #ip mul, and #ip div , and
formed into constraints with #ip cst . These constraints can be combined using
the predicates in biteval, and optimized or tested for satis�abilit y with #ip sat ,
#ip minimize , and #ip maximize.

As with unconstrainedbooleanvariablesand bit vectors, linear formulas and lin-
ear constraints are polymorphic in the type of value usedto construct unconstrained
linear variables.

� ipval[T] Type

The type of a linear formula. Each formula is a linear combination of 
oating point
or integer variables, each of which is constructed from an ID value V of type T.

� ipcst[T,U] Type

The type of a leaf constraint in a boolean formula over linear constraints. Each
leaf is either a linear constraint comparing a formula over values of type T with a
constant value, or is an opaqueboolean variable of type U. A boolean formula over
linear constraints has type bval[ipcst[T,U]] .

� ipkind ::= ip float | ip int | ip binary Type

The possiblekinds of variables usedin linear constraints, distinguished by the pos-
sible valuesthey can take.

� ip float : Any 
oating point value.

� ip int : Any integer.

� ip binary : Either 0 or 1.
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� #id ipval(in V:T,in KIND:ip kind,out IVR:ipval[T]) Find

Binds IVR to a formula containing a single variable with kind KIND. If the sameID
is usedmultiple times, the sameformula will be bound.

� #flt ipval(in N:float,out IVR:ipval[T]) Find

Binds IVR to a constant formula for the speci�ed 
oating point constant N.

� #ip add(in IV0:ipval[T],in IV1:ipval[T],
out IVR:ipval[T]) Find

Binds IVR to the sum of formulas IV0 and IV1.

� #ip sub(in IV0:ipval[T],in IV1:ipval[T],
out IVR:ipval[T]) Find

Binds IVR to the di�erence of formulas IV0 and IV1.

� #ip mul(in IV:ipval[T],in N:float,out IVR:ipval[T]) Find

Binds IVR to the result of multiplying IV by the 
oating point constant N.

� #ip div(in IV:ipval[T],in N:float,out IVR:ipval[T]) Find

Binds IVR to the result of dividing IV by the 
oating point constant N.

� ipval terms[T] ::= term axf A:float,V:T,T AIL: ipv al terms[T] g
| term z Type

The type of a decomposition of the terms in a linear formula. term axf A,V,TAIL g
indicates the sum of A*V and the value represented by TAIL. term z indicates an
empty set of terms, zero.

� #ip split(in IV:ipval[T],
out TERMS:ipval terms[T],out B:float) Find

Splits IV into its component terms and constants. TERMSis bound to a decomposi-
tion of all the terms in the formula. B is bound to the �xed constant o�set of the
formula.

� ipcstop ::= ip lt | ip gt | ip le | ip ge
| ip eq | ip ne Type

The possibleways to comparea linear formula with a constant value.
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� #ip cst(in IV:ipval[T],in OP:ipcstop,in N:float,
out GR:bval[ipcst[T, U]])

#ip cst(out IV:ipval[T],out OP:ipcstop,out N:float,
in GR:bval[ipcst[T,U ]] ) Find

Binds GRto a boolean formula which holds when the formula IV bears the relation
given by OPwith the constant N. Note that for ip ne, ip lt , and ip gt , the result-
ing constraint will treat IV as if it has an integer value. Speci�cally , IV != N is
converted to IV <= N-1 | IV >= N+1, IV < N is converted to IV <= N-1, and IV
> N is converted to IV >= N+1.

� #ip bit(in X:U,out GR:bval[ipcst[T, U]] )
#ip bit(out X:U,in GR:bval[ipcst[T ,U] ]) Find

Binds GRto the formula for the opaqueboolean variable X.

� #ip sat(in G:bval[ipcst[T,U] ] Find

Holds if Gis satis�able.

� #ip minimize(in G:bval[ipcst[T,U] ], in IV:ipval[T],
out NR:float) Find

Holds if Gis satis�able, binding NRto the minimum value of IV when Gis satis�able.

� #ip maximize(in G:bval[ipcst[T,U] ], in IV:ipval[T],
out NR:float) Find

Holds if Gis satis�able, binding NRto the maximum value of IV when Gis satis�able.

� ipval asn[T,U] Type

The type of a satisfying assignment for a boolean formula over linear constraints
over unconstrained 
oating point or integer variablesof type T and opaqueboolean
variables of type U.

� #ip sat asn(in G:bval[ipcst[T, U]] ,o ut IASN:ipval asn[T,U]) Find

Holds if Gis satis�able, and binds IASNto a satisfying assignment of valuesto each
linear variable in G.
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� #ip minimize asn(in G:bval[ipcst[T,U] ],i n IV:ipval[T],
out NR:float,
out IASN:ipval asn[T,U]) Find

Holds if Gis satis�able, binding NRto the minimum value of IV when Gis satis�able,
and IASNto a satisfying linear variable assignment minimizing IV.

� #ip maximize asn(in G:bval[ipcst[T,U] ],i n IV:ipval[T],
out NR:float,
out IASN:ipval asn[T,U]) Find

Holds if Gis satis�able, binding NRto the maximum value of IV when Gis satis�able,
and IASNto a satisfying linear variable assignment maximizing IV.

� #ip asn(in IASN:ipval asn[T,U],in IV:ipval[T],
out NR:float) Find

Binds NRto the value of formula IV under linear variable assignment IASN. Variables
in IV not mentioned in the formula usedto create IASNare treated as zero.

� #ip asn g(in IASN:ipval asn[T],in G:bval[ipcst[T]]) Find

Holds if Gis true under linear variable assignment IASN. Variables in IV not men-
tioned in the formula usedto create IASNare treated as zero.

� #ip asn var(in IASN:ipval asn[T,U],out XR:T,out NR:float) Find

Binds XRand NRto any variable-value linear variable pair in assignment IASN. Will
only be generatedfor variables actually relevant to the test usedto generateIASN.

� #ip asn bit(in IASN:ipval asn[T,U],out XR:U,out BR:bool) Find

Binds XRand NRto any variable-value opaqueboolean variable pair in assignment
IASN. Will only be generatedfor booleanvariablesactually relevant to the test used
to generateIASN.

� #ip asn print(in IASN:ipval asn[T,U],...) Add

Adding will print all relevant variable-value pairs in the speci�ed assignment, pre-
�xed with any extra arguments (of which there may be any number).

� #ip pretty ipval(in IV:ipval[string],
out SR:string) Find

Converts a linear formula over strings IV to a string SR, cleaning up the result as
much as possible.
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� #ip pretty bval(in G:bval[ipcst[str in g,s tr ing ]] ,
out SR:string) Find

Converts a boolean formula over linear constraints over strings G to a string SR,
cleaning up the result as much as possible.

8.11 CIL Translation

The package translatecil encodes the CIL representation of C languageconstructs
in a format suitable for usein logic programs. This consistsof several components:

� Abstract types representing instancesof CIL constructs (t ypes, expressions,
etc.). For example,c exp is the type of CIL expressions.

� Factory predicates for constructing new instancesof the abstract types. For
example,makecil exp(X,Y,E) gets a c exp E unique to X and Y.

� Enumerated sum-types for certain CIL types that can take on only a �nite
set of values. For example,binop is the type of a binary operation.

� Additional syntax predicatesfor encoding the CIL syntax tree itself. Thesere-
late instancesof the abstract typeswith each other and with constant strings,
integers, etc. For example, cil exp cast(E:c exp,CE:c exp,T:c type) in-
dicates that E is the result of casting expressionCEto type T.

� Sessionfunctions for storing the syntax predicatesgeneratedduring parsing.
A typical C program is far too large to store all syntax in a single session.
Each instance of a sessionfunction storesall syntax related to a particular C
symbol. For example, cil func(`foo') stores the syntax for function foo's
body, while cil comp(`str') storesthe syntax for all �elds in composite type
(i.e. struct or union) str.

We go over each of thesecomponents in turn and give a brief description of all
de�ned symbols. For a more comprehensive overview of CIL syntax and what these
valuesmean, pleaseconsult the CIL documentation.

8.11.1 Abstract Types

All the CIL constructs represented by abstract types are given by the following
table. The `CIL Type' column gives the name of the corresponding construct as
de�ned in cil/src/cil.ml
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Type CIL Type Description
c type typ C languagetype
c comp compinfo C languagecomposite struct/union
c field �eldinfo Field of a struct/union
c enum enuminfo C languageenum
c var varinfo Local or global variable
c init init Static initializer for a global variable
c exp exp C languageexpression
c const constant C languageconstant value (5,`foo',etc.)
c lval lval C languagel-value
c offset o�set Seriesof �eld/arra y accessesin an l-value
c fundec fundec Function body de�nition
c block block Seriesof C statements
c stmt stmtkind C languagestatement (if,while,return,etc.)
c instr instr C languageinstruction (assignment,call)
c attr attribute A C or GCC-extension attribute
c attr arg attrparam An attribute argument
c macro macro A C macro expansion

8.11.2 Factory Predicates

All factory predicates are have the form cil make*(X,Y,V) where X and Y are
valuesunique to the value V bound by the predicate. If X and Y are the same,then
the sameV will always result. All factory predicatesare `Find' predicateswith the
�rst two arguments as in and the last as out .

Predicate Description
makecil type(X:XT,Y:YT, V:c type) Make a c type V from X and Y
makecil comp(X:XT,Y:YT, V:c comp) Make a c compV from X and Y
makecil field(X:XT,Y:YT ,V: c field) Make a c field V from X and Y
makecil enum(X:XT,Y:YT,V:c enum) Make a c enumV from X and Y
makecil var(X:XT,Y:YT,V :c var) Make a c var V from X and Y
makecil init(X:XT,Y:YT, V:c init) Make a c init V from X and Y
makecil exp(X:XT,Y:YT,V :c exp) Make a c exp V from X and Y
makecil const(X:XT,Y:YT ,V: c const) Make a c const V from X and Y
makecil lval(X:XT,Y:YT, V:c lval) Make a c lval V from X and Y
makecil offset(X:XT,Y:Y T,V:c offset) Make a c offset V from X and Y
makecil fundec(X:XT,Y:Y T,V:c fundec) Make a c fundec V from X and Y
makecil block(X:XT,Y:YT ,V: c block) Make a c block V from X and Y
makecil stmt(X:XT,Y:YT, V:c stmt) Make a c stmt V from X and Y
makecil instr(X:XT,Y:YT ,V: c instr) Make a c instr V from X and Y
makecil attr(X:XT,Y:YT, V:c attr) Make a c attr V from X and Y
makecil attr arg(X:XT,Y:YT,V:c attr arg) Make a c attr arg V from X and Y
makecil macro(X:XT,Y:YT,V: c macro) Make a c macro V from X and Y
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8.11.3 Enumerated Types

The following tables give the valuesand meaning of each enumerated type.

Type ikind corresponds to the CIL ikind representing di�eren t typesof inte-
gers,and takeson the following values:

Value CIL Value C type
ichar IChar char
ischar ISChar signedchar
iuchar IUChar unsignedchar
iint I Int int
iuint IUIn t unsigned int
ishort IShort short
iushort IUShort unsignedshort
ilong ILong long
iulong IULong unsigned long
ilonglong ILongLong long long
iulonglong IULongLong unsigned long long

Typefkind correspondsto the CIL fkind representing di�eren t typesof 
oating
point values,and takeson the following values:

Value CIL Value C type
ffloat FFloat 
oat
fdouble FDouble double
flongdouble FLongDouble long double

Type unop correspondsto the CIL unop representing di�eren t unary operations,
and takeson the following values:

Value CIL Value Operation
u neg Neg unary minus
u bnot BNot bitwise not
u lnot LNot logical not

Type binop corresponds to the CIL binop representing di�eren t binary opera-
tions, and takeson the following values:
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Value CIL Value Operation
b plusa PlusA integer + integer
b pluspi PlusPI pointer + integer
b indexpi IndexPI pointer + integer
b minusa MinusA integer - integer
b minuspi MinusPI pointer - integer
b minuspp MinusPP pointer - pointer
b mult Mult multiplication
b div Div division
b mod Mod modulus
b shiftlt Shiftlt left shift
b shiftrt Shiftrt right shift
b lt Lt lessthan compare
b gt Gt greater than compare
b le Le lessthan or equal compare
b ge Ge greater than or equal compare
b eq Eq equal compare
b ne Ne not equal compare
b band BAnd bitwise and
b bxor BXor bitwise exclusive-or
b bor BOr bitwise or
b land LAnd logical and
b lor LOr logical or

8.11.4 Syntax Predicates Overview

Since the syntax predicates mimic the original CIL datatype structure, they prin-
cipally encode parent-child relations We then divide syntax predicates according
to the abstract type of the `parent' that they describe. Note however that these
predicates can be used in any fashion within logic programs, for either adding or
�nding, and in the later casewith any or all arguments variable (allowing for simple
searching or traversing of the syntax tree).

8.11.5 c type Syntax Predicates

� cil type void(T:c type) : Void type.

� cil type int(T:c type,K:ikind) : Int type with kind K.

� cil type float(T:c type,K:fkind) : Float type with kind K.

� cil type ptr(T:c type,DT:c type) : Pointer type to type DT.

� cil type array(T:c type,ET:c type,E:c exp) : Array type with element
type ETand length E.

� cil type func(T:c type,RT:c type,VARGS:bool) : Function type with re-
turn type RTand VARGSindicating whether the function is varargs.



8.11. CIL TRANSLA TION 119

� cil type func arg(T:c type,A:int,AS:s tri ng,AT:c type) : Single argu-
ment A of a function type, with name ASand type AT.

� cil type func arg attr(T:c type,A:int,ATTR:c attr) : Single function
type argument attribute.

� cil type named(T:c type,NAME:string ,NT:c type) : NamedaliastypeNAME
for type NT.

� cil type comp(T:c type,COMP:string) : Type for composite struct/union
named COMP.

� cil type enum(T:c type,ENUM;string) : Type for enum named ENUM.

� cil type valist(T:c type) : Special valist type.

� cil type x attr(T:c type,ATTR:c attr) : Single type attribute.

� cil type x bytes(T:c type,N:int) : Type width is N bytes. Not present
for typesthat don't have widths (such as function types).

8.11.6 c compSyntax Predicates

� cil compname(C:c comp,NAME:string, STRUCT:bool) : Compositewith name
NAME. if STRUCTis true , the type is a struct, while if STRUCTis false, the type
is a union.

� cil compfield(C:c comp,POS:int,F:c field) : Single�eld F of a compos-
ite, with index into the composite POS.

� cil compattr(C:c comp,ATTR:cattr) : Single composite attribute.

� cil compbytes(C:c comp,N:int) : Width of this composite is Nbytes.

� cil complocation(C:c comp,FILE:string ,L INE:i nt ) : Source �le loca-
tion of the beginning (opening `struct') of a composite's de�nition.

� cil compend location(C:c comp,FILE:string ,LI NE:i nt) : Source�le lo-
cation of the ending (closing `g') of a composite's de�nition.

8.11.7 c field Syntax Predicates

� cil field name(F:c field,NAME:strin g,T :c type,BITS:int,BI TW:i nt) :
Field with nameNAME, type T, which starts at bit position BITS into its parent
structure, and has bit width BITW.

� cil field attr(F:c field,ATTR:c attr) : Single �eld attribute.
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8.11.8 c enumSyntax Predicates

� cil enumname(E:c enum,NAME:string) : Enum with name NAME.

� cil enumitem(E:c enum,POS:int,S:st rin g, E:c exp) : Singleitem Sof an
enum, with value given by E.

� cil enumattr(E:c enum,ATTR:cattr) : Single enum attribute.

� cil enumlocation(C:c enum,FILE:string ,L INE:i nt ) : Source �le loca-
tion of the beginning (opening `enum') of an enum's de�nition.

� cil enumend location(C:c enum,FILE:string ,LI NE:i nt) : Source�le lo-
cation of the ending (closing `g') of an enum's de�nition.

8.11.9 c var Syntax Predicates

� cil var name(X:c var,NAME:string, T: c type) : Variable with name NAME
and type T.

� cil var global(X:c var) : Flag for global variables.

� cil var inline(X:c var) : Flag for inline function variables.

� cil var static(X:c var) : Flag for static variables.

� cil var register(X:c var) : Flag for register variables.

� cil var init(X:c var,I:c init) : Static initializer for global variables.

� cil var attr(X:c var,ATTR:c attr) : Single variable attribute.

� cil var location(X:c var,FILE:string,L INE:i nt ) : Source �le location
of a variable de�nition. Only present for global variables.

8.11.10 c init Syntax Predicates

� cil init single(I:c init,E:c exp) : Single initializer with value E.

� cil init cmpndtype(I:c init,T:c type) : Compound initializer, initializ-
ing a composite or array type T.

� cil init cmpndfield(I:c init,F:c field,FI:c init) : Part of a com-
pound initializer, initializing �eld F with FI .

� cil init cmpndindex(I:c init,E:c exp,EI:c init) : Part of a compound
initializer, initializing index E of an array with EI .
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8.11.11 c exp Syntax Predicates

� cil exp const(E:c exp,C:c const) : Constant expression.

� cil exp lval(E:c exp,LV:c lval) : L-value expression,value is that held
by LV at the point the expressionis evaluated.

� cil exp sizeof(E:c exp,ST:c type) : Sizeofa type.

� cil exp sizeofe(E:c exp,SE:c exp) : Sizeofan expressiontype.

� cil exp sizeofstr(E:c exp,SS:string) : Sizeofa string.

� cil exp alignof(E:c exp,AT:c type) : Alignof a type.

� cil exp alignofe(E:c exp,AE:c exp) : Alignof an expressiontype.

� cil exp unop(E:c exp,OP:unop,RE:c exp,T:c type) : Unary operation OP
on RE, with result type T.

� cil exp binop(E:c exp,OP:binop,LE:c exp,RE:c exp,T:c type) : Binary
operation OPon LE and RE, with result type T.

� cil exp cast(E:c exp,CE:c exp,T:c type) : Cast expression of CE into
type T.

� cil exp addr(E:c exp,LV:c lval) : Address-of expression,get the address
of LV.

� cil exp start(E:c exp,LV:c lval) : Implicit address-ofexpressionusedfor
arrays, get the addressof LV[0] .

� cil exp x intval(E:c exp,N:int) : Expression constant-folds to integer
value N. Not present for expressionsthat don't fold to a constant value.

� cil exp x location(E:c exp,FILE:string,B LI NE:in t, ELINE:in t, BBYTE:i nt, EBYTE:i nt )
: Source�le location of expressionE, betweenlines BLINEELINE, and �le byte
rangesBBYTEand EBYTE. Note that theserangesare for the preprocessedcode.

� cil exp x macro(E:c exp,M:c macro) : Expressionis contained within macro
expansionM. Only available if the modi�ed macro-generatingGCC was used
for compilation.

8.11.12 c const Syntax Predicates

� cil const int(C:c const,K:ikind,N:i nt) : Integer N with kind K.

� cil const str(C:c const,S:string) : ANSI string S.

� cil const wstr(C:c const,LEN:int) : Wide string with LENcharacters.

� cil const char(C:c const,N:int) : Character with value N.

� cil const real(C:c const,K:fkind,N: flo at ) : Float Nwith kind K.
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8.11.13 c lval Syntax Predicates

� cil lval var(LV:c lval,X:c var,OFF:c offset) : O�set OFFinto a local
or global variable X.

� cil lval mem(LV:clval,ME:c exp,OFF:c offset) : O�set OFFinto the tar-
get of a pointer expressionME.

8.11.14 c offset Syntax Predicates

� cil off none(OFF:c offset) : Empty o�set.

� cil off field(OFF:c offset,F:c field,NOFF:c offset) : O�set given by
taking o�set NOFFof �eld F of this composite.

� cil off index(OFF:c offset,E:c exp,NOFF:c offset) : O�set given by
taking o�set NOFFof index E of this array.

8.11.15 c fundec Syntax Predicates

As every function body is declared in a separatesession,there will be at most one
function de�nition. This allows the special predicate cil curfn to identify this
function's name.

� cil curfn(FNAME:str ing ) : FNAMEis the name of the currently analyzed
function, provided that the current sessionis indeed a function body.

� cil fundec name(FN:c fundec,NAMEX:cvar,BODY:c block) : Function def-
inition with function variable NAMEXand body BODY.

� cil fundec formal(FN:c fundec,A:int,AX:c var) : Single formal parame-
ter A of a function de�nition, accessedvia variable AX.

� cil fundec local(FN:c fundec,X:c var) : Single local variable X of a func-
tion de�nition.

� cil fundec location(FN:c fundec,FILE:str ing ,L INE:i nt ) : Source �le
location of the beginning (function symbol) of a function's de�nition.

� cil fundec end location(FN:c fundec,FILE:stri ng,L INE:i nt) : Source
�le location of the ending (closing `g') of a function's de�nition.

8.11.16 c block Syntax Predicates

� cil block stmts(B:c block,STMTS:lis t[c stmt]) : Block for a sequence
of statements STMTS.

� cil block attr(B:c block,ATTR:c attr) : Single block attribute.
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8.11.17 c stmt Syntax Predicates

An extra sum-type cases is used by switch statements to encode a seriesof case
and default labels.

cases ::= casef E:c exp,S:c stmt g
| default f S:c stmt g

Each cases is a single casein a switch statement, either a test/target pair or
just the target for a default label.

The statement predicatesare as follows:

� cil stmt instrs(S:c stmt,INSTS:list [c instr]) : Sequenceof individual
instructions.

� cil stmt return(S:c stmt) : Any return statement.

� cil stmt return exp(S:c stmt,E:c exp) : ExpressionE is returned by the
statement.

� cil stmt goto(S:c stmt,TGT:c stmt) : Goto statement with target TGT.

� cil stmt break(S:c stmt) : Break statement.

� cil stmt continue(S:c stmt) : Continue statement.

� cil stmt if(S:c stmt,E:c exp,TB:c block,FB:c block) : If statement test-
ing E and branching to TB if the result is non-zero, or to FB if the result is
zero.

� cil stmt switch(S:c stmt,E:c exp,B:c block,CASES:list[ c cases]) : Switch
statement with body B and individual casesCASES.

� cil stmt loop(S:c stmt,B:c block) : Loop statement executing block B
repeatedly. Any control 
o w exiting the loop will be given by interior break,
continue, or goto statements.

� cil stmt block(S:c stmt,B:c block) : Nested block of statements.

� cil stmt tryfinally(S:c stmt) : Try-�nally statement, MSVC-only and
contents are not currently available.

� cil stmt tryexcept(S:c stmt) : Try-except statement, MSVC-only and
contents are not currently available.

� cil stmt x location(S:c stmt,FILE:string ,L INE:i nt ) : Source�le loca-
tion of any statement, always present but sometimeswith an unknown loca-
tion.
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8.11.18 c instr Syntax Predicates

� cil instr set(I:c instr,LV:c lval,E:c exp) : Assignment instruction, stor-
ing the value of expressionE in the location given by LV.

� cil instr call(I:c instr,FNE:c exp) : Call instruction to function ex-
pressionFNE.

� cil instr call ret(I:c instr,RLV:c lval) : Return l-value for a call in-
struction which assignsits return value somewhere.

� cil instr call arg(I:c instr,A:int,AE:c exp) : Single argument num-
ber A of a call, with value AE. Arguments are numbered starting from 0.

� cil instr asm(I:c instr,TEMPLATES:l ist [s tri ng]) : Assembly instruc-
tion executing a sequenceof individual assembly templates TEMPLATES.

� cil instr asmout(I:c instr,N:int,L:m aybe[ str in g] ,X: st rin g, LV:c lval)
: Output l-value for an assembly instruction. The Nth argument to the as-
sembly instruction is an output which assignsthe value of location template
X to LV. Within the assembler code this location may be referred to using the
optional symbolic name L.

� cil instr asmin(I:c instr,N:int,L:ma ybe[s tri ng], X:s tr ing ,E:c exp)
: Input expressionfor an assembly instruction. The Nth argument to the as-
sembly instruction is an input which takesthe value of E in location template
X. Within the assembler code this location may be referred to using the op-
tional symbolic name L.

� cil instr asmclobber(I:c instr,X:string) : Singleregister value Xclob-
bered by an assembly instruction.

� cil instr asmattr(I:c instr,ATTR:c attr) : Singleassembly instruction
attribute (const or volatile).

� cil instr x location(I:c instr,FILE:string ,LI NE:i nt) : Source�le lo-
cation of any instruction, always present but sometimeswith an unknown
location.

8.11.19 c attr Syntax Predicates

� cil attr name(A:c attr,NAME:string) : Attribute with name NAME.

� cil attr arg(A:c attr,P:int,PARG: c attr arg) : Singleargument A of an
attribute, with value PARG.
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8.11.20 c attr arg Syntax Predicates

� cil attr arg int(A:c attr arg,N:int) : Constant integer argument.

� cil attr arg str(A:c attr arg,S:string) : Constant string argument.

� cil attr arg cons(A:c attr arg,CONS:c attr) : Constructed argument from
another attribute.

� cil attr arg sizeof(A:c attr arg,ST:c type) : Sizeoftype argument.

� cil attr arg sizeofe(A:c attr arg,SA:c attr arg) : Sizeofargument.

� cil attr arg alignof(A:c attr arg,AT:c type) : Alignof type argument.

� cil attr arg alignofe(A:c attr arg,AA:c attr arg) : Alignof argument.

� cil attr arg unop(A:c attr arg,OP:unop,RA:c attr arg) : Unary opera-
tion argument.

� cil attr arg binop(A:c attr arg,OP:binop,LA: c attr arg,RA:c attr arg)
: Binary operation argument.

� cil attr arg dot(A:c attr arg,FA:c attr arg,F:string) : `Field' access
argument.

8.11.21 c macro Syntax Predicates

� cil macro builtin(M:c macro) : Mis a built-in macro, such as sizeof .

� cil macro ident(M:c macro,TEXT:stri ng) : Mis an identi�er macro, such
as #define SIZE 3. TEXTis the string version of the macro.

� cil macro func(M:c macro,TEXT:strin g) : Mis a function macro, such as
#define MAX(a,b) a<b?b:c . TEXTis the string version of the macro.

� cil macro func arg(M:c macro,A:int,FORMAL: str in g, ACTUAL:s tr in g) : Ar-
gument A to function macro Mhas formal string FORMALand actual argument
string ACTUAL. Arguments are numbered starting from zero.

� cil macro x name(M:cmacro,NAME:strin g) : The (human-readable) name
of a macro.

� cil macro x location(M:c macro,FILE:string ,LI NE:i nt, BBYTE:i nt ,EBYTE:i nt )
: Source�le location of a macro expansion,with �le start and end bytes.

� cil macro x parent(M:c macro,PM:c macro) : The expansion of Mis con-
tained within the expansionof PM.
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8.11.22 Translation Sessions

Each sessionstoresall syntax predicatesassociated with a particular global symbol.
Additional syntax for another symbol not included in the current session(for ex-
ample, a global variable accessedin a calleeof the currently analyzedfunction) can
be accessedby either explicitly using the sessionname, or by using merge preds
with that sessionand then accessingthe syntax as normal.

� cil body(FUNC:strin g) : The type and de�nition of the function FUNC. In-
cludes all statements/expressions/etc. in the function, as well as type infor-
mation for all variables and �elds explicitly accessed. Does NOT include
information for globals accessedonly by callees,or composite type and �eld
information beyond that explicitly accessed.

� cil glob(GLOB:strin g) : The type of global variable GLOB.

� cil init(GLOB:strin g) : Any static initializer for global variable GLOB. This
is kept separately from cil glob becausetypically only the global's type is
needed,and the initialization information can be quite huge(outgrowing even
the total sizeof the function de�nitions in a program).

� cil comp(COMP:string) : The type and �eld information for the composite
struct/union COMP.

� cil enum(ENUM:string) : The item information for the enum ENUM.

8.12 Graph viz Visualization

Package dotty provides predicates for generating graphviz description �les for use
by such programs as dot and dotty . More information on graphviz can be found
at http://www.graphviz.org.

� dotgraph Type

The type of a dott y graph.

� dotty graph(NAME:string ,DI RECTED:bool, GID:dot graph) Find

Gets the graph GID associated with NAME. If no graph has been associated with
NAME, createsa new graph which is either directed or undirected according to the

ag DIRECTED. This graph and all nodesand edgesadded to it will be written out
to the �le `NAME.dot'.

� dotty node(GID:dotgraph ,VNAME: ) Add

Adds to graph GIDa node with name VNAME.
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� dotty edge(GID:dotgraph ,ENAME: ,SNAME:,TNAME:) Add

Adds to graph GID an edge with name ENAMEgoing from SNAMEto TNAME. Adds
nodesSNAMEand TNAMEif they have not beenyet beenadded.

� dotty attr(GID:string,N AME: ,ATTR:string,VS:s tr in g) Add

Adds to graph GIDan attribute ATTRwith string value VSon the node or edgewith
name NAME. A few special namesmay be usedto specify attributes of other items:

� graph : Speci�es an attribute of the graph as a whole.

� node : Speci�es a default attribute for every node.

� edge: Speci�es a default attribute for every edge.

A full list of attribute namesand possiblevaluesis available at http://www.graphviz.org.
Someof the more useful onesare below:

� color : The color of an edgeor node.

� label : The label attached to an edge,or the name of a node.

� shape : The shape of a node. Examplesvaluesinclude `box', `ellipse', `circle',
`point', and `plaintext'.

� style : The style of an edgeor node. Examples values include `dashed',`dot-
ted', `solid', `bold', and `�lled'.

8.13 User In terface Generation

Packagedisplay provides predicates for generating displays for use by the user in-
terface (Section 7.5). All displays will be stored (as compressedXML) in �le `dis-
play.db', and all generated search terms will be stored in �le `search.db'. These
databaseswill typically be consumedby the UI itself, but the dbkeys and dbfind
utilit y apps may also be used to form queries. The XML schema used for displays
is given in Appendix B.

� display add(DISPLAY:strin g, REPLACE:bo ol ,CATEGORY:st rin g, TITLE:s tri ng,
FUNCTION:string, FI LE:st ri ng, MINLINE:i nt, MAXLINE:i nt,
FOCUSLINE:int,DITEMS:li st [di spla yit em]) Add

Generatesa display with the globally unique identi�er DISPLAY, with REPLACEindi-
cating whether this display should replaceany existing display with that name, or
instead be dropped. CATEGORYdescribesthe generalclassof displays this should be
bucketed with, while TITLE gives the user-readabletitle of the display. FUNCTION
gives the name of the source language function the display concerns,with FILE,
MINLINE, and MAXLINEgiving the piece of the source code to render. The initial



128 CHAPTER 8. SATURN CLP PACKA GES REFERENCE

focus in the rendered page will be on line FOCUSLINE, with DITEMSspecifying the
actual highlighting and text to render alongsidethe code.

� displayitem ::= d line style f LINE:int,CS SCLASS:st rin gg
| d line text f LINE:int,C SSCLASS:st rin g,

POSITION:display posit ion ,T EXT:s tr ing ,
LINKS:list[displ ayl in k] g Type

Each displayitem modi�es the way the code is renderedby the UI.
A d line style speci�es a new CSSCLASSto usein rendering the speci�ed line.

CSSCLASSmust be de�ned in whatever `�le.css' is used for rendering the displays,
and will typically contain foreground or background coloring information.

A d line text speci�es TEXTand LINKS to other displays to be added when
rendering the speci�ed line. CSSCLASSis the �le.css classusedwhen rendering the
text, and POSITIONspeci�es where in relation to the line of code to render the text.

� displayposition ::= d left | d right | d bottom | d top Type

A position relative to a line of code to render a d line text item.

� displaylink ::= d link f DISPLAY:stri ng, TEXT:st ri ngg Type

A clickable link to a display. The display DISPLAYshould have beencreated sepa-
rately (possibly during analysis of another function) using the display add predi-
cate. The UI will render a link with text TEXTwhich, when clicked by the user, will
direct them to the renderedDISPLAY.

� search add(TERM:string, DISPLAY:st ri ng) Add

Generatesa search term TERMmapped to display DISPLAY. When doing a search
within the UI, search term TERMwill generatea list including DISPLAYas well as
any other displays associated with TERM.



App endix A

Tutorial Lo cking Analysis

This appendix includes the full locking analysisdeveloped during the CLP tutorial
(Section 3).

% interprocedural locking analysis.

import "../memory/scala r_s at .cl p" .

analyze session_name("c il_ body" ).

% PREDICATES

% the possible spinlock states
type lockstate ::= locked | unlocked | error.

% at program point P, trace T is in state S if G holds
predicate state(P:pp,T:t_t ra ce, S: loc ksta te, G:g_guard ).

% Summaryedge on a call: if callee trace CT is in state SIN, it transitions
% to state SOUT.
predicate cedge(I:c_instr, T: t_t ra ce, SIN:loc kstat e, SOUT:lo cksta te) .

% extra unconstrained bits, true if T is locked at entry
type g_xrep ::= t_locked{t_trace} .

% SUMMARIES

% session with the lockstate summaryof FN
session sum_locking(FN: str in g) containing [sedge].

% summaryedge: if trace T is in state SIN, it transitions to state SOUT
predicate sedge(T:t_trace, SIN:l ockst at e, SOUT: loc ksta te) .

129



130 APPENDIX A. TUTORIAL LOCKING ANAL YSIS

% RULES

% call transitions

% add transitions for direct calls to lock/unlock/trylo ck
dircall(I,"lock" ),

+cedge(I,drf{root {a rg{ 0} }}, lo cked, er ror ),
+cedge(I,drf{root {a rg{ 0} }}, unloc ked, loc ked).

dircall(I,"unloc k") ,
+cedge(I,drf{root {a rg{ 0} }}, lo cked, unloc ked),
+cedge(I,drf{root {a rg{ 0} }}, unloc ked, err or ).

% add additional transitions according to summaryinformation generated
% on the targets of direct calls
dircall(I,F), sum_locking(F)->s edge(T, SIN,SOUT), +cedge(I,T,SIN,S OUT).

% transfer functions

% adding will merge G into the condition under which T is in state S at P
predicate smerge(P:pp,T:t_ tr ace,S:lo ckst ate ,G:g_ guar d).
smerge(P,T,S,_), pp_order(P,DEP,DIST), $order(DEP,DIST, 0) ,

\/smerge(P,T,S,G) :# or_al l(G ,MG), +state(P,T,S,MG ).

% LKGand UKGare conditions under which T is locked or unlocked at entry
predicate entry_locked(in T:t_trace,LKG:g_g uard, UKG:g_guard) .
?entry_locked(T, _,_ ), #id_g(br_abit{ar _extr a{ t_l ocked{T}} },L KG), #not(LKG,UKG),

+entry_locked(T,L KG,UKG).

% compute the initial lock states for any trace T whose lock state might
% change during the function's execution (there is a call with a transition
% on T). generate a boolean variable indicating whether T is locked (LKG) or
% unlocked (UKG) at entry, and add the two states
entry(PIN), icall(P0,_,I), cedge(I,CT,_,_),

inst_trace(s_call {I },P 0, CT,tr ace{T}, _), entry_locked(T,L KG,UKG),
+state(PIN,T,lock ed,LKG), +state(PIN,T,un loc ked, UKG).

% sets and branches don't affect lockstate
iset(P0,P1,_), state(P0,T,S,G), eguard(P0,P1,G,E G), +smerge(P1,T,S,EG).
branch(P,P0,_,_) , state(P,T,S,G), eguard(P,P0,G,EG0) , +smerge(P0,T,S, EG0).
branch(P,_,P1,_) , state(P,T,S,G), eguard(P,P1,G,EG1) , +smerge(P1,T,S, EG1).

% call transfer function for locks where a transition is known
icall(P0,P1,I), cedge(I,CT,SIN,SO UT),

inst_trace(s_call {I },P 0, CT,tr ace{T}, BG),
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state(P0,T,SIN,SG ), #and(BG,SG,G),
eguard(P0,P1,G,EG), +smerge(P1,T,SOUT,EG).

% for locks which do not have known transitions on the callee, we treat the
% call as a nop. since there may be multiple aliases of the lock, we need to
% get the conjunction over the negations of all conditions under which some
% alias for the lock does NOThave a transition on the callee

% NGis a negated condition for when T has a transition on the call at P.
% we assume that if there are any transitions, there will be transitions for
% all combinations of SIN (locked/unlocked only)
predicate edge_negate(P:pp ,T :t_ tr ace,NG:g_guard) .
icall(P,_,I), cedge(I,CT,_,_),

inst_trace(s_call {I },P ,CT,t ra ce{ T},G),
#not(G,NG), +edge_negate(P,T, NG).

% call transfer function for locks which do NOThave callee transitions.
% get the conjunction on the negated conditions and propagate forward unchanged
icall(P0,P1,_), state(P0,T,S,SG),

pp_order(P0,DEP,DIST), $order(DEP,DIST, 1) ,
\/edge_negate(P0, T, NG):# and_all( NG,MNG), #and(MNG,SG,G),
eguard(P0,P1,G,EG), +smerge(P1,T,S,E G).

% call transfer function for locks in the error state
icall(P0,P1,_), state(P0,T,error, G),

eguard(P0,P1,G,EG), +smerge(P1,T,err or, EG).

% summarycomputation

% for trace T, the SIN -> SOUTtransition occurs when G holds
predicate trace_trans(T:t_ tr ace,G:g_ guar d,SIN:lo ckst ate ,SOUT:l ockst at e).

% compute the transition conditions for each trace T. get the lock state
% at exit and combine with the boolean variable indicating whether the lock
% was locked (LKG) or unlocked (UKG) at entry
exit(P), state(P,T,S,SG), entry_locked(T,LK G,UKG),

#and(SG,LKG,LKGG), +trace_trans(T,LK GG,lo cked, S),
#and(SG,UKG,UKGG), +trace_trans(T,UK GG,unloc ked, S).

% function FN has summaryedge A/SIN/SOUT
predicate fedge(FN:string, T: t_t ra ce, SIN:loc kstat e, SOUT:lo cksta te) .

% combine the transition conditions with the return-non-zero conditions
% to compute all the summarytransitions on the current function
cil_curfn(F), trace_trans(T,SG, SIN,SOUT), guard_sat(SG),
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+fedge(F,T,SIN,SO UT), +sum_locking(F)-> sedge(T,SIN, SOUT).

% print out the results
?- fedge(FN,A,SIN,S OUT).



App endix B

UI Displa y Schema

This appendix includes the XML schema for the displays renderedby the UI (Sec-
tion 7.5). Running dbfind on a `display.db' �le produced by an analysis produces
an XML snippet following this schema (e.g. run the aliasing or null analysis for ex-
amples). While Saturn analysesdo not have to worry about the form of this schema
as it is generatedtransparently by the display package(Section 8.13), other tools
wishing to use the UI simply need to generateXML of this form accessiblevia a
command or script with the sameinterface as dbfind .

<!-- each "display" is a single view into the code base,
and can have any number of highlighted lines or additional text -->

<element name="display" minOccurs="1" maxOccurs="1">
<complexType>

<sequence>

<!-- unique namefor this display, not shown on screen -->
<element name="name"type="string"/>

<!-- category and printed title for this display -->
<element name="category" type="string"/>
<element name="title" type="title"/>

<!-- source code info, with min and max line #s to fetch -->
<element name="function" type="string"/>
<element name="file" type="string"/>
<element name="minline" type="integer"/ >
<element name="maxline" type="integer"/ >

<!-- line to put initial viewer focus on -->
<element name="focusline" type="integer"/>

<!-- draw a particular line with a particular style -->
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<element name="linestyle" minOccurs="0" maxOccurs="unbounded">
<complexType>

<sequence>
<element name="line" type="integer"/>
<element name="cssclass" type="string"/>

</sequence>
</complexType>

</element>

<!-- draw some text around a particular line -->
<element name="linetext" minOccurs="0" maxOccurs="unbounded">

<complexType>
<sequence>

<element name="line" type="integer"/>
<element name="cssclass" type="string"/>

<!-- where to draw the text relative to the line itself -->
<element name="position">

<simpleType>
<restriction base="string">

<enumeration value="left"/>
<enumeration value="right"/>
<enumeration value="top"/>
<enumeration value="bottom"/>

</restriction>
</simpleType>

</element>

<element name="text" type="string"/>

<!-- clickable link to another nameddisplay -->
<element name="link" minOccurs="0" maxOccurs="unbounded">

<complexType>
<sequence>

<element name="name"type="string"/>
<element name="text" type="string"/>

</sequence>
</complexType>

</element>
</sequence>

</complexType>
</element>

</sequence>
</complexType>

</element>


