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Abstract

In sensornetworkswe aim to achieve global objectives
through local decisionsat each node, basedonly on data
availablein thenode's neighborhood.In this paper, wedif-
fuse information away from source nodesholding desired
data,soasto establishinformationpotentialsthatallow net-
work queriesto navigatetowards and reach thesesources
through local greedydecisions,following informationgra-
dients. We computetheseinformationpotentialsby solving
for a discreteapproximationto a partial differentialequation
over appropriate networkneighborhoods,througha simple
local iteration that canbeexecutedin a distributedmanner
andcanbere-invokedto repair theinformation�eld locally
whenlinksfail, sourcesmove, etc.Thesolutionsto thisequa-
tion are classicalharmonicfunctions, which havea rich al-
gebraic structure and manyusefulproperties,including the
absenceof local extrema,providing a guaranteethat our lo-
cal greedynavigationwill notget stuck.

Unlike shortestpath trees, which can also be usedto
guidequeriesto sources,informationpotentialsare robust
to low-level link volatility as they re�ect more global prop-
erties of the underlyingconnectivity. By exploiting the al-
gebraic structure of harmonicfunctionssuch potentialscan
be combinedin interestingwaysto enablefar greaterpath
diversity andthusprovidebetterload balancingthanis pos-
sible with �xed tree structures, or they can be usedto an-
swer range queriesabout the numberof sourcesin a cer-
tain regionsbysimplytraversingtheboundaryof theregion.
Potentialsfor multiple informationtypescanbeaggregated
and compressedusinga variant of the q-digestdata struc-
ture. Thepaperprovidesboth analytic resultsand detailed
simulationssupportingtheseclaims.

Keywords: InformationGradients,HarmonicFunction,
Data-centricRouting,SystemDesign

1. Intr oduction and Moti vation

Recentadvancesin wirelesssensornetworks reveal the
potentialof suchembeddednetworked systemsfor revolu-
tionizingthewayweobserve,interactwith, andin�uencethe
physicalworld. Earlyapplicationsondistributeddatacollec-
tion systemshave alreadyidenti�ed theadvantagesof inex-
pensive networkedsensorsover moretraditionalcentralized
sensingsystems.As technologiesbecomematureandassen-
sornetworksgrow largein sizeandbecomeinter-connected,
we expect that sensornetworks will move beyond military
deploymentsandthe monitoringof animalor othernatural
habitatsto the placeswherehumanswork andlive: homes,
cars,buildings, roads,cities, etc. Note that in thesehuman
spacesa sensornetwork servesusersembeddedin thesame
physicalspaceasthenetwork, nota communityof scientists
remotefrom theobservationsite.Furthermore,thereis often
the needto deliver relevant information with very low la-
tency, in orderto allow usersto actin atimely manner, asfor
examplewith �rst respondersin disasterrecoveryscenarios.

In thiswork weexplorethepotentialof usinganetwork of
embeddedsensorsto aid informationdiscovery andnaviga-
tion throughadynamicenvironment.This includesthenavi-
gationof packets(answeringuserqueriesfrom any node),as
well asthenavigationof physicalobjects(peopleor vehicles)
moving in the samespace— suchasuserswith hand-held
devicescommunicatingwith nearbysensornodesto getreal-
timenavigationinformation.For example,road-sidesensors
canmonitor local traf�c congestion;emptyparking lots in
downtown areascanbedetectedandtrackedby sensorsde-
ployedat eachparkingspot. A real-timenavigationsystem
in sucha dynamicenvironmentis quiteuseful— for �nding
anemptyparkingspot,for guidingvehiclesto roadexits in
anemergency, for divertingcarsto alleviateandavoid traf�c
jams,etc. The embeddedsensorsserve two purposes:dis-
covering/detectingtheeventsof interest(e.g.,a parkingspot
is left empty); and forming a supportinginfrastructurefor
usersto navigatetowardsor aroundandacton thedetected
events. In this setting,the eventsof interestor the destina-



tions to which theuserswant to navigateto aremodeledas
sourcesandtheusers(or thenodesin whichthequeryis gen-
erated)aremodeledassinks.

Theseemerging applicationscenarioshave a few char-
acteristicsthat differentiatethemfrom traditionalscienti�c
monitoringapplications.First, the environmentcanbe dy-
namic: parkingspacesare freedup or occupiedover time;
roadconditionsarechangingat differentperiodsof theday.
Thus the navigation systemneedsto accommodatethese
environmentalchanges. Second,an event of interestmay
emerge anywherein the network anda nodetypically does
not have prior knowledgeof whenandwheretheeventmay
appear. Third,adatasourceis oftenof themostinterestto the
usersin its immediateneighborhood.For example,carsnear
atraf�c jammaylook for navigationsuggestionsto avoid the
jammedarea;or anemptyparkingspaceis of themostvalue
to carswithin a few blocks.Fourth,multiple queriesmaybe
ariseatonceseekingthesamesource,asin disasterrecovery.
Fifth, unlikescienti�c monitoringapplicationsin whichdata
is gatheredto the basestationfor postprocessingat a later
time, in thesescenarioslow latency in answeringqueriesis a
majorquality-of-servicerequirement.

Theseapplicationcharacteristicsand new QoS require-
mentsdemanda radicallydifferentsystemdesignfor infor-
mationdiscovery androuting.Existingwork hasfocusedon
infrequentqueriesof long duration(i.e., for streamingdata).
Thusinformationdiscovery phasetakesa reactive approach
and allows the query nodeto �ood its interestsin the net-
work searchingfor relevantdata[11]. Dataaggregationcan
alsobe performedon the way back to the sink [19]. Little
preprocessingis done;asaresultinformationdiscoverymay
requirehigh delay. To avoid �ooding, a logical brokerage
structurecan be imposedin the network, enablingqueries
to rendez-vouswith datain the network. For example,ge-
ographicalhashtables[22] usea content-basedhashfunc-
tion that mapsthe event type to a geographicallocationso
thatsensorsnearthegeographicallocationstorethedataand
serve asrender-vousfor laterqueries.But theseparationof
the logical structurefrom the physical structureintroduces
awkwardtriangularrouting— ausermayneedto visit adis-
tantrendez-vous�rst to learnthewayto thedatasource,even
if thelatteris veryclose.This furtherexacerbatestraf�c bot-
tlenecksat rendez-vousnodesholdingpopulardata.

1.1.Overview

In this paperwe exploreaninformationdiffusionscheme
that maintainsa potential�eld and establishesinformation
gradients in the entire network, or appropriateneighbor-
hoodsof it, dependingon the application. Hints left on
sensornodeson theexistenceof datasourceswill smoothly
guidequeriesor mobileuserstowardsdesiredsources.The
constructionandmaintenancecostsof theseinformationpo-
tentialsarejusti�ed by andamortizedover theexpectedhigh
frequency of queriesaboutthedatasources.As long asen-
vironmentalchangesoccurat a slower ratethanthe time it
takes to establishor repair theseinformation potentialsin

relevantsourceneighborhoods,ourmechanismwill success-
fully guidequeriesto theirdestination.

Information-guidedroutinghasbeenexploredbeforeasa
scalableapproachfor settingswith highqueryfrequency [3,6,
7,18,27]. Mostof thesegradient-basedapproaches[3,6,7,18]
usethe naturalgradientsof physical phenomena,sincethe
spatialdistributionof many physicalquantities,e.g.,temper-
aturemeasurementsfor heat,followsanaturaldiffusionlaw.
However, gradientsimposedby naturallaws canbefar from
perfectguides,aswitnessedby theexistenceof localextrema
or largeplateauregions,forcing information-guidedrouting
to deteriorateto a randomwalk.

The novelty of our constructionis to createan arti�cial
information potential �eld that is guaranteedto be free of
local maximaandminima. Speci�cally, we mimic an infor-
mationdiffusion processby usingharmonicfunctions[16].
A harmonicfunction ©(x) de�ned in a domain­ satis�es
theLaplace's equationr 2©(x) = 0, familiar from theheat
equation.With boundaryvaluesspeci�ed,a harmonicfunc-
tion is uniquely determined. In a discretesensornetwork,
we canspecify the potentialof a sourcenodeasthe maxi-
mum value1 andconstructthe potential�eld for the restof
the nodesby solving for the harmonicfunction. This con-
structionis possibleby a simplelocal iterationon thenodes,
akin to gossipingwith one's neighbors.Harmonicfunctions
bring us a numberof bene�ts, due to their nice algebraic
properties,asshown in thefollowing.

Support for local greedyrouting. Most importantly, the
potential�eld inducedby theharmonicfunctionhasno local
maxima. On eachnon-sourcenodeu, our discreteharmonic
function© satis�esa conditionanalogousto themeanvalue
propertyof continuousharmonicfunctions:©(u) is theav-
erageof the© valuesof its neighbors.Fromthis it immedi-
ately follows thatwe cannothave a nodewith higherinfor-
mationstrengththanall of its neighbors,unlessit is asource
node.Thustheinformationgradientssupportanef�cient lo-
cal routingalgorithmby simplyascendingthepotential�eld.
Thequerymessages,or thephysicalobjectsnavigatingwith
theinformationgradients,will in eachcaseeventuallyreach
the datasource/destinationof interest. The setof all links
from eachnon-sourcenodeto its neighborwith the highest
informationstrengthimplicitly de�nesaroutingtreetowards
thesource.

Aggregatingcoherent gradients. Therich algebraicprop-
erties of harmonic function support an ef�cient way to
aggregate gradientsfor different sources. For two data
types PAIDPARKINGLOT, FREEPARKINGLOT with infor-
mationstrength�elds, ©P and©F , respectively, we canuse
the summedvalue ©P + ©F to guide queriesthat search
for any PARKINGLOT — either a PAIDPARKINGLOT or a
FREEPARKINGLOT. By the de�nition of harmonicfunc-
tions, any nodethat doesnot detectPAIDPARKINGLOT or

1We also�x someothernodes,e.g.,a few on thenetwork boundary, as
having potential0, to enforcean informationgradientthroughoutthe net-
work. The nodeswith preassignedpotentialsform the Dirichlet boundary
conditionsfor theharmonicfunction.



FREEPARKINGLOT cannotbea localmaximumof thefunc-
tion ©P + ©F . Thusqueriesfor a rangeof datatypescanbe
guidedsimply by the sumof the individual potential�elds
andwill eventuallyreacha sourcenodewithin thespeci�ed
range.Moregenerally, gradientaggregationcanbeexploited
to compressthepotentialsandsave storagespace.We show
how theq-digestdatastructureof [24] canbeusedto do so
for any tree-structuredsetof informationpotentialtypes.

Routing diversity and traf�c balancing. Both in thecase
of navigation in the presenceof traf�c jams, as well as in
the caseof �nding emptyparkingspaces,multiple queries
maysimultaneouslyaskfor navigation informationtowards
sourcesof the sametype (freeway exits or empty parking
lots). Thusit is extremelyimportantto distributeevenly the
traf�c amongthemultipledestinationsandalongthepathsto
thesedatasources.If multiple queriesfollow the samepo-
tential �eld for thesamesource,theroutingpathsarelikely
to convergeasthey comenearthesource.Thissubsequently
introducesloadaccumulationfor packet routing,andtraf�c
congestionfor navigationof physicalobjects.But with har-
monicpotentials,thequeryfrom eachusercanchoosea set
of randomlinearcoef�cients ¸ i andascendthepotential�eldP

i ¸ i ©(si ), where©(si ) is the potential�eld for sourcei .
The linearcombinationsof harmonicfunctionsarestill har-
monic, thuseachquery follows its `personalized'potential
�eld towardsoneof thesources.We show thatthis will uni-
formly distributetheusersamongdifferentdestinations,and
furthermorespreadout the routing pathsthat the userstake
to thesedestinations.Suchroutingdiversityandtraf�c bal-
ancingcanbeappealingfeaturesfor emergency evacuation.

Answering counting range queries. A counting range
query asksfor the numberof sourcesinside a given (ar-
bitrary) geographicalregion, suchas the numberof empty
partingspotswithin a given setof blocks. With the poten-
tial �eld, a countingrangequerycanbeansweredby simply
touring the boundaryof the rangeandsummingup the dif-
ferenceof thepotentialvalueson theedgesacrosstheregion
boundary. This summeddifferenceis preciselythe number
of sourcesin theinterior of therangeby thedivergence-free
propertyof harmonicgradientsandFaraday's law of induc-
tion.

The information potentialsare particularly suitablefor
sensornetworksdueto their inherentrobustnessto bothen-
vironmentalchangesaswell aswirelesslink dynamicsand
quality �uctuations. This robustnesscomesfrom a simple,
gossip-stylelocalalgorithmfor thepotentialconstruction,as
well asfrom theglobalpropertiesof theharmonicpotentials
themselves.

Distrib uted gradient construction Thegradientconstruc-
tion is accomplishedby the classicalJacobiiteration. The
datasources�x their valuesat theglobalmaximumandthe
rest of the nodesiteratesetting their value to the average
of thoseof their neighbors. The processstopswhen cer-
tain local convergencecriteriaaremet. We remarkthat this
constructionand maintenancealgorithm is completelydis-
tributedand`blind'. A nodedoesnot needto know about

environmentalchangesor the emergence/disappearanceof
datasources,thus enablingthe algorithm to automatically
adaptto environmentalandtopologicalchangesof the net-
work — the samereasonwhy gossip-stylealgorithmsare
favored in dynamicnetworks. The constructionandmain-
tenanceof thegradient�eld is oftenwithin a localneighbor-
hoodof the eventsof interest(thusreducingthe total com-
municationcost)andaimsto supportansweringalargenum-
ber of simultaneousqueriesin a certainregion surrounding
thesource.Thustheconstructionandmaintenancecostsare
amortizedover thesubsequentqueries.

Robustnessto low-level link variations A standardway
to guidequeriestowardsa speci�c nodein a network is to
build a shortestpathtreerootedat thatnode— thatguaran-
teesgreedyrouting towardsthe root from any node. Trees,
however, arefragile structures.A singlefailed link candis-
connectthetreeandmake theroot inaccessiblefrom a large
subsetof nodes.As we have discussed,our potentialsalso
de�ne implicitly a routingtreeto thesource.However, each
nodeis notcommittedto asingleparent— rather, thenode's
parentis only determinedwhenthequeryarrivesat thenode.
Of coursea classicalshortest-pathtree can also be imple-
mentedin this fashion,by giving eachnode a `potential'
which is its hop countdistanceto the source. But the real
bene�t of theharmonicpotentialsis thatthey canbethought
of asnormalizedhopcountswhich have beensmoothedvia
theglobaleffectsof theJacobiiteration.Dueto thediscrete-
nessin thehopcountde�nition, link variationsandnodefail-
urescreatemany moreirregularitiesanddisturbancesin hop
countvaluesthanthosein theharmonicstrength�elds. Ef-
fectively theharmonicpotentialcreatesasmooth̀ mountain'
with a single peakat the source;almostall nodeson this
mountainsidearelikely to haveseveralascendingneighbors,
andthusgreatercapacityto reachthesource.Therobustness
of the harmonicpotentialsover hop countsis supportedby
simulationswe presentlater on, aswell asby a theoretical
analysison link asymmetry. This trick of smoothingout the
discretehop countsby a harmonicfunction canalsobe ap-
pliedin othersettingswheresmoothvector�elds of informa-
tion �o w needto bemaintained[25].

Lastly, wenotethatothershave alsousedprotocolsmoti-
vatedby thesolutionto partialdifferentialequationsin sen-
sornetworks. For example,[12–14,26] useroutingbasedon
anelectrostaticpotential�eld; but in thosepaperstheempha-
sis is on network capacityandnot on dynamicandef�cient
informationdiscovery, thetopicexploredin thispaper.

We introduce harmonic information potentialsin Sec-
tion 2, andpresenttheir main applicationsin Section3. In
Section4 we describea simplelocal methodfor computing
harmonicpotentialsandupdatingthemaftersmallchangesin
network connectivity or sourcepositions.Section5 contains
experimentalevaluationby extensive simulation,aimedat
betterunderstandingthesuitabilityandperformanceof these
techniques.



2. Harmonic Inf ormation Potentials

Before the formal descriptionof information potentials,
we introducethe following terminology. The raw sensor
readingsareprocessedinto high-level events,which arecat-
egorizedinto a setof data types. Thesedatatypesmight be
chosenfrom a �x ed universe,suchas the parkingspotsor
roadexits. Thenodesholdingdatawith a particulartypeare
calledsources. Thenodesthatsearchfor dataof this typeare
calledsinks. Weexplorein thissectioninformationdiffusion
schemesfor pushinginformationaboutdatasourcesinto the
network, so asto later facilitateinformationdiscovery. We
establishaninformationpotential�eld , thatindicatesthein-
tensityof the diffusedstrengthat any node,for an existing
datatype.

2.1.Harmonic functions

Thekey to our informationgradientschemeis thenotion
of harmonicfunctions. On a domain­ µ R2, a harmonic
function© is arealfunctionwhosecontinuoussecondpartial
derivative satis�esLaplace's equation[16]: r 2©(x; y) = 0.
If the value of the function is speci�ed on all boundaries,
referredto asDirichlet boundaryconditions, thesolutionto
theLaplace's equationis unique.

A densesensornetwork canbe viewed asa discreteap-
proximationof theunderlyingcontinuousgeometricdomain.
Givencertainboundaryconditions,Laplace'sequationin the
discreteform becomes

©(u) =
1

d(u)
§ v2 N (u) ©(v) ;

whereu is a nodein thediscretenetwork, N (u) is thesetof
u's neighbors,andd(u) denotesthedegreeof u. This natu-
rally leadsto a relaxationmethodfor computingthediscrete
harmonicfunction ©, namely, the Jacobi iteration method
(alsocalledtherubberbandalgorithm).Eachnon-boundary
nodeperformstheiteration

©k+1 (u) Ã
1

d(u)
§ v2 N (u) ©

k (v) ;

where©k (u) is thevalueof nodeu in thek-th iteration.The
sourcesare �x ed at a maximumpotentialvaluesay1. We
also �x someother nodes,typically nodeson the network
boundary, with informationstrength0 to enforcea gradient
throughoutthe network. The restof the nodesperformJa-
cobi iterationsto computetheinformationstrength�eld. The
Jacobiiterationmethodconvergesto the harmonicfunction
with thepre-speci�edboundaryvalues.Figure1 givessome
examplesof thestrength�elds with differentboundarycon-
ditions.

Thealgorithmcanbeintuitively understoodby imagining
that all the edgesin the network arerubberbands.Sources
or boundarynodesarepinnedat their �x ed values. The al-
gorithmconvergesto theminimumenergy statewhereeach
nodeis placedat thecenterof massof all its neighbors.No-
tice that in this iterative algorithmonly local neighborhood
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Figure 1. Examplesof the potential �eld. The boundaryconditionsare
speci�edasfollows. Top left: thecenternodeis maximumandall perime-
ter nodesareminima; Top right: maximumandminimumare�x edat two
internalnodes,respectively; Bottomleft: thecenternodeis maximumand
4 cornernodeson perimetryareminima; Bottomright: two internalnodes
aremaximaandall perimeternodesareminima.

informationis needed,sothatthealgorithmcanbeeasilyre-
alizedin adistributedsensornetwork.

2.2.Inf ormation potential & greedyrouting

A solutionto Laplace's equationhasthepropertythatthe
averagevalueover a sphericalsurfaceis equalto the value
at thecenterof thesphere(Gauss's harmonicfunctiontheo-
rem). In otherwords,harmonicfunctionsareguaranteedto
befreeof localminimaor maximawithin thesolutionregion,
also referredto as the min-maxprinciple. Becauseof this
prominentproperty, harmonicfunctionshavebeenappliedto
many �elds suchasrobotpath-planning[4,15], virtual coor-
dinateconstructionin sensornetworks[21] andmany others.
Forapotentialfunctionwherethegoalis to �nd thesourceby
local greedyrouting, themin-maxprincipleensuresthatno
matterwherethesourceandtheminimaarelocated,greedy
routingwill succeed:startingfrom any node,by repeatedly
ascendingto thenodein theneighborhoodwith thegreatest
informationstrengthwe areguaranteedto eventuallyhit the
source.

Theoretically, the informationgradientmay encountera
plateauregion, whereall theneighborshave thesameinfor-
mation strength. This may be due to saddlepoints in the
harmonicfunctionor to narrow neckssuchasbridgesin the
connectivity graph.Flat regionscausedby saddlepointscan
be easily dealt with by local discovery. By searchingthe
local neighborhoodthrougheithera randomwalk or �ood-
ing, wecanreachanearbynon-stationarypointandcontinue
greedyrouting. Plateauscreatedby irregularnetwork topol-
ogy suchas narrow bridgesor cuts can be avoided by the
placementof additionalboundarynodeswith minimum in-
formationstrengthinside the plateauregions. Seealso the
discussionof this issuein [25].

This schemecanbe easilyextendedto multiple sources
of thesametypeby simply �xing themaximuminformation
strengthfor all thesourcenodesandrunningthesameitera-
tivealgorithmatall othernodes.Sinceall themaximain the
harmonicfunctionarerealizedon theboundaries,a gradient
pathalwaysleadsto oneof thesources.



2.3.Linearity of information gradients

The rich algebraicpropertiesof harmonicfunctionsen-
ablea numberof possibilitiesfor aggregationandcompres-
sionof coherentdatatypes,aswell asnavigation in thepo-
tential �eld. For two datatypese1 ande2 with information
strength�elds, ©e1 and ©e2 , respectively, we can usethe
summation© = ¸ 1©e1 + ¸ 2©e2 to guidequeriesthatsearch
for eithere1 or e2, where¸ 1; ¸ 2 arepositive constantcoef�-
cients. It is easyto check,usingthede�nition of harmonic
function, that © is the harmonicfunction underthe bound-
ary condition©(w) = ¸ 1©e1 (w) + ¸ 2©e2 (w), wherew is
a sourcefor e1 or e2. Hence© cannothave local extrema
exceptat thesourcenodesfor datatypee1 or e2. In thenext
sectionwe will exploit this featureto achieve routingdiver-
sity andgradientaggregation.

2.4.Robustnessto low­level link variations

In practice, wireless links can be asymmetric. Thus
we can model the network by a directedcommunication
graph. Following the same distributed protocol as in
the symmetriccaseresults in a potential function whose
value at any node u is the averageof the values which
u can receive— thesecorrespondto u's incomingedges.

1 N u v 0

Figure 2. Trivial potentialfunction in a
large part of the network as a result of
poorconnectivity.

Of course, when
links aredirected,not
every node is reach-
ablefrom any other, in
general. It is easyto
seethat this canresult
in potential functions
which are not mean-

ingful. For example, in Figure 2, the sourcecannot be
reachedfrom the boundary. As a consequence,an arbitrar-
ily large subnetwork N may have the samepotentialasthe
source,which is trivial and useless. In other words, even
thoughtheremight be an abundanceof pathsleadingfrom
somenodein N to thesource,gradientpathsarenot helpful
in �nding any of them. Notice that this would not happen
if the link (u; v) weresymmetric. However, we will show
thatour methoddoesnot requirefull symmetryin the links,
but only a muchweaker condition:bi-directionalreachabil-
ity betweenany two nodes,possiblyalongamulti-hoppath.

In the ideal caseof fully symmetriclinks, for any two
nodestheshortestpathsin bothdirectionshaveequallengths.
Intuitively, the differencebetweenthe two shortestpath
lengths(the ratio of the longer one to the shorterone) is
a measureof link asymmetry. The performanceof our
gradient-basedmethoddegradesgracefully with respectto
thismeasure.

Theorem2.1. If thenetwork is stronglyconnected,thepo-
tential function describedabove is uniqueandcanbe com-
putedusing the standarditerative method. Furthermore,if
for any two nodesu andv the shortestpathlengthsfrom u

to v andfrom v to u differ by at mosta factorof r , thenany
non-sourcenodecan �nd a nodewith a potentialvalueno
higher/nolower thanits valuein its br c-hopneighborhood.

Proof: We de�ne the systemmatrix M as follows: row i
correspondsto theinteriornode(i.e.,anon-Dirichletbound-
ary node) i , with the diagonalentry (i; i ) equal to the in-
degreeof i , and the entry (i; j ) equalto ¡ 1 if thereis an
edgefrom anotherinterior nodej to i , zerootherwise.This
is the Laplacianmatrix of the directednetwork, with rows
andcolumnscorrespondingto theinteriornodes.

The matrix-treetheoremfor directedgraphs(Chapter9
of [2]) statesthat thedeterminantof M is thenumberof di-
rectedspanningforests(arborescences)all of whosedirected
treesarerootedat (i.e. their edgespointingto) theboundary
nodes.Equivalently, this is thenumberof directedspanning
treespointingto thenodeobtainedby contractingthebound-
ary nodes. Becauseof our connectivity assumption,there
exists at leastonesuchtree. ThusM hasfull rank, which
meansthe harmonicfunction is unique,asa solutionto the
linear systemM v = 0, with v asthe vectorfor all interior
nodes.

Theconvergenceof theiterative methodcanbeprovedin
the samemanneras in the undirectedcase(spectralradius
argument).

Finally, notethatany nodeu hasa neighborv with a po-
tentialvalueno higher/nolower, suchthat (v; u) is anedge.
As u canbe reachedfrom v in onehop, v canbe reached
from u in atmostbr c hops.Thiscompletestheproof. ¤

3. Applications of Inf ormation Potentials

3.1.Routing diversity

Consider an emergency evacuation scenarioin which
many usersareguidedby theinformationgradientsto build-
ing or roadexits (eachexit is modeledasadatasource).It is
importantto spreadout uniformly the usersalongthepaths
to theseexits, to avoid traf�c congestion.We abstractthis
scenarioas multiple queriesor navigation requestsfor the
samesetof sourcessi , andwe would like to uselocal rout-
ing guidanceto achieve global routing diversity and traf�c
balancing.

Assumingthataninformationpotential�eld ©i hasbeen
constructedfor eachsource(e.g.,exit) si , we could simply
let eachuserchooseuniformly at randomamongthe setof
possiblesources,andthenusethepotentialfor thatsourceto
guidethe way. However, traf�c tendsto accumulateon the
pathsto the samesource,as they aredirectedby the same
gradientfunction. Oncetwo navigationrequestsconvergeat
onenode,they aregoing to follow the samepathfrom this
pointon.

Instead,eachquery j can choosesomerandomcoef�-
cients¸ ij to form a `personalized'potential�eld

P
i ¸ ij ©i ,

where©i is the potentialfor sourcei . By the linearity of
informationgradients,this linear combinationof harmonic
functionsis still harmonic. Thusrouting will not get stuck



until it reachesasourcenode.However, eachqueryis guided
by adifferentpotentialfunction,thusthequeryroutesexhibit
spatialdiversityandtraf�c loadis moreevenlyspreadouton
theroutesto thesesources.

To betterunderstandthis feature,we considerthefollow-
ing scenario,in which thereare k sourcessi and sourcei
�x esits potentialas©i (si ) = 1, and©i (sj ) = 0, for j 6= i .
All the othernodeshave a potential0 < ©i < 1. Now we
form a con�gurationspaceasa k-dimensionalvectorspace,
c(u) = (©1(u); ©2(u); ¢¢¢; ©k (u)) , for eachnodeu. The
vectorof coef�cients for queryj isµj = (¸ 1j ; ¸ 2j ; ¢¢¢; ¸ k j ).
Thepotentialfunction©j simply guidesthequeryin thedi-
rectionµj ; the neighborselectedat eachstepis the nodeu
whosepotentialvectormaximizesµj ¢c(u) It is easyto see
that,by linearity of potentials,all pointsc(u) areinsidethe
convex hull of the sourcepoints c(si ), i.e. in the simplex
spannedby c(si ), 8i . In addition,thesourcessi arelocated
in uniformly spreaddirectionsaroundthesimplex, andthusa
randomdirectionµj will haveequalprobabilityto leadto any
oneof thesources.To summarize,aseachquerychoosesits
coef�cients randomly, it will arriveatasourcenodewith uni-
form probability, but the routing pathsfor differentqueries
will follow their respective individualpotentials.Wepresent
simulationresultslater to demonstratethe effectivenessof
thisapproachin loadbalancing.

3.2.Potential aggregationand compression

The linearity of harmonicfunctionsimmediatelyenables
an ef�cient implementationof queriesfor aggregateddata
types. As illustratedin the introduction,queriesfor a range
of sourcescansimply ascendat eachstepto a neighborwith
highersummedinformationpotentialandthey will eventu-
ally reachasourcenodewithin thespeci�edrange.

In many real world scenariosan event is only of inter-
estto theuserswithin closeproximity, i.e., the`strength'or
`importance'of a detectionis in many casesproportionalto
proximity of thenodeto theevent,or the`scale'of theevent.
For example,in thedisasterrelief scenario,anambulanceve-
hicle moving throughthenetwork is morelikely to respond
to a building collapseif it happensnearby, or if thebuilding
in questionis a highrise. As the total numberof eventsin
the network may be large, nodescansimply `forget' about
the lessimportantones,thussaving storagefor new, more
importantdetectionsthatmayoccurin thenearfuture.

In this sectionwe show that our approachnaturallysup-
ports this notion of event importance. The idea is to have
thenodesestimatetheimportanceof aneventusingtheir lo-
cal valueof its potential. A potentialis lumpedwith other
small potentials,if it is smallerthansomethreshold.Large
scaleeventsgeneratea lot of sources,which canthencom-
bine their potentials. As a result, more signi�cant events
will be detectedat larger distances,becausethe combined
potentialwill be above the thresholdfurther away from the
sources.This kind of compressionandpotentialaggregation
saveon-boardstoragewithout losingmuchof thenavigation
capability.

We use the idea of q-digest, developed by Shrivas-
tava et al. [24] for answeringapproximatequantilequeries
with �x edmemoryrequirement.In particular, supposethere
aren differenttypesof datasourcesthat form a logical hi-
erarchy, i.e. correspondto leaf nodesin a (balanced)binary
tree. The hierarchy canbe arbitrary, but many applications
have a naturalclassi�cationof types(e.g. big vs. small an-
imals,dogsvs. cats,etc.). Insteadof storingthen potential
valuesseparately, eachnodestoresthesepotentialsin a local
q-digestdatastructure,constructedasfollows.

Startwith a binarytreedescribingthehierarchy of types.
At eachleafnodei recordthepotential©i for sourceof type
i . Small valueswill be lumpedtogetherinto internalnodes
of the treeso that for eachnodein the tree two properties
will hold: (i) thevalueof a nodeis at most" ; (ii) thesumof
the valuesof a node,its parentandsibling is at least" . To
achieve this, examinethe nodesbottomup. If a nodedoes
notsatisfy(ii), lumpits valueandthevalueof its sibling into
theparent.Thestorageneededis thenumberof non-empty
valuesat thenodesin this tree.

Supposethatat a sensornodeu thesumof thepotentials
is M (u) =

P n
i =1 ©i (u). If the leaf nodei hasa non-empty

value, this valueis precisely©i (u), i.e., no compressionis
donefor sourcei . Otherwise,its value is lumpedinto the
valueof the lowestancestorwith non-emptyvalueandis at
most" . Denotethe valueof a nodex in the treeasVu (x),
its parentasp(x), its sibling ass(x), andSu (x) as the set
of sourcesthatcontribute to thepotentialat x. To countthe
numberof non-emptyvaluesof thedigest,denotedby m, we
calculatethefollowing sum:M =

P
x [Vu (x) + Vu (p(x)) +

Vu (s(x))] · 3
P

x Vu (x) = 3M (u): At thesametime,M ¸P
x " = m": Thuswe have m · 3M (u)=". That is, the

storagerequirementat a nodeis only dependenton thetotal
potentialvalue,but not thenumberof sourcespresentin the
network.

Since the potentials are `compressed'when they are
smallerthan" , gradientroutingfrom anodewith asmallpo-
tentialvaluemayneedto do a local �ooding until it encoun-
ters a nodewith a visible potentialvalue (i.e., higher than
"), from wherethestandardgradientroutingis adopted.Al-
ternatively to avoid the local �ooding, we canalso`decom-
press'theaggregatedpotentialsby distributinguniformly the
non-emptyvalueof an internalnodex to all the leaf nodes
thathavecontributedto x, i.e., thosein Su (x). Routingfor a
particularsourcecanbeguidedby this lossilydecompressed
potential(and may get into a local minimum in the worse
case).

This compressionschemewith the q-digestcanbe inte-
gratednicely with thegradientupdatescheme,in particular,
with theJacobiiterationfor computingtheharmonicvalues.
Noticethateachinternalnodewill have its valueasthesum
of the potentialof a subsetof sources.By the linearity of
harmonicfunctions,onecandirectly performthe Jacobiit-
erationon this bucket at a nodeu if at nodeu and all its
neighborsthe bucket x containsthe potentialvaluesof the
samesubsetof sources— in otherwords,if Su (x) = Sv (x)
for all neighborsv of u. In this case,we simply take theav-



erageof the valuesat bucket x of u's neighborsasthe new
valueat Vu (x). In a morecomplicatedscenario,thebucket
x at nodeu is non-emptybut thebucket x at its neighborv
is lumpedinto anancestory of x — we will let nodev also
keepthe valueat bucket x. Thenthe Jacobiupdatecanbe
performedat nodeu. Symmetrically, whenwe updatethe
valueat bucket y of nodev, we will take thesumof theval-
uesof sourcesin Sv (y) at sensornodeu, by takingthesum
of appropriatebucketsatnodeu.

To summarize,eachnodemaintainsthenon-emptybuck-
etsof its own q-digest,aswell asthe valuesat the buckets
correspondingto thenon-emptybucketsat theq-digestof its
neighbors.Thestoragerequirementis atmostaconstantfac-
tor more,asanon-emptybucketatanodeu in theworstcase
causesits neighborsto alsokeepthevalueat this bucket be-
yondwhatthey havealreadymaintainedin theq-digest.In a
network with boundednodedegree,thismodi�cation atmost
increasesthestoragerequirementby aconstantfactor.

Whenwe performa Jacobiiteration,we alsocheckthe
propertiesof q-digestto make surethey still hold. Two pos-
sibilitiescanhappen:

² If the sum of the values Vu (x) with Vu (p(x)) and
Vu (s(x)) is smallerthan" , thenthe valueof x andits
sibling is lumpedto theparentp(x). ThevalueatVu (x)
is still maintainedunlessall the neighborsof u do not
have non-emptybucket x.

² If thevalueVu (x) is largerthan" , we will needto `de-
mote' this bucket. The insight hereis that for at least
oneof u's neighborsv,

P
i 2 Vu (x ) ©i (v) > " — if oth-

erwisethenew valueVu (x) is theaverageof its neigh-
bors' valuesandcannotbelargerthan" . Thusu hasal-
readybeenmaintainingthebuckets(lower thanx) cor-
respondingto thenon-emptybucketsin theq-digestat
v. Thuswe will demotebucket x to thosenon-empty
bucketsin its subtree.

Onemoreadvantageof this setupis that it supportsam-
biguousevent detections.Sometimesa nodecannotdeter-
mine the basictype, but only a higher-level classof its de-
tection(cannottell a cat from a dog,but knows it is a small
animal).Sucha detectioncanthenbeassociatedwith anin-
ternalnodein theontologytreeof types,just like in thecase
of acompositionof severalbasicpotentials.

3.3.Counting rangequeries

A rangequeryasksfor the valueof certainattributesin-
side a given geographicalrange. Previous approachesfor
rangequerieseitherchooseto �ood theregionfor computing
the attributesof interest,or preprocessthe sensordatainto
partial aggregatesthat are later assembledproperly for the
correctanswer[8–10,23]. For thelaterapproach,theshapeof
the geographicalrangeaffectsthe assemblycost: the more
complicatedthe geographicalrangeis, the morepartial ag-
gregatesareto beused.

Thealgebraicpropertyof harmonicfunctionallowsanef-
�cient algorithm for countingquery in an arbitrary range.

In particular, supposewe would like to countthenumberof
sourcesinsidea simpleclosedcurve (a Jordancurve). We
simply tour along the curve and sum up the differencein
the potentialvalueson the edgesacrossthe region bound-
ary. In particular, say an edgeuv is crossingthe region
boundarywith u insidetherange.Thenthesigneddifference
©(u) ¡ ©(v) is addedto the sum. The summeddifference
will give preciselythe numberof sourcesin the interior of
the range,assumingthat the samesigneddifference,evalu-
atedfor thesetof edgesadjacentto eachsource,is equalto
1. However, the lattercanbeguaranteedby a simplemodi-
�cation to thebasicJacobiiterationdescribedin Section2.1
– thesourcespreviously hadtheir values�x edat 1, whereas
now they performthefollowing iteration

©k+1 (u) Ã
1

d(u)

£
§ v2 N (u) ©

k (v) + 1
¤

:

To betterunderstandthis,onecanimaginethateachsourceis
equippedwith an`external' constantin�o w of value1 with
one node�x ed to the groundwith voltage02. The signed
difference©(u) ¡ ©(v) is theelectrical�o w on theedgeuv
from interior to theexterior. If therangecontainsnosources,
thentheamountof �o w enteringtherangemustbethesame
astheamountof �o w leaving it, by Kirchoff 's currentlaw.

Beyondits simplicity, this approachalsocomparesfavor-
ably with other approachesfor answeringcounting range
queries,in terms of the communicationcost. For exam-
ple, thequad-tree/fractionalcascadingapproach[9] incursa
querycostproportionalto O(h logh) for a rectangularrange
with perimeterh. Our queryonly incursa communication
costof h andit worksfor rangesof arbitraryshape.

4. Construction & Maintenance

The establishmentof information strength �eld is
achievedby on-demandJacobiiterations.Thesourcenodes
and some boundary nodes always �x their information
strengthasthemaximumandminimumvalue,respectively.
A non-sourcenodeu, upon the receiptof strengthvalues
from its neighbors,takesthe averageof the neighbors'val-
ues,i.e., ©0(u) =

P
v2 N (u) ©(v). If thenew strengthvalue

©0(u) is suf�ciently different from the old strengthvalue
©(u), the new value is updatedandbroadcastto its neigh-
bors. Otherwise,nothingis changedat nodeu. Theupdate
criterion canbe selectedto provide a tradeoff betweenup-
datecostandgradientquality. We provide two basicupdate
criteriaasfollows.

² Relative differ encethr eshold: Theupdatestopsif the
relative differenceis below a threshold±. In other
words,j©0(u) ¡ ©(u)j · ±¢maxf ©(u); ©0(u)g.

² Stable relative ordering: The updatestopsif the rel-
ative ordering of the strengthvaluesbetweenu and

2Technically, theequationbeingsolved in this caseis thediscretePois-
son(`nonhomogeneousLaplace')equation,wherethesourcesareno longer
boundarynodes,but nonhomogeneousterms.Thetheoryof Jacobimethod
is essentiallythesame,however.



all neighborsof u stabilizes. In other words, for all
w 2 N (u), ©0(u) < ©(w) if andonly if ©(u) < ©(w).

In the relative differencethresholdcondition,the thresh-
old ± boundsthe relative differenceof the currentstrength
�eld from theharmonicfunction. Thesmaller± we choose,
thebetterstrength�eld approximatestheharmonicfunction
andthehigherconstructioncostwepay.

The stablerelative orderingcriterion is a more relaxed
condition. In fact, the stablerelative orderingis obviously
suf�cient to guaranteethat non-sourcenodesdo not form a
local maximumor minimum of the strengthvalues. Thus
greedyroutingnever getsstuckatanon-sourcenode.

The updatecondition can also be a combinationof the
stablerelative ordering and the relative differencethresh-
old conditions,so that the orderingsstabilizeand the rela-
tive error is below thespeci�ed threshold.Theconvergence
conditioncontrolsthe quality of the informationgradients,
which consequentlyaffectsthequeryquality andquerypath
lengths. The convergencecondition is a systemparameter
that canbe tunedin an applicationspeci�c fashionto trade
preprocessingfor querytime.

Weremarkthatthegradientconstructionandmaintenance
is performedin anon-demandandasynchronousway. Upon
the appearanceof datasources,informationdiffusesto the
network. The closera nodeis to the datasources,the less
delay a node experiencesin encounteringa visible gradi-
ent. The delay it takes for this information diffusion usu-
ally dependson the network diameter. However, with on-
demandcomputation,theamountof iterationseachnodeper-
forms, and thus the energy consumptionat eachnode,de-
pendsmainlyontheconvergenceconditionandarerelatively
independentof thenetwork size. This scalabilityis veri�ed
by simulations(Figure3(iii)).

Gradient maintenancecan also be triggered by user
queries.Beforethe informationgradientsstabilizeor when
theconvergenceconditionis too loose(e.g.,± is largein the
relative differencethresholdcase),a userquerymayreacha
local maximumandgetstuckat a non-sourcenodeu. This
maytriggerfurtherimprovementsof thegradients,by initiat-
ing Jacobiiterationsatu (possiblywith atighterconvergence
condition).

5. Evaluation by Simulations

We evaluateinformation gradientsby simulation in the
following aspects:theconstructionandmaintenancecostsof
theinformationstrength�eld, robustnessto network dynam-
ics, the tradeoff of query qualitiesversusgradientmainte-
nancecost,aswell astheapplicationsof thepotential�elds
in Section3.

5.1.Simulation setup

We usetwo setsof network topologies.Oneis a grid net-
work with radiorangeof 1 unit andexactnodedegreeof 4.
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Figure 3. The boot-upphasewith presetapproximations:(i) The conver-
gencerateswith relativedifferencethresholdmodel," = 0:2%; 0:5%; 1%.
(ii) The averagenumberof iterationseachnodeexperiences.The mainte-
nancephase:(iii) Thenetwork andpernodeconvergenceiterationsfor link
togglesatdifferentpositionsin a50£ 50grid network. (iv) Thecumulative
distribution functionof thenumberof updatednodesatdifferentdistances.

Theotheris sensornodesdeployeduniformly randomlyin a
rectangularregion.

We model wireless transmissionusing the sameradio
modelsasin TOSSIM [1,17]: simplemodeandlossymode.
In thesimplemode,all nodeswithin thetransmissionrange
cancommunicateperfectlywithout datacorruption. In the
lossymode,eachlink hasa bit errorratere�ecting theprob-
ability thatabit is �ipped, accordingto thedistancebetween
the two communicatingparties. We feedin our nodeloca-
tions in the TOSSIM radio model and obtain connectivity
andlink quality for eachpair of nodes. To modellink fail-
ure, at any particulartime slot we alsoseta percentageof
randomlyselectedlinks to be not available, throughoutall
theexperiments.

The maintenanceof the informationstrength�eld is on-
demand. We build the gradient schemeupon a neigh-
bor discovery protocol,which noti�es the gradientmainte-
nancecomponentabouttheappearanceanddisappearanceof
neighbors.Gradientmaintenanceandroutingarein thenet-
working layer, andcanbeintegratedwith existing protocols
thatmaintainaneighborlist for eachnode[5,20].

5.2.Gradient construction

A critical systemparameteris how fast the information
strengthconverges. In the boot-upphase,gradientsareini-
tially setupfor newly introduceddatasources.In themainte-
nancephaseafterwards,gradientsareupdatedatlink changes
andrepaireduponsourcemotion.

We �rst study the boot-upphasebehavior. In the grid
topologywith increasingsizefrom 20 £ 20 to 100 £ 100,
we �x asourceat thecenterof thenetwork andsetthemaxi-
mumvalueas1000.Weuseasimpleradiomodelwith com-



municationrange1. We evaluatethe numberof relaxation
iterations(i.e., the delay) it takes for the whole network to
stabilizeunderdifferent convergencecriteria, as shown in
Figure3 (i). The total numberof iterationstepsis propor-
tional to the network diameter. We also observed that the
convergencethreshold" affects the coveragescopeof the
potential�eld. Correspondingly, the convergenceratesare
missingin caseof incompletecoverage. We also evaluate
thenumberof Jacobiiterationseachnodeperforms.Theav-
eragenumberof actualiterationseachnodeexperiencesis
muchsmaller, asshown in Figure3 (ii). In theseexperiments
we adopteda simpli�ed pre-setschemefor the information
strength�eld. We pre-setthe strength�eld asa �eld that
linearly decaysfrom the sourcein the boot-upphase.The
decayingamountat eachstepis set by as S = MAX =D,
whereMAX is themaximalstrengthvalueat sourcesandD
is thenetwork diameter. In practice,theestimateddecaying
stepS canbe preloadedon all sensornodes.Whena node
�rst receivesa positive strengthvaluefrom a neighbor, it di-
rectlysetsits strengthvalueto betheneighbor'svalueminus
S. StandardJacobiiterationsareperformedafterwards.This
linear approximationis shown by simulationto be very ef-
fective. Most of the numbersarebelow 10 iterations. For
" = 0:5%; 1%, theaveragenumberof iterationsis evenless
than1. Anotherinterestingbehavior observedis thattheap-
proximationfavorslargenetworks,in thesensethatthenum-
ber of iterationsper nodedecreaseswith network diameter.
This is becauseboth thegradientandthepresetapproxima-
tion functionsare lesssteep. Thusonly a few adjustments
areneeded.

5.3.Robustnessto link dynamics

After the establishmentof information gradients, the
strength�eld is maintainedto accommodatevarioustypesof
dynamics. Whenone link toggles(appearsor disappears),
the gradientmaintenancecomponentwill be noti�ed with
the lost (or new) neighborand perform a Jacobiiteration.
If theconvergenceconditionis violated,gradientupdatewill
be triggeredandnew valuesarebroadcastto theneighbors.
We evaluatetheupdateconvergenceratesandupdatescopes
(how far theupdatesspan).We �rst studywhethertheprox-
imity of the link dynamicsto sourcematters.In a 50 £ 50
grid network, the potential �eld is constructedwith 0.1%
convergencethresholdandmaintainedby 1% threshold.We
samplenodesat differentdistancesfrom thesourceandran-
domly fail one of the attachedlinks. Figure 3 (iii) shows
the numberof iterationsfor the network to stabilize. The
numberof iterationsper node is about 10. Figure 3 (iv)
describesthecumulative distribution functionabouttheper-
centageof updatednodeswithin acertaindistancethreshold.
The nodesupdatedare all within vicinity. Nearly 90% of
themarewithin 6 hopsfrom thetriggeringnode.

We alsotestthealgorithmfor scalability. By varyingthe
diameterof thegrid network from 20 to 80,we observe that
both the averageconvergencerates(the total andper node
numberof iterations),asshown in Figure4(b), andthe up-
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Figure4. Gradientmaintenancecostunderlink dynamicsandsourcemobil-
ity. (a) theaveragenumberof hopcountsof updatednodesto thetriggering
nodewith a link failure, (b) the averageconvergenceiterations(both total
andpernode)for link failurereparation,All thesimulationsareconducted
onagrid network with thesimpleradio

datescope,as shown in Figure 4(a) with 1% convergence
threshold,do not changemuch when the network size in-
creases.Thusinformationgradientsupdatesfor link dynam-
icsarecompletelylocal.

5.4.Packet lossand query quality

In theseexperimentswe incorporatethe lossy wireless
communicationmodeldescribedin section5.1andstudythe
querysuccessrateandpathquality in this scenario.Under
the lossyradiomodel,messagemaygetcorrupted,which is
detectedby theCRCchecksum.For acorruptedgradientup-
datemessage,the receiver dropsthis messageandskip the
Jacobiiterationthatmaybetriggered.A missingJacobiiter-
ationcanbecompensatedin later iterations.If a querymes-
sagegetscorrupted,thesenderwill retry. In thesimulation
querymessagesareacknowledgedimplicitly by overhearing
retransmissionfrom thereceiver. If a senderdoesnot hear
the transmissionof the querymessageby its neighborafter
a certainperiodof time, it retransmitsthequery. In caseof
a second-timefailure, the senderthenchoosesthe neighbor
with thesecondlargestinformationstrength(still higherthan
its own strengthvaluethough). Theprocessrepeatsin case
of consistenttransmissionfailureand�nally claimsa query
failurewhenthereis noquali�ed neighborto proceed.

In Figure5(a),we show thequerysuccessratesunderthe
lossy communicationmodel initiating from increasingdis-
tanceranges.Wecompareit with thequerysuccessratewith
the DAG formedby hop countdistanceto source,by using
the samequeryrouting algorithmasexplainedabove (Fig-
ure 5(b)). In the experiments,we placea sourcerandomly
in a uniformly distributed4000nodesnetwork. A potential
�eld using0.1%convergencethresholdor a DAG according
to hop countdistanceis constructednext. We thencollect
the querystatisticsfor every non-sourcenode. The results
show that greedyrouting using the gradient�eld is much
morerobust thanshortestpathtrees.Thehorizontalaxis in
Figure5(a) and5(b), `lossymodelscalingfactor', is a pa-
rameterusedin the TOSSIM radio model that controlsthe
lossrate. Thehigherthis factoris, themorelossythe radio
links are.
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Figure 5. We place4000 nodesuniformly randomlyin a squareof size
100 £ 100. The communicationrangeis 3. The link quality is generated
with the TOSSIM lossyradio model. (a) and(b) show the querysuccess
ratesof greedyroutingwith informationgradientsandashortestpathtree.

5.5.Impr oving routing diversity

To demonstratethe use of information gradients to
achieve routing diversity, we considera perturbedgrid net-
work of 625nodes,with two sourcesin theupper-right and
lower-right cornersof thenetwork. Wegenerate300queries,
eachof them looking for any one of the 2 sources. Each
queryoriginatesfrom oneof the threenodesalongthe left
boundaryof the network (indicatedby dark bars)chosenat
randomamongthe three. To guidethe querymessage,we
follow theascendingpathof a functionwhich is guaranteed
to haveall its localmaximaatthesources.Wecomparethree
choicesof suchfunction,namely

² the potentialwhich happensto be the strongestat the
pointwherethequeryoriginates,

² apotentialchosenuniformly at random,

² a linearcombinationof thepotentials,with positive co-
ef�cients3 ¸ and1 ¡ ¸ , where¸ is chosenuniformly at
randomfrom [0; 1].

Figure 6 shows the resultsfor the communicationload.
We seethat in the third casethereis a signi�cant improve-
mentin thenodes'communicationloaddistribution,aslong
asthey arenot very closeto thesourcesandquerypoints(in
thelattercasehigh loadis unavoidable).

Becausewe diversify our paths,we may expect to pay
somepenaltyin termsof pathstretch.Clearly, our approach
providesa way to tradeoff pathdiversity for pathstretchby
restrictingthe domainfrom which randomcoef�cients are
drawn. However, our resultsshow that this penaltyis not
too large even with the entire interval [0; 1]. In the above
experimentweobtainedthestretchvalueof 1:22for thethird
approach,versus1:14and1:15 for the�rst two approaches.

5.6.Potential in�uence zones

Wetestedthein�uence zoneof aggregatedgradients.In a
perturbedgrid network of 400nodes,wechoosetwo sources
closeto eachotherneartheleft boundaryof thenetwork. We
computetheir individual potentials,but storethe gradients

3If we allowednegative coef�cients, theremight belocal maximaat the
network boundary.

Figure 7. Nodescanadapttheir potentials'zoneof in�uence basedon the
importanceandscaleof detectedevents. In this examplethe signi�cance
thresholdis " = 1=64. Top row: In�uence of the individual potentials.
Bottomrow: In�uence of thecombinedpotential.

only if they are larger than " . We want to seehow many
morenodeswill learnaboutthe two eventsif thepotentials
arecombined.

Figure7 shows the result for " = 1=64. In the caseof
individualpotentials(Figure7 top), thenumberof nodesun-
awareof the event is 182 and183 for the lower andupper
source,respectively, andin thecaseof thecombinedpoten-
tial thenumberis only 43 (Figure7 bottom;asexpected,the
numberis thesamein bothcases).

5.7.Saving storagespaceusingq­digests

In this sectionwe testtheideaof reducingthenumberof
storedpotentialvalues,but in suchawayto beableto recon-
structthe original gradientwith a guaranteeon the additive
error. Theq-digestdatastructureprovidesa way to do this,
asdescribedin Section3.2.

We considerthe following simpleexample. Supposewe
have a perturbedgrid network of size20 £ 20 nodes,with
two sourcess1 ands2 nearthe left (resp. right) boundary,
andwe want to have asmany nodesaspossiblestoreonly
onevalueinsteadof two.

If we try to compressusing" = 0:2, our approximatepo-
tentials(afterdecompression)will have somelocal extrema.
In particular, theapproximatepotentialof s1 will have local
maximaarounds2 andvice versa(Figure8 top left). This is
becausein the region arounds2 the potentialof s2 is much
strongerthanthat of s1, so equalsplitting resultsin under-
estimatings2 andoverestimatings1. This effect is a lot less
pronouncedif we uselesscompression(smaller" ). Figure8
(middle) shows the resultsfor " = 0:05. Most nodeshave
ascendingpathsto both sourceseven with approximatepo-
tentials,but thestoragesavingsarealsosmaller. Thenumber
of nodesthat decideto aggregatetheir potentialis 380 (out
of 400) for " = 0:2, and185for " = 0:05.

Finally, noticethattheaggregatedpotential(storedin the
internal nodeof the q-digesttree) is also a potentialfunc-
tion whosedomainis a subsetof the nodes. Thus, if it is



Figure 6. Pathdiversity results.Left: usingthestrongestpotentialat thequeryorigin. Middle: usinga randomlychosenpotential. Right: usinga random
linearcombinationof potentials.Darkbarsrepresentloadsatqueryorigins.

Figure8. Compressingpotentialfunctionsusingq-digests.Sourcesarerep-
resentedby blacksquares,emptycirclesrepresentthenodesthatcompress
their local potentials.Top: for " = 0:2, somenodesin the vicinity of s1
have no ascendingpathsto s2 , andvice versa.Middle: with lesscompres-
sion(" = 0:05) theeffect is lesspronounced.Bottom: usingtheaggregate
potential(from theinternalnodeof theq-digesttree)restoresroutability for
all nodesevenfor " = 0:2.

not possibleto route using approximatepotentials,the ag-
gregatepotentialmight provide a way out of the local min-
imum. In our case(Figure8 bottom) it turns out that this
strategy (ascendingtheaggregatepotentialin theusualway)
restoresroutability for all nodes.

5.8.Counting sourcesinsidea range

In thissectionweevaluatehow many averagingiterations
(per node)are neededbefore the potentialbecomesaccu-
rateenoughto be usedfor countingsourcesinsidea given
queryregion by examiningonly theboundaryof the region
(Section3.3). We placea singlesourcein the middle of a
25 £ 25-nodeperturbedgrid network. Thetaskis to decide
whetherthesourceis insideor outsideof thequeryregion.

Forany givennumberof iterationspernode,weexpectthe
accuracy to dependon thedistanceof thequeryregion from
the source.To measurethis dependenceaccurately, we test

d

SOURCE

0:8d
d

SOURCE

� 0:1

Figure9. Two typesof circularqueryregionsin oursourcecountingsimula-
tion, for agivendistanceparameterd. Regionsarechosento maked roughly
equalto theaveragedistancebetweentheregion'sboundaryandthesource.
Whentheregion doesnot containthesource(left), theradiusof theregion
is comparableto d. Whentheregion containsthesource(right), theregion
is displacedwith respectto thesourceby asmalldistance(comparedto d).
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Figure10. Sourcecountingempiricalerrorrateasa functionof thenumber
of Jacobiiterationsandthepositionof thequeryregion. Left: falsepositives.
Right: falsenegatives.

with thequeryregionsfor which this distanceis asuniform
as possibleover the region boundary. Figure 9 shows the
kind of queriesthatweuse.

Startingfrom a randominitial values,we simulateJacobi
iterationsin small batches. After eachbatchof iterations,
for all distancevalueswe computeanempiricalestimateof
theerrorratefrom a few hundredrandomtrials (therandom
quantitybeingthecoordinatesof thecenterof thequeryre-
gion).

The resultsareshown in Figure10. In all cases,the er-
ror dropsto zeroafteronly 20-30iterationspernode.In the
caseof falsepositives,convergenceslows down asdistance
parameterd grows. We believe that this is becausein this
casetheconvergencespeedis governedby thediffusionpro-
cessinside the region. As the size of the region grows, it
takesmoretime to eliminatelocal extremainsidetheregion
throughlocal averaging. In the caseof falsenegatives, the
�o w hasto becomerelatively large, which happensunder
the in�uence of the sourceandboundary. Hencethe nodes
roughly half way betweenthe sourceandthe boundaryex-
hibit the slowesterror decay;the source/boundaryinforma-
tion needsto propagatefurthestto thesenodes,to make the
�o w in theirvicinity relatively largeandreliablydetectable.



6. Conclusion

In this paperwe have shown that harmonicinformation
potentials,a lightweightstructurethatmaintainsanddiffuses
informationavailability, canbeveryhelpful in guidinginfor-
mation�o w anddata-centricqueriesin sensornetworks.The
rich structureof harmonicfunctionsallows for great�e xibil-
ity andadaptabilityin routingalgorithmdesignsandwe ex-
pectthatmany futureapplicationsof thesetechniqueswill be
possible.
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