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ABSTRACT

This paper exploresthe ideathat redundant operaions, like
type emors, commonly ag corrednesserrors. We experi-
mertally test this idea by writing and applying four redun-
dancy cheders to the Linux operding sysem, nding mary
errors. We then use theseemors to demastrate that re-
dundarcies, even when hamless,strongly correlae with the
preseme of traditional hard errors (e.g, null pointer derefer-
erces, unreleasedocks). Finally we shav that how agging
redundart operaions givesa way to make speci caions “fail
stop” by deteding dangerous omissians.
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1. INTRODUCTION

Programminglanguageshave long usedthe fad that mary
high-level conceptual errors map to low-lewvel type errors.
This paper demmstrates the same mapping in a diVerent
diredion: mary high-level conceptualerrors also map to low-
level redundart operdions. With the exception of a few styl-
ized casesprogrammers are generaly atempting to perform
usefil work. If they perform an adion, it wasbecaisethey
beliewed it seved some purpose. Spurious operaions vio-
late this belief and are likely errors. For example, impossble
Boolean conditions can signal mistaken expressims; critical
sedions without shaed stae can signal the useof the wrong
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variable; variables written but not real can signal an unin-
tertionally lost resilt. At the least, theseconditions signal
conceptual confusion, which we would al® exped to corre-
late with hard errors { deallocks, null pointer dereferences,
etc. { ewvenfor hamlessredundarcies.

We use redundarciesto nd erors in three ways: (1)
by writing cheders that automatically ag redundarcies, (2)
using theseerrors to predid non-redundart errors (such as
null pointer dereferences),and (3) usingredundarciesto nd
incomplete program speci caions. We discusseah below.

We wrote four cheders that agged potertially danger
ousredundarcies: (1) idenpotert operdions, (2) assigmens
that were newer real, (3) deal code, and (4) conditional
branches that were newer taken. The erors found would
largely be missedby traditional type sysems and cheders.
For exanmple, as Se¢ion 2 shaws, assigmert of variablesto
themseliescan signal mistakes,yet such assigiments will type
ched in any language we know of.

Of course, some legtimate adions cause redundarcies.
Defersive programming may introduce “unne@ssay” opera-
tions for robustness;debugging code, such asassetions, can
chedk for “impossble’ conditions; and abstraction bound-
aries may force duplicate calculdions. Thus, to eVedively
nd errors, our chedkers must separée such redundarcies
from thoseinduced by error.

We wrote our redundarcy cheders in the xge extersible
compiler sysem [16], which makesit easyto build sysem-
speci ¢ staic analses. Our analysesdo not dependon an
extersible compiler, but it does make it easierto prototype
and perform focusedsuppressiam of falsepostive classes.

We evaliaed how eVedive agging redundart operaions
is & nding dangerous errors by applying the above four
cheders to the Linux operaing sysem. This is a good test
since Linux is a large, widely-usedsource code base(we chedk
roughly 1.6 million linesof it). As such, it sevesasa known
experimental base.Also, becaiseit hasbeenwritten by mary
pemle, it is represemative of mary diVerert coding stylesand
abilities.

We exped that redundarcies,even whenhammless strongly
correlae with hard erors. Our reldively uncontroversial hy-
pothesisis that confusedor incompetent programmers tend
to make mistakes. We experimentally testthis hypothesisby
taking a large databaseof hard Linux errors that we found in
prior work [8] and measiring how well redundarciespredid
theseerrors compared to chance. In our tests, les tha have
redundarcy errors are roughly 45% to 100% more likely to



have hard errors compared to les drawn by chance. This
diVerence holds acrossthe diVerent typesof redundarcies.

Finally, we discusshow traditional chedking approades
basedon anndaations or speci cdions can use redundarcy
chedks asa sdety netto nd missingannaations or incom-
plete speci caions. Such speci caion mistakes commonly
map to redundart operdions. For exanple, assime we have
a speci caion that binds shaed variablesto locks. A missed
binding will likely lead to redundarcies:a critical sed¢ion with
no shaked stae and locks tha proted no variables. We can
ag such omissians becaisewe know that ewvery lock shauld
proted some shaed variable and that ewery critical sed¢ion
shauld contain some shaed stée.

This paper makesfour contributions:

1. The idea tha redundant operaions, like type errors,
commonly ag corrednesserrors.

2. Expeimentally validaing this idea by writing and ap-
plying four redundarcy cheders to real code. The er-
rors found often surprised us.

3. Demaonstrating that redundarcies,even when hammless,
strongly correlae with the preserme of traditional hard
errors.

4. Shaving how redundarciesgive a way to make speci -
caions “fail stop” by deteding dangerous omissims.

The main caved with our approad is that the errors we
count might not be ermors, since we were examining code
we did not write. To counter this, we only diaghosederrors
that we were rea®nably sure about. We have had close to
two years of experience with Linux bugs,so we have reasn-
able con d ence that our falsepostive rate of bugs that we
diagnose,while non-zero, is probably lessthan 5%.

Setion 2 through Setion 5 presem our four cheders.
Setion 6 correlaes the errors they found with traditional
hard errors. Setion 7 discussedow to ched for complete-
nessusing redundarcies. Setion 8 discussegelaed work.
Finally, Setion 9 concludes.

2. IDEMPOTENT OPERATIONS

System Bugs | Minor | False
Linux 2.4.5-ac8| 7 6 3

Table 1: Bugs found by the idempotent cheder in Linux
version 2.4.5-ac8.

The cheder in this setion ags idempotert operaions
where a variable is: (1) assiged to itself(x = x), (2) divided
by itself (x / x), (3) bitwise or'd with itself (x | x) or (4)
bitwise andd with itself (x & x). The cheder is the simplest
in the paper (it requiresabout 10linesof code in our sysem).
Even so, it found se\eralinteresing casewhere redundarcies
signal high-level errors. Four of thesewere apparert typosin
variable assigimerts. The clearestexanmple wasthe following
code, where the programmer makes a mistake while copying

structure sa to structure da:
/¥ 2.4.1/net/appletalk/aar p.c: aarp_rcv *
else { /* Weneed to makea copy of the entry. *
da.s_node = sa.s_node;
da.s_net = da.s_net;

This is a good exanple of how redundart errors cach cases
that type sysems miss. This code | an assiggment of a
variable to itself| will type ched in all languageswe know
of, yet clearly contains an error. Two of the other errors
were causedby integer over o w (or'ing an 8-bit variable by a
constart that only had bits setin the upper 16 bits). The nal
one wascausedby an apparertly missingconversion routine.
The code seemedto have been tesed only on a madine
where the conversion was unneessay, which prevented the
teser from noticing the missingroutine.

The minor errors were operaions that seemedo follow
a nonsersicalbut consisen coding pattem, such asadding 0
to avariable for typographical synmetry with other non-zero
additions.

Curiously, eat of the threefalsepostiveswasannaated
with a comment explaining why the redundan operaion was
being done. This givesevidence for our belief that program-
mers regad redundart operdions assomewha unusual.

Macros are the main source of potertial false postives.
Theyrepresem logical adions that may not map to a concrete
adion. For example, networking code contains many cals
of the form “x = ntohs(x) ” usedto reader the bytesin
variable x in a canaical “network order’” so that a madine
receiving the data can unpad it appropriately. Howewer, on
madiineson which the data is alrealy in network order, the
macmo will expand to nothing, resilting in code that will
simply assig x to itself. To suppressthesefalsepostives,we
modi ed the preproces®r to note which linescontain macros
| we simply ignore errors on theselines.

3. REDUNDANT ASSIGNMENTS

System Bugs | False | Uninspeced
Linux 2.4.5-ac8| 129 | 26 1840
xXge 13 1 0

Table 2: Bugs found by the redundant assigmert chedker
in Linux version 2.4.5-ac8and the xgac sysem usedin this
paper. There were 1840 uninspeded errors for variables as-
signed but newer usedin Linux | we exped a large number
of thesewill be adual errors given the low number of false
postivesin our inspeded resilts.

The cheder in this sed¢ion ags caseswhere a value as-
signed to a variable is not subsewertly used. The chedker
tracks the lifeime of variables using a simple global anay-
sis. At ead assigmert it follows the variable forward on all
pahs. It emits an emror messag if the variable is read on
no path before either exiting swpe or being assiged anaher
value. As we show, in mary casessuch lost valuessignal real
errors, where control o w followed unexpeded paths, resilts
that were computed were not retumed, efc.

The chedker nds thousandsof redundart assigmerts
in a sysem the sizeof Linux. Snce it wasso eVedive, we
minimized the chance of falsepostivesby radically resticting
the variablesit would follow to non-global variablesthat were
not aliasedin any way.

Most of the chedker code dealswith diVerertiating the
errors into threeclasseswhich it ranksin the following order:

1. Variablesassiged valuesthat are not read. Empirically,



theseerrors tend to be the most seiious, since they ag
unintertionally lost results.

2. Variablesassigied a non-constart that is then overwrit-
ten without being read. Theseare also commonly er-
rors, but tend to be lesssewere. Falsepostivesin this
classtend to come from assiging a retum value from
a function cal to a dummy variable that is ignored.

3. Variablesassigied a constart and then reassiged other
values without being read. Theseare frequertly due
to defensive programming, where the programmer al-
waysinitializesa variable to some sde value (most com-
monly: NULL 0, Oxffffffff , and-1) but doesnot read
it before use. We tradk the value and emit it when re-
porting the error so that messags using a common
defensive value can be easiy suppressed.

Suppressing false positives. As with mary redundart
cheders, macmosand defensive programming causemostfalse
postives. To minimize the impad of macmws, the cheder
does not tradk variables killed or produced by macros. Its
main remainingvulnerability are to valuesassiged and then
passedo debugging macmosthat are turned oV:

x = foo->bar;
DEBUG("bar= %d", x);

Typically there are a smal number of such macros, which
we manually turn badk on.

We useranking to minimize the impad of defensive pro-
gramming. Redundart operdions that can be emrors when
done within the spanof a few lines can be robust program-
ming pradice when separéed by 20. Thus we rank errors
basedon (1) the line distarce between the assiggment and
reassigmert and (2) the number of conditions on the pah.
Closeerrors are most likely; farther errors become more ar-
guably defensive programming.

The errors. This cheder found more errors than all the
other chedkers we have written combined. There were two
interesing error patems that shoved up asredundant as-
signments: (1) variables whosevalueswere (unintertionally)
discaded and (2) variables whosevalueswere not used be-
causeof surprising control o w (e.g, an unexpeded return).

Figure 1 shaws a represetetive example of the r st pa-
tem. Here, if the function signal _pending retums true (a
signal is pending to the current process),an error code is
set (err = -ERESTARTS)@nd the code breaksout of the
enclosing loop. The value in err must be passedbadk to
the caling application so that it will retry the sysem cal.
Howe\er, the code always retums O to the caler, no matter
wha happers inside the loop. This will lead to an insidious
error: the code usually works but, occasimally, it will abort
but retum a successcode, causing the client to assime the
operdion hgppened.

There were numerous similar errors on the caler side,
where the result of a function wasassiged to a variable, but
then ignored rather than being chedked. In both of these
casesthe fad that logically the code contains errors is reaily
agged by looking for variablesassiged but not used.

The seond classof errors comesfrom calculdions that
are aborted by unexpeded control o w. Figure 2 givesone ex-
ample: here all paths through aloop endin a retum, wrongly

/¥ 2.4.1/net/decnet/af_dec
do {

net. c:dn_wat_r un */

if (signal_pending(current)) {
err = -ERESTARTSYS¥ BUG:lost value */
break;

}

SOCK_SLEEP_PRE(sk)

if (scp->state != DN_RUN)
schedule();

SOCK_SLEEP_POST(sk)

} while(scp->state 1= DN_RUN);

return 0O;

Figure 1: Lostretum value caught by agging the redundart
assigmert to err .

/¥ 2.4.1/net/atm/lec.c:lec
for(entry=priv->lec_arp
entry != NULL;
entry=next) { /* BUG:never reached */
next = entry->next;
it () o
lec_arp_remove(priv->lec
kfree(entry);

_addr_delet e: */
_tables[i] ;

_arp_tables, entry);

}
lec_arp_unlock(priv);
return 0;

Fgure 2: A sinde-iteraion loop caught by agging the re-
dundant assigimert next = entry ! next. The assigiment
appeass to be rea in the loop iterdion staéemer (entry =
next) but it is dead code, since the loop always exits after a
sinde iteraion. The logical result will be that if the ertry the
loop is trying to delet is not the r st one in the list, it will
not be deleed.

aborting the loop after a sinde iteraion. This error is caught
by the fad that an assigment usedto wak down a linked
list is newver read becaisethe loop iteraor that would do so is
dea code. Figure 3 givesa varation on the themeof unex-
peded control ow. Here anif stdemert hasan extraneas
staemert terminator at its end, making the subseaquert retum
to be always taken. In thesecasesa coding mistake caused
“danding assigmernts’ that were not used. This fad allows
usto ag such bogus structureseven when we do not know
how control ows in the code. The presere of theseerrors
led us to write the deal-code chedker in the next sedcion.

Reassiging valuesis typically hammless but it doessignal
fairly confusedprogrammers. For exanple:

/¥ 2.4.5-ac8/drivers/net/w an/sdla _x25.c:
alloc_and_init_skb_buf */

struct sk_buff *new_skb = *skb;

new_skb = dev_alloc_skb(len + X25_HRDHDR_SZ);

Where newskb is assiged the value *skb but then imme-
diately reassiged anaher allocaed value. A diVerert case
shows a potertial confusion about how C's iteraion works:

/¥ 2.4.1/drivers/scsi/scsi. c. %
SCnext = SCpnt->bh_next;



/¥ 2.4.5-ac8/fs/ntfs/unist r.c :ntf s_colla te_name */

for (cnt = 0; cnt < min(namel_len, name2_len); ++cnt) {
cl = lel6_to_cpu(*namel++);
c2 = lel6_to_cpu(*name2++);

it (ic) {

if (cl < upcase_len)

cl = lel6_to_cpu(upcase[cl]);
if (c2 < upcase_len)

c2 = lel6_to_cpu(upcase[c2]);

/* [META] stray terminator!  */

if (cl < 64 &&legal_ansi_char_array[
return err_val;

if (cl <c2)
return  -1;

cl] & 8);

Figure 3: Caastophic retum caught by the redundart assig-
men to c2. The last conditional is accidentally terminated
becaise of a stray staemert terminator (“;”) a the end of
the line, causing the routine to always retumn err _val .

/¥ 2.4.1/net/ipv6/raw.c:ra
switch (optname) {
case IPV6_CHECKSUM:
if (opt->checksum == 0)
val = -1;
else
val = opt->offset;
/* BUG: always falls
default:
return -ENOPROTOOPT;

wv6_getsockopt */

through */
len=min(sizeof(int),len)

Figure 4: Unintertional switch “fall through” causingthe code
to always retum an error. This maps to the low-lewvel redun-
darcy that the value assigied to val is newer used.

for (; SCpnt; SCpnt = SCnext) {
SCnext = SCpnt->bh_next;

Where the variable SCnext is assigied and then immediaely
reassigedin the loop. The logic behind this decisian remairs
unclear

The most devious error. A few of the valuesreassiged
before being used were suspicious lost values. One of the
worst (and most interestng) wasfrom a commercial sysem
which had the equivalen of the following code:

C
Cc

p->buf[0][3];
p->buf[0][3];

At r st glance this seens like an obvious copy-and-pase
error. It turned out that the redundarcy ags a much more
devious error. The array buf adually pointed to a “memay
mapped’ regon of kemel memay. Unlike normal memay,
reals and writes to this memay cause the CPU to isaie
I/O commandsto a hardware device. Thus, the reals are not
idempotert, and the two of themin arow rather than justone
cancausevery diVerert resiltsto happen. Howeer, the above
code does have a real (but silert) error | in the varant of
C that this code waswritten, pointers to memay mapped 10

System Bugs | False
Linux 2.4.5-ac8| 66 26

Table 3: Bugs found by the deal code cheder on Linux
version 2.4.5-ac8.

must be dedared as“volatile” Otherwisethe compiler is free
to optimize duplicate reals away, especidy since in this case
there were no pointer storesthat could chang their values.
Dangerously, in the above casebuf wasdedared asa normal

pointer rather than a volatile one, allowing the compiler to

optimize as it wished. Fortunaely the error had not been
triggered becaisethe GNU C compiler that wasbeing used
had a weak optimizer that consewdively did not optimize
expressims that had mary lewels of indiredion. Howewer,

the use of a more aggressve compiler or later version gac

could have causedthis extremel diY cult to trad down bug

to surface.

4. DEAD CODE

The cheder in this sedion ags deal code. Snce pro-
grammers generaly write code to run it, dead code caches
logical errors signaled by falsebeliefsthat an impossble path
can execue.

The core of the deal code cheder is a straightforward
mark-and-sveep algorithm. For ead routine it (1) marks
all blocks readable from the routines ertry node and (2)
traversesall blocks in the routine, agging any that are not
marked. It hasthree modi cations to this basic algorithm.
First, it truncaes all paths tha reat functions that would
not retum. Exanplesinclude “panic,” “abort ” and “BUG
which are used by Linux to signal a terminal kemel error
and reboot the sysem| code dominated by such cals can-
not run. Seond, we suppresserror messagsfor deal code
causedby constart conditions, such as

if(0)
printf("in foo");

since thesefrequertly signaled code “commented out” by us-
ing a falsecondition. We al® anndate error messagswhen
the code they ag is a sinde stademert that contains a break
or return. Theseare commonly a result of defersive pro-
gramming. Finally, we suppressdeal code causedby macros.

Desypte its simplicity, dead code analsis found a high
number of clearly seiious errors. Threeof the errors caught
by the redundart assigiment cheder are also caught by the
dea code extension: (1) the sinde iteraion loop in Figure 2,
(2) the mistaken staemen terminator in Figure 3, and (3)
the unintertional fall through in Figure 4.

Figure 5 gives the most frequert copy-and-pase error.
Here the macmo “pseterr " retums, but the caler does not
realizeit. Thus, at all sexen cal sitesthat usethe mac, there
is deal code after the macro that the client intended to have
execued.

Figure 6 givesanather common error | asingde-iteraion
loop that alwaysterminatesbecaiseit contains an if-elsestae-
mert that breaksout of the loop on both paths. It is hard to
beliewe that this code wasewer tesed. Figure 7 givesa vari-
aion on this, where one branch of the if staemert breaks



[*  2.4.1/drivers/char/rio/

if (retval == RIO_FAIL) {
rio_spin_unlock_irgresto re(& PortP-> portSem flags);
pseterr(EINTR); /* BUG:returns */
func_exit();
return RIO_FAIL;

riop aram.c: RIOParam */

Fgure 5: Unexpeded retum: The cal pseterr is a macmo
that retums its argumernt value asan error. Unfortunately, the
programmer doesnot realizethis and insetts subseqiernt op-
erdions, which are agged by our deal code cheder. There
were mary other similar mistaken usesof the samemacio.

out of the loop but the other usesC's “continu€’ staemert,
which skipsthe restof the loop body. Thus, none of the code
a the end of the body can be execued.

[* 2.4.1/drivers/scsi/53c7 ,8Xx .C:
return_outstanding_com mandg */
for (c = hostdata->running_list; c;

¢ = (struct NCR53c7x0_cmd) c->next) {
if (c->cmd->SCp.buffer) {

printk  ("...");

break;
} else {

printk  ("Duh? ...");

break;

}
/* BUG: cannot be reached */
c->cmd->SCp.buffer =
(struct  scatterlist *)  list;
list = c->cmd;
if (free) {
c->next = hostdata->free;
hostdata->free = c;

Figure 6: Broken loop: the r st if-else staemert of the loop
contains a break on both paths, causing the loop to always
abort, without ever executing the subseaiert code it contains.

5. REDUNDANT CONDITION ALS

The cheder in this sed¢ion ags redundart branch con-
ditionals from: (1) branch staemerts (if , while , for , efc)
with non-constart conditionalsthat always evaliae to either
true or false (2) switch staemerts with impossble case's.
Both casesre aresilt of logical inconsisency in the program
and are therefore likely to be errors.

The cheder is basedon the false-p#h pruning (FPP)fea-
turein the xge sysem. FPPwasoriginally desighed to prune
away falsepostivesarising from infeasble paths. It symbol-
ically evaliatesvariable assiggments and comparisons, either
to constarts (e.g x = 10, x < 100) or to other variables
(e.g y = x, x <), usinga simple congruence closure al-
gorithm [11]. It will stop the chedker from chedking the
currernt execuion path assoon asit deteds a logical con ic t.

With FPR the cheder is implemerted using a simple
mark-and-sveep algorithm. For ead routine, it explores all
feasble execution pahs and marks branches (as opposedto

/* 2.4.5-ac8/net/decnet/dn_  table.c :
dn_fib_table_lookup  */
for(f = dz_chain(k, dz); f; f =f>fn_next) {
if (dn_key_leq(k, f->fn_key))
break;
else
continue;

/* BUG: cannot be reached */
f->fn_state |= DN_S_ACCESSED;

if (f->fn_state&DN_S_ZOMBIE)
continue;

if (f->fn_scope
continue;

< key->scope)

Fgure 7: Uselesdoop body: similarly to Figure 6 this loop
has a broken if-else st&éemen. One branch aborts the loop,
the other usesC's continue staemert to skip the body and
begn anaher iteraion.

/ar c-ri mi.c:
arcrimi_found ~ */

/¥ 2.4.1/drivers/net/arcnet

/* reserve the irq * {
if (request_irg(dev->irq, &arcnet_interrupt )
BUGMSG(D_NORMAL,
"Can't get IRQ %d\n", dev->irq);
return -ENODEV;

Figure 8: Unexpeded retum: misplaced bracesfrom the in-
settion of a debugging staemen causescontrol to aways
return.

basic blocks in Setion 4) visited along the way. Then it
takes the set of unmarked branches and ags conditionals
as®ciated with them asredundart.

The cheder wasable to nd hundredsof redundart con-
ditionalsin Linux 2.4.1. The main source of falsepostives
arisesfrom the following two forms of macos: (1) thosewith
embedded conditionals,and (2) constart macrosthat are used
in conditional staemeris (e.g “if (DEBUG)f... g, where
DEBUGs de ned to be 0). After suppressingthose, we are
left with three mgor classesf about 200 problemaic cases,
which we descibe below.

The r st classof errors is the leastsetfious of the three
that we charaderize as“overly cautious programming style”
This includes caseswhere the programmer cheds the same
condition multiple timeswithin very shat program distarces.
We belie\e this could be an indication of a novice program-
mer and the conjedure is supported by the staistical analsis
descibed in sedion 6.

Figure 9 shawvs aredundart ched of the above type from
Linux 2.4.1. Although it is almostcertainly hamless,it shows
the programmer hasa poor graspof the code. One might be
willing to bet on the presere of a few surrounding bugs.

Figure 10 showvs a more problemaic case. As one can
see,the else branch of the seond if stademert will newer
be taken, becaisethe r st if condition is wealer than the
negaion of the seond. Interesingly, the function retums
diVerert error codesfor essetially the sameerror, indicating



[*  2.4.1/drivers/media/vi

if (lcam || !cam->ops)
return -ENODEV;

/* makethis _really ~ smp-safe */

if (down_interruptible(&  am->busy_lo ck) )
return -EINTR;

if (lcam || !cam->ops) /* REDUNDANT/
return -ENODEV;

deo/ cpi a.c: cpi a_mmp */

Figure 9: Overly cautious programming style: the seond
ched of (Icam || !cam->ops) is redundart.

a possbly confusedprogrammer.

[* 2.4.1/drivers/net/wan/ sbni .c: sbni_ioctl *
slave = dev_get by name(tmpstr);
if(!(slave && slave->flags & IFF_UP &&

dev->flags & IFF_UP))
{
... [* print someerror message, back out */
return -EINVAL,

}

if (slave) { .. }

/* BUG:!slave is impossible */
else {

. /* print someerror message*/
return -ENOENT,;

}

Figure 10: Overly cautious programming style. The ched of
slave is guararteedto be true and al notice the diVerence
in return value.

The seond classof errors we cach are again seemingdy
hammless,but when we examine them carefully, we nd se-
rious errors around them. With some guesswrk and cross-
referencing, we assime the while loop in Figure 11is trying
to recver from hardware errors encountered when realing
a network padet. But since the variable err is newer up-
dated in the loop body, the condition (err = SUCCESS}
always true and the loop body is newer execued more than
once, which is nonsersical. This could signal a possble bug
where the author forgets to update err in the large chunk
of remvery code in the loop. This bug, if con r med, could
be diY cult to detea dynamicaly, becaiseit is in the error
recvery code thet is easyto missin tesing.

[* 2.4.1/drivers/net/toke nrin g/s mctr.c:
smctr_rx_frame */
= tp->rx_fcb_curr[queue]

->frame_status)

while((status

I=  SUCCESS)
{
err = HARDWARE_FAILED;
/* large chunk of apparent recovery code,
with no updates to err */
if (err != SUCCESS)
break;
}

Fgure 11: Redundart conditional that suggestsa selious pro-
gram error.

The third classof emors are clearly selious bugs. Fig-
ure 12 shows an exanple deteded by the redundart condi-
tional cheder. As one canseethe seond andthird if stae-
mens cary out ertirely diVerent adions on idertical condi-
tions. Apparertly, the programmer cut-and-pased the con-
ditional without changng one of the two NODEOGGEOUT
into a fourth possbility: NODENOTPRESENT

[* 2.4.1/drivers/fcliph552 6.c:
rscn_handler */

if ((login_state == NODE_LOGGED_]N)

(login_state == NODE_PROCESS_LOGGED{IN))
}
else
if (login_state == NODE_LOGGED_OUT)
tx_adisc(fi, ELS_ADISC,node_id,
OX_ID_FIRST_SEQUENCE);
else

/* BUG: redundant conditional  */
if (login_state == NODE_LOGGED_OUT)
tx_logi(fi, ELS_PLOGI,node_id);

Fgure 12: Redundarnt conditionalsthat signal errors: a con-
ditional expressiam beingplacedin the elsebranch of anather,
idertical one

[* 2.4.1/drivers/scsi/glal 280.c:
glal280 putq_t */
stb_p = g->q_first;
while (srb_p )
stb_p = srb_p->s_next;

if (srb_p) { /* BUG:this branch is never taken*/
sp->s_prev = srb_p->s_prev;
if (srb_p->s_prev)
srb_p->s_prev->s_next = sp;
else
g->q_first = sp;
srb_p->s_prev = sp;
sp->s_next = srb_p;

} else {
sp->s_prev = g->q_last;
g->q_last->s_next = sp;
g->q_last = sp;

}

Figure 13: A sefious error in a linked list insetion imple-
mertation: srb _p is always null after the while loop (which
appeass to ched the wrong Boolean condition).

Figure 13 shows anaher seiious error. One can seethat
the author intendedto insett an elemen pointedto by sp into
a doubly-linked list with head g->q_first , but the while
loop realy does nothing other than seting srb _p to NULL
which is nonsersical. The cheder deteds this error by infer-
ring that the exit condition for the while loop con ic ts with
the true branch of the ensuing if staemen. The obvious
X is to repace the while condition (srb _p) with (srb _p &&
srb _p->next ). Thisbug canbe dangerousand hard to deted,
becaiseit quietly discads ewerything that wasin the original
list and constructs a new one with sp asthe only elemen
in it. As a matter of fad, the samebug is still presen in



the latest 2.4.19releaseof the Linux kemel source as of this
writing.

6. PREDICTING HARD ERRORSWITH RE-
DUNDANCIES

In this sed¢ion we show the correlaion betweenredundart
errors and had bugs that can crasha sysem. The redun-
dant errors come from the previous four sec¢ions. The hard
bugswere colleced from Linux 2.4.1with chedkers descibed
in [8]. Thesebugsinclude useof freedmemay, dereferences
of null pointers, potertial deallocks, unreleasedocks, and
secuity violations (e.g, the useof an untrusted value as an
array index). We show that there is a strong correlaion be-
tweenthesetwo error populations usinga staistical tecdhnique
caled the contingerncy table methad [6]. Further, we show
that a le containing a redundart error is roughly 45% to
100%more likely to have a had error than a le seleted at
random. Thesereallts indicate that (1) les with redundart
errors are good audit candiddesand (2) redundarcy corre-
lates with confused programmers who will probably make a
sefies of mistales.

6.1 Methodology

This subsetion descibesthe staistical methads usedto
measire the as®ciaion between program redundarciesand
hard erors. Our anaysisis basedthe 2 2 contingercy ta-
ble [6] methad. It is a standad stdistical tool for studying
the as®ciaion betweentwo diVerent attributesof a popula-
tion. In our case,the population is the setof les we have
cheded, and the two atributesare: (a) whethera le contains
redundarcies,and (b) whetherit contains hard errors.

In the contingency table approad, the sanple population
is cross-tassi ed into four caegriesbasedon two attributes,
s A and B, of the population. We obtain counts (g;) in
ead caegry, and tabularize the result asfollows:

B
A True False| Totals
True | o1 012 Ny
False | 0 (o708 n,
Totals | n1 n, n

The valuesin the margin (ny,nz,nq,n5) are row and col-
umn totals, while n is the grand total. The null hypothesis
Ho of this testis that the A and B are mutually indepencert,
i.e. knowing A doesnot give us ary additional information
about B. More precisey, if Hg holds, we are expeding that:

O11 021 n:
011+ 012 Op1+02 NitNy

We can then compute expeded values(g;) for the four cells
in the table asfollows:

ni N
n

To seethis is true, consider 100 white balls in an urn. We
r st randomly draw 40 of them and put a red mark on them.
We put them badk in the urn. Then we randomly draw
80 of them and put a blue mark on them. Obviousl, we
shauld exped roughly 80% of the 40 bals with red marks
to have blue marks, as shaild we exped roughly 80% of the
remaining60 balls without the red mark to have a blue mark.

6 =

We usea “chi-squared’ teststdistic [15]:
X (o g)?
8

T=
ijof 129

to measire how far the obsewed values (0;) devates from
the expeded values(g;). Usingthe T stéistic, we can derive
the the probeébility of obsewing o; if the null hypothesisHg
is true, which is caled the p-value 2. The smaler the p-value,
the stronger the evidence agairst Hy, thus the stronger the
correlaion betweenattributesA and B.

6.2 Data acquisition and testresults

In our previous work [8], we usedthe xgc sysem to
ched 2055 les in Linux 2.4.1kemel. We had focusedon se-
rious sysem crashinghard bug and were able to colled more
than 1800seious hard bugsin 551 les. The typesof bugs
we chedked for included null pointer dereference, deallocks,
and missedsecuity chedks. We usethesebugsto represen
the classof seiious hard errors, and derive correlgion with
program redundarcies.

We cross-tassify the program les in the Linux kemel
into the following four caegories and obtain counts in ead:

1. 011: number of les with both redundarciesand hard
erors.

2. 012. number of les with redundarcies but not hard
errors.

3. 0,1: number of les with hard errors but not redundan-
cies.

4. 0. number of les with neither redundanciesnor hard
erors.

We can then camy out the testdescibed in setion 6.1 for
the following three redundarcy cheders: redundarnt assig-
mernt cheder, dead code cheder, and redundart conditional
chedker (the idempotent operdion is excluded becaiseof its
smal sanple size).

The resllt of the testsare given in Tables4, 5, 6, and 7.
As we cansee the correlaion betweenredundarciesand hard
errors are extremey high, with p-valuesbeing approximately
0 in all four cases. It strongly suggeststhat redundarcies
often signal confusedprogrammesls, and therefore are a good
predidor for hard, seious errors.

6.3 Predicting hard errors

In addition to correlaion, we wart to know how much
more likely it is that we will nd a hard error in a le that
has one or more redundarnt operaions. More precisey, let
E be the ewvert that a given source le contains one or more
hard errors, and R be the ewert that it contains one or more
forms of redundart operaions, we can compute a con d ence
interval for T° = (P(EjR)  P(E))/P(E), which is a measire
of how much more likely we areto nd hard errorsin a le
given program redundarcies.

2Technically, under Ho, T hasa 2 distribution with one de-
greeof freedm. p-value can be looked up in the cumulative
distribution table of the 2 distribution. For example, if T is
larger than 4, the p-value will go below 5%.



Redundant | Hard Bugs
Assimmens | Yes No | Totals
Yes 345 435 | 780
No 206 1069| 1275
Totals 551 1504| 2055

T = 19437, p-value= 0.00

Table 4: Contingercy table: Redundart Assigimertsvs. Hard

Bugs. There are 345 les with both error types,435 les with

an assig error and no hard bugs, 206 les with a hard bug
and no assigmert error, and 1069 les with no bugs of

either type. A T-stistic value above four givesa p-value of

lessthan .05, which strongly suggeststhe two ewerts are not

indepencent. The obseved T value of 19437 givesa p-value
of essetially 0, noticeably better than this standad threshdd.

Intuitively, the correlaion betweenerror typescan be seenin

that the ratio of 345435is considerably larger than the ratio

2061069| if the everts were indepencert, we exped these
two ratios to be close.

Hard Bugs

Dea Code | Yes No | Totals
Yes 133 135 | 268

No 418 1369| 1787

Totals 551 1504| 2055

T = 8174, p-value= 0.00

Table 5: Contingercy table: Dead code vs. Hard Bugs

The prior probability of hard errors is computed as fol-
lows:

Number of les with hard errors

~(E)

Total number of les checled
5512055= 0.2681

We tabularize the conditional probabilities and T° values
in Table 8. (Again, we excluded the idempotert operaion
cheder becaise of its smal bug sanple.) As shown in ta-
ble, given ary form of redundarnt operaion, it is roughly
45% 100% more likely we will nd an error in tha le
than otherwise. Furthermore, redundarcieseven predid hard
errors acrosstime: we caried out the sametest betweenre-
dundarciesfound in Linux 2.4.5-ac8nd hard errorsin 2.4.1
(roughly a yearolder) and found similar reaults.

7. FAIL-ST OP SPECIFICATION

This setion descibeshow to useredundart code adions
to nd sewral types of specicaion errors and omissians.
Often program speci caions give extra information that allow
code to be cheded: whetherretum valuesof routinesmustbe
cheded agairst null, which shaed variables are proteded by
which locks, which pemission cheds guard which sersitive
operdions, etc. A vulnerability of this approad is that if a
code fedure is not annaated or included in the speci caion,
it will not be chedked. We can cach such omissins by
agging redundart operdions. In the above cases,and in
mary others, a leastone of the speci ed adions makeslittle

Redundant | Hard Bugs

Conditionals| Yes No | Totals
Yes 75 79 154
No 476 1425| 1901

Totals 551 1504 | 2055
T = 4065, p-value = 0.00

Table 6: Contingency table: Redundart Conditionalsvs. Hard
Bugs

Hard Bugs
Aggregde | Yes No | Totals
Yes 372 573 | 945
No 179 931 | 1110
Totals | 551 1504| 2055

T = 14048, p-value = 0.00

Table 7: Contingercy table: Program Redundarcies (Aggre-
gde) vs. Hard Bugs

sersein isolation | critical sedions without shaed staesare
pointless,asare pemissin cheds that do not guard known
sersitive adions. Thus, if code doesnot intend to do useless
operdions, then such redundarcieswill happen exadly when
chedable adions have been missed. (At the very leastwe
will have caught something pointlessthat shauld be deleed.)
We sketch four exanplesbelow, and closewith a cheder that
usesredundarcy to nd whenit is missingchedable adions.

Deteding omitted null annoctations. Tools such as
LCLint [12] let programmers annaate functions that can re-
turn a null pointer with a “null ” annaation. The tool emits
an error for any uncheded use of a pointer retumed from
a null routine. In a real sysem, mary functions can re-
turn null, making it easyto forget to annaate them all. We
can cach such omissims using redundarcy. We know only
the retum value of null functions shauld be cheded. Thus,
a chedk on a non-annatated function mears that either the
function: (1) shauld be annaated with null or (2) the func-
tion cannd retumn null and the programmer has misunder-
stood the interface.

Finding missedlock-variable bindings. Data race detec-
tion tools such asWarlock [20] let uses explicitly bind locks
to the variablesthey proted. The tool ags when anndated
variablesare accessedvithout their lock held. Howewer, lock-
variable bindings can easiy be forgotten, causing the variable
to be (silertly) uncheded. We can useredundarcy to cach
such mistakes. Critical se¢ions must proted sane shaed
stae: agging thosethat do not will nd either (1) useless
locking (which shauld be deletd for good performance) or
(2) placeswhere a shaed variable wasnot anndated.

Missed“volatile’ annotations. Asdescibedin Setion 4,
in C, vanables with unusual real/write semaiics must be
annaated with the “volatile” type qualier to prevert the
compiler from doing optimizations that are sée on normal
variables, but incorred on volatile ones, such as eliminating
duplicate reads or writes. A missingvolatile  anndation is
asilert error, in that the software will usually work, but only



) ] 95% Con dence

R RM"E| R | P(ER) | P(ER) P(E) | Sandad Error Interval for TO
Assin 353 [ 889 0.3971 0.1289 0.0191 4811% 1395%
Dead Code 30 56 | 0.5357 0.2676 0.0674 9982% 4923%
Conditionals 75 154 | 0.4870 0.2189 0.0414 8165% 3028%
Aggregde 372 | 945 0.3937 0.1255 0.0187 4683% 1365%

Table 8: Program les with redundarciesare roughly 50% more likely to contain hard emors

occasimally give incorred errors. As shawvn, such omissims
can be deteded by agging redundart operdions (reals or
writes) that do not make sersefor non-volatile variables.

Missed permission checks.A secue sysem must guard
sersitive operaions (such asmodifying a le or killing a pro-
cess)with pemissian chedks. A tool can automatically cach
such mistakes given a speci caion of which cheds proted
which operaions. The large number of sersitive operaions
makesit easyto forget a binding. As before, we can usere-
dundarcy to nd such omissims: assiming programmers do
not do redundan pemissia cheds, then nding pemissian
ched that doesnot guard a known sersitive operaion signals
an incomplete speci cdion.

7.1 Casestudy: Finding missedsecurity holes

In a separge paper [3] we descibe a cheder that found
operaing sysem secuity holes causedwhen an integer read
from untrusted sources (network padkets, sysem cal param-
eters) waspassedto a trusting sink (array indices, memay
copy lenghs) without being cheded agairst a sé€e upper and
lower bound. A sinde violation can let a malicious atadker
take control of the ertire sysem. Unfortunately, the cheder
is vulnereble to omissins. An omitted source mears the
chedker will not track the data produced. An omitted sink
mears the cheder will not ag whenunsantized data reaties
the sink.

When implemerting the chedker we used the ideasin
this secion to deted such omissins. Given a list of known
sources and sinks, the normal cheking seaqierce is: (1) the
code reals data from an unsde source, (2) cheds it, and (3)
passest to a trustng sink. Asaiming programmeis do not
do gratuitous santization, then a missedsink canbe deteced
by agging when code does steps (1) and (2), but not (3).
Realing a value from a known source and santizing it implies
the code believesthe value will read a dangerous operdion.
If the value does not reat a known sink, we have likely
missedone. Smilarly, we could (but did not) infer missed
sourcesby doing the converse of this analysis: agging when
the OS santizes data we do not think is tainted and then
passest to a trusting sink.

The analysisfound roughly 10 common usesof santized
inputs in Linux 2.4.6[3]. Nine of theseuseswere hamless;
howewer one wasa secuity hole. Unexpededy, this wasnot
from a speci caion omissian. Raher, the sink was known,
but our interprocedural analysis had been overly simplistic,
causing us to missthe path to it. The fad that redundarcy
ags errors both in the speci caion andin the tool itselfwas
a nice surprise.

8. RELATED WORK

Two existing typesof analsishave focusedon redundart
operdions: optimizing compilers and “anamoly detedion”
work.

Optimizing compilers commonly do dead-code elimina-
tion and common-subexpressim eliminaion [1] which re-
move redundarciesto improve performance. One contribu-
tion of our work is the realizaion that theseanayseshave
beensilertly nding errors since their invertion. While our
analsesare closel mirror thesealgorithms at their core, they
have seweral re nements. First, we operge on a higherlevel
represemation than a typical optimizer since a large number
of redundart operdions are introduced due to the compila-
tion of source constructs to the intermedide represemation.
Seond, in order to presere semaiics of the program, com-
piler optimizers have to be consewdive in its anaysis. In
contrast, since our goalisto nd passble errors, it is perfedly
reasnable to ag aredundarcy ewen if we are only 95% sure
about its legtimacy. In fad, we repat all susgcious cases
and sort in order of a con d ence heuristic (e.g distarce be-
tween redundarcies, ett) in the repat. Finally, the analsis
tradeovs we make diVer. For example, we usea path-serstive
algorithm to suppressfalsepaths; most optimizers omit path-
sersitive analsesbecaise their time complexity outweighs
their bene t.

The seond type of redundart analysisincludescheding
tools. Fosdik and Osterweil r st applied data o w “anamaly
detedion” techniquesin the context of software religbility. In
their DAVE sysem [18], they useda depth r st seach alg-
rithm to deted a x ed setof variable def-usetype of anama-
lies such asuninitialized read, double de nition, etc. Satic
approades like this [13, 14, 18] are often pah-insersitive,
and therefore could repat bogus errors from infeasble pahs.

Dynamictedniques[17, 7] instrumerts the program and
deted anomaliesthat arise during execuion. Howeer, dy-
namic approadiesare wealer in that they canonly nd errors
on execued pahs. Further the run-time overhea and diY -
culty in instrumerting operaing sysems limits the usag of
this approad.

Thedynamicsysemmostsimilar to our work is Huang[17].
He discusses chedker similar to the assigiment cheder in
Setion 3. It tracs the lifetime of varables using a simple
global analsis. At eat assigmert it follows the variable
forward on all pahs. It givesan error if the variable is rea
on no pah before either exiting swpe or being assiged an-
other value. Howewer, no experimental resilts were given.
Further, becaiseit is dynamicit seens predisposedo repat
large numbers of falsepostivesin the casewhere a value is
not real on the current executed pah but would be usedon
some other (non-exectted) path.



Other tools such aslint , LCLint [12], or the GNU C
compiler's -Wall option wam about unused variables and
routines and ignored retum values. While thesehave long
found redundarcies in real code (we use them ourseles
daily), theseredundarcies have been commonly viewed as
hamlessstylistic issues. Evidence for this perception is that
to the bestof our knowledge the mary recen error chedk-
ing projeds focus solely on hard errors such asnull pointer
dereferences or failed lock releasesrather than redundarcy
cheking [4, 10,5, 9, 2, 19, 21]. A main contribution of
this paper is showing that redundarciessignal realerrors and
experimentally measiring how well this holds.

9. CONCLUSION

This paper explored the hypothesis that redundarcies,
like type errors, ag higherlevel corrednessmistakes. We
evaliaed the approad usingfour cheders which we applied
to the Linux operaing sysem. Thesesimple analsesfound
mary surprising (to us) error types. Further, they correlaed
well with known hard errors: redundarcies seemedto ag
confusedor poor programmets who were prone to other error
types. Theseindicators could be usedto decide where to audit
asysem.
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