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Abstract

Many system errors do not emergeunlesssomein-
tricate sequenceof everts occurs. In practice, this
meansthat most systemshave errors that only trig-
ger after days or weeksof execution. Model chedk-
ing [4] is an e ective way to nd sud subtle errors.
It takesa simplied description of the code and ex-
haustively tests it on all inputs, using techniquesto
explore vast state spacese cien tly. Unfortunately,
while model chedking systemscode would be won-
derful, it is almost never donein practice: building
models is just too hard. It can take signi cantly
more time to write a model than it did to write the
code. Furthermore, by cheding an abstraction of
the code rather than the code itself, it is easy to
miss errors.

The paper's rst contribution is anewmodel cheder,
CMC, which chedks C and C++ implemertations
directly, eliminating the needfor a separateabstract
description of the system behavior. This has two
major advantages: it reducesthe e ort to usemodel
chedking, and it reduces missed errors as well as
time-wasting false error reports resulting from in-
consistenciesbetween the abstract description and
the actual implementation. In addition, changes
in the implementation can be chedked immediately
without updating a high-level description.

The paper's second contribution is demonstrating
that CMC works well on real code by applying it
to three implementations of the Ad-hoc On-demand
Distance Vector (AODV) networking protocol [7].
We found 34 distinct errors (roughly one bug per
328 lines of code), including a bug in the AODV
speci cation itself. Given our experience building
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systems,it appearsthat the approac will work well
in other cortexts, and especially well for other net-
working protocols.

1 Intro duction

Complex systems have complex errors. Real sys-
tems have a variety of mishandled corner casesrig-
geredby intricate sequencesf everts. In practice,
this leaves a residue of errors that cause system
crashesbut only after days or weeksof cortinuous
execution. When detected, such problems are often
very dicult to diagnosebecausethe errors are not
reproducible and the sequenceof everts leading to
them cannot be reconstructed.

Formal veri cation methods are a possible way to
nd and diagnosesuch deeperrors [23, 24, 29]. One
option is explicit model cheding, which systemati-
cally enumeratesthe possible states of the system.
A basic model cheder starts from an initial state
and recursively generatessuccessie system states
by executingthe nondeterministic everts of the sys-
tem. States are stored in a hash table to ensure
that ead state is explored at most once. This pro-
cesscortinues either until the whole state spaceis
explored, or until the model cheder runs out of re-
sources. When it works, this style of state graph
exploration can achieve the e ect of impractically
massiwe testing by avoiding the redundancy that
would occur in corvertional testing.

Convertional model chedkers usually assumethat
the designis described at a high level that abstracts
away many details of the actual implementation.
Verifying actual code using suc a tool requires re-
constructing this abstract description from the code.
This processrequires a great deal of manual e ort,



hampering the use of model cheding in actual sys-
tem design. Moreover, human errors in the manual
abstraction processresult in missingbugsand cause
false alarms during veri cation, further increasing
the costand reducing the usefulnessof model ched-
ing. Suc errors can be introduced both when con-
structing the model and asa result of \drift" asthe
actual system ewlves[5]. For these reasons,it is
a notable curiosity when software is model cheded,
rather than an everyday occurrence.

We introduce CMC (C Model Chedker) to address
someof theseissues. CMC works on unmodi ed C
or C++ implementations and explores large state
spacese cien tly by storing states. Like traditional

model cheders, CMC achievesthe equivalent of ex-
ecuting astronomical numbers of tests in reasonable
time. Howewer, CMC does not require writing a
separate high-level model of the code, nor extract-
ing such a model from an implementation. More
importantly, it nds the bugs that are actually in

the implemertation: it doesnot miss implemena-
tion bugsthat would be omitted from a model, nor
doesit wastethe user'stime with bugsthat appear
in the model but not in the implementation.

The idea of model chedking actual implementation
code hasbeenadvocated in a small number of other
tools. Verisoft [15], for instance, systematically ex-
ecutes C implementation code but does not store
states. Other software model chedking tools such
as[3] [25] are specializedto work only with certain
classesof Java programs. CMC was designedto
combine e ectiv e techniques from various researt
e orts within the veri cation community and apply
them to software written in C and C++, the pre-
dominant programming languagesin industry.

The ultimate goal of this work is to chedk systems
code in general,but the initial focusis on network-
ing code. Sud code naturally follows an \evert-
driven" execution model which makesit a good t
for model cheders. The correctnessof networking
protocol implementations is especially important,
sincethey are not only at the core of many services,
but alsothe rst target of external security attacks.
Unfortunately, network protocolsare di cult to de-
sign, implement and test becausethey involve com-
plex interactions among multiple macdhines acrossa
network and deal with various network failures such
as packet lossesor link failures, which are di cult
to cortrol in a test ervironment. Model cheders
excelat cheking sud interactions.

CMC works well on real code, as demonstrated by
the results of applying it to three implementations of
the AODV networking protocol [7]. The rst imple-

mentation, mad-ha: [21], wasreleasedtwo yearsago
and has since beenunder active developmert. The
secondimplemertation, Kernel AODV [20], derives
from the mad-ha implementation and was released
lessthan a year ago. The third implementation,
AODV-UU [13] wasreleaseda yearago. The AODV
speci cation is alsoin active developmert: the rst
version cameout in 1997 and has subsequetly un-
dergoneten revisions. While it is dicult to mea-
sure quality absolutely, one measureis that there
is a formal group dewoted to testing AODV imple-
mentations that hasusedtheir testbed to ched the
mad-ha and the AODV-UU implemertations [12].

CMC found 34 unique errors in total (as of the date
of this publication), a rate of roughly one bug per
328lines of code. Seeral bugswerenon-trivial ones,
dicult to nd by any other method. In an ironic
twist, model cheding the implementation found a
bug in the speci ¢ ation of AODV itself (this last er-
ror wascon rmed by the authors of the AODV spec-
i cation [26]). Many protocol implementations are
similar to that of AODV, and CMC has enhance-
ments that will broaden its applicability to other
concurrert systems. Hence,there is good reasonto
believe that CMC will be useful for many systems
that are dicult to debugby any other means.

2 Mo del Checking Overview

Fundamertally, explicit state model chedking is a
systematic seard for error states in a state graph,
which represeits the behavior of some system. It
is usually best to generatethe graph on the y so
that the seard can nd andreport errors evenif the
state graph is too large to seart completely. This
is especially important sincethe state graphs of sys-
tems with errors are often much larger than those
of correct systems. As with most seart algorithms,
newly discovered states are stored in a queue. Ac-
cording to some policy (e.g., depth- rst, breadth-
rst, or best-rst), states are removed from this
gueue and the successorggenerated are expanded
and themselwes enqueued (there are usually mul-
tiple successordecauseof nondeterminism in the
system). States that have already been seardied
are stored in a hash table so that their successors
are not expandedmore than once.

Model cheking is sometimesusedto prove that a
system satis es a speci ed property. However, it
is usually more practical to useit asa bug- nding
method. When model cheding is applicable, it can
be more e ectiv e than corvertional testing in dis-



covering bugsbecauseof its thoroughnessat explor-
ing the state spaceof the system, including corner
casesthat might otherwise be overlooked. Model
chedking can be more e cien t than random testing
becausehe former searhesead state at most once.

Given somecode to model ched, it is necessaryto
model the ervironment (e.g., the relevant aspects
of the network and operating system calls). The
ervironment model is necessaryto avoid false error
reports resulting from illegal inputs or state changes
that would never occur in actual system execution.
Many parts of the environment model would be nec-
essaryeven for unit testing.

Even after the systemto be cheded is put into a
model cheder, one of the most apparert problems
with model cheding is that arelatively small system
description can result in a huge state graph. This
is called the state explosion problem It has been
addressedn many ways, including various methods
of suppressingdetails of the input description (ab-
straction) and various optimizations to save time
and, even more importantly, space. Nevertheless,
the state explosion problem remains a seriousdi -

culty in most applications of model chedking. (Note
that without state pruning, randomizedtesting will
typically fare signi cantly worsein such situations.)

By addressingthe issuesdescribed above, this paper
presers an approac to pragmatically apply model
cheking to actual implementation code (in C or
C++) to nd bugs. To this end, we implemented a
tool called CMC that wasusedto nd bugsin net-
work protocol implementations, as described in the
following sections.

3 Design of CMC

CMC is a model cheder that generatesthe state
spaceof a given system by directly executingits C
or C++ implementation. This sectiondescribesthe
designof CMC, beginning with a description of the
tool's infrastructure. The stepsrequired to set up
a system for chedking are described and illustrated
with an example. The actual model cheding algo-
rithm then follows. Finally, sometechniquesto cope
with the state explosion problem are discussed.

3.1 CMC Infrastructure

CMC models a system as a collection of interact-
ing concurrert agerts called processes Each process

runs unmodied C or C++ code from the imple-
mentation, but the CMC model cheder is respon-
sible for scheduling and executing the processesof
the system being cheked. CMC along with all the
processe®f the systemrun asa singleoperating sys-
tem process. Unlike an operating system, howewer,
CMC tries to searth many possible system states
that can be readed by alternativ e scheduling deci-
sions and other nondeterministic events. To seard
these di erent possibilities, CMC must be able to
save and restore the complete state of the modelled
system.

Every processof the systemexecutesin its own heap
and stak. At any instant, the state of a process
consists of a copy of its global (and static) vari-

ables, heap, stack and its context registers. The
processescommunicate with ead other through a
shared memory that is accessiblein the context of
all processes.The state of the systemis de ned as
the union of the states of all processesalong with

the corntents of the sharedmemory.

Once stheduled, a processis allowed to execute a
deterministic and non-blocking set of instructions
de ned as a transition. A transition is an atomic
step the system can take and determines the de-
greeof interleaving among processesThe protocols
to which CMC has been applied follow an event-
driven execution model, where a set of evert han-
dler routines processincoming everts such aspacket
arrivals and timeouts. In an event-driv en protocol,
ead evert handler can be mappedto a transition in
CMC. Moreover, asead evert handler presenesthe
state of the stack and registers,only the global vari-
ablesand the heap needto be saved and restored.

Many protocolsare written in an evert-driv en style,
so the ewent-driven model may not be as restric-
tive asit may seem. Howeer, it is feasibleto save
and restore full states (including the stadk) of mod-
elled processesswell. This feature hasbeenimple-
mented and is currently being ewvaluated, but was
not necessaryfor the results reported in this paper.

3.2 Creating a CMC Model from the
Implemen tation

Figure 1 shows a skeleton event-driv en implemerta-
tion of arouting protocol, very similar to the AODV
protocol that was actually cheded (seesection 4).
This implementation is usedas a running example
in the following discussion. The main() function of
the implemertation calls the initialization function
(line 34), and then enters an event dispatch loop
(line 35). Depending on the input evert, it calls



one of four event handlersde ned in lines 1 through
26. Each handler processesn event: a userrequest
for a route to a destination, a requestfrom another
node, a response from another node to one of its
previous requests,and a timer event requiring the
protocol to invalidate its old routes.

This subsection describes the three stepsthat the
user must perform to apply CMC to a protocol.
Stepsl and 2 essetially provide a unit test sca old,
which would be required for most test ervironments,
such as running the implementation in a simulator.
Step 3 is the only additional requiremert for CMC.

Step 1. Specifying Correctness Prop erties.

Beforeany systemcanbetested, the usermust spec-
ify some correctnessproperties. Some properties
are domain independert; for example, the program
should not accessillegal memory and should not
leak memory. Somedomain-speci ¢ properties can
be speci ed asassertionsat particular points in the
implemertation (e.g., the example protocol should
never return an invalid route in line 4). In many
cases,a careful implementer will have placed these
assertionsin the code long before CMC is applied.
Other properties are inherertly global, suc as the
requiremert that there are no loops in the routing
table. Sucd properties are speci ed asBooleanfunc-
tions (written in C) that accessthe datastructures
of processcontexts.

Step 2: Specifying the Environmen t. Next, the
user must build a test ervironment that adequately
represens the behavior of the actual environment
in which the protocol is executed. For networking
protocols, the ervironment model fakes an operat-
ing systemand anything outside of the protocol that
is necessaryfor it to function. (The decisionasto
which part of the systemis to be cheded and which
is the ernvironment is decidedby the user.) The en-
vironment model is a collection of substitute API
functions and data structures to emulate its state.
The environment should be modelled in aslittle de-
tail aspossible{ otherwise, many super uous states
will be generatedto model environmental behavior
irrelevant to cheding the protocol.

Many functions can be replaced by simple \stubs."
For example, gettimeofday() might return a con-
stant or cortain a courter. In the example, the
model requires a network for exdanging routing
packets. A simple network could be modelled as
an unordered queue of bounded length. The model
would include its own versions of interface func-
tions, such as the broadcast _request() function
that sendspackets to the network. The environ-
ment may also contain seweral processes. For ex-

1 /* event handlers */
2 on_user_request (dest_ip) {

3 if(route_table has a route for dest_ip)
4 return route for dest_ip

5 else

6 broadcast_request(dest_ip)

7}

8

9 on_recv_request (dest_ip) {

10 if(route_table has a route for dest_ip)
11 send_response (route for dest_ip)
12 else

13 broadcast_request(dest_ip)

14}

15

16 on_recv_response (route) {

17 install route in route_table

18 if(route  needs to be forwarded)
19 send_response (route)

20}

21

22 on_timeout(){

23 for each route in route_table

24 if(route  too old)

25 remove route from route_table
26 }

27

28 init(){

29 route_table = null

30 insert self route for my_ip
31}

32

33 main(){

34 init()

35  while(1){

36 /* event dispatch loop */

37 depending on event, call one of
38 on_user_request(...)

39 on_recv_request(...)

40 on_recv_response(...)

41 on_timeout(...)

42 1}

43}

44

Figure 1: A simple routing protocol implementa-
tion.



void* malloc(size_t n){
if(CMCChoose(2) == 0)

return 0; //nondeterministic failure

/I alloc n bytes from heap and return

}

Figure 2: Implementation of malloc() in CMC.
malloc() nondeterministically fails to allocate
memory.

ample, a processthat nondeterministically removes
a padket from the network can be usedto model a
lossy network.

To represert nondeterminism in the ernvironment,
CMC provides a CMCChoose(function (similar to
V S_tossin Verisoft[15]). CMCChoosetakesan inte-
gerargumert n and returns an integer in the range
(0:::n 1). CMCChoosearbitrarily selectsoneout
of the n possibilities in the ervironment. An exam-
ple, shown in Figure 2, is the malloc() implementa-
tion that can either allocate the requestedmemory
from the CMC heapor fail by returning NULL. CM-
CChooseis usedto make one of thesetwo choices.
CMC will attempt to try all possiblereturn values
for ead call to CMCChoose. Since calls to CMC-
Chooseappearin the ervironment code or in imple-
mentations of standard system functions (such as
malloc() and select() ), it is generally not nec-
essaryto modify the actual implemertation.

Providing an ervironment model can be time con-
suming. It isthereforeimportant to reducethe mod-
elling e ort required to apply CMC to a previously
uncheded protocol. A rst obvious step is to en-
gineer the models so that they are as re-usable as
possible,reducing the incremertal e ort of cheding
a new protocol. This is especially bene cial when
related protocols are cheded (which is a large part
of the reasonthis paper cheds three di erent im-
plemenrtations of the sameprotocol). Finding other
ways to reducethe cost of ervironmental modelling
is an interesting areafor future work.

Step 3: Identifying the Initialization  Func-

tions and Event Handlers. Givenanevert driven
system, the user should provide the initialization

functions and the event handlersfor eat processin
the system.

The user should also provide a guard function for
ead event handler, which is a Booleanfunction that
determineswhen that event handler is enabledin a
given state. For instance, the guard function for
the on_recv _request() handler returns true only if
a request is pending for this particular processin

the network.
3.3 CMC Mo del Checking Algorithm

Givenamodel of the systembuilt asdescribedabove,
CMC exploresthe state spaceof the systemby exe-
cuting varioustracesof interleaving transitions. The
pseudaode for the algorithm is shawn in Figure 3.
The algorithm maintains two data structures: a
hash table of states seenduring the seard, and a
gueueof states seenbut whosesuccessorsre yet to
be generated. The hash table guararnteesthat the
algorithm exploresthe subgraph rooted at a state
at most once.

3.3.1 Generating the Initial State

CMC computesthe initial state asfollows. Starting
from a copy of the global variables (as initialized
by the linker), CMC calls the initialization function
for eat process. The initial state consists of the
states of the processedmmediately after their ini-
tialization functions have been called, along with
the valuesof the initialized shared memory.

3.3.2 Generating Successor States

To generatethe state graph on-the-y, CMC needs
to be able to compute the set of possibleimmediate
successorof a state. Each state in the state space
of the systemmay have se\eral successorbecauseof
nondeterminism, which arisesfrom seweral sources:
the choice of which processto execute,the choice of
which enabledtransition within the processto exe-
cute, and nondeterministic valuesreturned by calls
to CMCChoose.

From a given state, CMC choosesa processand
oneof its enabledevent handlersto schedule. Next,
CMC restoresthe context of the processby copying
the contents of the heap and the global variables
of the processfrom the state. The event handler
is then called. This function evertually returns be-
causeit is guaranteed to be atomic. At this point,
the context of the processstate is saved, yielding a
new system state. CMC generatesall successorf
a state by repeating the above processfor all non-
deterministic choices.

3.3.3 Checking Correctness Prop erties

During model chedking, CMC chedks for a range of
correctnessproperties, from simple pointer access



void modelCheck(){

SystemState{
sharedMem; // Contains Network
procState[N];// N processes
} initial, current, successor;
Queue StateQ);
Hash VisitedStates;
/" Build initial state.
forall processes (0 <= pid < N}
call pid's initFn();
initial.procState[pid] = saveCtxt();
}

call sharedMem's initFn();
initial.sharedMem = getSharedMem();

StateQ.insert(initial);

while(current = StateQ.pop()) {
VisitedStates.add(current);
/IRepeat forall nondeterministic  choices

forall processes (0 <= pid < N)

forall event handlers e of pid

forall return values of CMCChoosealls{

/I set proc context and sharedMem
restoreCtxt(current.procState[pid]);
setSharedMem(current.sharedMem);

ifle is not enabled)
continue;

e(); // Call event handler

/I Construct next state
successor.sharedMem = getsharedMem();
successor.procState[pid] = saveCtxt();
forall processes with pid'" != pid{
/I the state did not change
successor.procState[pid']
= current.procState[pid'];
}
if(successor
continue;
if(successor fails
generate error
StateQ.insert(successor);

in VisitedStates)

assertions)

Figure 3: Pseudaode for the CMC model cheding
algorithm.

violation errors to complex protocol bugs.

During the execution of an evert handler, CMC
runs the implementation code directly, automati-
cally catching errors such as pointer accessviola-
tions and program assertion failures presen in the
code. In addition, CMC detects use-after-freebugs
by overwriting any freed memory with a random
value.

Oncea state is generated,CMC cheds for violations
of user-provided systeminvariants (such asthe ab-
senceof global routing loops). Also, CMC detects
memory leaks in ead generatedstate. While this
can be adchieved by a standard mark-and-sweep al-
gorithm to nd all reachable memory, suc an al-
gorithm is not yet implemented in CMC. Instead,
in our casestudy, CMC detects memory leaks as
follows: starting from a copy of the current state,
CMC calls various clearup functions presen in the
implemertation itself. Any heap memory that is
left allocated is reported as leaked. This approad,
while requiring additional manual e ort, can also
potentially nd bugsin the clearup code.

In the future, the CMC approac could easily be
coupledwith other dynamic debuggingtools such as
Purify[27] or StackGuard[6]. Thesetools can catch
run-time errors such as usesof uninitialized mem-
ory, stadk over ows, etc. Such tools would be more
e ective when usedwith CMC than with ordinary
testing, becauseCMC would achieve greater e ec-
tiv e test coveragefor a given level of usere ort than
convertional software testing methods.

3.4 Handling State Space Explosion

One of the most seriousproblemswith model chedk-

ing in practice is the so-called\state explosionprob-
lem." The state spaceof a systemcanbe very large,
or eveninnite. Thus, at the outset, it is impossi-
ble to explore the entire state spacewith limited

resourcesof time and memory. However, CMC pro-
vides various techniques to seard the state space
e cien tly beforerunning out of resources. Though
unable to formally prove the correctnessof the im-

plemertation, CMC is able to catch a wide range of
errors, including errors involving intricate interac-
tions among multiple processes.

For model cheders, memory is more critical a re-
sourcethan time. During model chedking, most of
the memory is consumedby the hashtable cortain-
ing the statesvisited and the queueof stateswhose
successorare yet to be generated.

CMC useshashcompaction [28] to reducethe mem-



ory requiremerts in the hashtable by se\eral orders
of magnitude. For eat state, CMC computes a
small signature (usually four to eight bytes). In-

stead of storing the ertire state, which can be on
the order of kilobytes, its signature is stored in the

hashtable. Compacting states can lead to con icts

in the hashtable wheretwo di erent statescompute
to the same signature. Howewer, for state spaces
on the order of hundred million states with practi-

cal hash table sizesof sewral hundred megalytes,

the probability of missing even a single state due
to a signature conict can be reducedto 0:1% or

lower [28].

The states in the queue cannot be compacted be-
causeall the information in them is neededto com-
pute successostates. However, the queuehas good
locality of reference,so much of it can be swapped
to disk during model chedking. Moreover, successie
states in the queue usually have a lot of common-
ality and can thus be compressed. For instance,
every transition in CMC changesat most one pro-
cessstate; therefore, it is su cien t to store only this
di erence when generating a successosstate.

Standardizing Data Structures: CMC, by de-
fault, interprets states as streams of bits. Howeer,
two equivalent data structures in memory might
have di erent represenations. For example, if two
statesdi er only in the order in which objects were
allocated on the heap, they should be considered
e ectiv ely the same. CMC can automatically trans-
form states by deterministically traversing pointer
data structures, arranging objects in the heap by
the order they are visited. The signature for the
transformed state can then be saved in the state
table. This processcould be performed simultane-
ously with the mark-and-sweep algorithm used to
detect memory leaks. A mostly automatic tool for
this traversal is under developmert using the MC
framework [11]. For the casestudy discussedn Sec-
tion 5, the traversal code was written manually.

There may be additional equivalencesbetweenstates
that depend on the particular useof data structures
in a program. For example, when an implementa-
tion usesa linked list to store an unordered collec-
tion of objects, the behavior of the implementation
is independert of the order of objects in the list. In
this case,the usercan provide a function to sort the
list before the automatic standardization transfor-
mations are applied.

Finally, someof the most e ectiv e reductions in the
state spaceare achieved through methods that risk
missing someerrors for the benet of catching the
remaining onesmore e cien tly.

Down-scaling: One obvious approac is to reduce
the scaleof the systembeing described [10]. In g-

ure 1, for instance, the model might restrict the
number of routing nodes in the network to, say,
three or four. Hard-to- nd bugs usually involve
complexinteractions amonga small number of pro-
cessesand are therefore presened even after down-
scaling. Of course, this may miss bugs that only
occur for larger instancesof the system.

Abstraction of States: In addition to standardiz-
ing distinct but equivalert states, it is also possible
to eliminate information that the userjudgesto be
unimportant for the properties chedked. This ab-
straction processis done by ignoring certain mem-
ory locations when computing the hash signature
of the state. By abstracting states, it is possible
to miss errors. However, asthe abstraction is done
during the hashcomputation, and not on the actual
(concrete) state, this doesnot produceany falsepos-
itiv es.

Heuristics: When exhaustive chedking of the en-
tire state spaceis infeasible and all elsefails, CMC

canact asan automated testing framework whereby
a large number of scenarioscan be cheded intelli-

gertly. The mere fact that CMC is able to cace
states already preverts redundant simulations. The
goal, howevwer, is to exerciseasmany interesting sce-
narios as possiblebefore memory is exhausted.

Tothat end, we have donesomepreliminary work in
using heuristics to prioritize the state spaceseard.
The rst classof heuristics involvesdropping states
altogether if they are deemeduninteresting. The
second class of heuristics involves exploring more
interesting states rst using best- rst searh. CMC
contains a module to monitor state variablesto keep
a history of which state bits have changed during
cheking. The basicideais that if the number of bit
positions that have changed since the initial state
suddenly increasesor if variables take on less fre-
qguented values, the state is consideredmore inter-
esting and explored earlier. This heuristic tends to
bias the seard toward caseswvhere outliers occur or
where states seemto diverge from the norm. This
idea was adapted from DIDUCE [17], a tool that
ags sud divergert casesand reports them to the
user during program testing.

Preliminary results indicate that all the errors dis-
covered with the use of the heuristics could be dis-
coveredwith simple depth- rst seard. But, the use
of heuristics often acceleratedthe discovery of er-
rors and produced shorter examples of executions
leading to a given error. However, much more ex-
perimentation with various heuristics is neededon



a wider range of protocolsto arrive at reliable con-
clusions.

The next three sectionsdescribe the application and
results of using CMC to ched three AODV protocol
implemertations.

4 Description of the AODV Proto col

AODV (Ad-hoc On-demandDistance Vector)[7] is a
loop-freerouting protocol for ad-hoc networks. It is
designedto be self-starting in an environment of mo-
bile nodes,withstanding a variety of network behav-
iors such as node mobility, link failures and padket
losses. This section describes the AODV protocol
in brief, the reader is referred to [7] for complete
details of the protocol.

At eath node, AODV maintains a routing table.

The routing table entry for a destination cortains

three essetial elds: a next hop node, a sequence
number and a hop court. All padkets destined to

the destination are sert to the next hop node. The

sequencenumber acts as a form of time-stamping,

and is a measureof the freshnessof a route. The

hop count represeits the current distanceto the des-
tination node.

Supposewe have two hodesa and bsuch that bis the
next hop of a to somedestination d. Also, suppose
the sequencenumber and hop court of the routes
to d at a and b are (seq,; hcnt,) and (seq,; henty)
respectively. Then the AODV protocol maintains
the following property at all times:

(seq, < seq) _ (seq = seq ™ henty > henty)

In other words, b either has a newer route to d than
a, or b has a shorter route that is equally recert.
Under this partial order constraint, the protocol is
guararnteed to be free of routing loops [2].

In AODV, nodesdiscover routesin request-respnse
cycles. A node requestsa route to a destination
by broadcastingan RREQ messagédo all its neigh-
bors. When a node receivesan RREQ messagebut
doesnot have a route to the requesteddestination,
it in turn broadcaststhe RREQ message.Also, it
remenbers a reverse-oute to the requesting node
which can be usedto forward subsequenh responses
to this RREQ. This processrepeatsuntil the RREQ
readhes a node that has a valid route to the desti-
nation. This node (which can be the destination it-
self) respondswith an RREP message.This RREP
is unicast along the reverse-routesof the interme-
diate nodes until it reacesthe original requesting

node. Thus, at the end of this request-respnsecy-
cle a bidirectional route is established between the
requesting node and the destination. When a node
losesconnectivity to its next hop, the node inval-
idates its route by sendingan RERR to all nodes
that potentially received its RREP.

On receipt of the three AODV messages:RREQ,
RREP and RERR, the nodesupdate the next hop,
sequencenumber and the hop courts of their routes
in such a way as to satisfy the partial order con-
straint mentioned above [7].

5 The AODV model

This section describes the AODV model for three
implementations of the AODV protocol: mad-ha
(Version 1:0) [21], Kernel AODV (Version 1:5) [2Q],
and AODV-UU (Version 0:5) [13]. The mad-hoc
implemertation runs as a user spacedaemon and
contains approximately 5500lines of code. The Ker-
nel AODV implementation is built by NIST and is
basedon the mad-hoc implementation. It cortains
7500lines of code and runs asa loadablekernel mod-
ule in Linux and ARM basedPDAs. The AODV-
UU implementation runs asa userspacedaemonon
Linux and has beenported to the ns-2[22] simula-
tor. It contains roughly 7700lines of code.

The AODV model was reusedwith minor modi ca-
tions for all three implementations. The model is
built as follows:

Correctness Prop erties: Table 1 lists the cor-
rectness properties chedked by the AODV model.
Apart from the genericassertionschedked by CMC,
the model contains a global invariant that chedks
for routing loops. The model also performs sanity
cheds on the routing table ertries and the network
messagessud asrange violations of the elds.

The Environmen t. The environment of the model
consistsof a network modelled asa bounded-length,
unordered messagequeue. The model simulates a
messageloss by nondeterministically dequeuing a
message. The messagequeue is shared by all of
the nodesand thus models a completely connected
topology.

The implementations usea wrapper function to send
network padets. The model provides an alternate
de nition to the wrapper function to copy padkets
to the network model. Additionally, for the Kernel
AODV implementation, the model provides imple-
merntations for twenty-two kernel functions (such as



Typ es of Checks

Examples

Generic Assertions

Segmemation violations, memory leaks, dangling pointers.

Routing Loop Invariant

The routing tables of all nodesdo not form a routing loop.

Assertions on Routing Table Entries

At most one routing table erntry per destination.

No route to selfin the AODV-UU implementation.

The hop court of the route to selfis 0, if presen.

The hop court is either in nit y or lessthan the number of
nodesin the network.

Assertions on MessageFields

All resened elds are setto O.
The hop court in the padket can not be in nit .

Table 1: Properties cheded in AODV.

Enabling Condition

Event

Invalid or no route to destination

Initiation of route request

Pending messagen the network

Receipt of AODV message

Pending messagen the network

Messageloss

Valid route in the routing table

Timeout of a route

Always enabled

Detection of link failure

Always enabled

Node reboot

Table 2: The set of evernt handlersusedin AODV model cheding.

kmalloc and printk) and a user spaceversion of the
socket bu er library.

Initialization  Functions and the Event Han-
dlers: All three implementations have an evert dis-
patch loop that calls various evert handlers. The
initialization functions of the model are obtained by
executing the code before the evert dispatch loop.
The model mapsevery evert handler called from the
dispatch loop to a transition. The model simulates
a node reboot by calling the initialization function
which implicitly resetsthe contents of the routing
table. The list of transitions and their respective
enabling conditions is shavn in Table 2.

Table 3 showsthe lines of code from the three imple-
mentations executedwithin our framework against
the lines of code for the model itself. The correct-
nessspeci cations are mostly shared by the three
implementations. AODV-UU usesa dierent rep-
resertation of the routing table and thus required
additional correctnessspeci cations. The network
model of the ervironment is shared by all imple-
mentations.

Dealing with State Space Explosion

The state spaceof the AODV protocol is essetially

in nite. The protocol allows an arbitrary number of
nodesin a network. Also, ead node hastwo types
of unbounded counters, a seguen® numker to mea-

surethe freshnessof a route and a broadaast id that

is incremerted by a node on eat broadcast. To do
any e ectiv e seard in suc an in nite state space,
it is necessaryto bound the seart. In our experi-
ments, we downscaledthe AODV model to run with

2 to 4 processes.The model discarded any state in

which the sequencenumbersor the broadcastids ex-
ceededa prede ned limit. Also, the sizeof the mes-
sagequeuein the network was bounded to sizesof
1to 3. Theseprocessesnay causeCMC to misser-
rors. However, even after applying such bounds, the
remaining state spacecortained enoughinteresting
behavior to uncover numerousbugs (Section 6).

Time values stored in the state are another source
of state spaceexplosion. For instance, every route
response (RREP) contains a lifetime eld that de-
termines the freshnessof the route. On receipt of
this padket, a node adds the lifetime to the cur-
rent clock value to determine the time at which the
route becomesstale. This absolute value is stored
in the routing table and can thus increasethe state
spacesize. The AODV model getsaround this prob-
lem by modelling route timeouts as nondeterminis-
tic events and setting all time variablesto prede ned
constarts. Also, the environment of the model con-
tains a de nition of the gettimeofday() function
that always returns a constart value. The handling
of time in the model can misstiming related errors



Proto col Checked | Correctness Environmen t State
Code Speci cation network | stubs | skbu Canonicalization

mad-ha 3336 301 400 100 - 165

Kernel AODV 4508 301 400 266 1210 179

AODV-UU 5286 332 400 128 - 185

Table 3: Lines of implementation

and can potentially lead to false positiveswhen an
error reported can be causedby a sequenceof time-
outs that is impossiblein the real protocol.

Also, the AODV model cortains hand-written code
to traversethe routing table (implemented asalinked
list in the mad-hoc and Kernel AODV implementa-

tions, and as a hashtable in the AODV-UU imple-

mentation). This traversal code created a canon-
icalized represettation of the routing table, which

along with the global variables formed the state of

an AODV node of the model. The amourt of lines

required for this traversal code is showvn in the last

column of Table 3.

6 Results

Table 4 summarizesthe set of bugs found using
CMC in the three AODV implementations. The
bugs range from simple memory errors to protocol
invariant violations. We found a total of 40 bugs of
which 34 were unique. The Kernel AODV imple-
mentation has 5 bugs (shown in parerthesisin the
table) that are instancesof the samebug in mad-
hoc. Also, the AODV speci cation bug causesa
routing loop in all three implementations.

Currently, CMC stops after nding the rst bugin
the model. It prints the failed assertionand a trace
of events starting from the initial state to the error
state. After a bug is xed, CMC is run again to
nd bugs iterativ ely. Most bugs were found within
minutes of model cheding time; the longest took
roughly 40 minutes.

We describe the bugsbelow at a high level to give a
feelfor the breadth of coverageand focuson four of
the more interesting bugsto give a feelfor its depth.

Memory errors. The rst three error classesil-
lustrate the mishandling of dynamically allocated
memory: not cheding for allocation failure (12 er-
rors), not freeing allocated memory (8 errors), and
using memory after freeingit (2 errors).

All implementations cheded that the pointer re-

code vs. CMC modelling code.

/*aodv_deamon.c:aodv_recv_message:*/

for(rerri=0; rerri<rerrhdr_msg.dst_cnt;rerri++)
{
if (I(tp = malloc(sizeof(*tp))))
break; /* Skip to next packet */
tp->next = rerrhdr_msg.unr_dst;

rerrhdr_msg.unr_dst = tp;

}

/I BUG: assumes rerrhdr_msg.dst_cnt
/I were allocated!
rec_rerr(info_msg,

buffers

&rerrhdr_msg);

/I Free the list of structs sent to rec_rerr()
for(rerri=0; rerri<rerrhdr_msg.dst_cnt;rerri++)
{

/I BUG: Can be NULLIf
tp = rerrhdr_msg.unr_dst;
rerrhdr_msg.unr_dst=rerrhdr_msg.unr_dst->next;
free(tp);

malloc failed above!

Figure 4. Mishandled malloc failure: if malloc
fails, the loop will exit after allocating less than
rerrhdr _msg.dst _cnt buers. The two errors are
in code that assumeserrhdr _msg.dst cnt bu ers
were allocated. Both lead to segmetmation faults.

turned by malloc was not null. Howewer, func-
tions that call malloc canalsoindirectly return null
pointers when allocations fail. The code only errat-
ically chedked sud cases. Since CMC directly ex-
ecutesthe implementation, sud errors were mani-
fested as segmetation faults.

Most of the memory-related bugs were straightfor-
ward. Howewer, there were seweral interesting er-
rors wherethe code would correctly ched for alloca-
tion failure, but its recovery code was broken. Fig-
ure 4 givesa represetativ e error. Here, the code at-
tempts to allocatererrhdr _msg.dst cnt temporary
messagebu ers. It correctly cheds for malloc fail-
ure and breaks out of the loop. Howewer, the code
after the loop assumesthat rerrhdr _msg.dst _cnt
list entries were indeed allocated. This assumption
leadsto two bugs. The rst (intraprocedural) error



mad-ho ¢ | Kernel AODV | AODV-UU
Mishandling malloc failures 4 6 2
Memory Leaks 5 3 0
Use after free 1 1 0
Invalid Routing Table Entry 0 0 1
Unexpected Message 2 0 0
Generating Invalid Padets 3 2 (2 1
Program Assertion Failures 1 1 @@ 1
Routing Loops 2 3 (2 1
Total 18 16 (5) 6 (1)

Table 4: Number of bugs of ead type in the three implemenations of AODV. The gures in parenthesis
show the number of bugsthat are instancesof the samebug in the mad-hoc implementation.

attempts to dequeuererrhdr _msg.dst _cnt bu ers
o of the rerrhdr _msg.unr_dst list in order to free
them. Sincethe list hasfewer entries than expected,
the code will attempt to usea null pointer and get
a segmemation fault. The second(interprocedural)
error, in rec _rerr , similarly tries to walk over the
rerrhdr _msg.dst _cnt list entries and segfaults be-
causethe list is too short.

Most of the memory leaks were similarly caused
by mishandled allocation failures. Commonly, code
would attempt to do two memory allocations and, if
the rst allocation succeededut the secondfailed,
would return with an error, leakingthe rst pointer.

Unexp ected messages. CMC detectedtwo places
where unexpected messagesvould cause mad-hoc
to crashwith a segmetiation violation. Figure 5(a)
shows one of the errors. The error happensbecause
AODV encadesstate in its messagesln this error:

1. The current node n receivesa Route Request
(RREQ) messagdrom node req requesting a
route to node dst.

2. Node n inserts a reverseroute to req in its
routing table.

3. Then, n looksup the route to dst in its routing
table.

4. If the route is not there, n re-broadcaststhe
RREQ message.The RREQ messageontains
the IP addressof both the destination node dst
and the requesting node req.

5. The responseto this request,a Route Response
(RREP) message,ncludes both the route to
dst and the IP addressof reg.

6. Noden insertsthe newroute to dst in its rout-
ing table. It then attempts to relay this route

to reg by looking up the route to reg. In the
normal case, this lookup will return the re-
verseroute inserted in Step 2.

This last step causesthe error. The code assumes
the normal caseand usesthe result of the routing

table lookup for req without chedking for null. How-

ever, the lookup could fail for two reasons.First, if

the machine has rebooted, the implementation will

start with an empty routing table. If an old RREP

messagearriv es after the reboot, the lookup of req

will return a null pointer. Second,an attacker could

senda bogusRREP with a node addressthat does
not exist, crashing the router.

Invalid messages. There were 4 casesof invalid
padets being created, 2 casesof using uninitialized
variables (these could not be detectedby gcc-Wall),
and 2 caseswhere invalid routes were usedto send
routing updates, violating the AODV speci cation

( Figure 5(b) givesa represettativ e example). CMC
also detected 2 instancesof integer over ow which
resulted in program assertion failures. The imple-
mentations use an 8 bit integer to store the hop
counts and use255to represen a hopcourt of in n-

ity. In these error cases,an in nite hopcount was
erroneouslyincremerted to 0.

Routing loops. CMC found three routing loops.
Two of these bugs are causedby implementation
errors. The third routing loop is due to an error in
the AODV protocol speci cation.

The rst routing loop is causedwhen the implemen-
tation fails to incremert a sequencenumber while
processingspeci c RERR messages.

Another loop is causedwhen the implementation
performs a sequencenumber comparison before a
subsequen incremert, while the AODV speci ca-
tion requires the comparisonto be done after the
increment.



/* madhoc:rrep.cirec_rrep  */

/¥ If I'm not the destination of the RREP

| forward it */
if(my_rrep->src_ip 1= my_info->ip_pkt_my_ip) {
/I Get the entry to the source from RT.
rt_src = getentry(my_rrep->src_ip);

/I BUG:rt_src maynot exist!
if (add_precursor(rt_src, rt->nxt_hop) == -1)

/I Send gratuitous RREPto destination

/I BUG:rt_src can be invalid

/I (i.e rt_src->hop_cnt == 255)

/I must check after getentry.

my_rrep.hop_cnt = rt_src->hop_cnt;

if (send_datagram(my_info, &my_rrep,
sizeof(my_rrep)) == -1)

Figure 5: Two bugs: an unexpected messageand an
invalid route response. (a) An unexpected route-
response (RREP) messagecausesgetentry to re-
turn null, crashing the machine. (b) If a route re-
turned by getentry has beeninvalidated the hop-
count will be 255. Howewer, the code doesnot chedk
for this and sendsthe message.

The specication bug. This bug involved the
handling of RERR (\route error") messagesWhen
a node receivesan RERR from its next hop, it sets
the sequencenumber of its route to the sequence
number in an RERR message.Under normal con-
ditions this is the right thing to do. However, when
the underlying link layer can reorder messagesthe
RERR messagemight have an outdated sequence
number resulting in the node setting its sequence
number to an older version. This can ultimately
result in a routing loop. This bug was mentioned
to the authors of the protocol with a suggested x.
Both the bug and the x were acceptedby the pro-
tocol authors[2€]. Figure 6 givesboth the error and
the x.

The speci cation bug wasfound by running 4 AODV
nodesusing a depth- rst seard of the state space.
CMC cameup with an error trace of length 93. Us-
ing best- rst seard, it waspossibleto nd tracesas
short as27. Performing a breadth- rst seard of the
state spacewould give the shortest trace. Howewer,
breadth- rst seart on AODV ran out of resources
without nding the bug. A carefully hand-crafted
simulation of the bug required at least 20 transi-
tions. Sud a complex error would be very di cult
to catch using corvertional meansof testing.

/* madhoc:rerr.c:irec_rerr */

/I Get pointer to route table for destination IP
tmp_rtentry = getentry(tmp_unr_dst->unr_dst_ip);
if(tmp_rtentry I= NULL&&...) {

/I BUG:uses sequence number from incoming

/I messagein tmp_unr_dst without validation.

/I Should check:

1 if(tmp_rtentry->dst_seq >=

1 tmp_unr_dst->unr_dst_seq)

1 return -1;

tmp_rtentry->dst_seq = tmp_unr_dst->unr_dst_seq;

Figure 6: The speci cation bug: the sequencenum-
ber from an incoming messagés usedwithout vali-
dation, causing\time" to go badkwards when mes-
sagesare reordered. Fortunately, while the error
was nhot obvious (surviving 6 rounds of speci cation
revisions) the x is trivial.

7 Related Work

This paper proposesan initial approac to system-
atically and e cien tly verify a large classof C and
C++ software without having to create abstract
modelsin a di erent language. The following com-
pares our work using CMC to other e orts in tra-
ditional model cheding, software model cheding,
and static analysis.

Traditional Mo del Checking: The basicidea of
using state graph seart to verify network and com-
munication protocolsis quite old, dating badk to at
least 1978[16, 30]. In recert decades,model chedk-
ing hasmadesigni cant progressin tackling the ver-
i cation of complex, concurrert systems. Tools such
as SMV[19], SPIN[18], and Murphi[10] have been
usedto verify hardware and software protocols by
exhaustively searding the state space. By caching
states and employing sound state reduction tech-
niques, thesetools can detect non-trivial bugs.

The drawback of traditional model cheders s that
the systemto be veri ed must be modeledin a par-
ticular description language, requiring a signi cant
amournt of manual e ort that can easily be error
prone. CMC wasspeci cally designedwith the goal
of reducing the amount of work that is required to
go from software developmert to systematic veri -
cation.

Software Mo del Checking: Somerecert formal
veri cation tools have already usedthe idea of exe-
cuting and cheding systemsat the implementation
level. Verisoft [15], for instance, systematically exe-
cutes and veri es actual code and hasbeenusedto



successfullychedk communication protocols written
in C.

However, Verisoft doesnot store statesand canthus
potentially explore a state more than once. This
problem s alleviated to somedegreeby partial order
reduction, a sound state spacereduction technique
implemerted in Verisoft that eliminates the explo-
ration of redundart interleavings of transitions cre-
ated by commutativ e operations. Nevertheless,this
technique requires hints to be provided by the user
and/or somestatic analysisof the code to determine
dependencieshbetweentransitions; indeed, when the
set of possibletransitions in a system have a high
degreeof interdependence,as is the casewith the
handlers in the protocol code we veri ed, partial
order methods becomelesse ectiv e. Finally, inter-
esting systemsalmost always have state spaceswith
cyclesand in such casesVerisoft is limited to ched-
ing only up to a xed depth.

Java PathFinder [3] uses model chedking to ver-
ify concurrert Java programs for deadlock and as-
sertion failures. It relies on a specialized virtual
machine that is tailored to automatically extract
the current state of a Java program. Much like
CMC, Java PathFinder compresseand storesstates
in a table to prevent redundant seartes and re-
lies on various abstraction techniques to curb the
state spaceexplosion problem. The infrastructure
on which JPF relies, however, can not be applied
to software written in C or C++, which are still
the predominant languagesusedin system software
developmert.

SLAM [1] is a tool that corverts C code into ab-
stracted skeletonsthat contain only Booleantypes.
SLAM then model cheds the abstracted program
to seeif an error state is reachable. One dicult y
in using atool like SLAM is giving a speci cation of
the correct behavior of the system. BecauseSLAM
is a static tool, writing a speci cation that \no rout-
ing loops are possible" would be di cult becauseit
dependson the interleaved event behavior of multi-
ple nodes. Furthermore, SLAM doesnot deal with
concurrert environments that cortain multiple pro-
cessesgueues,etc.

Static Analysis: Static analysis has also gained
ground in recert yearsin detecting bugsin software.
Tools such asESC[9], LCLint [14], ESP [8], and the
MC Chedker [11] have been used to ched source
code for errors that can be statically detected with
minimal manual e ort. While static techniquesare
good for nding a specic set of errors, the CMC
approac can nd deepconceptualerrorsin the code
such as emergen routing loopsthat are di cult to

nd statically. In addition, CMC does not su er
from too many false positives since every scenario
chedked is a valid execution path.

8 Conclusion and Future Work

This paper hasdescribed CMC, a model cheder tar-
getting subtle bugsin systemscode, and experimen-
tal results from using CMC to ched three imple-
mentations of the AODV routing protocol. The key
features of CMC are that it cheds implementation
code directly and stores states to avoid redundart
state explorations. Initial experienceswith CMC
are very encouraging: CMC is powerful enoughto
discover non-trivial bugs both in the implemerta-
tion and the speci cation of protocols.

We are currently using CMC to verify larger and

more complex protocols. For wider use, it is essen-
tial to automate the processof converting an imple-

mentation of a systemto its CMC model asmuch as
possible. While the results reported heredid require
considerablemanual e ort, future improvemerts to

CMC should signi cantly reducethis.

We are also exploring the use of heuristics to e -

ciertly seard the state space. Our initial ndings
suggestthat simple heuristics provide hugeimprove-
ments in the state spaceseard. For instance, we
have implemerted a monitor that detects counters
and other \rogue" variables (such as uninitialized
variables and statistics variables). This monitor ab-
stracts away sud variables from the system state,
automatically pruning an otherwise in nite state
space. Another interesting avenue for resear® is
to use simple facts discovered through static anal-
ysis of the code to direct the seard to interesting
parts of the state space.
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