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Abstract

Virtual disksarethe mainform of storagein today's vir-
tual machineervironments. They offer mary attractve
features,including whole systemversioning, isolation,

and mobility, that are absentfrom current le systems.

Unfortunately the low-level interface of virtual disksis
very coarse-grainedprcing all-or-nothingwhole system
rollback,andopaquepffering no practicalmeansof shar
ing. Theseproblemsmposeserioudimitationson virtual
disks' usability, security andeaseof management.

To overcomethesdimitations, we offer Ventanaa vir-
tualizationaware le system Ventanacombineshe le-
basedstorageandsharingbene ts of a conventionaldis-
tributed le systemwith the versioning, mobility, and
accesscontrol featuresthat make virtual disks so com-
pelling.

1

Virtual disks,the main form of storagein todayss virtual
machineervironments,haze mary attractve properties,
including a simple, powerful modelfor versioning,roll-
back, mobility, and isolation. Virtual disks also allow
VMs to becreateckasilyandstoredeconomicallyfreeing
usersto con gure large numbersof VMs. This enablesa
new usagemodelin which VMs are specializedor par
ticulartasks.

Intr oduction

Unfortunatelyvirtual diskshave seriousshortcomings.

Their low-level isolation prevents sharedaccesgo stor
age, which hindersdelegation of VM managementso
usersmust administertheir own growing collectionsof
machines. Rollback and versioningtakes place at the
granularityof awholevirtual disk,whichencouragemis-
managemerandreducessecurity Finally, virtual disks'
lack of structureobstructssearchingpr retrieving datain
their versionhistories[34].

Conversely existing distributed le systemssupport
ne-grained controlled sharing, but not the versioning,
isolation, and encapsulatiorfeaturesthat malke virtual
diskssouseful.

To bridgethegapbetweerthesewo worlds,we present

Ventanaa virtualizationaware le systemVAFS). Ven-
tanaextendsa cornventionaldistributed le systemwith
versioning, accesscontrol, and disconnectedperation
featuresresemblingthose available from virtual disks.
This attainsthe bene ts of virtual disks,without compro-
mising usability, security or easeof management.

Unlike traditional virtual disks whoseallocation and
compositionis relatively static, in Ventanastorageis
ephemerahndhighly composablebeingallocatedon de-
mandasaview of the le system.Thisallows virtual ma-
chinesto be rapidly created,specializedand discarded,
minimizing the storageandmanagementverheacdf set-
ting upanewn machine.

We describethe principlesbehindvirtualizationaware

le systems.We alsopresenbur prototypeimplementa-
tion of Ventanaand explore the practicalbene ts that a
VAFS offersto VM usersandadministrators.

We will begin by examining the propertiesof virtual
disks. Section2 explorestheir limitations, to motivate
our desirefor le system-basedlirtual machinestorage,
thenSection3 detailsvirtual disks' compellingfeatures.
Sectiond shavs how to integratethesefeaturesnto adis-
tributed le systenby presenting/entanaavirtualization
aware le system.Section5 focuseson our prototypeim-
plementatiorof VentanaandSection6 demonstratea us-
agescenario.Sections7 and8 discusgelatedandfuture
work andSection9 concludes.

2 Motivation

Virtual machinesarechangingheway thatusersperceve
a“machine: Traditionally machinesverestaticentities.
Usershad one or a few, and eachmachinewas treated
asgeneral-purposeThe designof virtual machinesand
eventheir name,haslargely beendriven by this percep-
tion.

However, virtual machineusageis changingas users
discover thata VM canbe astemporaryasa le. VMs
can be createdand destrged at will, checkpointedand
versioned passedamongusers,and specializedfor par
ticular tasks. Virtual disks, thatis, les usedto simulate



disks, aid thesemore dynamicusesby offering fully en-
capsulatedtoragejsolation,mobility, andotherbene ts
thatwill bediscussedully in Section3.

Before that, to motivate our work, we will highlight
the signi cant shortcomingsof virtual disks. Most im-
portantly virtual disksoffer no simpleway to shareread
and write accessbetweenmultiple parties, which frus-
tratesdelggating VM managementAt the sametime, the
dynamicusagemodelfor VMs causeshemto proliferate,
whichintroducesew securityandmanagemenisksand
makessuchdelggationsorelyneeded9, 31].

Second,althoughit is easyto createmultiple hierar
chicalversionsof virtual disks,otherimportantactiities
aredif cult. A normal le systemis easyto searchwith
command-lineor graphicaltools, but searchingthrough
multiple versionsof avirtual diskis acumbersomeanan-
ual process.Deletingsensitve datafrom old versionsof
avirtual diskis similarly dif cult.

Finally, a virtual disk hasno externally visible struc-
ture, which forcesentiredisksto roll backat a time, de-
spite the possiblenegative consequencef®]. Whether
they realizeit or not, whole-diskrollback is hardly ever
what peopleactuallywant. For example,systemsecurity
precludesolling backpassverd les, rewall rules,en-
cryptionkeys, andbinariespatchedor security andfunc-
tionality may be impairedby rolling back network con-
guration les. Furthermorethe bestchoiceof version
retentionpolicy variesfrom le to le [23], but virtual
disks can only distinguishversionpolicies on a whole-
disklevel.

Thesdimitationsof virtual disksled usto questionvhy
they arethe standardorm of storagein virtual erviron-
ments. We concludecdthat their mostcompellingfeature
is compatibility All of their otherfeaturescanberealized
in anetwork le system.By adoptingawidely usednet-
work le systenprotocol,we canevenachie/e reasonable
compatibility.

The following sectiondetailsthe virtual disk features
thatwe wish to integrateinto a network le system.The
designissuegaisedin this integrationarethencoveredin
Section4.

3 Virtual Disk Features

Virtual disks are, above all, backward compatible,be-
causehey provide thesameblock-level interfaceasphys-
ical disks. This sectionexaminesother importantfea-
turesthatvirtual disksoffer, suchasversioning,solation,
andencapsulatiorandthe usagemodelsthatthey enable.
This discussiorshapeghe designfor Ventanapresented
in thenext section.
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FIGURE 1: Snapshots of a VM: (a) r st two snapshots;
(b) after resuming again from snapshot 1, then taking
a third snapshot.

3.1 Versioning

Becauseary savedversionof avirtual machinecanbere-
sumedary numberof times,VM historiestake the form
of atree. Considera userwho “checkpoints”or “snap-
shots”a VM, permanentlysaving the currentversionas
versionl. HeusegheVM for awhile longer thencheck-
pointsit again asversion2. Sofar, the versionhistoryis
linear, asshavn in Figure1(a). Later, he again resumes
from versionl, usesit for a while, thensnapshot#t an-
othertime asversion3. Thetreeof VMs now lookslike
Figurel(b). Theusercanresumeary versionary number
of timesandcreatenew snapshotbasedn theseexisting
versionsgxpandingthetree.

Virtual disks efciently supportthis tree-shaped/er
sionmodel. A virtual disk startswith aninitial or “base”
versionthat containsall blocks (all-zero blocks may be
omitted), correspondindo snapshotl. The baseversion
may have ary numberof “child” versions,and so may
thoseversionsrecursvely. Thus, like virtual machines,
the versionsof virtual disksform atree. Eachchild ver
sioncontainsonly a pointerto its parentandthoseblocks
thatdiffer from its parent.This copy-on-write sharingal-
lows eachchild versionto be storedin spaceproportional
to the differencedetweent andits parent. Someimple-
mentationsalsosupportcontent-basedharingthatshares
identicalblocksregardlessof parent/childrelationships.

Virtual disk versionings usefulfor short-ternrecovery
from mistales, suchasinadwertentlydeletingor corrupt-
ing les, orfor long-termcaptureof milestonesn con g-
urationor developmentof a system. Linear history also
effectively supportgheseusagemodels.But hierarchical
versionsoffer additionalbene ts, describedelow.

Specialization Virtual disksenableversionsto be used
for specializationanalogougo the useof inheritancein
object-orientedanguagesStartingfrom a basedisk, one
may fork multiple branchesandinstall a differentsetof
applicationsn eachonefor aspecializedask,thenbranch
thesefor differentprojects,andsoon. Thisis easilysup-
portedby virtual disks, but todays le systemshave no
closeanalogue.



Non-Persistence Virtual disks support“non-persistent
storag€. Thatis, they allow usersto make temporary
changego disksduringa givenrun of a virtual machine,
thenthrow away thosechangeoncetherunis complete.
This usagepatternis handyin mary situations,suchas

software testing, education,electronic“kiosk” applica-

tions, and hongypots. Traditional le systemshave no

concepbf non-persistence.

3.2

Everythingin a virtual machine,including virtual disks,
exists in a protectiondomain decoupledfrom external
constraintsand enforcementmechanisms.This supports
importantchangesn whatuserscando.

Isolation

Orthogonal Privilege With the contentsof the virtual
machinesafelydecoupledrom the outsideworld, access
controlsare put into the handsof the VM owner (often
a single user). Thereis thusno needto couplethemto
a broadernotion of principals. Usersof a VM are pro-
videdwith their own “orthogonalprivilegedomain’ This
allows the userto usewhatever operatingsystemsor ap-
plicationshe wants, at his discretion,becauséhe is not
constrainedvy the normal accesscontrol modelrestrict-
ing who caninstall whatapplications.

Name Spacelsolation VMs cansenein thesamerole

lled by chroot , BSD jail s, applicationsandbogs,
and similar mechanisms.An operatingsysteminside a

VM caneven be easierto setup thanmore specialized,
OS-speci cjails that requirespecialcon guration. It is

alsoeasietto reasoraboutthe securityof sucha VM than
aboutspecializedOS mechanismsA key reasorfor this

is that VMs afford a simple mechanisnfor namespace
isolation,i.e. for preventingan applicationcon ned to a

VM modifying outsidesystemresources.The VM has
no way to namearything outsidethe VM systemwithout

additionalprivilege, e.g. accesdo a sharednetwork. A

secureVMM canisolateits VMs perfectly

3.3 Encapsulation

A virtual disk fully encapsulatestoragestate.Entirevir-
tual disks, and accompaying virtual machinestate,can
easilybe copiedacrossa network or onto portablemedia,
notebookcomputersetc.

Capturing Dependencies Theversioningmodelof vir-
tual disksis coarse-grainedt the level of anentiredisk.
This hasthe bene t of capturingall possibledependen-
cieswith no extra effort from the user Thus, short-term
“undo” usinga virtual disk canreliably back out opera-
tions with complex dependenciesuchasinstallationor

removal of amajorapplicationor device driver, or acom-
plex, automateaton gurationchange.

Full captureof dependenciealsohelpsin saving mile-
stonesin thecon guration of asystem.Thesnapshowill
not be brokenby subsequenthangesn otherpartsof the
systemsuchasthe kernelor libraries,becausehosede-
pendenciesarepartof the snapshof13].

Finally, integratingdependenciesimpli es andspeeds
branching.To startwork on a new versionof a projector
try outa new con guration, all the requiredpiecescome
alongautomatically Thereis no needto agpin setup li-
brariesor con gure amachine.

Mobility A virtual diskcanbecopiedfrom onemedium
to anothemwithoutretainingary tie toits originallocation.
Thus,it canbeusedwhile disconnectedtom thenetwork.
Virtual diskstherebyoffer mobility, the ability to pick up
amachineandgo.

Merging andhandlingof con icts haslong beenanim-
portantproblemfor le systemghatsupportdisconnected
operation[16], but thereis no automaticmeanso meige
virtual disks. Neverthelessyirtual disks are useful for
mobility, indicatingthat meiging is not importantin the
commoncase. (In practice,whenmeming is important,
usergendto userevision controlsystems.)

4 Design

Thissectiondescribed/entanaanarchitecturdor avirtu-

alizationaware le system.Ventanaresembles corven-
tionaldistributed le systenin thatit providescentralized
storagdor acollectionof le treesallowing transparenc
andcollaboratve sharingamongusers.Ventanas distinc-
tion is its versioning,solation,andencapsulatiofeatures
to supportvirtualization,basedn virtual disk supportfor

thesesamefeatures,

Thehigh-level architecturef Ventanacanapplyto var
iouslow-level architecturescentralizedor decentralized,
block-structurear object-structuredetc. We restrictthis
sectionto essentialhigh-level designelements.The fol-
lowing sectiondiscussespeci ¢ choicesnadein our pro-
totype.

We adoptthe corventionthat an operatingsystemin-
sideavirtual machineis aguestOS Ventanas clientsrun
in virtual machines.

Ventanaoffersthefollowing abstractions:

Branches VentanasupportsVM-style versioningwith
branches A private branc is createdfor useprimarily
by a single VM, making the brancheffectively private,
like a virtual disk. A shared branch is intendedfor use
by multiple VMs. In asharedranch changesnadefrom
oneVM arevisible to the others,so thesebranchescan



be usedfor sharing les, like a corventionalnetwork le
system.

Non-pesistentoranches whosecontentglonotsurvive
acrosgebootsarealsoprovided,asarevolatile branches
whosecontentsare never storedon a centralsener, and
aredeleteduponmigration. Thesefeaturesareespecially
usefulfor providing storagefor cachesandcryptographic
material that for efciency or security reasonsrespec-
tively, shouldnot be storedor migrated.

Branchesredetailedin Section4.1.

Views Ventands organizedasa collectionof le trees.
Toinstantiatea VM, aview is constructedby mappingone
or moreof thesetreesinto anew le systemnamespace.
For example, a baseoperatingsystem,add-onapplica-
tions, and userhomedirectoriesmight eachbe mounted
from aseparatele tree.

This providesa basicmodelfor supportingnamespace
isolationandallows for rapidsynthesi®f new virtual ma-
chines,without the spaceor managmenbverheadnor
mally associatedvith settingup a new virtual disk.

Section4.2 describewiews in moredetail.

AccessControl File permissiondgn Ventanamustsat-
isfy two kinds of needsthoseof the guestOSesto parti-
tion functionalityaccordingto the guests'own principals,
andthoseof usersto controlaccesgo con dential infor-
mation.Ventangrovidesorthogonatypesof le ACLsto
satisfytheseneeds.

Ventanaalso offers branch ACLs which supportcom-
monVM usagepatternssuchasoneusergrantingothers
permissionto clone a branchand modify the copy (but
not the original), andversion ACLs which alleviate secu-
rity problemsintroducedby le versioning.

Section4.3describeaccesgontrolin Ventana.

Disconnected Operation Ventanaallows for a very
simplemodelof mobility by supportingdisconnectedp-
eration,througha combinationof aggressie cachingand
versioning. Section4.4 talks aboutdisconnectedpera-
tionin Ventana.

4.1 Branches

Somecorventional le systemsupportversioningof les

anddirectories Detailsaboutwhichversionsareretained,
whenolder versionsare deleted,andhow older versions
are namedvary. However, in all of them, versioningis
“linear,” thatis, atary pointin eachle hasauniquelatest
version.

Whenversionsform atreethatgrows in morethanone
direction,askingfor thelatestversionof a le canbeam-
biguous.The le systemmustprovide away for usersto
expresswherein thetreeto look for a le version.

To appreciatehesepotentialambiguities,consideran
example.zZiggy allows Yves,Xena,andWalt to eachfork
a personalizedrersionof her VM. The versiontree for
a le personalizedy eachpersonwould look something
like Figure2(a). If anaccesgo a le by default refersto
thelatestversionanywherein thetree,theneachpersons
changeavould appeaiin the others'VMs. Thus,thetree
of versionswould actlike a chainof linearversions.

In a differentsituation,supposévince andUmausea
sharedareain the le systemfor collaboration. Most of
thetime, they do wantto seethe latestversionof a le.
Thus, the versionhistory of sucha le shouldbelinear,
with eachupdatefollowing up on the previous one, re-
semblingFigure2(b).

The essentiatifferencebetweerthesetwo casess in-
tention. The versiontree alone cannotdistinguish be-
tweendesiresfor sharedor personalizedrersionsof the
le systemwithoutknowledgeof intention.

Consideranotherle in Ziggy's VM. If only Yveshas
createda personalizedersionof the le, thentheversion
tree looks like Figure 2(c). The shapeof this tree can-
notbedistinguishedrom anearlyversionof Figure2(b).
Thus, Ventanamust provide a way for usersto specify
theirintentions.

4.1.1 Private and Shared Branches

Ventanaintroducesbrandcesto resole the above dif -
culty. A branchis a linear chainin the tree of versions.
Because branchis linear, it is meaningfulto referto the
latestversionof a le in abranch,or theversionata par
ticular pointin time.

A branchbegins as an exact copy of the contentsof
someotherbranchat the currenttime, or ata choserear
lier time. After creation,the new branchandthe branch
that was copiedare independentso that modifying one
hasno effect on the other

Branchesare createdby copying. Thus, multiple
branchesmay containthe sameversionof a le. There-
fore, for a le accesdo be unambiguousboth a branch
anda le mustbe speci ed. Mounting a treein a virtu-
alizationaware le systenrequiresspecifyingthebranch
to mount.

If a singleclient wantsa private copy of the le tree,
a private branch is createdfor its exclusive use. Like a

le systemonavirtual disk, a privatebranchwill only be
modi ed by asingleclientin asingleVM, butin otherre-
spectst resembles corventionalnetwork le system.n
particular accesgo les by entitiesotherthanthe guest
that “owns” the branchis easily possible,enablingcen-
tralized managemensuchas scanningfor maware, le

backupandtrackingVM versionhistories.

If multiple clientsmountthe samebranchof a Ventana

le tree,thenthoseclientsseea sharedview of the les
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FIGURE 2: Trees of le versions when (a) Ziggy allows
Yves, Xena, and Walt to fork personaliz ed versions of
his VM; (b) Vince and Uma collaborativel y edit a le;
and (c) Ziggy's VM has been forked by Yves, as in (a),
but not yet by Xena or Walt.

it contains. As in a corventionalnetwork le system,a
changenadeby oneclientin suchashaedbranc will be
immediatelyvisible to the others.Of course propagtion
of changedetweerclientsis still subjectto the ordinary
issuesf cacheconsisteng in anetwork le system.

The distinction betweensharedand private branches
is simply the numberof clients expectedto write to the
branch. If necessarycentralizedmanagementools can
modify les in a so-called‘private” branch(e.g.to quar
antinemalware)but thisis intendedto beuncommon Ei-
thertype of branchmight have any numberof read-only
clients.

A single le might have versionsin sharedandprivate
branches.For example,a sharedbranchusedfor collab-
oration betweenseveral usersmight be forked off into
a private branchby anotheruserfor someexperimental
changes.Later, the private branchcould be discardedor
consolidatednto the sharedoranch.

4.1.2 Other Typesof Branches

In additionto sharedand privatebranchesthereare sev-
eralotherusefulquali ers to attachto le trees.

Filesin anon-pesistentranch aredeletedvhenaVM

is rebooted.Theseareusefulfor directoriesof temporary
les suchas/tmp .

Filesin a volatile branch are also deletedon reboot.
They arenever storedpermanentlyon the centralsener,
andaredeletedwhena VM is migratedfrom one phys-
ical machineto another They are useful for caches
(e.g./var/lcache = on GNU/Linux) thatneednot be mi-
gratedandfor storingsecuritytokens(e.g.Kerberogtick-
ets)thatshouldnotresideon a centralsener.

Maintainingary versionhistoryfor some les is anin-
herentsecurityrisk [9]. For example,the OpenSSlcryp-
tograply library storesa“randomseed” le inthe le sys-
tem. If thisis storedin a snapshotgvery time a given
snapshots resumedthe samerandomseedwill be used.
In the worstcase we will seethe samesequencef ran-
dom numberson every execution. Evenin the bestcase,
its behaiior may be easierto predict,andif old versions
arekept, thenit may be possibleto guesspastbehaior
(e.g.keys generatedn pastruns).

Ventanaoffers urversioned les asa solution. Unver-
sioned les are never versioned,whetherlinearly or in
a tree. Changesalways evolve monotonicallyforward
with time. Applicationsfor urnversionedles includestor
ing cryptographianaterial, re wall rules,passverd les,
or ary othercon guration statewhererollback would be
problematic.

4.2 \Views

Ventanais organizedasa setof le trees,eachof which
containsrelated les. For example,some le treesmight
containroot le systemsfor booting various operating
systemgLinux, Windows XP, ...) andtheir variants(De-
bian,RedHat, SP1,SP2,...). Anothermight contain le
systemdor runningvariouslocal or specializedapplica-
tions. A third would have ahierarcly for eachusers les.
Creatinganenv VM mainlyrequiresynthesizingview
of the le systemfor the VM. This is accomplishedy
mappingoneor moretrees(or partsof trees)into a new
namespace.For example, the Debianroot le system
might be combinedwith a set of applicationsand user
homedirectories.Thus,0Sesapplicationsanduserscan
easily“mix andmatch”in aVentanaervironment.
Whethereachle treein aview is mountedn ashared
or a privatebranchdependsn the users intentions. The
root le systemand applicationscould be mountedin
private branchego allow the userto updateand modify
his own systemcon guration. Alternately they could be
mountedin sharedbranchegprobablyread-only)to al-
low maintenanceo be doneby athird party In thelatter
case somepartsof the le systemwould still needto be
private,e.g./var underGNU/Linux. Homedirectories
would likely be shared,to allow the userto seea con-



sistentview of his andothers' les regardlessof the VM
viewing them.

4.3 AccessControl

Accesscontrol is differentin virtual disks and network
le systems.The guestOS controlsevery byte on a vir-
tualdisk. It is responsibldor trackingownershipandper
missionsand makingaccesscontrol decisionsin the le
system. The virtual disk itself hasno accessontrol re-
sponsibility A VAFS cannotusethis schemebecauseil-
lowing every guestOSto accessary le, eventhosethat
belongto otherVMs, is obviously unacceptable. There
mustbe enoughcontrolin the systemto preventalkuse.

Accesscontrol in a cornventionalnetwork le system
is the reverseof the situationfor a virtual disk. The le
seneris ultimatelyin chage of accessontrol. As a net-
work le systenclient, aguestOS candery accesdo its
own processedyut it cannotoverridethe sener's refusal
to grantaccess.Commonly NFS senersdery accessas
the superusef‘squashroot”) and CIFS and AFS seners
grantaccesonly via principalsauthenticatedo the net-
work.

This style of accessontrolis also, by itself, inappro-
priatein a VAFS. Ventanashouldnot dery a guestOS

control over its own binaries,libraries,and applications.

If thesewere,for example,storedon an NFS sener con-
gured to “squashroot; the guestOSwould not be able
to createor accessary les asthesuperuserlf they were
storedon a CIFSor AFS sener, the guestOSwould only
beableto store les asusersauthenticatetb the network.
In practicethis would preventthe guestfrom dividing up
ownershipof les basedon their function (systembina-
ries, print sener, web sener, mail sener, ...), asmary
systemglo.

Ventanasolvesthe problemof accessontrol through
multiple typesof ACLs: le ACLs version ACLs and
branch ACLs For ary accesgo be allowed, it mustbe
permittecby all threeapplicableACLs. Eachkind of ACL
senesadifferentprimarypurpose Thethreetypesarede-
scribedindividually below.

4.3.1 File ACLs

File ACLs provide protectionon les anddirectoriesthat
userscorventionallyexpectandOSescorventionallypro-
vide. Ventanasupportstwo typesof le ACLs that pro-
vide orthogonalprivileges. Guestle ACLsareprimarily
for guestOSuse.GuestOSeshave the saméevel of con-
trol overguestle ACLsthatthey do over permissionsn
avirtual disk. In contrastserver le ACLsprovide protec-

Bothtypesof le ACLsapplyto individual les. They
are versionedin the sameway as other le metadata.
Thus,revisinga le ACL createsanew versionof the le
with thenew le ACL. Theold versionof the le contin-
uesto have theold le ACL.

Guestle ACLsaremanagedndenforcedby theguest
OS usingits own rulesand principals. Ventanamerely
providesstorage.TheseACLs areexpressedn the guest
OS'spreferredorm. We have sofarimplementeanly the
9-bit rwxrwxrwx accesgontrollists usedby the Unix-
like guestOSes. Guest le ACLs allow the guestOSto
divideup le privilegesbasednroles.

Sener le ACLs, the othertypeof le ACL, areman-
agedand enforcedby Ventanaand storedin Ventanas
own format. Sener le ACLs allow usersto control ac-
cessto les acrossll le systenmclients.

4.3.2 VersionACLs

A versionACL appliesto a versionof a le. They are
storedas part of a version,not as le metadataso that
changingaversionACL doesnotcreateanew le version.
Every versionof a le hasanindependenversionACL.
Converselywhenmultiple branchegontainthesamever
sionof a le, thatsingleversionACL appliesin eachcase.
VersionACLs arenot versionedthemseles. Like sener
le ACLs,versionACLs areenforcedby Ventanatself.

VersionACLs areVentanas solutionto a classof secu-
rity problemcommonto all versioning le systemsSup-
poseTerry createsa le andwrites con dential datato
it. Soonafterward, Terry realizesthatthe le' s permis-
sionsincorrectlyallow Sally to readit, sohe correctsthe
permissions.n a le systemwithout versioning,the le
would thenbe safefrom Sally, aslong asshehadnot al-
readyreadit. If thepermission®nolder le versionsare
x ed, however, Sally canstill accesghe olderversionof
the le.

A partial solutionto Terry's problemis to grantaccess
to older versionsbasedon the currentversions permis-
sions,asNetwork Appliance lers do[32]. Now, suppose
Terry editsa le to remove con dential information,then
grantsreadpermissiorto Sally. Underthis rule, Sally can
thenview the older, con dential versionsof the le, so
thisruleis also awed.

Anotherideais to add a permissionbit to each le' s
metadatahat determinesvhethera usermay reada le
onceit hasbeensupersededby a newer version, asin
the S4 self-securingstoragesystem[27]. Unfortunately
modifying permissionscreatesa new version (as does
ary changeto le metadatapndonly the new versionis
changed.Thus,this permissiorbit is effective only if the
usersetsit beforewriting con dential data,so it would

tion thatguestOSescannotbypasssimilarto permissions notprotectTerry.

enforcedby a corventionalnetwork le sener.

Only two versionrights exist. The “r" (read)version



right is Ventanas solutionto Terry's problem. At ary
time, Terry canrevoke the readright on old versionsof
les he hascreated,preventing accesdo those le ver
sions.The“c” (changeYight is requiredto changea ver-
sion ACL. It is implicitly held by the creatorof a ver-
sion. (Any given le versionis immutable,sothereis no
“write” right.)

4.3.3 Branch ACLs

A branchACL appliesto all of the les in a particular
branchand controlsaccesgo currentandolder versions

buffer changeso les anddirectoriesandwrite themback
uponreconnectionSomedetailsof thesefeaturesof Ven-
tanaareincludedin the descriptionof our prototype(see
Sectionb).

Handling conicts, that is, different changesto the
same les, is athorry issuein a designfor disconnected
operation. Fortunately earlier studiesof disconnection
have shavn con icts to berarein practice[16]. In Ven-
tanacon icts maybe evenrarer becausehey cannotoc-
curin privatebranchesTherefore Ventanaloesnottry to
intelligently handlecon icts. Insteadchangedy discon-
nectedclientsarecommittedat the time of reconnection,

of les. Like versionACLs, branchACLs are accessed regardlesof whetherthose les have beenchangedn the

with specialtoolsandenforcedby Ventana.

The"n” (newest)branchright permitsreadaccesso the
latestversionof les in abranch.It alsocontrolsforking
thelatestversionof the branch.

In additionto “n”, the“w” (write) right is requiredto
modify ary les within abranch.A userwhohas“n” but
not“w” mayfork the branch.Then,asownerof the nen
branch,he may changeits ACL and modify the les in
the new branch. This doesnot introducea securityhole
becausethe usermay only modify the les in the new
branch,not thosein the old branch. The users access
to les in the new branchare, of course,still subjectto
Ventanale ACLsandversionACLs.

The*“o” (old) rightis requiredto acces®ld versionsof
les within a branch. This right offers an alternatesolu-
tion to Terry's problemof insecureaccesgo old versions.
If Terrycontrolsthebranchin whichtheold versionswere
createdthenhe canuseits branchACL to preventother
userdrom accessingld versionof ary le inthebranch.
This is thusa simplerbut lessfocusedapproactthanad-
justingthe appropriateversionACL.

The“c” (change)ight is requiredto changea branch
ACL. It isimplicitly heldby theownerof abranch.

4.4 DisconnectedOperation

Virtual diskscanbeusedwhile disconnecteétom thenet-
work, aslong asthe entiredisk hasbeencopiedontothe
disconnectednachine. Thus, for a virtualization aware
le systemto beaswidely usefulasavirtual disk, it must
alsogracefullytoleratenetwork disconnection.
Researclin network le systemdasidenti ed a num-
berof featuregequiredfor successfutlisconnectedper
ation[16, 15, 12]. Many of thesefeaturesapplyto Ven-
tanain the sameway as corventionalnetwork le sys-
tems. Ventana,for example,cancache le systemdata
andmetadatandisk, whichallowsit to storeenouglhdata
andmetadatdo lastthe periodof disconnectionOur pro-
totypecachesentire les, notindividual blocks,to avoid
the needto allow readingonly part of a le during dis-
connectionwhich is surprisingat best. Ventanacanalso

meantimeby otherclients.If manuameigingis neededn

sharedbranchesit is still possiblebasedon old versions
of the les. To make it easyto identify le versionsjust
before reconnectionVentanacreatesa new branchjust
beforeit commitsthedisconnectedhanges.

5 Prototype

To shaw that our ideascanbe realizedin a practicaland
efcient way, we developeda simple prototypeof Ven-
tana. This sectiondescribeghe prototypes designand
use.

The Ventangrototypeis written in C. We developedit
underDebianGNU/Linux “unstable”’onx86 PCsrunning
Linux 2.6x, using VMware Workstation5.0 as VMM.
The senersin the prototyperun asLinux userprocesses
andcommunicatever TCPusingthe GNU C library im-
plementatiorof ONC RPC[26].

Figure 3 outlines Ventanas structure, which is de-
scribedin moredetailbelow.

5.1 Sewer Architecture

A corventional le systemoperateson whatUnix callsa
block device, thatis, an array of numberedblocks. Our
prototypeis insteadayeredon top of anobjectstore [10,
7]. An objectstorecontainsobjects sparsearraysof bytes
numberedfrom zeroto in nity , similar to les. In the
Ventangorototype objectsareimmutable.

Theobjectstoreconsistof oneor moreobjectserves,
eachof which storessomeof the le system$objectsand
providesa network interfacefor storingnew objectsand
retrieving the contentsof old ones.Objectsareidenti ed
by randomlyselectedl28-bitintegerscalledobjectnum-
bers. Objectnumbersare generatedandomlyto allow
themto be chosenwithout coordinationbetweenhosts.
Collisionsareunlikely aslong assigni cantly fewerthan
2% have beengeneratedaccordingo the “birthday para-
dox” [25].
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FIGURE 3: Structure of Ventana. Each machine whose
VMs use Ventana runs a host manager. The host man-
ager talks to the VMs over NFSv3 and to Ventana's
centraliz ed metadata and object servers over a cus-
tom protocol.

Eachversionof a le' s dataor metadatas storedas
anobject. Whena le' s dataor metadatas changedthe
new versionis storedasa new objectundera new object
number The old objectis not changedandit may still
be accessedinderits original objectnumber However,
this doesnot meanthat every intermediatechangetakes
up spacein the object store, becauseclient hosts (that
is, machineghatrun Ventaneclientsin VMs) consolidate
changedeforethey commitanew object.

As in anordinary le systemeachle isidenti ed by
aninodenumber which is again a 128-bit, randomlyse-
lectedinteger Each le may have mary versionsacross
mary branches.Whena client hostneedsto know what
object storesthe latestversionof a le in a particular
branch, it consultsthe version databaseby contacting
the metadataserver The metadatassener maintainsthe
versiondatabasehat tracksthe versionsof each le, the
branch databasehattracksthe le systemsbranchstruc-
ture,the databaseéhatassociatebranchnamesandnum-
bers,andthe databas¢hatstoresVM con gurations.

5.2 Client Architecture

The hostmanajer is the client-sidepart of the Ventana
prototype. One copy of the host managerunson each
platform and servicesary numberof local client VMs.

Our prototypedoesnot encapsulatéhe hostmanageiit-
selfin aVM.

For compatibility with existing clients, the hostman-
agerincludesa NFSv3[2] senerfor clientsto usefor le
accessNFSva3is botheasyto implementandwidely sup-
ported,evenon Windows (with Microsoft's free Services
for Unix).

The host managemaintainsin-memory and on-disk
cacheof le systemdataandmetadataObjectsmay be
cachednde nitely becausdhey areimmutable. Objects
arecachedn their entiretyto simplify implementingthe
prototypeandto enabledisconnectedperation(seeSec-
tion 5.2.3). Recordsin the versionandbranchdatabases
are also immutable, except for the ACLs they include,
which changerarely. In a sharedbranch,recordsadded
to theversiondatabas¢éo announcenew le versionare
acacheconsisteng issue sothehostmanagecheckshe
versiondatabaséor new versionson eachaccesgexcept
whendisconnected).In a private branch,normally only
oneclient modi es the branchat a time, so that client's
hostmanagecancachedatain the branchfor alongtime
(or until the client VM is migratedto anotherhost), al-
thoughotherhostsshouldcheckfor updatesnoreoften.

Thehostmanagenlsobuffers le writes. Whenaclient

writesa le, thehostmanagemritesthemodi ed le to
the local disk. Furtherchangedgo the le arealsowrit-
tento the samele. If the client requestghat writes be
committedto stablestorage,e.g. to allow the guestto
ush its buffer cacheor to honoranfsync call, thenthe
hostmanagecommitsthemodi ed les to thelocal disk.
Commitmentdoesnot performa roundtrip on a physical
network.

5.2.1 Branch Snapshots

After someamounbf time,thehostmanagetakesasnap-
shotof outstandingchangeswithin a branch. Userscan
alsoexplicitly create(andoptionally name)branchsnap-
shots.A snapshoof abranchis createdsimply by forking
of the branch,which hasthe desiredeffect becausdork-
ing a branchcopiesits content. In fact, copying occurs
on a copy-on-write basis,sothatthe rst write to any of
the les in the snapshotreatesandmodi es a new copy
of the le. Creatinga branchalsoinsertsa recordin the
branchdatabase.

After it takesa snapshotthe hostmanageuploadsthe
objectsit containsinto the objectstore. Then, it sends
recordsfor the new le versionsto a metadatasener,
which commitsthemto the versiondatabaseén a single
atomictransaction.The changesrenow visible to other
clients.

The hostmanagerassumeghat private branchdatais
relatively uninterestingo clientsonotherhosts soit takes
shapshotsn private branchesrelatively rarely (every 5



minutes).On the otherhand,otherusersmay be actively
using les in sharedbranchesso the hostmanagetakes
snapshotsften (every 3 seconds).
Becausébranchsnapshotareactuallybrancheghem-
seles,olderversionsof les canbeviewedusingregular
le commandsy rst addingthe snapshobranchto the
view in use.Branchesreatedassnapshotsareby default
read-onlyto reducehechanceof laterconfusionf a le' s
“older version”actuallyturnsout to have beenmodi ed.

5.2.2 Viewsand VMs

Multiple branchesanbe composednto aview. Ventana
describes view with a simpletext formatthatresembles

aUnix fstab ,e.g.:

debian:/ / shared,ro
home-dirs:/ /home shared
bob-version:/ /proj private

Eachline describessmappingbetweerabranchorasub-
setof a branch,anda directorywithin the view. We say
thateachbranchis attadhedto its directoryin the view.!

A VM comprisesaview, pluscon gurationparameters
for networking, systemboot,andsoon. A VM couldbe
describeddy theview above followed by theseadditional
options:

-pxe-kernel debian:/boot/vmlinuz

-ram 64

Ventangprovidesa utility to starta VM basedon such
a speci cation. Given the abore VM speci cation, it
would setup a network booternvironment(usingthe PXE
protocol)to bootthe kernelin /boot/vmlinuz in the
debian branch,then launchVMware Workstationfor
theuserto allow theuserto interactwith the VM.

VM Snapshots Ventanasupportsnapshotsf VMs just
asit doessnapshotsf brancheg. A snapshobfaVM isa
shapshobf eachbranchin theVM' s view combinedwith
asnapshoof the VM' sruntimestate(RAM, device state,
...). Tocreateasnapshotyentananapshotthebranches
includedin the VM, copiesthe runtimestate le written
by Workstationinto Ventanasanunnamedle, andsaves
adescriptionof theview andapointerto thesuspendle.
Later, anotherVentanautility may be usedto resume
from the snapshotWhena VM snapshois resumedpri-
vate brancheshave the contentsthat they did whenthe
shapshotvastaken, and sharedoranchesare up-to-date.

1We use “attach” insteadof “mount” becausemountsare imple-
mentedinsidean OS, whereaghe guestOS thatusesVentanadoesnot
implementandis not awareof theview's composition.

2yMware Workstationhasits own snapshotapability Ventanas
snapshomechanismdemonstrate¥’M snapshotsnight be integrated
into aVAFS.

Ventanaalso allows resumingwith a “frozen” copy of
sharedorancheasof thetime of the snapshotSnapshots
canbe resumedany numberof times, so resumingforks
eachprivatebranchin the VM for repeatability

5.2.3 DisconnectedOperation

The host managersupportsdisconnecteaperation that
is, le accesss allowed evenwithout connectity to the
metadataandobjectsener. Of courseaccesss degraded
duringdisconnectiononly cachedles mayberead,and
changesn sharedbranchesy clientson the otherhosts
are not visible. Write accessis unimpeded. Discon-
nectedoperationis implementedn the hostmanagernot
in clients,soall clientssupportdisconnectedperation.

We designedthe prototypewith disconnectedpera-
tion in mind. Cachingeliminatesthe needto consultthe
metadataand objectsenersfor mostoperationsandon-
disk cachingallows for alarge enoughcacheto be useful
for extendeddisconnectionWhole-objectcachingavoids
surprisingsemanticshatwould allow only partof a le to
be read. Write buffering allows writing back changego
be delayeduntil reconnection.

We have not implementedusercon gurable “hoard-
ing” policiesin the prototype.Implementingthemasde-
scribedby Kistler etal. [16] wouldbealogical extension.

6 UsageScenario

This sectionpresentsa scenariofor use of Ventanaand
shavs how, in this setting,Ventanaoffersa bettersolution
thanbothvirtual disksandnetwork le systems.

6.1 Scenario

We setour sceneat Widgamatic,a manufctureranddis-
tributor of widgets.

6.1.1 Alice the Administrator

Alice is Widgamatics systemadministratorin chage of
virtual machines. Software usedat Widgamatic hasdi-
verse requirements and Widgamatics emplo/ees have
widely varying preferences. Alice wantsto accommo-
dateeveryoneas much as shecan, so she supportsvar
ious operatingsystems: Debian, Ubuntu, Red Hat, and
SUSEdistributionsof GNU/Linux, plusWindows XP and
Windows Sener 2003. For eachof these Alice createsa
sharedbranchand installs the baseOS and somecom-
monly usedapplications. She setsthe branchACLs to
allow ary userto read,but notwrite, thesebranches.
Alice createscommon a secondsharedbranch, to
hold les thatshouldbe uniform comparny-wide, suchas



ubuntu:/
home-dirs:/
none
12ff2fd27656c7c7e07c5eale2da367f:/var
cad-soft:/
common:/etc/resolv.conf
common:/etc/passwd
8368e293a23163f6d2b2c27aad2b6640:/etc/hostname
b6236341bd1014777cla54a8d2d03f7c:/etc/ssh/host_key

FIGURE 4: Partial speci cation

carl-debian:/
home-dirs:/
none
common:/etc/resolv.conf
common:/etc/passwd
b6236341bd1014777cla54a8d2d03f7c:/etc/ssh/host_key

FIGURE 5: Partial specication of

/etc/hosts and/etc/resolv.conf . Again, she
setsbranchACLsto grantotherusersread-onlyaccess.

Alice alsocreatesa sharedbranchfor userhomedirec-
tories,calledhome-dirs , andaddsadirectoryfor each
Widgamaticuserin theroot of this branch.Alice setsthe
branchACL to allow ary userto reador write thebranch,
andsener le ACLs so that, by default, eachusercan
reador write only his (or her) homedirectory Userscan
of coursemodify sener le ACLsin their homedirecto-
riesasneeded.

6.1.2 Bob'sBasicVM

Bob is a Widgamaticuserwith basicneeds.Bob usesa
utility written by Alice to createa Linux-basedvM pri-
marily from sharedbranches Figure4 shaws partof the
speci cationwritten by this utility.

Therootof Bob's VM is attachedo the Ubuntushared
branchcreateddy Alice. Thisbranchs ACL preventsBob
modifying les in thebranch(it is attachedead-onlybe-
sides).TheLinux le systemis well suitedfor this situa-
tion, becausés top-level hierarchiesegregate les based
onwhetherthey canbe attachedead-onlyduringnormal
systemoperation.The/usr treeis anexampleof ahier
archy thatnormallyneednotbemodi able.

The /home and/tmp treesare the mostprominent
examplesof hierarchieshat mustbe writable, so Bob's
VM attacheswritablesharedranchandanon-persistent
branch,respectiely, at thesepoints. Keyword none in
placeof abranchnamein /tmp ‘sentrycausesninitially
emptybranchto beattached.

The lename/var hierarcty mustbewritableandpersis-
tent,andit cannotbe sharedetweermachinesThus,Al-

/ shared,ro
/home shared

/tmp non-persistent
Ivar private
/opt/cad-soft shared,ro
/etc/resolv.conf shared,ro
/etc/passwd shared,ro
/etc/hostname private

letc/ssh/host_key unversioned

of the view for Bob's basic VM.

/ private

/home shared

/tmp non-persistent
letc/resolv.conf shared,ro
/etc/passwd shared,ro

/etc/ssh/host_key unversioned

the view for Carl's custom VM.

ice'sutility handlegvar by creatingafork of theUbuntu
branchthenattachingheforkedbranchs/var privately
in the VM. The utility doesnot give the forked brancha
name,so the VM speci cation gives the 128-bit branch
identi er as32 hexadecimaHigits.

Bob needsto usethe compary's CAD softwareto de-
signwidgets,sothe CAD softwaredistributionis attached
into hisVM.

Most of the VM' s con guration les in /etc receve
their contentsfrom the Ubuntu branch attachedat the
VM's root. Some,suchas/etc/resolv.conf and
letc/passwd  shawn here, are attachedfrom Alice's
“common les” branch. This allows Alice to updatea
le in justthatbranchandhave the changesutomatically
re ectedin every VM. A few, suchas/etc/hostname
shavn here,are attachedrom private branchego allow
their contentgo be customizedor the particularVM. Fi-
nally, datathatshouldnot be versionedat all, suchasthe
privatehostkey usedto identify anSSHsener, is attached
from anurversionedbranch.Thelattertwo branchesre,
likethe/var branchunnamed.

Bob's VM, and VMs createdin similar ways, would
automaticallyreceve thebene tsof changesandupdates
madeby Alice assoonasshemadethem. They wouldalso
seechangesnadeby otheruserdo theirhomedirectories
assoonasthey occur

6.1.3 Carl'sCustomVM

Carlwantsmorecontrolover his VM. He prefersDebian,
whichis availableasa branchmaintainedy Alice, sohe
canbasehisVM uponAlice's. Carlforksaprivatebranch
from Alice's Debianbranchand namesthe nev branch



carl-debian

Carl integrateshis branchinto a VM of his own, us-
ing a speci cationthatin partlooks like Figure5. Carl
couldwrite this speci cationby hand,or hemightchoose
to startfrom one, like Bob's, generatedy Alice's util-
ity. Using a private branchasroot directory meansthat
Carl neednot attachprivate brancheon top of /var  or
/etc/hostname , making Carl's speci cation shorter
thanBob's.

Even though Carl's baseoperatingsystemis private,
Carl'sVM still attachesnary of thesamesharedranches
thatBob's VM does. Sharedhomedirectoriesand com-
moncon guration les easeCarl's administratve burden
just asthey do Bob's. He could chooseto keepprivate
copiesof theseles, butto little obviousbene t.

Carl bearsmore of the burdenof his own systemad-
ministration,becauselice's changedo sharedoranches
do notautomaticallypropagteto his privatebranch.Carl
could use Ventanato obsere how the parentdebian
branchhaschangedsincethe fork, or Alice could mon-
itor forked branchego ensurethatimportantpatchesare
appliedin atimely fashion.

6.1.4 Alice in Action

OnemorningAlice readsa bulletin announcinga critical

securityvulnerability in Mozilla Firefox. Alice mustdo

herbestto make surethatthe vulnerableversionis prop-

erly patchedin every VM. In aVM ervironmentbased
on virtual disks, this would be a dauntingtask. Ventana,
however, reduceghe magnitudeof the problemconsider

ably.

First, Alice patchesthe brancheghat she maintains.
Thisimmediately x esVMs thatusehersharedranches,
suchasBob's VM.

SecondAlice cantake stepgo x others'VMs aswell.
Ventangputsa spectrunmof optionsat herdisposal.Alice
could do nothingandassumethat Bob and Carl will act
responsibly Shecould scanVMs for theinsecurebinary
and email their owners(shecan even checkup on them
later). Shecould patchthe insecurebinariesherself. Fi-
nally, shehasmary optionsfor derying accesgo copies
of theinsecurebinary: useasener le ACL to dery read-
ing or executingit, usea VentanaversionACL to prevent
readingit evenastheolderversionof a le, useabranch
ACL todery ary accesso thebranchthatcontainst (per
hapsappropriatefor long-unusedoranches)and so on.
Alice cantake thesestepsfor ary le storedin Ventana,
whethercontainedin a VM thatis powveredon or off or
suspendedyr evenif it is notin any VM or view atall.

Third, oncetheimmediateproblemis solved,Alice can
work to preventits future recurrence.Shecancon gure
a malwarescanneto examineeachnew versionof a le
addedto Ventanaasto whetherit is the vulnerablepro-

gramand, if so, alert Alice or its owner (or take some
otheraction). Thus,Alice hasreasonablassurancthatif
this particularproblemrecurs,it canbe quickly detected
and x ed.

6.2 Bene ts for Widgamatic

We now considethow Alice, Bob, Carl,andeveryoneelse
at Widgamaticbene t from usingVentanansteadof vir-

tual disks. We usevirtual disksasour mainbasisof com-
parisonbecausé/entanas adwantagesover corventional
distributed le systemsaremorestraightforvard: they are
the versioning,isolation,and encapsulatiorieaturesthat
we intentionallyaddedo it andhave alreadydescribedn

detail.

6.2.1 Central Storage

It's easyfor Bob or Carlto createvirtual machinesWhen
virtual disksareused|t' salsoeasyfor Bobor Carlto copy
themto a physicalmachineor aremovablemedium,then
lose or forget aboutthe machineor the medium. If the
virtual machineis rediscoweredlater, it may be missing
x esfor importantsecurity problemsthat have arisenin
themeantime.

Ventanas centralstorageamakesit moredif cult tolose
or entirelyforgetaboutVMs, headingoff the problembe-
fore it occurs. OtherdedicatedVM storagesystemsalso
yield thisbene t [30, 31].

6.2.2 Looking Inside Storage

Alice's administratiortaskscanbene t from “looking in-
side” storage. Considerbackup. Bob and Carl wantthe
ability to restoreold versionsof les, but Alice caneasily
backup virtual disksonly asa collectionof disk blocks.
Disk blocksare opaguemakingit hardfor Bob or Carl
evento determinevhich versionof avirtual disk contains
the le to restore.Doing partial backupsof virtual disks,
e.g.to excludeblocksfrom deletedemporaryles or pag-
ing les, is alsodif cult.

File-baseackup partialbackup,andrelatedfeatures
canbeimplementedor virtual disks,but only by mount-
ing the virtual disk or writing code to do the equiva-
lent. In ary case softwaremusthave anintimateknowl-
edgeof le systemstructuresand must be maintained
asthosestructureschangeamongoperatingsystemsand
over time. Mounting anuntrusteddisk canitself be a se-
curity hole[24].

Ontheotherhand,Ventanas organizationinto les and
directorieggivesit a higherlevel of structurethatmalesit
easyto look insidea Ventanale system.Thus, le-based
backupandrestorerequiresno specialeffort in Ventana.



(Of coursejn Ventanadt is naturalto useversioningto ac-
cessle “backups’andensureaccesdy backingup Ven-
tanaseners' storage.)

6.2.3 Sharing

Sharingis an importantfeatureof storagesystems.Bob
and Carl might wish to collaborateon a project, or Carl
might ask Alice to install somesoftware in his VM for
him. Virtual disksmake sharingdif cult. Considerhow
Alice could accessCarl's les if they were storedon a
virtual disk. If Carl's VM werepoweredon or suspended,
modifying his le systemwould risk the guestOS's in-
tegrity, becausehe interactionwith the guests dataand
metadatacacheswould be unpredictable. Even read-
ing Carl's le systemwould be unreliablewhile it was
changingge.g.considerthe raceconditionif a block from
a deleteddirectory was reusedto storean ordinary le
block.

On the other hand, Ventanagives Alice full readand
write accesgo virtual machinesgven thosethat are on-
line or suspended Alice canexamineor modify Carl's
les, whetherthe VM or VMs thatusethemarerunning,
suspendedor powveredoff, and Bob and Carl canwork
togetheron their projectwithout introducingary special
new risks.

6.2.4 Security

If Widgamatics VMs werestoredin virtual disks, Alice
would have a hardtime scanninghemfor malware. She
couldrequesthatusersunamaklwarescannemsideeach
of their VMs, but it would be dif cult for herto enforce
this rule or ensurethat the scannewas kept up-to-date.
Evenif Bob andCarl carefullyfollowed herinstructions,
VMs poweredon afterbeingoff for alongtime would be
susceptibldo vulnerabilitiesdiscoreredin the meantime
until they wereupdated.

Ventanaallows Alice to deplgy a scannetthat canex-
amineeachnew versionof a le in selectecbranchesor
in all branchesCorversely whennew vulnerabilitiesare
found, it canscanold versionsof les aswell ascurrent
versions(astime is available). If malware is detected
in Bob's branch,the scannercould alert Bob (or Alice),
deletethe le, changehe le' s permissionpr removethe
virusfromthe le. (Evenin aprivatebranch,les maybe
externally modi ed, althoughit takeslongerfor changes
to propagtein eachdirection.)

Ventanaprovides anotherimportantbene t for scan-
ners:thescanneoperatesn aprotectiondomainseparate
from ary guestoperatingsystem Whenvirtual disksstore
VMs, scannersiormallyrun aspartof theguestoperating
systembecauseaswe've seen evenread-onlyaccesdo
active virtual disks haspitfalls. But this allows a “root

kit” to sulvert the guestoperatingsystemand the mal-
warescannein asinglestep.If Alice runsherscannein
adifferentVM, it mustbecompromisedeparatelyAlice
couldeven con gure the scanneto runin non-persistent
mode,sorebootingit would temporarilyrelieve ary com-
promise,althoughof coursenot the underlyingvulnera-
bility.

A host-basethtrusiondetectiorsystencouldusea“lie
detector’testthat compareshe le systemseenby pro-
gramsrunninginside the VM againstthe le systemin
Ventanao detectrootkits, asin LiveWre [8].

6.2.5 Accesgo Multiple Versions

SupposeBob wantsto look at the history of a document
he's beenworking on for sometime. He wantsto retrieve
andcompareall its earlierversions. Oneoption for Bob
is to readthe old versionsdirectly from older versionsof
the virtual disk, but this requiresaccurateinterpretation
of the le systemwhichis dif cult to maintainovertime.
A morelikely alternatve for Bob is to resumeor power
on eacholder versionof the VM, thenusethe guestOS
to copy the le in thatold VM somevhere corvenient.
Unfortunatelythis cantake alot of time, especiallyif the
VM hasto boot,andevery olderversiontakesextra effort.

With Ventana,Bob can attachall the older versions
of his branchdirectly to his view. After that, the differ-
entversionscanbe accessewith normal le commands:
diff  to view differencesbetweenversions,grep to
searchthe history, andsoon. Bob canalsorecover older
versionssimply by copying them into the his working
branch.

7 FutureWork

Ventanademonstratethe principlesbehinda VAFS, but
mary importantissuesremainto be explored, such as
scalabilityandperformanceWe have measure®/entanas
performancedo be competitve with otheruserlevel NFS
senersin mostcaseswith simple branching. However,
deepchainsof brancheseemto introducethe needfor
compromisebetweenstorageef ciency and le lookup
performance.

Storageeusds anothemreafor furtherwork. TheVen-
tanaprototypedoesnot have ary mechanisnfor deleting
data. We have not yet found a way to ef ciently support
both creationof branchesand the determinationthat an
objectis nolongerin usein ary branch.

8 RelatedWork

Parallax[31] demonstratethatvirtual diskscanbestored
centrallywith very high scalability Parallaxallows vir-



tual disksto be ef ciently usedandmodi ed in a copy-
on-write fashionby mary users.Unlike Ventanajt does
notallow cooperatie sharingamongusersnordoesit en-
hancethe transpareng or improve the granularityof vir-
tual disks.

VMware ESX Sener includesthe VMFS le system,
which is designedfor storinglarge les suchas virtual
disks[30]. VMFS allows for snapshotandcopy-on-write
sharing but nottheotherfeatureof avirtualizationaware
le system.

Live migration of virtual machines[4] requiresthe
VM' s storageto be availableon the network. Ventanaas
adistributed le systenparticularlysuitedto VM storage,
providesareasonablapproach.

Whitaker et al. [33, 34] usedwhole-systenversioning
to mechanicallydiscover theorigin of aproblemby doing
binary searchthroughthe history of a system.They note
the“semanticgap” in trying to relatechangedo a virtual
disk with higherlevel actions. We believe thata VAFS,
in whichchangedo les anddirectoriesmaybeobsened
directly, couldhelpto reducethis semantiayap.

TheVentangprototypeof coursehasmuchin common
with other le systems.Objectstoresareanincreasingly
commonway to structure le systemg10, 7, 28]. Ob-
jectsin Ventanaareimmutable,which is unusualamong
objectstores althoughin this respectVentanaresembles
theCedarle systemand,morerecently EMC's Centera
system[11, 6]. PVFS2,anetwork le systemfor high-
bandwidthparallel le 1/O, is anotherle systenthatuses
Berkeley DB databaset store le systemmetadatd21].

Many versioningle systemsexist, in researclsystems
suchas Cedar Elephant,and S4, andin productionsys-
temssuchas WAFL (usedby Network Appliance lers)
andVMS [11, 23, 27, 14, 18]. A versioning le system
on top of a virtual disk allows old versionsto be easily
accessednside the VM, but doesnot addresghe other
downsidesof virtual disks. None of thesesystemssup-
ports the tree-structuredsersionsnecessaryto properly
handlethe naturalevolution of virtual machinesThever
sion retentionpolicies introducedin Elephantmight be
usefullyappliedto Ventana.

Online le archives,suchasVenti,alsosupportaccess-
ing old versionsof les, but again only linear versioning
is supported22].

Ventanastree-structuredersionmodelis relatedto the
modelusedin revision control systemssuchasCVS [3].
A version createdby memging versionsfrom different
branchefhasmorethanoneparentsoversionsn revision
controlsystemsreactuallystructuredasdirectedagyclic
graphs.Revision control systemswvould generallynot be
good“backend” storagdor Ventanaor anotheVAFS be-
causehey typically storeonly a single“latest” versionof
a le for ef cient retrieval. Retrieving otherversions,in-
cluding the latestversionof les in branchestherthan

the “main branch, requiresapplicationof patcheq29].
Files marked “binary,” however, ofteninclude eachrevi-
sionin full, withoutusingpatchessouseof “binary” les
mightbeanacceptabl&hoice.

Vesta[13] is asoftwarecon gurationmanagemergys-
temwhoseprimary le accessnterfaceis over NFS, like
VentanaDependengtrackingin Vestaallowsfor precise,
high-performancesepeatablduilds. Similar trackingby
a VAFS might enablebetterunderstandingf which les
andversionsshouldberetainedover thelongterm.

We proposedxtendingadistributed le systemwhich
alreadysupportsne-grainedsharing by addingversion-
ing that supportsvirtual machines. An alternatve is to
allow virtual disks,which alreadysupportVM-style ver
sioning, to supportsharingby addinga locking layer, as
canbe donefor physicaldisks[19, 1]. This approache-
quirescommittingto a particularon-disk format, which
makeschangesindextensionsnoredif cult. It alsoeither
requireseachclient to understandhe disk format, which
is a compatibility issue,or useof a network proxy that
doesunderstandheformat. In thelattercasethe proxy is
equialentto Ventanas hostmanagerandstorageunder
lying it is really animplementatiordetail.

A “union” or “overlay” le system[20, 17] canstacka
writable le systemabovelayersof read-onlyle systems.
If thetop layeris the currentbranchandlower layersare
the brancheghatit wasforked from, somethindike tree
versioningcan be obtained. The effect is imperfectbe-
causechangego lower layerscan“show through”to the
top. Symboliclink farmscanalsostacklayersof directo-
ries, often for multi-architecturesoftware builds [5], but
link farmsarenottransparento the useror software.

9 Conclusion

Ventanais a virtualization aware distributed le system
that providesthe powerful versioning,security and mo-
bility propertiesof virtual disks, while overcomingtheir
coarse-grainedersioningandtheir opacitythatfrustrates
cooperatre sharing. This allows Ventanato supportthe
rich usagemodelsfacilitatedby virtual machineswhile
avoiding the security pitfalls, managemendif culties,
andusability problemshatvirtual diskssuffer from.

We believe that virtualizationaware le systemshave
animportantrole to play in the evolution of virtual ma-
chinesfrom their physicalmachinenspiredroots,toward
being a more lightweight, e xible, and general-purpose
mechanisnfor organizingsystems.
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