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Abstract

Virtual disksarethemain form of storagein today's vir-
tual machineenvironments. They offer many attractive
features,including whole systemversioning, isolation,
and mobility, that are absentfrom current �le systems.
Unfortunately, the low-level interfaceof virtual disks is
very coarse-grained,forcing all-or-nothingwholesystem
rollback,andopaque,offeringnopracticalmeansof shar-
ing. Theseproblemsimposeseriouslimitationsonvirtual
disks' usability, security, andeaseof management.

To overcometheselimitations,we offer Ventana,a vir-
tualizationaware �le system. Ventanacombinesthe �le-
basedstorageandsharingbene�ts of a conventionaldis-
tributed �le systemwith the versioning, mobility, and
accesscontrol featuresthat make virtual disks so com-
pelling.

1 Intr oduction

Virtual disks,themain form of storagein today's virtual
machineenvironments,have many attractive properties,
including a simple,powerful model for versioning,roll-
back, mobility, and isolation. Virtual disks also allow
VMs to becreatedeasilyandstoredeconomically, freeing
usersto con�gure largenumbersof VMs. This enablesa
new usagemodel in which VMs arespecializedfor par-
ticular tasks.

Unfortunately, virtual diskshaveseriousshortcomings.
Their low-level isolationpreventssharedaccessto stor-
age, which hindersdelegation of VM management,so
usersmust administertheir own growing collectionsof
machines. Rollback and versioningtakes place at the
granularityof awholevirtual disk,whichencouragesmis-
managementandreducessecurity. Finally, virtual disks'
lack of structureobstructssearchingor retrieving datain
their versionhistories[34].

Conversely, existing distributed �le systemssupport
�ne-grained controlled sharing,but not the versioning,
isolation, and encapsulationfeaturesthat make virtual
diskssouseful.

To bridgethegapbetweenthesetwo worlds,wepresent

Ventana,a virtualizationaware �le system(VAFS). Ven-
tanaextendsa conventionaldistributed �le systemwith
versioning, accesscontrol, and disconnectedoperation
featuresresemblingthoseavailable from virtual disks.
This attainsthebene�tsof virtual disks,without compro-
misingusability, security, or easeof management.

Unlike traditional virtual disks whoseallocation and
composition is relatively static, in Ventanastorageis
ephemeralandhighly composable,beingallocatedonde-
mandasaview of the�le system.Thisallowsvirtual ma-
chinesto be rapidly created,specialized,anddiscarded,
minimizing thestorageandmanagementoverheadof set-
ting upanew machine.

We describetheprinciplesbehindvirtualizationaware
�le systems.We alsopresentour prototypeimplementa-
tion of Ventanaandexplore the practicalbene�ts that a
VAFSoffersto VM usersandadministrators.

We will begin by examining the propertiesof virtual
disks. Section2 explores their limitations, to motivate
our desirefor �le system-basedvirtual machinestorage,
thenSection3 detailsvirtual disks' compellingfeatures.
Section4 showshow to integratethesefeaturesinto adis-
tributed�le systemby presentingVentana,avirtualization
aware�le system.Section5 focusesonourprototypeim-
plementationof VentanaandSection6 demonstratesaus-
agescenario.Sections7 and8 discussrelatedandfuture
work andSection9 concludes.

2 Moti vation

Virtual machinesarechangingthewaythatusersperceive
a “machine.” Traditionally, machineswerestaticentities.
Usershad one or a few, and eachmachinewas treated
asgeneral-purpose.The designof virtual machines,and
even their name,haslargely beendriven by this percep-
tion.

However, virtual machineusageis changingas users
discover that a VM canbe astemporaryasa �le. VMs
can be createdand destroyed at will, checkpointedand
versioned,passedamongusers,andspecializedfor par-
ticular tasks.Virtual disks,that is, �les usedto simulate



disks,aid thesemoredynamicusesby offering fully en-
capsulatedstorage,isolation,mobility, andotherbene�ts
thatwill bediscussedfully in Section3.

Before that, to motivate our work, we will highlight
the signi�cant shortcomingsof virtual disks. Most im-
portantly, virtual disksoffer no simpleway to shareread
and write accessbetweenmultiple parties,which frus-
tratesdelegatingVM management.At thesametime, the
dynamicusagemodelfor VMs causesthemto proliferate,
which introducesnew securityandmanagementrisksand
makessuchdelegationsorelyneeded[9, 31].

Second,althoughit is easyto createmultiple hierar-
chicalversionsof virtual disks,otherimportantactivities
aredif�cult. A normal�le systemis easyto searchwith
command-lineor graphicaltools, but searchingthrough
multipleversionsof avirtual disk is acumbersome,man-
ual process.Deletingsensitive datafrom old versionsof
avirtual disk is similarly dif�cult.

Finally, a virtual disk hasno externally visible struc-
ture,which forcesentiredisksto roll backat a time, de-
spite the possiblenegative consequences[9]. Whether
they realizeit or not, whole-diskrollback is hardly ever
whatpeopleactuallywant. For example,systemsecurity
precludesrolling backpassword �les, �re wall rules,en-
cryptionkeys,andbinariespatchedfor security, andfunc-
tionality may be impairedby rolling backnetwork con-
�guration �les. Furthermore,the bestchoiceof version
retentionpolicy variesfrom �le to �le [23], but virtual
disks can only distinguishversionpolicies on a whole-
disk level.

Theselimitationsof virtual disksledusto questionwhy
they arethe standardform of storagein virtual environ-
ments.We concludedthat their mostcompellingfeature
is compatibility. All of theirotherfeaturescanberealized
in a network �le system.By adoptinga widely usednet-
work �le systemprotocol,wecanevenachievereasonable
compatibility.

The following sectiondetailsthe virtual disk features
thatwe wish to integrateinto a network �le system.The
designissuesraisedin this integrationarethencoveredin
Section4.

3 Virtual Disk Features

Virtual disks are, above all, backward compatible,be-
causethey providethesameblock-level interfaceasphys-
ical disks. This sectionexaminesother important fea-
turesthatvirtual disksoffer, suchasversioning,isolation,
andencapsulation,andtheusagemodelsthatthey enable.
This discussionshapesthe designfor Ventanapresented
in thenext section.

(a) (b)

FIGURE 1: Snapshots of a VM: (a) �r st two snapshots;
(b) after resuming again from snapshot 1, then taking
a thir d snapshot.

3.1 Versioning

Becauseany savedversionof avirtual machinecanbere-
sumedany numberof times,VM historiestake the form
of a tree. Considera userwho “checkpoints”or “snap-
shots”a VM, permanentlysaving the currentversionas
version1. HeusestheVM for awhile longer, thencheck-
pointsit again asversion2. Sofar, theversionhistory is
linear, asshown in Figure1(a). Later, he again resumes
from version1, usesit for a while, thensnapshotsit an-
othertime asversion3. The treeof VMs now looks like
Figure1(b). Theusercanresumeany versionany number
of timesandcreatenew snapshotsbasedon theseexisting
versions,expandingthetree.

Virtual disks ef�ciently supportthis tree-shapedver-
sionmodel. A virtual disk startswith aninitial or “base”
versionthat containsall blocks (all-zero blocks may be
omitted),correspondingto snapshot1. Thebaseversion
may have any numberof “child” versions,and so may
thoseversionsrecursively. Thus, like virtual machines,
theversionsof virtual disksform a tree. Eachchild ver-
sioncontainsonly a pointerto its parentandthoseblocks
thatdiffer from its parent.This copy-on-writesharingal-
lows eachchild versionto bestoredin spaceproportional
to thedifferencesbetweenit andits parent.Someimple-
mentationsalsosupportcontent-basedsharingthatshares
identicalblocksregardlessof parent/childrelationships.

Virtual diskversioningis usefulfor short-termrecovery
from mistakes,suchasinadvertentlydeletingor corrupt-
ing �les, or for long-termcaptureof milestonesin con�g-
urationor developmentof a system. Linear history also
effectively supportstheseusagemodels.But hierarchical
versionsoffer additionalbene�ts,describedbelow.

Specialization Virtual disksenableversionsto beused
for specialization,analogousto the useof inheritancein
object-orientedlanguages.Startingfrom a basedisk,one
may fork multiple branchesandinstall a differentsetof
applicationsin eachonefor aspecializedtask,thenbranch
thesefor differentprojects,andsoon. This is easilysup-
portedby virtual disks,but today's �le systemshave no
closeanalogue.



Non-Persistence Virtual disks support“non-persistent
storage.” That is, they allow usersto make temporary
changesto disksduringa givenrun of a virtual machine,
thenthrow away thosechangesoncetherun is complete.
This usagepatternis handyin many situations,suchas
software testing, education,electronic“kiosk” applica-
tions, and honeypots. Traditional �le systemshave no
conceptof non-persistence.

3.2 Isolation

Everything in a virtual machine,including virtual disks,
exists in a protectiondomain decoupledfrom external
constraintsandenforcementmechanisms.This supports
importantchangesin whatuserscando.

Orthogonal Privilege With the contentsof the virtual
machinesafelydecoupledfrom theoutsideworld, access
controlsareput into the handsof the VM owner (often
a singleuser). Thereis thusno needto couplethemto
a broadernotion of principals. Usersof a VM arepro-
videdwith theirown “orthogonalprivilegedomain.” This
allows theuserto usewhatever operatingsystemsor ap-
plicationshe wants,at his discretion,becausehe is not
constrainedby the normalaccesscontrol modelrestrict-
ing whocaninstallwhatapplications.

NameSpaceIsolation VMs canserve in thesamerole
�lled by chroot , BSD jail s, applicationsandboxes,
and similar mechanisms.An operatingsysteminside a
VM caneven be easierto setup thanmorespecialized,
OS-speci�c jails that requirespecialcon�guration. It is
alsoeasierto reasonaboutthesecurityof suchaVM than
aboutspecializedOSmechanisms.A key reasonfor this
is that VMs afford a simplemechanismfor namespace
isolation,i.e. for preventingan applicationcon�ned to a
VM modifying outsidesystemresources.The VM has
no way to nameanything outsidetheVM systemwithout
additionalprivilege, e.g.accessto a sharednetwork. A
secureVMM canisolateits VMs perfectly.

3.3 Encapsulation

A virtual disk fully encapsulatesstoragestate.Entirevir-
tual disks,andaccompanying virtual machinestate,can
easilybecopiedacrossanetwork or ontoportablemedia,
notebookcomputers,etc.

Capturing Dependencies Theversioningmodelof vir-
tual disksis coarse-grained,at the level of anentiredisk.
This hasthe bene�t of capturingall possibledependen-
cieswith no extra effort from the user. Thus,short-term
“undo” usinga virtual disk canreliably backout opera-
tions with complex dependencies,suchasinstallationor

removal of amajorapplicationor devicedriver, or acom-
plex, automatedcon�gurationchange.

Full captureof dependenciesalsohelpsin saving mile-
stonesin thecon�gurationof asystem.Thesnapshotwill
notbebrokenby subsequentchangesin otherpartsof the
system,suchasthekernelor libraries,becausethosede-
pendenciesarepartof thesnapshot[13].

Finally, integratingdependenciessimpli�es andspeeds
branching.To startwork on a new versionof a projector
try out a new con�guration,all the requiredpiecescome
alongautomatically. Thereis no needto again setup li-
brariesor con�gure amachine.

Mobility A virtual diskcanbecopiedfrom onemedium
to anotherwithoutretainingany tie to its original location.
Thus,it canbeusedwhile disconnectedfrom thenetwork.
Virtual diskstherebyoffer mobility, theability to pick up
amachineandgo.

Mergingandhandlingof con�icts haslongbeenanim-
portantproblemfor �le systemsthatsupportdisconnected
operation[16], but thereis no automaticmeansto merge
virtual disks. Nevertheless,virtual disks are useful for
mobility, indicatingthat merging is not importantin the
commoncase. (In practice,whenmerging is important,
userstendto userevisioncontrolsystems.)

4 Design

ThissectiondescribesVentana,anarchitecturefor avirtu-
alizationaware�le system.Ventanaresemblesa conven-
tionaldistributed�le systemin thatit providescentralized
storagefor acollectionof �le trees,allowing transparency
andcollaborativesharingamongusers.Ventana'sdistinc-
tion is its versioning,isolation,andencapsulationfeatures
to supportvirtualization,basedonvirtual disksupportfor
thesesamefeatures,

Thehigh-level architectureof Ventanacanapplyto var-
iouslow-level architectures:centralizedor decentralized,
block-structuredor object-structured,etc.We restrictthis
sectionto essential,high-level designelements.The fol-
lowing sectiondiscussesspeci�c choicesmadein ourpro-
totype.

We adoptthe convention that an operatingsystemin-
sideavirtual machineis aguestOS. Ventana'sclientsrun
in virtual machines.

Ventanaoffersthefollowing abstractions:

Branches VentanasupportsVM-style versioningwith
branches. A private branch is createdfor useprimarily
by a single VM, making the brancheffectively private,
like a virtual disk. A shared branch is intendedfor use
by multipleVMs. In asharedbranch,changesmadefrom
oneVM arevisible to the others,so thesebranchescan



beusedfor sharing�les, like a conventionalnetwork �le
system.

Non-persistentbranches, whosecontentsdonotsurvive
acrossrebootsarealsoprovided,asarevolatilebranches,
whosecontentsarenever storedon a centralserver, and
aredeleteduponmigration.Thesefeaturesareespecially
usefulfor providing storagefor cachesandcryptographic
material that for ef�ciency or security reasons,respec-
tively, shouldnotbestoredor migrated.

Branchesaredetailedin Section4.1.

Views Ventanais organizedasa collectionof �le trees.
To instantiateaVM, aview is constructedby mappingone
or moreof thesetreesinto a new �le systemnamespace.
For example, a baseoperatingsystem,add-onapplica-
tions, anduserhomedirectoriesmight eachbe mounted
from aseparate�le tree.

Thisprovidesabasicmodelfor supportingnamespace
isolationandallowsfor rapidsynthesisof new virtual ma-
chines,without the spaceor managmentoverheadnor-
mally associatedwith settingupanew virtual disk.

Section4.2describesviews in moredetail.

AccessControl File permissionsin Ventanamustsat-
isfy two kindsof needs:thoseof theguestOSesto parti-
tion functionalityaccordingto theguests'own principals,
andthoseof usersto controlaccessto con�dential infor-
mation.Ventanaprovidesorthogonaltypesof �le ACLsto
satisfytheseneeds.

Ventanaalsooffers branch ACLs which supportcom-
monVM usagepatterns,suchasoneusergrantingothers
permissionto clone a branchand modify the copy (but
not theoriginal), andversionACLswhich alleviatesecu-
rity problemsintroducedby �le versioning.

Section4.3describesaccesscontrolin Ventana.

Disconnected Operation Ventanaallows for a very
simplemodelof mobility by supportingdisconnectedop-
eration,througha combinationof aggressive cachingand
versioning. Section4.4 talks aboutdisconnectedopera-
tion in Ventana.

4.1 Branches

Someconventional�le systemssupportversioningof �les
anddirectories.Detailsaboutwhichversionsareretained,
whenolder versionsaredeleted,andhow older versions
arenamedvary. However, in all of them,versioningis
“linear,” thatis, atany point in each�le hasauniquelatest
version.

Whenversionsform a treethatgrows in morethanone
direction,askingfor thelatestversionof a �le canbeam-
biguous.The�le systemmustprovide a way for usersto
expresswherein thetreeto look for a �le version.

To appreciatethesepotentialambiguities,consideran
example.Ziggy allowsYves,Xena,andWalt to eachfork
a personalizedversionof her VM. The versiontree for
a �le personalizedby eachpersonwould look something
like Figure2(a). If anaccessto a �le by default refersto
thelatestversionanywherein thetree,theneachperson's
changeswould appearin theothers'VMs. Thus,thetree
of versionswouldactlikeachainof linearversions.

In a differentsituation,supposeVince andUma usea
sharedareain the �le systemfor collaboration.Most of
the time, they do want to seethe latestversionof a �le.
Thus,the versionhistory of sucha �le shouldbe linear,
with eachupdatefollowing up on the previous one, re-
semblingFigure2(b).

Theessentialdifferencebetweenthesetwo casesis in-
tention. The version tree alone cannotdistinguishbe-
tweendesiresfor sharedor personalizedversionsof the
�le systemwithoutknowledgeof intention.

Consideranother�le in Ziggy's VM. If only Yveshas
createdapersonalizedversionof the�le, thentheversion
tree looks like Figure 2(c). The shapeof this tree can-
notbedistinguishedfrom anearlyversionof Figure2(b).
Thus, Ventanamust provide a way for usersto specify
their intentions.

4.1.1 Privateand SharedBranches

Ventanaintroducesbranchesto resolve the above dif�-
culty. A branchis a linear chain in the treeof versions.
Becausea branchis linear, it is meaningfulto referto the
latestversionof a �le in a branch,or theversionat a par-
ticularpoint in time.

A branchbegins as an exact copy of the contentsof
someotherbranchat thecurrenttime,or at a chosenear-
lier time. After creation,the new branchandthe branch
that wascopiedare independent,so that modifying one
hasnoeffecton theother.

Branchesare createdby copying. Thus, multiple
branchesmay containthe sameversionof a �le. There-
fore, for a �le accessto be unambiguous,both a branch
anda �le mustbe speci�ed. Mounting a treein a virtu-
alizationaware�le systemrequiresspecifyingthebranch
to mount.

If a singleclient wantsa privatecopy of the �le tree,
a private branch is createdfor its exclusive use. Like a
�le systemon a virtual disk,a privatebranchwill only be
modi�ed by asingleclient in asingleVM, but in otherre-
spectsit resemblesaconventionalnetwork �le system.In
particular, accessto �les by entitiesotherthanthe guest
that “owns” the branchis easilypossible,enablingcen-
tralizedmanagementsuchasscanningfor malware, �le
backup,andtrackingVM versionhistories.

If multiple clientsmountthesamebranchof a Ventana
�le tree,thenthoseclientsseea sharedview of the �les
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FIGURE 2: Trees of �le versions when (a) Ziggy allo ws
Yves, Xena, and Walt to fork personaliz ed versions of
his VM; (b) Vince and Uma collaborativel y edit a �le;
and (c) Ziggy' s VM has been forked by Yves, as in (a),
but not yet by Xena or Walt.

it contains. As in a conventionalnetwork �le system,a
changemadeby oneclient in suchasharedbranch will be
immediatelyvisible to theothers.Of course,propagation
of changesbetweenclientsis still subjectto theordinary
issuesof cacheconsistency in anetwork �le system.

The distinction betweensharedand private branches
is simply the numberof clientsexpectedto write to the
branch. If necessary, centralizedmanagementtools can
modify �les in a so-called“private” branch(e.g.to quar-
antinemalware)but this is intendedto beuncommon.Ei-
ther type of branchmight have any numberof read-only
clients.

A single�le might have versionsin sharedandprivate
branches.For example,a sharedbranchusedfor collab-
oration betweenseveral usersmight be forked off into
a private branchby anotheruserfor someexperimental
changes.Later, the privatebranchcould be discardedor
consolidatedinto thesharedbranch.

4.1.2 Other Typesof Branches

In additionto sharedandprivatebranches,therearesev-
eralotherusefulquali�ers to attachto �le trees.

Filesin anon-persistentbranch aredeletedwhenaVM
is rebooted.Theseareusefulfor directoriesof temporary
�les suchas/tmp .

Files in a volatile branch are also deletedon reboot.
They arenever storedpermanentlyon the centralserver,
andaredeletedwhena VM is migratedfrom onephys-
ical machineto another. They are useful for caches
(e.g./var/cache on GNU/Linux) thatneednot bemi-
gratedandfor storingsecuritytokens(e.g.Kerberostick-
ets)thatshouldnot resideonacentralserver.

Maintainingany versionhistoryfor some�les is anin-
herentsecurityrisk [9]. For example,theOpenSSLcryp-
tography library storesa“randomseed”�le in the�le sys-
tem. If this is storedin a snapshot,every time a given
snapshotis resumed,thesamerandomseedwill beused.
In theworst case,we will seethesamesequenceof ran-
domnumberson every execution. Even in thebestcase,
its behavior may be easierto predict,andif old versions
arekept, then it may be possibleto guesspastbehavior
(e.g.keys generatedin pastruns).

Ventanaoffers unversioned�les asa solution. Unver-
sioned�les are never versioned,whetherlinearly or in
a tree. Changesalways evolve monotonicallyforward
with time. Applicationsfor unversioned�les includestor-
ing cryptographicmaterial,�re wall rules,password �les,
or any othercon�guration statewhererollbackwould be
problematic.

4.2 Views

Ventanais organizedasa setof �le trees,eachof which
containsrelated�les. For example,some�le treesmight
contain root �le systemsfor booting various operating
systems(Linux, WindowsXP, . . . ) andtheirvariants(De-
bian,RedHat,SP1,SP2,. . . ). Anothermight contain�le
systemsfor runningvariouslocal or specializedapplica-
tions.A third wouldhaveahierarchy for eachuser's �les.

Creatinganew VM mainlyrequiressynthesizingaview
of the �le systemfor the VM. This is accomplishedby
mappingoneor moretrees(or partsof trees)into a new
namespace.For example, the Debian root �le system
might be combinedwith a set of applicationsand user
homedirectories.Thus,OSes,applications,anduserscan
easily“mix andmatch”in aVentanaenvironment.

Whethereach�le treein a view is mountedin a shared
or a privatebranchdependson theuser's intentions.The
root �le systemand applicationscould be mountedin
privatebranchesto allow the userto updateandmodify
his own systemcon�guration. Alternately, they couldbe
mountedin sharedbranches(probablyread-only)to al-
low maintenanceto bedoneby a third party. In thelatter
case,somepartsof the �le systemwould still needto be
private,e.g./var underGNU/Linux. Homedirectories
would likely be shared,to allow the userto seea con-



sistentview of his andothers' �les regardlessof theVM
viewing them.

4.3 AccessControl

Accesscontrol is different in virtual disks and network
�le systems.The guestOS controlsevery byte on a vir-
tualdisk. It is responsiblefor trackingownershipandper-
missionsandmakingaccesscontrol decisionsin the �le
system. The virtual disk itself hasno accesscontrol re-
sponsibility. A VAFScannotusethis scheme,becauseal-
lowing every guestOSto accessany �le, even thosethat
belongto otherVMs, is obviously unacceptable.There
mustbeenoughcontrolin thesystemto preventabuse.

Accesscontrol in a conventionalnetwork �le system
is the reverseof the situationfor a virtual disk. The �le
server is ultimately in chargeof accesscontrol. As a net-
work �le systemclient, a guestOScandeny accessto its
own processes,but it cannotoverridetheserver's refusal
to grantaccess.Commonly, NFS serversdeny accessas
thesuperuser(“squashroot”) andCIFSandAFS servers
grantaccessonly via principalsauthenticatedto the net-
work.

This style of accesscontrol is also,by itself, inappro-
priate in a VAFS. Ventanashouldnot deny a guestOS
control over its own binaries,libraries,andapplications.
If thesewere,for example,storedon anNFSserver con-
�gured to “squashroot,” theguestOSwould not beable
to createor accessany �les asthesuperuser. If they were
storedon a CIFSor AFS server, theguestOSwould only
beableto store�les asusersauthenticatedto thenetwork.
In practicethis would prevent theguestfrom dividing up
ownershipof �les basedon their function (systembina-
ries, print server, web server, mail server, . . . ), asmany
systemsdo.

Ventanasolves the problemof accesscontrol through
multiple typesof ACLs: �le ACLs, version ACLs, and
branch ACLs. For any accessto be allowed, it mustbe
permittedby all threeapplicableACLs. Eachkind of ACL
servesadifferentprimarypurpose.Thethreetypesarede-
scribedindividually below.

4.3.1 File ACLs

File ACLs provide protectionon �les anddirectoriesthat
usersconventionallyexpectandOSesconventionallypro-
vide. Ventanasupportstwo typesof �le ACLs that pro-
vide orthogonalprivileges.Guest�le ACLsareprimarily
for guestOSuse.GuestOSeshave thesamelevel of con-
trol over guest�le ACLs thatthey do over permissionsin
avirtual disk. In contrast,server�le ACLsprovideprotec-
tion thatguestOSescannotbypass,similar to permissions
enforcedby aconventionalnetwork �le server.

Both typesof �le ACLs applyto individual �les. They
are versionedin the sameway as other �le metadata.
Thus,revisinga �le ACL createsanew versionof the�le
with thenew �le ACL. Theold versionof the�le contin-
uesto have theold �le ACL.

Guest�le ACLsaremanagedandenforcedby theguest
OS using its own rules and principals. Ventanamerely
providesstorage.TheseACLs areexpressedin theguest
OS'spreferredform. Wehavesofarimplementedonly the
9-bit rwxrwxrwx accesscontrol lists usedby theUnix-
like guestOSes.Guest�le ACLs allow the guestOS to
divideup �le privilegesbasedon roles.

Server �le ACLs, theothertypeof �le ACL, areman-
agedand enforcedby Ventanaand storedin Ventana's
own format. Server �le ACLs allow usersto control ac-
cessto �les acrossall �le systemclients.

4.3.2 VersionACLs

A versionACL appliesto a versionof a �le. They are
storedas part of a version,not as �le metadata,so that
changingaversionACL doesnotcreateanew �le version.
Every versionof a �le hasan independentversionACL.
Conversely, whenmultiplebranchescontainthesamever-
sionof a�le, thatsingleversionACL appliesin eachcase.
VersionACLs arenot versionedthemselves. Like server
�le ACLs,versionACLsareenforcedby Ventanaitself.

VersionACLsareVentana'ssolutionto aclassof secu-
rity problemcommonto all versioning�le systems.Sup-
poseTerry createsa �le and writes con�dential datato
it. Soonafterward, Terry realizesthat the �le' s permis-
sionsincorrectlyallow Sally to readit, sohecorrectsthe
permissions.In a �le systemwithout versioning,the �le
would thenbesafefrom Sally, aslong asshehadnot al-
readyreadit. If thepermissionson older�le versionsare
�x ed,however, Sally canstill accesstheolderversionof
the�le.

A partialsolutionto Terry's problemis to grantaccess
to older versionsbasedon the currentversion's permis-
sions,asNetwork Appliance�lers do [32]. Now, suppose
Terry editsa �le to remove con�dential information,then
grantsreadpermissionto Sally. Underthis rule,Sallycan
then view the older, con�dential versionsof the �le, so
this rule is also�a wed.

Another idea is to add a permissionbit to each�le' s
metadatathat determineswhethera usermay reada �le
once it hasbeensupersededby a newer version, as in
the S4 self-securingstoragesystem[27]. Unfortunately,
modifying permissionscreatesa new version (as does
any changeto �le metadata)andonly thenew versionis
changed.Thus,this permissionbit is effective only if the
usersetsit beforewriting con�dential data,so it would
notprotectTerry.

Only two versionrights exist. The “r” (read)version



right is Ventana's solution to Terry's problem. At any
time, Terry canrevoke the readright on old versionsof
�les he hascreated,preventing accessto those�le ver-
sions.The“c” (change)right is requiredto changea ver-
sion ACL. It is implicitly held by the creatorof a ver-
sion. (Any given�le versionis immutable,sothereis no
“write” right.)

4.3.3 Branch ACLs

A branchACL appliesto all of the �les in a particular
branchandcontrolsaccessto currentandolder versions
of �les. Like versionACLs, branchACLs areaccessed
with specialtoolsandenforcedby Ventana.

The“n” (newest)branchrightpermitsreadaccessto the
latestversionof �les in a branch.It alsocontrolsforking
thelatestversionof thebranch.

In additionto “n”, the “w” (write) right is requiredto
modify any �les within a branch.A userwho has“n” but
not “w” mayfork thebranch.Then,asownerof thenew
branch,he may changeits ACL andmodify the �les in
the new branch. This doesnot introducea securityhole
becausethe usermay only modify the �les in the new
branch,not thosein the old branch. The user's access
to �les in the new branchare,of course,still subjectto
Ventana�le ACLsandversionACLs.

The“o” (old) right is requiredto accessold versionsof
�les within a branch.This right offers an alternatesolu-
tion to Terry'sproblemof insecureaccessto old versions.
If Terrycontrolsthebranchin whichtheold versionswere
created,thenhecanuseits branchACL to preventother
usersfrom accessingold versionsof any �le in thebranch.
This is thusa simplerbut lessfocusedapproachthanad-
justingtheappropriateversionACL.

The “c” (change)right is requiredto changea branch
ACL. It is implicitly heldby theownerof abranch.

4.4 DisconnectedOperation

Virtual diskscanbeusedwhile disconnectedfrom thenet-
work, aslong astheentiredisk hasbeencopiedonto the
disconnectedmachine. Thus, for a virtualization aware
�le systemto beaswidely usefulasavirtual disk, it must
alsogracefullytoleratenetwork disconnection.

Researchin network �le systemshasidenti�ed a num-
berof featuresrequiredfor successfuldisconnectedoper-
ation [16, 15, 12]. Many of thesefeaturesapply to Ven-
tanain the sameway as conventionalnetwork �le sys-
tems. Ventana,for example,cancache�le systemdata
andmetadataondisk,whichallowsit to storeenoughdata
andmetadatato lasttheperiodof disconnection.Ourpro-
totypecachesentire�les, not individual blocks,to avoid
the needto allow readingonly part of a �le during dis-
connection,which is surprisingat best.Ventanacanalso

buffer changesto �les anddirectoriesandwrite themback
uponreconnection.Somedetailsof thesefeaturesof Ven-
tanaareincludedin thedescriptionof our prototype(see
Section5).

Handling con�icts, that is, different changesto the
same�les, is a thorny issuein a designfor disconnected
operation. Fortunately, earlier studiesof disconnection
have shown con�icts to be rarein practice[16]. In Ven-
tanacon�icts maybeevenrarer, becausethey cannotoc-
cur in privatebranches.Therefore,Ventanadoesnottry to
intelligentlyhandlecon�icts. Instead,changesby discon-
nectedclientsarecommittedat the time of reconnection,
regardlessof whetherthose�les havebeenchangedin the
meantimeby otherclients.If manualmergingis neededin
sharedbranches,it is still possiblebasedon old versions
of the �les. To make it easyto identify �le versionsjust
beforereconnection,Ventanacreatesa new branchjust
beforeit commitsthedisconnectedchanges.

5 Prototype

To show thatour ideascanbe realizedin a practicaland
ef�cient way, we developeda simple prototypeof Ven-
tana. This sectiondescribesthe prototype's designand
use.

TheVentanaprototypeis written in C. Wedevelopedit
underDebianGNU/Linux “unstable”onx86PCsrunning
Linux 2.6.x, using VMware Workstation5.0 as VMM.
Theserversin theprototyperun asLinux userprocesses
andcommunicateover TCPusingtheGNU C library im-
plementationof ONCRPC[26].

Figure 3 outlines Ventana's structure, which is de-
scribedin moredetailbelow.

5.1 Server Ar chitecture

A conventional�le systemoperateson whatUnix callsa
block device, that is, an arrayof numberedblocks. Our
prototypeis insteadlayeredon top of anobjectstore [10,
7]. An objectstorecontainsobjects, sparsearraysof bytes
numberedfrom zero to in�nity , similar to �les. In the
Ventanaprototype,objectsareimmutable.

Theobjectstoreconsistsof oneor moreobjectservers,
eachof whichstoressomeof the�le system'sobjectsand
providesa network interfacefor storingnew objectsand
retrieving thecontentsof old ones.Objectsareidenti�ed
by randomlyselected128-bit integerscalledobjectnum-
bers. Object numbersare generatedrandomlyto allow
them to be chosenwithout coordinationbetweenhosts.
Collisionsareunlikely aslong assigni�cantly fewer than
264 havebeengenerated,accordingto the“birthdaypara-
dox” [25].
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FIGURE 3: Structure of Ventana. Each machine whose
VMs use Ventana runs a host manager. The host man-
ager talks to the VMs over NFSv3 and to Ventana' s
centraliz ed metadata and object servers over a cus-
tom protocol.

Eachversionof a �le' s dataor metadatais storedas
anobject. Whena �le' s dataor metadatais changed,the
new versionis storedasa new objectundera new object
number. The old object is not changedand it may still
be accessedunderits original objectnumber. However,
this doesnot meanthat every intermediatechangetakes
up spacein the object store, becauseclient hosts(that
is, machinesthatrunVentanaclientsin VMs) consolidate
changesbeforethey commitanew object.

As in anordinary�le system,each�le is identi�ed by
an inodenumber, which is again a 128-bit, randomlyse-
lectedinteger. Each�le may have many versionsacross
many branches.Whena client hostneedsto know what
object storesthe latest version of a �le in a particular
branch, it consultsthe version databaseby contacting
the metadataserver. The metadataserver maintainsthe
versiondatabasethat trackstheversionsof each�le, the
branch databasethattracksthe�le system'sbranchstruc-
ture,thedatabasethatassociatesbranchnamesandnum-
bers,andthedatabasethatstoresVM con�gurations.

5.2 Client Ar chitecture

The host manager is the client-sidepart of the Ventana
prototype. One copy of the host managerruns on each
platform and servicesany numberof local client VMs.

Our prototypedoesnot encapsulatethe hostmanagerit-
self in aVM.

For compatibility with existing clients, the hostman-
agerincludesaNFSv3[2] server for clientsto usefor �le
access.NFSv3is botheasyto implementandwidely sup-
ported,evenon Windows (with Microsoft's freeServices
for Unix).

The host managermaintainsin-memory and on-disk
cachesof �le systemdataandmetadata.Objectsmaybe
cachedinde�nitely becausethey areimmutable.Objects
arecachedin their entiretyto simplify implementingthe
prototypeandto enabledisconnectedoperation(seeSec-
tion 5.2.3). Recordsin the versionandbranchdatabases
are also immutable,except for the ACLs they include,
which changerarely. In a sharedbranch,recordsadded
to theversiondatabaseto announceanew �le versionare
acacheconsistency issue,sothehostmanagerchecksthe
versiondatabasefor new versionson eachaccess(except
whendisconnected).In a privatebranch,normally only
oneclient modi�es the branchat a time, so that client's
hostmanagercancachedatain thebranchfor a long time
(or until the client VM is migratedto anotherhost), al-
thoughotherhostsshouldcheckfor updatesmoreoften.

Thehostmanageralsobuffers�le writes.Whenaclient
writesa �le, thehostmanagerwrites themodi�ed �le to
the local disk. Furtherchangesto the �le arealsowrit-
ten to the same�le. If the client requeststhat writes be
committedto stablestorage,e.g. to allow the guestto
�ush its buffer cacheor to honoranfsync call, thenthe
hostmanagercommitsthemodi�ed �les to thelocaldisk.
Commitmentdoesnot performa roundtrip on a physical
network.

5.2.1 Branch Snapshots

After someamountof time,thehostmanagertakesasnap-
shotof outstandingchangeswithin a branch. Userscan
alsoexplicitly create(andoptionallyname)branchsnap-
shots.A snapshotof abranchis createdsimplyby forking
of thebranch,which hasthedesiredeffect becausefork-
ing a branchcopiesits content. In fact, copying occurs
on a copy-on-writebasis,so that the �rst write to any of
the �les in thesnapshotcreatesandmodi�es a new copy
of the �le. Creatinga branchalsoinsertsa recordin the
branchdatabase.

After it takesa snapshot,thehostmanageruploadsthe
objectsit containsinto the object store. Then, it sends
recordsfor the new �le versionsto a metadataserver,
which commitsthemto the versiondatabasein a single
atomictransaction.Thechangesarenow visible to other
clients.

The hostmanagerassumesthat privatebranchdatais
relatively uninterestingto clientsonotherhosts,soit takes
snapshotsin private branchesrelatively rarely (every 5



minutes).On theotherhand,otherusersmaybeactively
using�les in sharedbranches,so thehostmanagertakes
snapshotsoften(every3 seconds).

Becausebranchsnapshotsareactuallybranchesthem-
selves,olderversionsof �les canbeviewedusingregular
�le commandsby �rst addingthesnapshotbranchto the
view in use.Branchescreatedassnapshotsareby default
read-only, to reducethechanceof laterconfusionif a�le' s
“older version”actuallyturnsout to have beenmodi�ed.

5.2.2 Viewsand VMs

Multiple branchescanbecomposedinto a view. Ventana
describesa view with a simpletext formatthatresembles
aUnix fstab , e.g.:

debian:/ / shared,ro
home-dirs:/ /home shared
bob-version:/ /proj private

Eachline describesamappingbetweenabranch,or asub-
setof a branch,anda directorywithin the view. We say
thateachbranchis attachedto its directoryin theview.1

A VM comprisesaview, pluscon�gurationparameters
for networking, systemboot,andsoon. A VM couldbe
describedby theview above followedby theseadditional
options:

-pxe-kernel debian:/boot/vmlinuz
-ram 64

Ventanaprovidesa utility to starta VM basedon such
a speci�cation. Given the above VM speci�cation, it
wouldsetupa network bootenvironment(usingthePXE
protocol)to boot the kernelin /boot/vmlinuz in the
debian branch,then launchVMware Workstationfor
theuserto allow theuserto interactwith theVM.

VM Snapshots Ventanasupportssnapshotsof VMs just
asit doessnapshotsof branches.2 A snapshotof aVM is a
snapshotof eachbranchin theVM' sview combinedwith
asnapshotof theVM' s runtimestate(RAM, devicestate,
. . . ). To createasnapshot,Ventanasnapshotsthebranches
includedin the VM, copiesthe runtimestate�le written
by Workstationinto Ventanaasanunnamed�le, andsaves
adescriptionof theview andapointerto thesuspend�le.

Later, anotherVentanautility may be usedto resume
from thesnapshot.Whena VM snapshotis resumed,pri-
vate brancheshave the contentsthat they did when the
snapshotwastaken, andsharedbranchesareup-to-date.

1We use “attach” insteadof “mount” becausemountsare imple-
mentedinsideanOS,whereastheguestOSthatusesVentanadoesnot
implementandis notawareof theview'scomposition.

2VMware Workstationhasits own snapshotcapability. Ventana's
snapshotmechanismdemonstratesVM snapshotsmight be integrated
into aVAFS.

Ventanaalso allows resumingwith a “frozen” copy of
sharedbranchesasof thetimeof thesnapshot.Snapshots
canbe resumedany numberof times,so resumingforks
eachprivatebranchin theVM for repeatability.

5.2.3 DisconnectedOperation

The hostmanagersupportsdisconnectedoperation,that
is, �le accessis allowedevenwithout connectivity to the
metadataandobjectserver. Of course,accessis degraded
duringdisconnection:only cached�les mayberead,and
changesin sharedbranchesby clientson the otherhosts
are not visible. Write accessis unimpeded. Discon-
nectedoperationis implementedin thehostmanager, not
in clients,soall clientssupportdisconnectedoperation.

We designedthe prototypewith disconnectedopera-
tion in mind. Cachingeliminatestheneedto consultthe
metadataandobjectserversfor mostoperations,andon-
disk cachingallows for a largeenoughcacheto beuseful
for extendeddisconnection.Whole-objectcachingavoids
surprisingsemanticsthatwouldallow only partof a�le to
be read. Write buffering allows writing backchangesto
bedelayeduntil reconnection.

We have not implementeduser-con�gurable “hoard-
ing” policiesin theprototype.Implementingthemasde-
scribedby Kistler etal. [16] wouldbealogicalextension.

6 UsageScenario

This sectionpresentsa scenariofor useof Ventanaand
showshow, in thissetting,Ventanaoffersabettersolution
thanbothvirtual disksandnetwork �le systems.

6.1 Scenario

We setour sceneat Widgamatic,a manufactureranddis-
tributorof widgets.

6.1.1 Alice the Administrator

Alice is Widgamatic's systemadministratorin charge of
virtual machines. Software usedat Widgamatichasdi-
verserequirements,and Widgamatic's employeeshave
widely varying preferences.Alice wants to accommo-
dateeveryoneas muchas shecan, so shesupportsvar-
ious operatingsystems:Debian,Ubuntu, Red Hat, and
SUSEdistributionsof GNU/Linux,plusWindowsXP and
Windows Server 2003. For eachof these,Alice createsa
sharedbranchand installs the baseOS and somecom-
monly usedapplications. Shesetsthe branchACLs to
allow any userto read,but notwrite, thesebranches.

Alice createscommon, a secondsharedbranch, to
hold �les thatshouldbeuniform company-wide, suchas



ubuntu:/ / shared,ro
home-dirs:/ /home shared

none /tmp non-persistent
12ff2fd27656c7c7e07c5ea1e2da367f:/var /var private

cad-soft:/ /opt/cad-soft shared,ro
common:/etc/resolv.conf /etc/resolv.conf shared,ro
common:/etc/passwd /etc/passwd shared,ro

8368e293a23163f6d2b2c27aad2b6640:/etc/hostname /etc/hostname private
b6236341bd1014777c1a54a8d2d03f7c:/etc/ssh/host_key /etc/ssh/host_key unversioned

FIGURE 4: Partial speci�cation of the view for Bob' s basic VM.

carl-debian:/ / private
home-dirs:/ /home shared

none /tmp non-persistent
common:/etc/resolv.conf /etc/resolv.conf shared,ro
common:/etc/passwd /etc/passwd shared,ro

b6236341bd1014777c1a54a8d2d03f7c:/etc/ssh/host_key /etc/ssh/host_key unversioned

FIGURE 5: Partial speci�cation of the view for Carl' s custom VM.

/etc/hosts and/etc/resolv.conf . Again, she
setsbranchACLs to grantotherusersread-onlyaccess.

Alice alsocreatesa sharedbranchfor userhomedirec-
tories,calledhome-dirs , andaddsa directoryfor each
Widgamaticuserin theroot of this branch.Alice setsthe
branchACL to allow any userto reador write thebranch,
and server �le ACLs so that, by default, eachusercan
reador write only his (or her)homedirectory. Userscan
of coursemodify server �le ACLs in their homedirecto-
riesasneeded.

6.1.2 Bob's BasicVM

Bob is a Widgamaticuserwith basicneeds.Bob usesa
utility written by Alice to createa Linux-basedVM pri-
marily from sharedbranches.Figure4 shows partof the
speci�cationwrittenby thisutility.

Therootof Bob'sVM is attachedto theUbuntushared
branchcreatedby Alice. Thisbranch'sACL preventsBob
modifying �les in thebranch(it is attachedread-onlybe-
sides).TheLinux �le systemis well suitedfor this situa-
tion,becauseits top-level hierarchiessegregate�les based
on whetherthey canbeattachedread-onlyduringnormal
systemoperation.The/usr treeis anexampleof a hier-
archy thatnormallyneednotbemodi�able.

The /home and /tmp treesare the most prominent
examplesof hierarchiesthat mustbe writable, so Bob's
VM attachesawritablesharedbranchandanon-persistent
branch,respectively, at thesepoints. Keyword none in
placeof abranchnamein /tmp 'sentrycausesaninitially
emptybranchto beattached.

The�lename/varhierarchy mustbewritableandpersis-
tent,andit cannotbesharedbetweenmachines.Thus,Al-

ice'sutility handles/var bycreatingafork of theUbuntu
branch,thenattachingtheforkedbranch's/var privately
in the VM. The utility doesnot give the forked brancha
name,so the VM speci�cation gives the 128-bit branch
identi�er as32hexadecimaldigits.

Bob needsto usethe company's CAD softwareto de-
signwidgets,sotheCAD softwaredistributionis attached
into hisVM.

Most of the VM' s con�guration �les in /etc receive
their contentsfrom the Ubuntu branchattachedat the
VM' s root. Some,suchas /etc/resolv.conf and
/etc/passwd shown here, are attachedfrom Alice's
“common �les” branch. This allows Alice to updatea
�le in just thatbranchandhavethechangesautomatically
re�ectedin everyVM. A few, suchas/etc/hostname
shown here,areattachedfrom privatebranchesto allow
their contentsto becustomizedfor theparticularVM. Fi-
nally, datathatshouldnot beversionedat all, suchasthe
privatehostkey usedto identify anSSHserver, is attached
from anunversionedbranch.Thelattertwo branchesare,
like the/var branch,unnamed.

Bob's VM, and VMs createdin similar ways, would
automaticallyreceive thebene�tsof changesandupdates
madebyAlice assoonasshemadethem.They wouldalso
seechangesmadeby otherusersto theirhomedirectories
assoonasthey occur.

6.1.3 Carl' s CustomVM

CarlwantsmorecontroloverhisVM. HeprefersDebian,
which is availableasa branchmaintainedby Alice, sohe
canbasehisVM uponAlice's. Carl forksaprivatebranch
from Alice's Debianbranchand namesthe new branch



carl-debian .
Carl integrateshis branchinto a VM of his own, us-

ing a speci�cation that in part looks like Figure5. Carl
couldwrite thisspeci�cationby hand,or hemightchoose
to start from one, like Bob's, generatedby Alice's util-
ity. Using a privatebranchasroot directorymeansthat
Carl neednot attachprivatebrancheson top of /var or
/etc/hostname , making Carl's speci�cation shorter
thanBob's.

Even thoughCarl's baseoperatingsystemis private,
Carl'sVM still attachesmany of thesamesharedbranches
that Bob's VM does. Sharedhomedirectoriesandcom-
moncon�guration �les easeCarl's administrative burden
just as they do Bob's. He could chooseto keepprivate
copiesof these�les, but to little obviousbene�t.

Carl bearsmoreof the burdenof his own systemad-
ministration,becauseAlice's changesto sharedbranches
donotautomaticallypropagateto hisprivatebranch.Carl
could useVentanato observe how the parentdebian
branchhaschangedsincethe fork, or Alice could mon-
itor forkedbranchesto ensurethat importantpatchesare
appliedin a timely fashion.

6.1.4 Alice in Action

OnemorningAlice readsa bulletin announcinga critical
securityvulnerability in Mozilla Firefox. Alice mustdo
herbestto make surethat thevulnerableversionis prop-
erly patchedin every VM. In a VM environmentbased
on virtual disks,this would bea dauntingtask. Ventana,
however, reducesthemagnitudeof theproblemconsider-
ably.

First, Alice patchesthe branchesthat she maintains.
This immediately�x esVMs thatusehersharedbranches,
suchasBob's VM.

Second,Alice cantakestepsto �x others'VMs aswell.
Ventanaputsa spectrumof optionsat herdisposal.Alice
could do nothingandassumethat Bob andCarl will act
responsibly. ShecouldscanVMs for the insecurebinary
andemail their owners(shecaneven checkup on them
later). Shecould patchthe insecurebinariesherself. Fi-
nally, shehasmany optionsfor denying accessto copies
of theinsecurebinary:useaserver �le ACL to deny read-
ing or executingit, usea VentanaversionACL to prevent
readingit evenastheolderversionof a �le, usea branch
ACL to deny any accessto thebranchthatcontainsit (per-
hapsappropriatefor long-unusedbranches),and so on.
Alice cantake thesestepsfor any �le storedin Ventana,
whethercontainedin a VM that is poweredon or off or
suspended,or evenif it is not in any VM or view atall.

Third, oncetheimmediateproblemis solved,Alice can
work to prevent its future recurrence.Shecancon�gure
a malwarescannerto examineeachnew versionof a �le
addedto Ventanaasto whetherit is the vulnerablepro-

gram and, if so, alert Alice or its owner (or take some
otheraction).Thus,Alice hasreasonableassurancethatif
this particularproblemrecurs,it canbequickly detected
and�x ed.

6.2 Bene�ts for Widgamatic

Wenow considerhow Alice, Bob,Carl,andeveryoneelse
at Widgamaticbene�t from usingVentanainsteadof vir-
tual disks.Weusevirtual disksasourmainbasisof com-
parisonbecauseVentana's advantagesover conventional
distributed�le systemsaremorestraightforward: they are
the versioning,isolation,andencapsulationfeaturesthat
we intentionallyaddedto it andhavealreadydescribedin
detail.

6.2.1 Central Storage

It' seasyfor Bobor Carl to createvirtual machines.When
virtualdisksareused,it' salsoeasyfor BoborCarltocopy
themto a physicalmachineor a removablemedium,then
loseor forget aboutthe machineor the medium. If the
virtual machineis rediscoveredlater, it may be missing
�x esfor importantsecurityproblemsthat have arisenin
themeantime.

Ventana'scentralstoragemakesit moredif�cult to lose
or entirelyforgetaboutVMs, headingoff theproblembe-
fore it occurs.OtherdedicatedVM storagesystemsalso
yield thisbene�t [30, 31].

6.2.2 Looking Inside Storage

Alice'sadministrationtaskscanbene�t from “looking in-
side” storage.Considerbackup. Bob andCarl want the
ability to restoreold versionsof �les, but Alice caneasily
backup virtual disksonly asa collectionof disk blocks.
Disk blocksareopaque,making it hardfor Bob or Carl
evento determinewhichversionof avirtual diskcontains
the�le to restore.Doing partialbackupsof virtual disks,
e.g.to excludeblocksfrom deletedtemporary�les or pag-
ing �les, is alsodif�cult.

File-basedbackup,partialbackup,andrelatedfeatures
canbeimplementedfor virtual disks,but only by mount-
ing the virtual disk or writing code to do the equiva-
lent. In any case,softwaremusthave an intimateknowl-
edgeof �le systemstructuresand must be maintained
asthosestructureschangeamongoperatingsystemsand
over time. Mountinganuntrusteddisk canitself bea se-
curity hole[24].

Ontheotherhand,Ventana'sorganizationinto �les and
directoriesgivesit ahigherlevel of structurethatmakesit
easyto look insideaVentana�le system.Thus,�le-based
backupandrestorerequiresno specialeffort in Ventana.



(Of course,in Ventanait is naturalto useversioningto ac-
cess�le “backups”andensureaccessby backingupVen-
tanaservers' storage.)

6.2.3 Sharing

Sharingis an importantfeatureof storagesystems.Bob
andCarl might wish to collaborateon a project,or Carl
might ask Alice to install somesoftware in his VM for
him. Virtual disksmake sharingdif�cult. Considerhow
Alice could accessCarl's �les if they were storedon a
virtual disk. If Carl'sVM werepoweredonor suspended,
modifying his �le systemwould risk the guestOS's in-
tegrity, becausethe interactionwith the guest's dataand
metadatacacheswould be unpredictable. Even read-
ing Carl's �le systemwould be unreliablewhile it was
changing,e.g.considertheraceconditionif a block from
a deleteddirectory was reusedto storean ordinary �le
block.

On the otherhand,Ventanagives Alice full readand
write accessto virtual machines,even thosethat areon-
line or suspended.Alice canexamineor modify Carl's
�les, whethertheVM or VMs thatusethemarerunning,
suspended,or poweredoff, andBob andCarl canwork
togetheron their projectwithout introducingany special
new risks.

6.2.4 Security

If Widgamatic's VMs werestoredin virtual disks,Alice
would have a hardtime scanningthemfor malware. She
couldrequestthatusersrunamalwarescannerinsideeach
of their VMs, but it would be dif�cult for her to enforce
this rule or ensurethat the scannerwaskept up-to-date.
Evenif Bob andCarl carefully followedher instructions,
VMs poweredonafterbeingoff for a long time wouldbe
susceptibleto vulnerabilitiesdiscoveredin themeantime
until they wereupdated.

Ventanaallows Alice to deploy a scannerthat canex-
amineeachnew versionof a �le in selectedbranches,or
in all branches.Conversely, whennew vulnerabilitiesare
found, it canscanold versionsof �les aswell ascurrent
versions(as time is available). If malware is detected
in Bob's branch,the scannercould alert Bob (or Alice),
deletethe�le, changethe�le' spermission,or remove the
virus from the�le. (Evenin aprivatebranch,�les maybe
externallymodi�ed, althoughit takeslongerfor changes
to propagatein eachdirection.)

Ventanaprovides anotherimportantbene�t for scan-
ners:thescanneroperatesin aprotectiondomainseparate
from any guestoperatingsystem.Whenvirtual disksstore
VMs, scannersnormallyrunaspartof theguestoperating
systembecause,aswe've seen,even read-onlyaccessto
active virtual disks haspitfalls. But this allows a “root

kit” to subvert the guestoperatingsystemand the mal-
warescannerin a singlestep.If Alice runsherscannerin
adifferentVM, it mustbecompromisedseparately. Alice
couldevencon�gure thescannerto run in non-persistent
mode,sorebootingit would temporarilyrelieveany com-
promise,althoughof coursenot the underlyingvulnera-
bility.

A host-basedintrusiondetectionsystemcouldusea“lie
detector”testthat comparesthe �le systemseenby pro-
gramsrunning inside the VM against the �le systemin
Ventanato detectroot kits, asin LiveWire [8].

6.2.5 Accessto Multiple Versions

SupposeBob wantsto look at the history of a document
he's beenworkingon for sometime. Hewantsto retrieve
andcompareall its earlierversions.Oneoption for Bob
is to readtheold versionsdirectly from olderversionsof
the virtual disk, but this requiresaccurateinterpretation
of the�le system,which is dif�cult to maintainover time.
A morelikely alternative for Bob is to resumeor power
on eacholder versionof the VM, thenusethe guestOS
to copy the �le in that old VM somewhereconvenient.
Unfortunately, this cantake a lot of time,especiallyif the
VM hasto boot,andeveryolderversiontakesextraeffort.

With Ventana,Bob can attachall the older versions
of his branchdirectly to his view. After that, the differ-
entversionscanbeaccessedwith normal�le commands:
diff to view differencesbetweenversions,grep to
searchthehistory, andsoon. Bob canalsorecover older
versionssimply by copying them into the his working
branch.

7 Futur eWork

Ventanademonstratesthe principlesbehinda VAFS, but
many important issuesremain to be explored, such as
scalabilityandperformance.WehavemeasuredVentana's
performanceto becompetitive with otheruser-level NFS
servers in most caseswith simple branching. However,
deepchainsof branchesseemto introducethe needfor
compromisebetweenstorageef�ciency and �le lookup
performance.

Storagereuseis anotherareafor furtherwork. TheVen-
tanaprototypedoesnot have any mechanismfor deleting
data. We have not yet founda way to ef�ciently support
both creationof branchesand the determinationthat an
objectis no longerin usein any branch.

8 RelatedWork

Parallax[31] demonstratesthatvirtual diskscanbestored
centrallywith very high scalability. Parallaxallows vir-



tual disksto be ef�ciently usedandmodi�ed in a copy-
on-write fashionby many users.Unlike Ventana,it does
notallow cooperativesharingamongusers,nordoesit en-
hancethe transparency or improve thegranularityof vir-
tualdisks.

VMwareESX Server includesthe VMFS �le system,
which is designedfor storing large �les suchas virtual
disks[30]. VMFS allowsfor snapshotsandcopy-on-write
sharing,but nottheotherfeaturesof avirtualizationaware
�le system.

Live migration of virtual machines[4] requiresthe
VM' s storageto beavailableon thenetwork. Ventana,as
adistributed�le systemparticularlysuitedto VM storage,
providesa reasonableapproach.

Whitaker et al. [33, 34] usedwhole-systemversioning
to mechanicallydiscover theorigin of aproblemby doing
binarysearchthroughthehistoryof a system.They note
the“semanticgap” in trying to relatechangesto a virtual
disk with higher-level actions. We believe that a VAFS,
in whichchangesto �les anddirectoriesmaybeobserved
directly, couldhelpto reducethissemanticgap.

TheVentanaprototypeof coursehasmuchin common
with other�le systems.Objectstoresarean increasingly
commonway to structure�le systems[10, 7, 28]. Ob-
jectsin Ventanaareimmutable,which is unusualamong
objectstores,althoughin this respectVentanaresembles
theCedar�le systemand,morerecently, EMC's Centera
system[11, 6]. PVFS2,a network �le systemfor high-
bandwidthparallel�le I/O, is another�le systemthatuses
Berkeley DB databasesto store�le systemmetadata[21].

Many versioning�le systemsexist, in researchsystems
suchasCedar, Elephant,andS4, andin productionsys-
temssuchasWAFL (usedby Network Appliance�lers)
andVMS [11, 23, 27, 14, 18]. A versioning�le system
on top of a virtual disk allows old versionsto be easily
accessedinside the VM, but doesnot addressthe other
downsidesof virtual disks. Noneof thesesystemssup-
ports the tree-structuredversionsnecessaryto properly
handlethenaturalevolutionof virtual machines.Thever-
sion retentionpolicies introducedin Elephantmight be
usefullyappliedto Ventana.

Online�le archives,suchasVenti,alsosupportaccess-
ing old versionsof �les, but again only linearversioning
is supported[22].

Ventana'stree-structuredversionmodelis relatedto the
modelusedin revision controlsystems,suchasCVS [3].
A version createdby merging versionsfrom different
brancheshasmorethanoneparent,soversionsin revision
controlsystemsareactuallystructuredasdirectedacyclic
graphs.Revision controlsystemswould generallynot be
good“backend”storagefor Ventanaor anotherVAFSbe-
causethey typically storeonly asingle“latest” versionof
a �le for ef�cient retrieval. Retrieving otherversions,in-
cluding the latestversionof �les in branchesother than

the “main branch,” requiresapplicationof patches[29].
Files marked “binary,” however, often includeeachrevi-
sionin full, withoutusingpatches,souseof “binary” �les
mightbeanacceptablechoice.

Vesta[13] is asoftwarecon�gurationmanagementsys-
temwhoseprimary�le accessinterfaceis over NFS,like
Ventana.Dependency trackingin Vestaallowsfor precise,
high-performance,repeatablebuilds. Similar trackingby
a VAFS might enablebetterunderstandingof which �les
andversionsshouldberetainedover thelong term.

Weproposedextendingadistributed�le system,which
alreadysupports�ne-grainedsharing,by addingversion-
ing that supportsvirtual machines. An alternative is to
allow virtual disks,which alreadysupportVM-style ver-
sioning,to supportsharingby addinga locking layer, as
canbedonefor physicaldisks[19, 1]. This approachre-
quirescommitting to a particularon-disk format, which
makeschangesandextensionsmoredif�cult. It alsoeither
requireseachclient to understandthedisk format,which
is a compatibility issue,or useof a network proxy that
doesunderstandtheformat. In thelattercasetheproxy is
equivalentto Ventana's hostmanager, andstorageunder-
lying it is reallyanimplementationdetail.

A “union” or “overlay” �le system[20, 17] canstacka
writable�le systemabovelayersof read-only�le systems.
If thetop layer is thecurrentbranchandlower layersare
thebranchesthat it wasforked from, somethinglike tree
versioningcanbe obtained. The effect is imperfectbe-
causechangesto lower layerscan“show through” to the
top. Symboliclink farmscanalsostacklayersof directo-
ries, often for multi-architecturesoftwarebuilds [5], but
link farmsarenot transparentto theuseror software.

9 Conclusion

Ventanais a virtualization aware distributed �le system
that providesthe powerful versioning,security, andmo-
bility propertiesof virtual disks,while overcomingtheir
coarse-grainedversioningandtheiropacitythatfrustrates
cooperative sharing. This allows Ventanato supportthe
rich usagemodelsfacilitatedby virtual machines,while
avoiding the security pitfalls, managementdif�culties,
andusabilityproblemsthatvirtual diskssuffer from.

We believe that virtualizationaware�le systemshave
an importantrole to play in the evolution of virtual ma-
chinesfrom theirphysicalmachineinspiredroots,toward
being a more lightweight, �e xible, and general-purpose
mechanismfor organizingsystems.
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