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ABSTRACT
We presenta �e xible architecturefor trustedcomputing,called
Terra, that allows applicationswith a wide rangeof security re-
quirementsto run simultaneouslyon commodityhardware. Ap-
plicationson Terraenjoy the semanticsof runningon a separate,
dedicated,tamper-resistanthardwareplatform,while retainingthe
ability to run side-by-sidewith normalapplicationson a general-
purposecomputingplatform. Terraachievesthis synthesisby use
of a trusted virtual machine monitor (TVMM) that partitions a
tamper-resistanthardware platform into multiple, isolatedvirtual
machines(VM), providing theappearanceof multiple boxeson a
single,general-purposeplatform. To eachVM, the TVMM pro-
videsthesemanticsof eitheran“openbox,” i.e. a general-purpose
hardwareplatformlike today's PCsandworkstations,or a “closed
box,” anopaquespecial-purposeplatformthatprotectstheprivacy
andintegrity of its contentsliketoday'sgameconsolesandcellular
phones.The softwarestackin eachVM canbe tailoredfrom the
hardwareinterfaceup to meetthe securityrequirementsof its ap-
plication(s).ThehardwareandTVMM canactasa trustedpartyto
allow closed-boxVMs to cryptographicallyidentify the software
they run, i.e. what is in the box, to remoteparties. We explore
thestrengthsandlimitationsof this architectureby describingour
prototypeimplementationandseveral applicationsthat we devel-
opedfor it.
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GeneralTerms
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1. INTRODUCTION
Commoditycomputingsystemshave reachedanimpasse.There

is an increasingneedto deploy systemswith diversesecurityre-
quirementsin enterprise,government,andconsumerapplications.
However, currenthardwareandoperatingsystemsimposefunda-
mentallimitationson thesecuritytheseplatformscanprovide.

First, commodityoperatingsystemsarecomplex programsthat
often containmillions of lines of code,thusthey inherentlyoffer
low assurance.Building simple, high-assuranceapplicationson
top of theseoperatingsystemsis impossiblebecauseapplications
ultimately dependon the operatingsystemaspart of their trusted
computingbase.

Next, commodityoperatingsystemspoorly isolateapplications
from oneanother. As aresult,thecompromiseof almostany appli-
cationon a platformoftencompromisestheentireplatform. Thus,
applicationswith diversesecurityrequirementscannotberun con-
currently, becausetheplatform'ssecuritylevel is reducedto thatof
its mostvulnerableapplication.

Further, currentplatformsprovide only weak mechanismsfor
applicationsto authenticatethemselvesto their peers.Thereis no
completeandubiquitousmechanismfor distributedapplicationsto
verify the identitiesof programsthey interactwith. This makes
building robust andsecuredistributedapplicationsextremelydif-
�cult, as remotepeersmustbe assumedto be malicious. It also
signi�cantly limits the threatmodelsthat can be addressed.For
example,an online gameserver cannottell whetherit is interact-
ing with a gameclient thatwill play fairly or onewhich hasbeen
subjectedto tamperingthatwill allow usersto cheat.

Finally, currentplatformsprovide no way to establisha trusted
pathbetweenusersandapplications.For example,an application
for tradingon�nancial marketshasnowayof establishingif its in-
putsarecomingfrom a humanuseror a maliciousprogram.Con-
versely, humanusershave no wayof establishingwhetherthey are
interactingwith a trusted�nancial applicationor with a malicious
programimpersonatingthatapplication.

To addresstheseproblems,somesystemsresortto specialized
closedplatforms,e.g.cellularphones,gameconsoles,andATMs.
Closedplatformsgive developerscompletecontrolover thestruc-
tureandcomplexity of thesoftwarestack,thusthey cantailor it to
their securityrequirements.Theseplatformscanprovide hardware
tamperresistanceto ensurethattheplatform'ssoftwarestackis not
easily modi�ed to make it misbehave. Embeddedcryptographic
keys permitthesesystemsto identify their own softwareto remote
systems,allowing themto make assumptionsaboutthesoftware's
behavior. Thesecapabilitiesallow closedplatformsto offer higher
assuranceandaddressa wider rangeof threatmodelsthancurrent
general-purposeplatforms.

Thesecuritybene�ts of startingfrom scratchon a “closedbox”



special-purposeplatformcanbesigni�cant. However, for mostap-
plicationsthesebene�tsdonotoutweightheadvantagesof general-
purposeopenplatformsthatrunmany applicationsincludingahuge
bodyof existing codeandthattake advantageof commodityhard-
ware(CPU,storage,peripherals,etc.) thatoffersrich functionality
andsigni�cant economiesof scale.In thiswork,wedescribeasoft-
warearchitecturethatattemptsto resolvethecon�ict betweenthese
two approachesby supportingthecapabilitiesof closedplatforms
on general-purposecomputinghardwarethrougha combinationof
hardwareandoperatingsystemmechanisms.

Ourarchitecture,calledTerra,providesasimpleand�e xiblepro-
grammingmodelthatallows applicationdesignersto build secure
applicationsin thesamewaythey wouldonadedicatedclosedplat-
form. At thesametime, Terrasupportstoday's operatingsystems
andapplications.Terrarealizesthisunionwith atrustedvirtual ma-
chine monitor (TVMM), that is, a high-assurancevirtual machine
monitor that partitionsa single tamper-resistant,general-purpose
platforminto multiple isolatedvirtual machines.Usinga TVMM,
existing applicationsandoperatingsystemscaneachrun in a stan-
dardvirtual machine(“open-boxVM”) that provides the seman-
tics of today's openplatforms. Applicationscanalsorun in their
own closed-boxvirtual machines(“closed-boxVMs”) thatprovide
the functionality of runningon a dedicatedclosedplatform. The
TVMM protectsthe privacy and integrity of a closed-boxVM' s
contents. Applicationsrunning inside a closed-boxVM can tai-
lor their softwarestacksto their securityrequirements.Finally, the
TVMM allows applicationsto cryptographicallyauthenticatethe
runningsoftwarestackto remotepartiesin a processcalledattes-
tation.

Both open- and closed-boxVMs provide a raw hardware in-
terfacethat is practically identicalto the underlyingphysicalma-
chine. Thus, VMs can run all existing commoditysoftware that
would normally run on the hardware. Becausea hardware-level
interfaceis provided,applicationdesignerscancompletelyspecify
whatsoftwarerunsinsideaVM, allowing themto tailor anapplica-
tion'ssoftwarestackto its security, compatibility, andperformance
needs.Closed-boxVMs areisolatedfrom therestof theplatform.
Throughhardware memoryprotectionand cryptographicprotec-
tion of storage,their contentsareprotectedfrom observation and
tamperingby theplatformownerandmaliciousparties.

The next sectionpresentsthe Terra architectureand describes
thebasicpropertiesof trustedvirtual machinemonitors,themech-
anismthat allows applicationswith open-boxandclosed-boxse-
manticsto run side-by-side.It describestheprocessof attestation
that Terrausesto identify the contentsof VMs to remoteparties
andpresentsseveral modelsfor userinteractionwith the TVMM.
Section3 describesTerra's local securitymodel,Terra's impacton
applicationassurance,andhow remotepartiescantake advantage
of Terra'ssecuritymodel.In Section4 wedescribethedesignof the
TerraTVMM. Section5 describesa prototypeimplementationof
this designandtheimplementationof closed-boxapplicationsthat
utilize ourprototype.Theseapplicationsincludea“cheat-resistant”
closed-boxversionof the popularmulti-player gameQuake and
trustedaccesspoints(TAPs),a systemof closed-boxVMs thatcan
beusedto regulateaccessto a privatenetwork at its endpoints.We
discussrelatedwork in section6 andconcludein section7.

2. TERRA ARCHITECTURE
At theheartof Terrais a virtual machinemonitor(VMM). Like

any VMM, Terravirtualizesmachineresourcesto allow many vir-
tual machines(VMs) to run independentlyandconcurrently. Terra
alsoprovidesadditionalsecuritycapabilitiesincludingactingasa
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Figure 1: Terra Ar chitecture. A trusted virtual machinemon-
itor (TVMM) isolates and protects independent virtual ma-
chines(VMs). Closedbox VMs, shown in gray, are protected
fr om eavesdropping or modi�cation by anyonebut the remote
party who hassupplied the box. Here, the SETI@Homeclient
is in a closedbox sothat its server canverify that it hasnot been
modi�ed to claim it hasrun checksthat it actually hasnot, and
an online gameis in another to deter cheating (seesection5.2
for more information). The TVMM canidentify the contentsof
the closedbox to remoteparties, allowing them to trust it. Also
shown herearethe managementVM andan open-boxVM run-
ning a commodity operating system.

trustedparty to authenticatethe software running in a VM to re-
moteparties.Becauseof this propertywe refer to it asa “trusted
VMM” (TVMM).

At ahigh level, theTVMM exportstwo VM abstractions.Open-
box VMs provide the semanticsof today's openplatforms. These
canrun commodityoperatingsystemsandprovide theappearance
of today's general-purposeplatforms.Closed-boxVMsimplement
the semanticsof a closed-boxplatform. Their contentcannotbe
inspectedor manipulatedby theplatformowner. Thus,their con-
tent is secure,neitherinspectablenor modi�able by any but those
who constructedit, who canexplicitly provide themselvesaccess.
Figure1 depictsaninstanceof theTerraarchitecturewith anopen-
box VM, two closed-boxVMs, and the managementVM (to be
describedlater).

Terraprovidesa raw virtual machineasthe developmenttarget
for applications,lendinggreat�e xibility to applicationdesigners.
Applicationscanbedesignedfrom the(virtual) hardwareup,using
the operatingsystemsthat bestsuit their security, portability, and
ef�ciency needs. Operatingsystemsthat run in VMs may be as
simpleasabootstraploaderplusapplicationcodeor ascomplex as
a commodityoperatingsystemthatrunsonly oneapplication.Ap-
plicationscancompletelytailor theOSto their securityneeds.In-
steadof runningsingleclosed-boxapplications,a closed-boxVM
might run a specialtrustedOSwith a selectionof applicationsde-
signedspeci�cally for it, thusproviding somethingsimilar to the
NGSCB[13] model.

VMs on a singlephysicalmachinecommunicatewith onean-
otherover virtualizedstandardI/O interfacessuchasNICs, serial
ports,etc. TheVMM canalsomultiplex thedisplayandinput de-
vices. Thus, from the user's perspective, a closed-boxVM may
take on theappearanceof a normalapplication,a virtual network
appliance,or a virtual device (e.g.aUSBdevice).

The responsibilityfor con�guring how theseVMs are granted
storageandmemory, connected,started,stopped,etc.is delegated



to a specialmanagementVM. TheTVMM offers themanagement
VM a basicinterfaceto carry out thesetasks. WheretheTVMM
providesresourcemanagementmechanisms,themanagementVM
decidespolicy, providing ahigher-level interfaceto usersandother
VMs.

2.1 The Trusted Virtual Machine Monitor
Terra's architectureis basedon a virtual machinemonitor [33],

a thin software layer that allows multiple virtual machinesto be
multiplexed on a single physicalmachine. The virtual machine
abstractionthat the VMM presentsis similar enoughto the un-
derlyingarchitecturethatprogramsandoperatingsystemswritten
for thephysicalhardwarecanrun unmodi�ed on thevirtual hard-
ware. Terratakesadvantageof the following propertiesof tradi-
tionalVMMs:

Isolation A VMM allows multiple applicationsto run in different
virtual machines.Eachvirtual machinerunsin its own hardware
protectiondomain,providing strongisolationbetweenvirtual ma-
chines.Secureisolationis essentialfor providing thecon�dential-
ity andintegrity requiredby closed-boxVMs. Also, theabstraction
of separatephysicalmachinesprovidesan intuitive modelfor un-
derstandingtheisolationpropertiesof theplatform.

Extensibility Any “onesize�ts all” approachto providing anop-
erating systemfor a trustedplatform greatly limits a platform's
�e xibility becauseit ties all applicationsto one interface. If this
interfaceis too complex, it compromisesthesimplicity of thesys-
tem, forcing many applicationsto dealwith an unacceptablylow
level of assurance.Conversely, if it is too simple,it compromises
theperformanceandfunctionalityof thesystem,severely limiting
thevarietyof applicationsthatcanusefullytake advantageof it.

Terraaddressesthis con�ict by allowing applicationimplementers
to view a VM asa dedicatedhardwareplatform, allowing an ap-
plication's software stackto be built from the (virtual) hardware
up. This allows applicationdesignersto selectthe OS that best
addressestheir requirementsfor security, compatibility, and per-
formance.

For example,simpleapplicationsthat requirevery high assurance
(e.g.electronicvoting) canusea very minimal OSlayer thatcon-
sists of little more than bootstrappingcode. Other applications
(e.g.the trustedaccesspointscoveredin section5.3) mayrequire
high assuranceanda rich setof OS primitives for accesscontrol
suchastheNSA'sSELinux[43] or EROS[52]. A third classof ap-
plicationsmayneedonly a modestlevel of assurance,but requirea
relatively feature-richOSoffering high performanceandcompati-
bility, suchasastripped-down versionof Windowsor Linux. Many
onlinegameslikely fall in this category.

Beyondchoosinganoperatingsystemto meettheir needs,design-
erscantailor the OS to includeonly the componentsrequiredfor
their applications.ModularOSessuchasQNX andWindows CE,
commonlyusedin embeddedsystems,illustrate how an OS can
facilitatethis typeof application-speci�ccustomization.

Ef�ciency Experiencewith virtual machinemonitorsover thepast
30 yearshas shown the overheadof virtualization on virtualiz-
ablehardwareplatformscanbemadeessentiallynegligible. Even
without virtualizablehardware, the overheadscan be madevery
small [34]. Thus,a VMM canprovide essentiallythesameprop-
ertiesasseparatedeviceswith moremodestresourceswhosetotal
resourcessum to thoseof the physicalmachine. An application
runningunderTerracanpotentiallybemoreef�cient thanits stan-
dardOScounterpartbecauseit cantailor theOSabstractionsit uses

to its needsasin exokernels[24]. This is essentialto providing a
platform �e xible enoughto run a wide rangeof applicationswith
differingperformancedemands.

Compatibility VMMs canrun today's operatingsystems,suchas
Linux andWindows, andapplicationswithout modi�cations, un-
like alternative approachesto secureisolation, suchasmicroker-
nels[42] andisolationkernels[61]. This allows existing systems
to run underTerra, andmeansthat specializedstandaloneappli-
cationstargetedto Terracanrun side-by-sidewith legacy applica-
tions. Thegreaterisolationof a VM, comparedto a processin an
ordinaryOS,canimprove assuranceon its own; untrustedapplica-
tionscanbetransformedinto low-assurancetrustedapplicationsin
closedboxeswith minimal changes(seesection5.2 for an exam-
ple). It alsoallows new stand-aloneapplicationsto leverageexist-
ing toolchains,operatingsystems,etc.for their construction.

Security A VMM is a relatively simpleprogram(Discohasonly
13,000linesof code[12]), with a narrow, stable,well-de�ned in-
terfaceto thesoftwarerunningabove it. Unlike traditionaloperat-
ing systems,thatmustsupport�lesystems,network stacks,etc.,a
VMM only needsto presentrelatively simpleabstractions,suchas
a virtual CPUandmemory. As a resultof theseproperties,VMMs
havebeenheavily studiedasanarchitecturefor building secureop-
eratingsystems[38, 30]. VMMs have long beena mainstayof
mainframecomputing[20], wheretheir securityhasbeenlever-
agedfor implementingsystemsfor banking and �nance, health
care,telecommunication[1], defense[47], etc.Theisolationprop-
ertiesof real-world VMMs suchasthat of the IBM zSerieshave
received intensescrutiny andbeencerti�ed asconformingto the
higheststandardsfor assuranceaccordingto CommonCriteria re-
quirements[3].

Terra's TVMM providesthreeadditionalcapabilitiesnot found
in traditionalVMMs. Thesecapabilitiesareessentialto providing
a “closedbox” abstraction:

Root Secure Eventheplatformadministratorcannotbreaktheba-
sicprivacy andisolationguaranteestheTVMM providesto closed-
box VMs.

Attestation This featureallows anapplicationrunningin a closed
box to cryptographicallyidentify itself to a remoteparty, thatis, to
tell the remoteparty what is running insidethe closedbox. This
allows that party to put trust in the application,i.e. to have faith
that theapplicationwill behave asdesired.The following section
discussesthebasicsof attestation.

Trusted Path Providing a trustedpath from the user to the ap-
plication is essentialfor building secureapplications[44]. In a
TVMM, a trustedpathallows a userto establishwhich VM they
areinteractingwith aswell asallowing a VM to ensurethat it is
communicatingwith a humanuser. It alsoensurestheprivacy and
integrity of communicationsbetweenusersandVMs, therebypre-
ventingsnoopingor tamperingby maliciousprograms.

2.2 Attestation and VM Identity
Attestationenablesan applicationin a VM to authenticateit-

self to remoteparties[39, 62]. Attestationauthenticateswho built
theplatformhardwareandwhatsoftwarewasstartedat eachlayer
of thesoftwarestack,from the �rmw areup to theVM. Receiving
an attestationtells the remoteparty what programwasstartedon
a platform, but it doesnot con�rm that the programhasnot sub-
sequentlybeencompromised.The party receiving an attestation



mustjudgefor itself how stronglyit believesin thecorrectnessand
securityof eachof theplatform's layers.

Attestationrequiresbuilding acerti�catechain,from thetamper-
resistanthardware all the way to an applicationVM, to identify
eachcomponentof thesoftwarestack.This chainbeginswith the
hardware,whoseprivatekey is permanentlyembeddedin atamper-
resistantchipandsignedby thevendorproviding themachine.The
tamper-resistanthardware certi�es the system�rmw are (e.g. PC
BIOS).The�rmw arecerti�es thesystemboot loader, which certi-
�es theTVMM, which in turncerti�es theVMs thatit loads.

At a high level, eachcerti�cate in this certi�cate chain is gen-
eratedasfollows: A componenton the softwarestackthat wants
to be certi�ed �rst generatesa public/private key pair. Next, the
componentmakes an ENDORSE API call (seesection4.3) to the
lower level component,passingits public key andpossiblyother
applicationdatait wantscerti�ed. Thelower-level componentthen
generatesandsignsacerti�catecontaining(1) aSHA-1hashof the
attestablepartsof thehigher-level component,and(2) thehigher-
level component's public key andapplicationdata.This certi�cate
binds the public key to a componentwhosehashis given in the
certi�cate.

Certi�cation of a VM beingloadedby theTVMM involvesthe
TVMM signingahashof all persistentstatethatidenti�es theVM.
This includestheBIOS, executablecode,andconstantdataof the
VM. This doesnot includetemporarydataon persistentstorageor
NVRAM contentsthat constantlychangeover time. The separa-
tion betweendatawhich doesanddoesnot needto be includedin
theattestationis application-speci�c,madeby theVM' sdeveloper.
Terrasupportsthesetwo typeof databy providing VMs with both
“attestedstorage”that the TVMM incorporatesin the VM' s hash
and“unattestedstorage”thatit doesnot (seesection4.2).

Exampleattestation
As anexampleof how a VM canuseanattestationcerti�cate,con-
sidera homebankingapplicationVM, suchasQuicken,that is at-
testingits validity to a remotebankingserver. For simplicity, we
assumethat theVM andremoteserver areestablishinganauthen-
ticatedchannelusingthestandardSSLsessionkey exchangepro-
tocol. SSL is well suitedfor this purposebecauseit allows both
partiestheopportunityto presenta certi�cate chain.

For the SSL handshake protocol the VM andremoteparty use
their attestationcerti�cate chainsandprivatekeys for authentica-
tion. At theendof theprotocolbothpartiessharea secretsession
key. Duringthehandshake protocol,theremoteservervalidatesthe
VM' s certi�cate chainasfollows:

1. It veri�es that the lowestcerti�cate in the chain,certifying
thehardware,is from a trustedcerti�cate authorityandthat
thecerti�cate hasnotbeenrevoked.

2. It veri�es thatall hashesin thecerti�cate chainareonthere-
moteserver's list of authorizedsoftware.Thatis, theremote
server truststheBIOS,thebootloader, andtheTVMM.

3. It veri�es thatthehashof theVM' sattestedstorage,provided
in the topmostcerti�cate, is on a list of authorizedapplica-
tions(e.g.theVM is a valid versionof Quicken).

If all thesechecksare satis�ed, then the remoteserver knows
that it is communicatingwith an authorizedapplicationVM. It
thencompletesthe session-key exchangeprotocol to establishan
authenticatedchannel.Omitting thekey exchangewould openup
the attestationprocessto a man-in-the-middleattack. For exam-
ple,amalicioususercouldwait for attestationto complete,thenre-

bootthemachineinto anuntrustedstatewithouttheremoteserver's
knowledge.

Establishingtrust
Validation of the VM' s attestationcerti�cate chainat the remote
server requiresfurtherexplanation.In thediscussionabove we re-
quiredtheremoteserver to verify thatthehashof theVM' sattested
storageis on theserver's list of authorizedapplications.However,
sincethereare many versionsof a given applicationit is unrea-
sonableto requirethe remoteserver (e.g.a bank)to keeptrackof
hashesof all theseversions.Instead,the remoteserver shouldre-
quiretheapplicationVM to alsosendacerti�cate from its software
vendor(e.g.Intuit, in thecaseof Quicken) certifying thata given
VM hashis indeeda valid versionof theapplication.Thus,we see
thattheattestationcerti�cate chainprovesto theremoteserver the
componentsthatwereloadedontothelocal machine.Theremain-
ing certi�catesprove whatthesecomponentsare.

Wecanseefrom theabovethattwo chainsof trustareinvolvedin
attestation.Both of thesestartat a CA (eitherthesameCA or dif-
ferentones)andendat theapplicationVM. The�rst chaincerti�es
thata particularsoftwarebinaryimageis running;theCA certi�es
thehardwaremanufacturer, which signsthetamper-resistanthard-
ware,which signsthe TVMM, which signsthe applicationVM' s
hash.Thesecondchaincerti�es that thebinary imageis in facta
versionof someinterestingprogram,e.g.version4.3 of Quicken;
theCA certi�es thesoftwaremanufacturer, which signstheVM' s
hash. Taken together, the two certi�cate chainsshow that a VM
with aparticularhashis runningandthatthathashrepresentsapar-
ticularversionof aparticularsoftwareprogram.Additionalchains,
provided by the softwarevendorsthat shippedthesecomponents,
can be usedto certify the BIOS, boot loader, and TVMM. Dur-
ing attestation,all thecerti�catesof interestaresentto theremote
server, whichusesthemto decidewhetherit truststhevarioussoft-
warevendorsandwhetherit truststheapplicationsthat thesesoft-
warevendorsarecertifying.

Softwareupgradesandpatches
The mechanismdescribedabove makesthe softwareupgradeand
patchprocessstraightforward. Every upgradeto a VM simply in-
cludesanew certi�cate proving thattheresultingVM hashis still a
valid versionof theapplication.Cumulativepatchesthatsupersede
all previously releasedpatchescanwork thesameway.

The situationis a bit morecomplex for vendorsthat allow any
subsetof a collectionof patchesto be appliedto a baseVM. We
speculatethat in this case,thevendorcould issuea certi�cate that
statesthata speci�edbaseVM, plusany or all of a list of speci�ed
patches,is a valid versionof somesoftwareprogram.TheTVMM
wouldsignacerti�cate thatidenti�ed thevariantin useandinclude
bothcerti�catesin attestations.

Revocation
A userwho couldextracttheprivatekey from thetamper-resistant
hardwarecouldcompletelyunderminetheattestationprocess.Such
a usercouldconvincea remotepeerthat the local machineis run-
ning well behaved software,when in fact it is runningmalicious
code. Worseyet, by widely publishingthe private key and cer-
ti�cate the usercould enableanyoneto underminethe attestation
process.

This scenarioshows the importanceof revoking compromised
hardware. Revocation information must be propagatedto every
hostthatmightdependon revokedcerti�catesfor attestationusing
CRLs,OCSP, or CRTs (seesurvey of certi�cate revocationmeth-
ods in [37]). It is muchharderto recover from a compromiseof



a manufacturer's signingkey (e.g.Dell's signingkey) without re-
certifying all deployeddevices,soit is critical thatmanufacturers'
privatekeys beprotectedascarefullyasrootCA privatekeys.

Privacy
Theattestationprocesscompletelyidenti�es themachinedoingthe
attestation,which raisesa privacy concern. Given the resistance
metby Intel whenit introducedprocessorserialnumbers,thiscon-
cernmustbetakenseriously.

Oneoptionfor maintaininguserprivacy, proposedby theTrusted
ComputingGroup, is to usea specialCA, called a Privacy CA
(PCA).Periodically, theuser'smachinesendsanattestedcerti�cate
requestto aPCA.ThePCAveri�es themachine'shardwarecerti�-
cateandthenissuesa certi�cate containinga randompseudonym
in placeof the real identity. From thenon, the machineusesthis
anonymizedcerti�cate for attestation.Although the mappingbe-
tweenreal identitiesandpseudonyms is keptsecret,thePCA does
keeptrackof themappingsfor revocationpurposes.Note that the
anonymizedhardwarecerti�catemustbeperiodicallyrenewedwith
a freshpseudonym; otherwisetheanonymizedcerti�cate functions
asa uniqueprocessorID.

Pastexperienceshows thatusersaregenerallyunwilling to pay
for anonymity servicessuchasPCAs.As a result,thePCA incurs
signi�cant liability with no income—nota goodbusinessmodel.
Consequently, it is unlikely thatthis PCA mechanismwill beused
in practice.

Fortunately, practicalcryptographictechniquesenableprivateat-
testationwithout the needfor a third party. The simplestmecha-
nism,dueto Chaum[14], is known asgroupsignatures. A practical
implementationis givenin [9]. In ourcontext, groupsignaturesen-
ableprivateattestationwithoutany extrawork from theuser. When
usinggroupsignatures,thehardwaremanufacturerembedsadiffer-
entsecretsigningkey in eachmachine.As in standardattestation,
thiskey is usedto signthe�rmw are(e.g.BIOS)atboottime. How-
ever, thesignaturedoesnot revealwhich machinedid thesigning.
In otherwords,theattestationsignatureconvincestheremoteparty
thatthehardwareis certi�ed, but doesnotrevealthehardwareiden-
tity. Furthermore,in casea machine's privatekey is exposed,that
machine's signingkey canberevokedsothatattestationmessages
from thatmachinewill no longerbetrusted.

Interoperability andConsumerProtection
Attestationis a valuableprimitive for building securedistributed
systems.It frequentlysimpli�es systemdesignandreducespro-
tocol complexity [28]. However, attestationalsohasa variety of
potentiallyominousimplicationsthatbearcarefulconsideration.

In today's opendistributedsystems,programsfrom any source
can interoperatefreely. This hasled to a proliferationof clients
andserversfor a wide varietyof protocols,includingcommercial,
free, andopensourcevariants. This hasbene�ted consumersby
fueling innovation,encouragingcompetition,andpreventingprod-
uct lock-in. Attestationwould allow software vendorsto create
softwarethatwould only interoperatewith othersoftwarethey had
provided. This createsthe tremendousrisk of sti�ing innovation
andenablingmonopolycontrol[5]. Giventhis risk it is critical that
the deployment of attestationbe given carefulconsideration,and
thatappropriatetechnicalandlegal protectionsareput in placeto
minimizeabuse.

Another far-reachingimplication of attestationis its ability to
facilitatedigital rights management(DRM). If trustedcomputing
is deployedubiquitously, mediaproviderscoulddecideto only re-
leasetheir contentto platformsthatwould preventcopying, expire
the mediaafter a certaindateor numberof viewings, etc. A full

discussionof technical,commercial,andlegal implicationsarebe-
yondthescopeof this work.

2.3 Secure User Interface
A secureuserinterfaceprovidesa trustedpathto applications.

It preventsmaliciousapplicationsfrom confusingthe userabout
whichVM is in use.Thiscanbeachievedbyproviding unforgeable
andunobstructablevisual cuesthat allow the userto identify the
currentVM. A widerangeof optionsexist for addressingthis from
a UI designperspective.

Onemodelpresentedby theNetToparchitecture[47] is avirtual
KVM (keyboard,video, mouse)switch model. In this modelthe
useris presentedwith separatevirtual consoleswhich theusercan
selectusinga virtual KVM switch. A small amountof spaceat
the top of the screendisplayswhich VM the physicalconsoleis
currentlyshowing. This spaceis reservedfor exclusive useby the
VMM.

Anotheroptionfor accomplishingthesameendhasbeenusedin
compartmentedmodeworkstationsystems[18]. In thesesystems
a securewindow managercontrolstheentiredesktopandapplica-
tions (in our case,VMs) canonly write to portionsof the display
to which they have beengrantedaccess.Tagson theframeof each
window indicatewhichVM ownsit, andadedicatedspaceis again
reservedto inform theuserwhichVM is in use.

We have not implementeda secureuserinterfacein our Terra
prototype. We believe that implementinga secureUI that allows
thecapabilitiesof commoditygraphicshardwareto beutilizedwill
requireadditionalhardwareandsoftwaresupport. This is dueto
problemsimposedby themassivecomplexity andresultinglow as-
suranceof today's videodrivers. We discusshow to addressthese
problemsin 4.5and4.6respectively.

3. PLATFORM SECURITY

3.1 Local Security Model
Terra'sbasicaccesscontrolmodelis speci�edcompletelyby the

TVMM andthemanagementVM. It is assumedthat themanage-
mentVM will make a distinctionbetweentheplatformownerand
platform user, similar to the distinctionbetweensystemadminis-
tratorandnormalusersin a standardOSaccesscontrolmodel.We
assumethe platform owner can choosethe TVMM (or OS) that
boots,althoughonly certainTVMMs will actually be trustedby
third parties.

Thetrustedvirtual machinemonitorrunsat thehighestprivilege
level. It is “root secure,” [54] meaningthat it is securefrom tam-
peringevenby theplatformownerwhohasroot level access,from
themanagementVM, etc. TheTVMM only dictatespolicy that is
requiredfor attestation;it isolatesVMs from eachother, it will not
falselyattestto a VM' s contents,andit will not discloseor allow
tamperingwith thecontentsof aclosed-boxVM. TheTVMM can-
not guaranteeavailability. All otherpolicy decisionsareleft to the
discretionof themanagementVM, i.e. theplatformowner.

ThemanagementVM formulatesall platformaccesscontroland
resourcemanagementpolicies. It grantsaccessto peripherals,di-
videsstorageamongVMs, andissuesCPUandmemorylimits. It
might formulatepoliciesthat limit how many VMs canrun,which
VMs canrun (i.e. what softwarecanrun in a given VM), which
VMs canaccessnetwork interfacesor removablemedia,andsoon.
ThemanagementVM alsostarts,stops,andsuspendsVMs.

The managementVM that runs is determinedby the platform
owner, so the securityguaranteesthat the TVMM providesmust
not dependin any way on the managementVM. The TVMM en-
forcesthesesecurityguarantees,independentof the management



VM. ThemanagementVM doeshave thepower to deny serviceto
aVM, by failing to providearequiredresource.Thispower is nota
securityfailing becausetheplatformownerand/orusercando the
samething,e.g.by unpluggingthedevice.

3.2 Application Assurance
The most importantpropertyTerraprovides for improving ap-

plication securityis allowing applicationsto determinetheir own
level of assurance.

In traditionaloperatingsystemsisolationbetweenapplicationsis
extremelypoor. TheOSkernelitself haspoorassuranceandis eas-
ily compromised,andthegreatdealof statethatis sharedbetween
applicationsmakes it dif�cult to reasonaboutisolation. As a re-
sult, compromisinga singleapplicationoftenimpactsa signi�cant
portionof theplatform. Thus,thesecurityof theentireplatformis
often reducedto that of its mostvulnerablecomponent.In Terra,
applicationsin different VMs are strongly isolatedfrom onean-
other. This preventsthecompromiseof any single-applicationVM
from impactingany other applicationson the system. Thus,ap-
plicationswith greatly differing assurancerequirementsmay run
concurrently, becausean application's level of assuranceis inde-
pendentof otherapplicationson thesystem.

Terra's ability to run an application-speci�coperatingsystem
aids assurancein a variety of ways. Operatingsystemstailored
to anapplicationcanbesmallerandsimplerthangeneral-purpose
OSes.Further, anOStailoredto anapplicationcanprovidethebest
abstractionsfor satisfyingthesecurityrequirementsof thatapplica-
tion. For example,the�ne-grainedaccesscontrolsof SELinux[43]
couldbeusedtocompartmentalizeamoresophisticatedapplication
with many components,while a simplerapplicationcould reduce
its TCB to simplebootstrappingcode.

Attestationalsohaspotentialbene�ts for applicationassurance.
Becauseapplicationscanensurethatthey only interactwith trusted
peers,they addan additionallevel of depthto their defenses.An
attacker wishingto exploit theapplicationmust�rst eitherexploit
its peeror �nd somemeansof impersonatingits peer, in orderto
provide a vectorfor attack.

Theassuranceof applicationsrunningin Terrais still ultimately
limited by the assuranceof the operatingsystem,in this casethe
TVMM. However, we believe thatwith adequatehardwaresupport
aVMM canprovide isolationat thehighestlevelsof assurance[3].

3.3 Trusting Software
Attestationallowsauserto authenticatewhathardwareandsoft-

warearein useon a remoteplatform. This is referredto asestab-
lishing thattheremoteplatformis “trusted.” Thiscanbeavaluable
capabilityfor gainingcon�dencein theintegrity of asystem'scom-
ponents,but correctlyusingthiscapabilitycanalsobequitesubtle.
In particular, it is easyto construeanattestationaspromisingmore
thanit actuallycan. It is critical that developersnot overestimate
whatthis capabilityprovides.

Naively assumingaclient is completelytrustworthybasedonat-
testationcanpotentiallymake applicationsneedlesslyfragile and
ultimatelydegradetheir securityinsteadof improving it. This can
occurwhenaremotepartyplacestoomuchfaithin theclient'sgood
behavior, ignoringrelevant issuesin thethreatmodel,andmaking
overly strongassumptionsaboutsoftware assuranceor hardware
tamperresistance.This canalsooccurif the trust providedby at-
testationis usedasa replacementfor strongeralternativessuchas
cryptography.

Attestationcannotmake a promiseaboutthe future. A trusted
nodecanfail at any time, throughmany means—hardwarefailure,
power failure,auserunpluggingthedevice—soanattestationcan-

not reliablyguaranteethatthenodewill doanythingata latertime.
At best,a trustedplatformcanonly ensuretheintegrity andcon�-
dentialityof thesoftwareit is running.In this respectit is noworse
thana realclosed-boxplatform.

Hardware in the handsof maliciousremoteuserscan only be
trustedup to thelevel of hardwaretamperresistance.Currentinex-
pensive commodityhardwarethatoffersonly modesttamperresis-
tance,suchastheminimal amountrequiredto supportTCPA [58],
shouldgenerallybeassumedto deteronly theleastresourcefulat-
tacker. It is our hopethat as tamper-resistanthardware becomes
morewidely deployed, in theform of TCPA, high-qualitytamper-
resistanthardwarewill becomeaffordabledueto economyof scale.
Effective meansto take hardwaretamperresistanceandthe threat
from thelocaluserandphysicalsecurityinto accountin thedesign
of trustedsystemshasbeenstudiedextensively. A goodstarting
pointon this topic is work by Anderson[6] andYee[59].

4. TRUSTED VIRTUAL MACHINE MONI­
TORS

Trustedvirtual machinemonitorsprovideapplicationdevelopers
with the semanticsof real closed-boxplatforms. VMs provide a
raw hardwareinterfaceequippedwith virtual network cards,video
cards,securedisks,etc. VMs canattestto their contentsby ob-
taining signedcerti�cates usinga direct interfaceto the TVMM.
TheTVMM providesthemanagementVM with interfacesto cre-
ateandmanageVMs, andto connectthemthroughvirtual devices.
In this sectionwe describetheseinterfaces,andhow they areim-
plementedby theTVMM. We alsodescribehardwarerequiredfor
building TVMMs.

4.1 StorageInterface
The TVMM provides an interfacefor maintainingapplication

securityin the faceof the threatmodelpresentedby mainstream
tamper-resistanthardwaresuchasaTCPA-equippedPC.It assumes
that the hardwareplatform will provide tamperresistancefor the
memory, CPU, etc.,but will not protectthe disk. Thus, the disk
may be removed from the machine,accessedby a different OS,
etc. In light of this threat,Terraprovidesseveralclassesof virtual
disksthatVMs canuseto securetheprivacy andintegrity of their
data.VMs canselectwhattypeof disk they areusingfor any given
virtual disk,basedontheirsecurity, performance,andfunctionality
requirements:

Encrypted disks hold con�dential data. The TVMM transpar-
entlyencrypts/decryptsandHMACs[10] storageownedby agiven
VM on that VM' s behalf, ensuringthe storage's privacy and in-
tegrity.

Integrity-checkeddisks storemutabledatawhoseintegrity is im-
portantbut doesnot requireprivacy. The TVMM usesa simple
HMAC to preventtampering.Optionally, asecurecountercanpre-
ventrollback(seesection4.6).

Raw disks provide unchecked storage.Theseareusefulfor shar-
ing datawith applicationsoutsidetheVM.

In additionto thesebasicdisk types,disksarealsospeci�ed as
being attestedor unattested.Attesteddisks containthe program
binary andotherimmutablestatethat make up the identity of the
VM for thepurposeof attestation.Whichdisksareattestedis spec-
i�ed aspart of a VM' s metadatai.e. its basiccon�guration data.
Persistentstatethatwill change,e.g.variablecon�gurationstateor
applicationdata,is not kepton attestabledisks,becausea hashof



its contentswould not generallybe meaningfulto a remoteparty.
Attestabledisksmaybeencryptedor left in theclearat thediscre-
tion of theVM' s developer.

Any VM thatdesiresattestationmusthave beenbootedfrom an
attestabledisk. This disk's hashmakesup theprimary identityof
the VM, along with the VM �rmw are and other immutableVM
state. Additional disksmay alsobe madeattestable.The hashof
eachof thesedisks,if any, constitutesa secondaryidentity for the
VM. Thereasonfor thisseparationis to facilitatethespecialization
andredistributionof closed-boxVMs. For example,supposeAcme
�re wall company producesa closed-boxVM thatprovidestrusted
accesspoint functionality(seesection5.3).Theprimaryidentityof
thisVM will begivenby theVM suppliedbyAcme.Eachcompany
thatpurchasesthis box will adda separatedisk which storessite-
speci�c con�gurationdata(e.g.�re wall rules,VPNkeys). Thehash
of thisdiskformsasecondaryidentityfor theVM. A VM mayhave
only oneprimaryidentity, but it mayhaveany numberof secondary
identities.

Cryptographickeys usedfor protectingstoragearesealedunder
theTVMM' s public key (seesection4.6 for informationon sealed
storage).Thehardwarewill releasetheTVMM' s privatekey only
to theTVMM itself, maintainingthecon�dentiality of thesekeys.

4.2 Implementing Attestation
In principle,computingtheidentityof anapplicationfor attesta-

tion is doneby applyinga securehashto theentireexecutableim-
ageof anapplicationbeforethatapplicationis started.In practice
many issuesmustbetakeninto account.Whatportionsof theVM
arehashed?How is the VM decomposedfor hashing?Whenare
thehashesactuallycomputed?Theanswerstoall of thesequestions
haveimportantpracticalimplicationsfor securityandperformance.

A completeVM imageconsistsof a varietyof mutableandim-
mutabledata. The VM is de�ned not only by the initial contents
of its virtual disks,but alsoby its NVRAM, systemBIOS,PROMs
for any BIOS extensions,and so on. EachVM also includesa
“descriptor”thatlistshashesfor attestablepartsof theVM, includ-
ing attestabledisks.TheTVMM takesresponsibilityto ensurethat
loadeddataactuallymatchesthesehashes.

Verifyinganentireentity(e.g.avirtual disk)with asinglehashis
ef�cient only if theentity is alwaysprocessedin its entirety. If sub-
sectionsof ahashedentityareto beveri�ed independently(e.g.de-
mandpaginga disk) thenusinga singlehashis undesirable.So,
insteadof a singlehash,Terradividesattestableentitiesinto �x ed-
sizeblocks,eachof whichis hashedseparately. TheVM descriptor
containsa hashover thesehashes.

If theVM isaccompaniedbyalist of theindividualblockhashes,
subsectionsof the hashedentity can then be veri�ed at a block-
sizedgranularity, e.g.blockscanbeveri�ed asthey arepagedoff
disk. Whetherthe list of hashesis availableor not, theentity asa
wholecanstill beveri�ed againstthehashof hashes.

Theproblemof ef�ciency in hashinganentireentity is recursive.
Hashinga4 GBentityinto20-byteSHA-1hasheswith a4kB block
sizeyields20 MB of hashes.Storingthesehasheson disk should
not bea problem,sincenormal�lesystemshave a smallper-block
overheadanyway. A possiblerealproblemis memoryandtime;be-
foreany of thesehashesis usedto verify a block, theentire20 MB
of hashesmustthemselvesbeveri�ed againstthehashin theVM
descriptor. If it is too expensive to verify these20 MB of hashesat
startupor to keepthemin memory, useof a Merkle hashtree[46]
would tradestartupdelayfor runtimeperformance.In thecurrent
Terraprototypewe have not not yet implementedgeneralizedhash
treesto verify hashes,becausewe have not yet encounteredspace
or performanceconstraintsthatnecessitatetheir use.

Ahead­of­TimeAttestation
Eachstagein thebootprocessis responsiblefor signinga hashof
thenext stagebeforeinvokingit. All of thesestagesdealwith small
amountsof datathatareloadedinto memoryin asinglestep.Thus,
they arehashedin their entiretybeforethey aregivencontrol. We
call this “ahead-of-timeattestation”becausetheattestationoccurs
beforethecoderuns.

After boot,ahead-of-timeattestationis appropriatefor usewith
small, high-assuranceVMs. The TVMM readsin the entireVM,
veri�es all of its attestablecomponentsagainsttheVM' sdescriptor.
It alsopins theVM into physicalmemoryto avoid thepossibility
of corruptiondueto malicioustampering.

OptimisticAttestation
Ahead-of-timeattestationis impracticalfor largerVMs. Thedata
to beveri�ed mustbebothreadandhashed.Bothof thesestepscan
takeasigni�cant amountof time. For example,ignoringdisktrans-
fer time,hashing1 GB of datawith OpenSSL's SHA-1 implemen-
tation takesover 8 secondson a 2.4 GHz Pentium4. (Section5.2
measuresperformanceof attestationin a realVM.) Moreover, any
partof anattestabledisk thatis pagedoutandlaterreadbackmust
beveri�ed againto detectmalicioustampering.

To addresstheseissues,we introducethe techniqueof “opti-
mistic attestation.” With optimisticattestation,theTVMM attests
to whateverhashestheVM descriptorclaimsfor itsattestabledisks,
but it doesnot verify themat startup.Instead,individual blocksof
theVM arelazily checkedby theTVMM asthey arereadfrom disk
at runtime.If a block fails to verify at thetime it is readfrom disk,
theTVMM haltstheVM immediately.

Ahead­of­Timevs.OptimisticBehavior
Ahead-of-timeattestationandoptimisticattestationexhibit poten-
tially differentsemantics.If attestationis donein advance,asingle
corruptedbit in anattestablediskpreventsa VM from loading,but
if attestationis performedoptimistically, theVM will startandrun
until the �rst accessto the corruptedblock. VM designersmay
take this into account,but they shouldbeawarethatmany kindsof
events,includinghardwarefailuresandpoweroutages,cancausea
VM to stopsuddenlyatany time.

4.3 Attestation Interface
TheTVMM providesa narrow interfaceto closed-boxVMs for

supportingattestation.This interfaceprovidesthe following oper-
ations:

cert  ENDORSE(cert-req)

Placesthe VM' s hashin the commonname�eld of a certi�cate
and placesthe contentsof cert-req in the certi�cate. Signsthe
certi�cate with theTVMM' sprivatekey, andreturnsit to theVM.
Thecert-reqargumentcontainstheVM' spublickey andany other
applicationdatausedfor authenticatingthe VM. This function
formsthebasisof attestation.

hash GET-ID()

Retrievesthehashof thecallingVM. (TheVM imagecannotcon-
tain its own hash.)Useful for a VM thatwishesto checkwhether
the hashin an attestationfrom a remoteparty matchesits own
hash.This is frequentlyusefulasclosedboxesoftenhavepeersof
thesametype,e.g.theonlinegameexampleshown in section5.2.

4.4 ManagementInterface
TerradelegatesVM administrationdutiesto aspecialVM called

themanagementVM. ThemanagementVM is responsiblefor man-



agingtheplatform'sresourcesonbehalfof theplatformowner, pro-
viding a userinterfacefor starting,stopping,andcontrolling the
executionof VMs, andconnectingVMs throughvirtual device in-
terfaces.The TVMM providesonly basicVM abstractions.This
simpli�es its designaswell asproviding �e xibility aspolicy canbe
completelydeterminedby themanagementVM.

TheTVMM providesbasicservices,suchassupportfor running
multiple,isolatedVMs concurrently, but themanagementVM is re-
sponsiblefor higher-level resourceallocationandmanagement.In
particular, the managementVM allocatesmemoryanddisk space
to VMs, andcontrolsVM accessto physicalandvirtual devices.
It usesa function call interfaceinto the TVMM to accomplishits
tasks.Themostimportantof thesefunctionsareoutlinedbelow:

device-id  CREATE-DEVICE(type; params)

Createsanew virtual deviceof agiventypewith speci�edparame-
ters,andyieldsahandlefor thenew device. Thetypemayspecify
avirtual network interface,avirtual disk,etc. In thecaseof avir-
tual disk, paramsis a list of physicaldisk extentscorresponding
to thevirtual disk's content.Othertypesof devicesrequireother
kindsof additionalparameters.

CONNECT(device-id-1; device-id-2)
DISCONNECT(device-id-1; device-id-2)

Connects(or disconnects)the speci�ed pair of devices. Each
device-id is a virtual device id returnedfrom CREATE-DEVICE

or thewell-known id of a physicaldevice. Whena pairof devices
is connected,dataoutputfrom oneof thembecomesinput on the
otherandvice versa. For example,a virtual network device can
beusedto readandwrite network framesona realnetwork if it is
connectedto a physicalnetwork device.

vm-id  CREATE-VM(con�g)

Preparesa VM to be run, andproducesa handlefor it. The pa-
rameteris a setof con�guration attributesfor the new VM. The
con�guration includesa pointerto theVM' s descriptor. TheVM
by default hasnoattacheddevices.

ATTACH(vm-id; device-id)
DETACH(vm-id; device-id)

Attachesa given physicalor virtual device to a VM, or removes
one,respectively.

ON(vm-id)
OFF(vm-id)

Powersa VM up or down, respectively.

SUSPEND(vm-id)
RESUME(vm-id)

Temporarilypreventsa VM from runningor allows it to resume,
respectively. TheVM mustalreadybeon. (Individual VMs may
disablethis function.)

4.5 DeviceDri ver Security
Device driversposean importantchallengeto TVMM security.

Most of today's commodityplatformssupporta hugerangeof de-
vices. Today's driverscanbe very large (e.g. thosefor high-end
video cards,softwaremodems,andwirelesscards)which makes
gaininga high degreeof con�dencein their correctnessvirtually
impossible.Further, thereareahugenumberof devicedrivers,and
drivers frequentlychangeto supportnew hardware features.Of-
ten thesearewritten by relatively unskilledprogrammers,which
makestheir quality highly suspect.Empirically, driver codetends
to betheworstquality codefound in mostkernels[16] aswell as
thegreatestsourceof securitybugs[8]. Giventhesefacts,we can-
not expectto includedevice driversaspartof theTVMM' s trusted

computingbase.
Theproblemof untrusteddevice drivershascurrentlynot been

addressedby our TVMM prototype. However, a variety of solu-
tionsexist. ProtectingtheTVMM from untrusteddevicedriversre-
quiresseveralproblemsto beaddressed.First, theTVMM mustbe
protectedfrom directtamperingby thedrivercode.Thisisachieved
by con�ning driversvia hardwarememoryprotectionandrestrict-
ing their accessto sensitive interfaces.A wide varietyof systems
have addressedthis problem,from exotic microkernel[42, 45] and
safelanguagebasedsystems[11] to practicaladaptationsto exist-
ing operatingsystems,suchasNooks,whichprovidesdevicedriver
isolationfor fault tolerancein Linux [56].

A furtherthreatthatmustbeaddressedis posedby maliciousde-
vicesusinghardwareI/O capabilities(e.g.hardwareDMA) to mod-
ify thekernel. Addressingthis requiresadditionalassistancefrom
theI/O MMU or similar chip set. Oneapproachhasbeendemon-
stratedin a modi�ed versionof theMungi system [40], that runs
device driversat userlevel, asindependentprocesses,andprevents
themfrom performingDMA outsidetheirown addressspaces.

Anotherapproachto this problemis speci�ed by the forthcom-
ing NGSCBarchitecture.In NGSCBtheissueof supportingdevice
driversis avoidedaltogetherby leveragingthedevice driversof an
untrustedoperatingsystem(e.g. Windows XP) that runs concur-
rentlyon theplatform. In NGSCB,a trustedoperatingsystemsuch
asa TVMM canrun in “curtainedmemory,” memorythat is pro-
tectedfrom tamperingby boththeuntrustedoperatingsystem,and
from “attacksfrom below” via DMA. Thetrustedoperatingsystem
leveragesthe device driversof the untrustedoperatingsystemby
interfacingwith themvia anexplicit interfacein theuntrustedOS's
kernel.As asidebene�t of thisapproach,theTVMM doesnotneed
to provide its own driversandinsteadcanleveragethoseof anex-
isting operatingsystem(e.g.Windows). Leveragingthedriversof
anotheroperatingsystemto supporta TVMM would bevery simi-
lar to thehostedVMM approachof VMwareWorkstation[55].

Untrusteddevice driversposeanotherproblem. If the TVMM
cannottrust device drivers, it cannotrely on them to provide a
trustedpath. Overcomingthis challengerequiresadditionalhard-
waresupport,discussedbelow.

4.6 HardwareSupport for Trusted VMMs
Terrarelieson thepresenceof a varietyof hardwareassistance:

Hardware Attestation Minimally, the hardware mustbe able to
attestto thebootedoperatingsystem.

SealedStorage Encryptsdataundertheprivatekey of thetamper-
resistantcoprocessorthat is responsiblefor attestationetc. (e.g.a
TPM in theTCPA architecture).A hashof thebootedtrustedOS
is alsoincludedwith theencrypteddata.Thecoprocessorwill only
allow a trustedOSwith thesamehashthatsealeddatato unsealit.
This functionality is usedby theTVMM to storeits privatekey on
persistentstorage.Using this functionality ensuresthat hardware
will only releasea TVMM' s privatekey to it to the sameTVMM
thatstoredit.

Bothof thesefeaturesarecurrentlysupportedby TCPA. Several
otherformsof hardwaresupportaredesirable:

Hardware Support for Virtualization Specializedhardwaresup-
port for acceleratingvirtualizationhaslong beenavailablein IBM
mainframes[33]. We believe this typeof hardwaresupportsignif-
icantly easesthe burdenof implementinga virtual machinemon-
itor capableof ef�ciently handlingthe operatingsystemdiversity
of commoditycomputingplatforms. Hardwareassistanceis espe-
cially importantfor ef�cient interfacingto complex hardwaresuch



asgraphicsand3-D accelerators.Additionalhardwaresupportcan
alsogreatlysimplify virtualization,allowing verysimpleVMMs to
bebuilt, which in turnaidssecurity.

Hardware Support for Secure I/O As discussedabove, we can-
not assumetrust in device driverson commodityplatforms.Given
this, it is essentialto provide somemeansof establishinga secure
connectionbetweenthe TVMM and devices requiredto provide
a trustedpath(e.g.mouse,keyboard,video card,etc.). Oneway
to accomplishthis is by useof cryptographyto securecommuni-
cation betweenhardware devices and the TVMM. This could be
supportedeitherthroughadditionalsupportfor encryptionon new
devices,or by way of hardwaredonglesto supportlegacy devices.
Clearlyencryptingall communicationwith thedevice would sim-
ply necessitatemoving the driver into the TVMM. Thus,another
stepto supportingsecureI/O would besplitting device interfaces.
For example,onvideocardstheinterfacecouldbesplit into a sim-
ple2D interfacethatcouldrunin theTVMM andbeusedto imple-
mentthesecureUI. A sophisticated3D interfacecouldbeexposed
directly to VMs, enablinghigh-performancegraphicsoperations.

SecureCounter A securecounter, that is, a counterthatcanonly
beincremented,greatlyenhancesthefunctionalityof aVM [23]. A
securecounteris necessaryto guaranteefreshness,e.g.to prevent
�lesystemrollbackattacks.A securereal-timeclock is alsouseful,
e.g.for expiring old sessionkeys,defendingagainstreplayattacks,
andrate limiting (discussedin section5). Secureclocksarecur-
rently dif�cult to manufactureinexpensively, sofor now it maybe
necessaryto make dowith securecounters.

Device Isolation The TVMM would like to protectitself andthe
VMs it runsfrom attacksfrom below, i.e. attackscomingfrom de-
vicesthathave accessto theDMA controller, PCI bus,etc. Hard-
waresupportfor controllingaccessto theseresources,in particular
to shieldVMs andtheTVMM from attackwould greatlyincrease
theplatform's security, becausewe would not have to trustdevice
drivers. We anticipatethat supportfor limiting device accessto
DMA, etc.,will soonbepresentin commodityPCsto supportMi-
crosoft's NGSCBarchitecture[13, 4].

Real-Time Support Closed-boxapplicationsoftenhave real-time
requirements(e.g.gameconsoles,cellular phones)that cannotbe
satis�ed by today's operatingsystemsor VMMs. We believe ad-
ditional hardwaresupportcouldaid in addressingthis problemas
well. How bestto accommodatethesethrougha combinationof
low-level virtualizationtechniquesandresourcemanagementis a
topic for futurework.

5. EXPERIENCE AND APPLICATIONS
In this sectionwe describethe Terraprototypeandprovide an

in-depthdiscussionof several applicationsthatwe built usingthe
prototype.We alsolook at how theseapplicationsdemonstratethe
capabilitiesand the limitations of the closed-boxabstractionthat
Terraprovides.Wealsodiscussotherpotentialapplications.

5.1 Prototype Implementation
We built a prototypeof the trustedvirtual machinemonitor us-

ing VMwareGSXServer2.0.1with DebianGNU/Linuxasthehost
operatingsystem.NeitherDebiannorVMwareGSXServer is suit-
ably high assurancefor a realTVMM, but they form a convenient
platformfor experimentation.In practicethesametechniquesthat
wedescribeherecanbeappliedto adedicatedVMM offeringhigh
performance[34] andassurance,suchasahypotheticallightweight
client-sideversionof VMwareESXServer [60].

CommunicationbetweenVMs andtheTVMM' s attestationde-
viceis implementedwith aVMwarevirtual serialdevice. A Python
programmonitorsthehostendof this device andhandlesrequests
speci�edby theattestationinterface(section4.3).

We currently do not attemptto emulatethe underlyingTCPA
hardware that the TVMM would communicatewith. We believe
thatsincetheseinteractionsarerelatively minimal andwell under-
stood,addingit to our prototypesystemwould besuper�uous.

SecureStorage
To implementoptimistic attestationandotherchangesto the way
VMware GSX Server usesstorage,we hadto modify the way it
accessesvirtual disks. We achieved this by interposingon the
VMM' s readandwrite operationsusinga dynamicpreloadlibrary.
Thisallowedusto modify theunderlyingimplementationof virtual
disksto supportournew disk typeswithout theneedto changethe
VMM' s sourcecode,whichwasnotavailableto us.

Ahead-of-timeattestationwasimplementedby verifying whole
�le hashesbeforea VM is started.For optimistic attestation,our
sharedlibrary veri�es hashesas data is read from the �les that
VMwareGSXServerusesto representavirtual disk. Only aligned,
full-size blockscanbeveri�ed with hashes,so thepreloadlibrary
extendsthe startandendpositionsof eachreadto the edgeof an
alignedblock boundary. Misalignedor partialblockwritesalsore-
quireoneor two blockreads.Thesamestrategiesareappliedto ac-
cessesto integrity-checkedandencryptedstorage.We usebounce
buffers to prevent the VM from seeingunveri�ed data,although
for performancea real implementationmight try to avoid themon
alignedfull-block reads,perhapsby temporarilymarkingpagesin-
accessible.

SystemManagement
A Pythonprogramimplementsthe managementVM utilizing the
interfacedescribedin section4.4. It currentlyonly providesa sim-
ple meansof managingVMs for testingpurposes.The manage-
mentinterfaceis a Pythonwrapperlayeredover a varietyof man-
agementandcon�guration interfacesprovided by VMware GSX
Server.

For certi�cate managementwe relied on the OpenSSLlibrary.
Our certi�catesare in X.509v3 format, with X.509 certi�cate re-
questsusedto requestattestation.Currentlythe “commonname”
�eld is usedfor the attestationhash;an extension�eld would be
moresuitable.TheprototypeusesasingletrustedCA, whichsigns
a hardware certi�cate, which signsthe TVMM' s certi�cate. The
TVMM in turnsignseachapplication's attestationcerti�cate.

5.2 Trusted Quake
Commercialmultiplayeronline gameshave soaredin popular-

ity sincethemid-1990s.As thepopularityof thesegameshasin-
creased,sohastheincidenceof cheating.Cheatingin thesegames
most often occurswhen a malicious party alters the client, the
server, or their data�les to unfairly changethe rulesof thegame.
Cheatersmay alsotake advantageof insecurecommunicationbe-
tweenclientsandservers,eitherto spy on their opponentsor mali-
ciouslyaltertraf�c.

To betterunderstandhow to combattheseproblemsin a real-
world onlinegame,webuilt “TrustedQuake,” aclosed-boxversion
of “Quake II” [35], apopular“�rst-personshooter”with alongand
storiedhistoryof problemsdueto cheating.

TrustedQuake runsQuake in a closed-boxVM andusesattes-
tation to ensurethatall of thehostsit contacts,whetherclientsor
servers,alsorun the sameversionof TrustedQuake. The attesta-
tion protocolis usedto exchange160-bitSHA-1 HMAC keys [10]



and56-bit DESkeys. All normalQuake traf�c is thenexchanged
using the HMAC andDES keys for integrity andcon�dentiality,
respectively. TheTVMM will not falselyattestthatadifferentVM
is TrustedQuake, andthe isolationpropertiesof theTVMM keep
thekeys from leaking.

Our prototypeof trustedQuake usesa VM runninga minimal
Linux 2.4.20 kernel on top of a minimal installation of Debian
GNU/Linux 3.0. The VM bootsdirectly into Quake. No shell or
con�guration interfaceis available to users. A dynamicpreload
library interposeson Quake's network communicationto perform
attestationandkey exchange.It usesa customuser-spaceimple-
mentationof theIPsecEncapsulatingSecurityPayload(ESP)pro-
tocol [2] to provide both integrity andcon�dentiality. DNS traf�c
is special-cased,with thepreloadlibrary checkingincomingDNS
responsesfor properformattingto allow interactionwith conven-
tionalDNSservers.

We measuredthe time for the TrustedQuake VM to boot with
different forms of attestation. Booting without any form of at-
testationtakes26.6seconds.Ahead-of-timeattestationadds30.5
seconds,totaling57.1seconds.Substitutingoptimisticattestation,
boot totalsonly 27.3seconds.Adding encryptionto optimisticat-
testationraisesthetotal boot time to 29.1seconds.(Timesareav-
eragedover � ve runs.)We concludethatoptimisticattestationhas
signi�cant bene�ts for VM startup.As for interactive performance
after boot, we found it to be subjectively indistinguishablefrom
untrustedQuake runningwithin a VM.

Securityin Quake, as in many suchgames,originally took the
form of “securityby obscurity.” However, givenits hugepopularity
it wasnot long beforeits binary, graphicsandaudiomedia�les,
andnetwork protocolwerereverse-engineeredby thoseintent on
modifying thegame.Thesemodi�cations led to developmentof a
wide varietyof well-documentedwaysto cheat,by observingand
modifying thegameclient,server, andnetwork traf�c.

Thesecuritypropertiesprovidedby TrustedQuakepreventmany
commontypesof cheatingandothersecurityproblemsin untrusted
Quake:

SecureCommunication Thesecrecy providedby theclosed-box
VM allows Quake to maintaina sharedsecretthat it canuseto se-
curely communicatewith its peers.This defeatsseveral forms of
cheating.First, sinceTrustedQuake authenticatesall of its traf�c,
traf�c cannotbeforgedfrom it, norcanits traf�c bemodi�ed. This
defeatsactive attacksin the form of aiming proxies[19], agents
thatinterposeongametraf�c onbehalfof aplayerto improveaim-
ing. It alsodefeatspassive attacks.Whenuserscanobserve oppo-
nents'Quake network traf�c, they can�nd out importantinforma-
tion aboutgamestate,suchasthelocationof otherplayers.

Client Integrity Editedclient 3D modelscan facilitatecheating,
e.g.modi�ed modelsof opposingplayerscanmake themvisible
from fartheraway or aroundcorners.Similarly, clientscanmodify
soundsthat indicatenearbyplayers,makingthemlouderor more
distinctive [26]. SomeQuake variantsverify weakchecksumsof
modelsto attemptto preventthis typeof cheating,but thesecanbe
bypassedusingmodi�ed clientsor modi�ed modelsthatstill match
theexpectedchecksum[26]. TrustedQuakefrustratestheseattacks
becauseuserscannotedit �les in theTrustedQuake VM.

Server Integrity The Quake server coordinatesand controlsthe
game.It is oftenrun by oneof theplayersin a game,soincentive
to cheatis strong.A trustedserverpreventstwo kindsof problems.
First, it preventscheatingby the server itself, in which the server
offersadvantagesto selectedplayers.Second,it allowsonly trusted
clientsto connect,preventingcheatingby individual players.

Isolation A corollaryof isolatingQuake is thattherestof thesys-
tem is protectedif Quake is misbehaving due to remotecompro-
mise.

TrustedQuake cannotpreventsomekindsof cheating:

Bugsand UndesirableFeatures Quake hassomecommandsthat
inadvertentlyallow cheating.For instance,onecommanddisplays
thenumberof renderedpolygonmodelson-screen.Whenthisnum-
ber increases,it canindicatethat anotherplayeris aboutto come
into view. Anothercommandcanbeusedto simulatenetwork lag,
allowing theplayerto hangin mid-air for a limited time.

Network Denial-of-ServiceAttacks TrustedQuake doesnot af-
fect attacksthat prevent communicationbetweena client and a
server. This canbe usedto introducelag into otherplayers' con-
nections,puttingthematadisadvantage.This is especiallyeasyfor
theserver's owner, who hasdirectcontrolover outgoingpackets.

Out-of-Band Collusion Multiple playerswho arephysicallynear
eachother can gain extra information by watchingeachothers'
monitorsor talkingto oneanother, whichmayallow themanunfair
advantageover opponents.Similar cheatingis possiblevia tele-
phoneor onlinechatservices.

TrustedQuake providesa speci�c exampleof a solutionto the
very generalproblemof protectingthe privacy and integrity of a
complex servicein thefaceof a varietyof threats.Thetechniques
we appliedherecould be usedto improve the securityof a wide
varietyof onlinegames,aswell asothertypesof multi-userappli-
cations.TrustedQuake alsoillustratesthe limitationsof this tech-
nique.EvengiventhefeaturesthatTerraprovides,it is nopanacea.
Applicationsmuststill becarefullydesignedandsomeformsof at-
tack simply cannotbe preventedwith the featuresTerraprovides.

5.3 Trusted AccessPoints (TAPs)
TrustedQuake illustrateshow aspeci�c applicationcanbehard-

enedto ensurethat it actsasa well-behaved peer. However, for
many applicationsit is not necessaryto hardentheentireapplica-
tion. Rather, we simply want to ensurethat its communicationis
well regulated,e.g.ratelimited, monitored,accesscontrolled.This
canbe achieved with a trustedaccesspoint (TAP), that is, a �lter
for network traf�c thatrunsoneachclient thatwishesto accessthe
network. TheTAP examinesboth incomingandoutgoingpackets
andforwardsonly thosethatconformto policy. A TAP systemcan
be usedto securethe endpointsof overlay networks suchascor-
porateVPNs,to securepoint-to-pointconnectionsto accesspoints
suchaswirelessAPs,dial-in access,andevenstandardwiredgate-
ways[28], or simply to regulateaccessto network service.

We implementeda TAP systemdesignedto allow a company
(or other entity) to securelygrant outsidevisitors limited access
to its internalnetwork. To receive this limited useof the internal
network via the TAP system,a machine's owner physicallycon-
nectsthe machineto the “restrictednetwork,” that is, a network
isolatedfrom the internal network, then installs the TAP closed-
box VM on it. This VM containsa VPN client and�re wall soft-
warefor �ltering packets. At startup,the VPN client connectsto
a TAP gateway that bridgesthe internalnetwork to the restricted
network. Theclientattestsitself to theTAP gateway, andtheclient
andgatewayserverexchangesecretparametersusedfor encrypting
andintegrity-checkingdatapacketsbetweenthetwo machines.

The TAP VM can implementa traditionalnetwork policy pre-
ventingIPspoo�ng,unapprovedportusage,rate-limiting,etc.Only
packets that adhereto policy are permittedto passbetweenthe



internal and restrictednetworks. The TAP VM can also imple-
ment more complex network policy, running remotevulnerabil-
ity scannerslike Nessusandnetwork intrusiondetectionsystems
like Snort. Whenappliedto large numbersof clientsby a single
server, thesecanconsumeconsiderablenetwork andcomputational
resources.Pushingthesecoststo theclient signi�cantly easesthe
burden.

As with ourQuakeVM, theTAPprototyperunsaminimalLinux
2.4.20kernel sitting on top of a minimal Debian3.0 installation
within aclosed-boxVM. TheVM is single-purposeandhasnouser
interface.We usethepopularOpenVPNsecureIP tunneldaemon,
version1.3.0, to transmitpackets betweenthe TAP VM and the
TAP gateway. Key exchangeandcerti�cate presentationis carried
outover SSL,abuilt-in featureof OpenVPN.On theTAP gateway
we checkthe client's certi�cate via OpenVPN's ability to do so
usinganexternalprogram.

Bene�ts
Useof a TAP systemhasseveralbene�ts:

PreventsSourceForging TheTAP VM canrejectpacketswhose
sourceaddressdoesnotmatchtheaddressassignedto themachine.

PreventsDoSAttacks TheTAP VM candetectdenial-of-service
attackson machinesin the internalnetwork andthrottleserviceat
the source.(Attemptsat sourceforging might be a signof a DoS
attempt.) Self-detectionof DoS attackscould be augmentedby
noti�cation from anauthorityon theinternalnetwork.

Scalability A centralizedroutercanbeoverloadedrelatively easily
if eachpacket musttraversean entireTCP/IPstack,go througha
network intrusiondetectionsystem,andsoon. Whentheclient that
wishesto sendor receive packetsis alsoresponsiblefor verifying
them,scalabilityis improved.

Network Scalability Vulnerability scans,suchasport scans,can
consumeconsiderablenetwork bandwidth. Performingscansbe-
tween VMs within a computer, insteadof over a wire, reduces
bandwidthcostsand may allow the frequency of scansto be in-
creased.

TAP systemsdo have limitations. In particular, therecanbeno
assumptionthatall packetsonawire areauthenticatedusingaTAP
system. Nothing preventsan untrustedhost from physicallycon-
nectingto the network, andnothingpreventsa trustedhost from
rebootinginto an untrustedOS or bypassingthe TAP VM. Thus,
attacks,suchas �ooding attacks,on the restrictednetwork can-
not beprevented.However, if individual portson a switchcanbe
limited to passonly properlyHMAC'd or encryptedpackets,with
someprovision for initial negotiationof keys,thenthis issuecanbe
eliminated.

5.4 Additional Applications
We have exploredjust a few of thepotentialapplicationsof this

platform. It cansupporta wide rangeof otherapplications,includ-
ing:

� High-AssuranceTerminals

Many applicationsrequireatrustedplatformasasecureplat-
form for sendingor receiving relatively basic information
from the user. In thesesituationswe leveragethreeprop-
erties: theplatform's ability to provide a trustedpathto and
from the user, its ability to supporthigh-assuranceapplica-
tions that arehighly robust in the faceof a remoteattacker,

and the remotehost's ability to ensurethat the useris fol-
lowing bestpracticeby runninga closed-boxversionof the
application.

Oneexampleis “feeds”thatreportcurrentstockprices,news,
andotherdatathat �nancial analystsuseto make decisions.
Suchinterfacesmustbe extremelyreliable. Malicious ma-
nipulationof theseapplicationscouldhave devastatingcon-
sequencesfor individual traders,whole�rms, evenentire�-
nancialmarkets. This capabilitycould alsobe usedto pro-
vide voting stationsthat attesttheir integrity to the remote
tabulationservice.

� IsolatedMonitors

Thestrongisolationprovidedby Terra'suseof aVMM is by
itself extremelyuseful. This canbe usedto hardena vari-
ety of hostsecuritymechanismsagainstattack,suchaskey
stores,intrusiondetectionsystems[27], secureloggingsys-
tems[21], andvirusscanners[4].

� Virtual SecureCoprocessors

Many applicationsstudiedin thecontext of securecoproces-
sorssuchasthe IBM 4758[22, 53] alsolend themselvesto
implementationin this architecture.Someof theseapplica-
tions include privacy-preservingdatabases[54, 36], secure
auctions[49], andonlinecommerceapplications[63]. A key
constraintin adaptingapplicationsfrom sucharchitectures
to a trustedplatformlike Terrawill beensuringthattheplat-
form provides an adequatelevel of hardware tamperresis-
tancefor theapplication.

Clearly, the rangeof speci�c applicationsthat canbene�t from
the generalmechanismsprovided by Terra is far too long to list.
More speci�c mechanismsthatcould leverageTerrasuchasdesk-
top separation[47], applicationsandboxing,and OS authentica-
tion [62] have alreadybeenexploredelsewhere.

6. RELATED WORK
Thecentralmechanismin ourwork is thevirtual machinemoni-

tor. Extensive discussionof VMMs andtheir propertiesis foundin
seminalwork by Goldberg [32, 33] andmorecontemporarywork
on Disco[12] andVMware[55, 60]. More recently, Chen[15] ar-
guesfor routineandextensive useof VMMs for securitypurposes.

Our primary reasonfor choosinga VMM basedarchitectureis
the�e xibility it provides.Ourclaim is thata trustedoperatingsys-
tembestservesdevelopersby providing a hardwareabstractionas
a typical closedplatformwould, therebyproviding maximum�e x-
ibility . A moregeneralargumentabouttheinherentlylimiting na-
tureof committingto asingleOSabstractionhasbeenmadeby the
extensibleOS community, perhapsmostconciselyin arguing for
exokernels[24]. ExokernelsandVMMs are in many waysquite
similar. They areprimarily differentiatedby thefactthatanexoker-
nel's resourceabstractionsareoptimizedfor performance,whereas
thoseof a VMM areoptimizedfor compatibility.

Computersystemsable to cryptographicallydemonstratetheir
securitypropertiesto othersystemsarementioned�rst in thework
on trustedcomputingsystems[57] and securitykernels[30, 50]
from thelate1970sandearly1980s.Thesesystemstook theprin-
ciple of leastprivilege to the extremein a general-purposeoper-
ating system,relying on a small kernel to do isolation,while all
otheroperatingfunctions,suchasmemorymanagementandpro-
cessscheduling,werepushedupwardinto less-trustedcode.It was
found that this led to systemsthat by and large were extremely



inef�cient, for diminishingreturnsin simplicity. Reportedexperi-
encewith thesesystems,especiallythoseto kernelizethe already
svelteVM370 [17] in theform of KVM370 [31, 51], led us to be-
lieve that the VMM representsa leastcommondenominatorfor
virtualization,simpli�cation beyond which yields little additional
bene�t [30].

The conceptof authenticatinga platform's software stackwas
fully developedin theDistributedSystemSecurityArchitectureof
Gasseretal. [29]. Thisworkhadall theessentialcomponentsfound
in today's architecturesfor trustedcomputing,suchasTCPA [58].
Eachcomputersystemcontaineddedicatedhardwarewith a pub-
lic/private key pair that it could useto authenticateto othersthe
identity of thesystemit hadbootedby signinga hashof theboot
image. The operatingsystem(VMS) could in turn use its own
key pairto signfor applicationsloadedby thesystem,etc.,allowing
a system's softwareto fully authenticateitself to a remotesystem.
Includingthemachineaspartof theauthenticationprocess,explic-
itly taking its compositioninto account,wasalso includedin the
authenticationsystemsdevelopedin laterwork on Taos[62]. This
approachis treatedthoroughlyby Lampsonet al. in their related
treatiseon authenticationin distributed systems[39]. The more
recentIBM 4758securecoprocessor[22, 53] alsoallows for au-
thenticatingthe sourceof outboundconnections.Authentication
in Terradiffersmostprominentlyfrom this previouswork on plat-
form authenticationin thatanapplication'ssoftwarestackis treated
asa singleauthenticatedunit, in contrastwith previous solutions
which authenticatedto individual partsof anapplicationssoftware
stackin a piecemealfashion. Terra's supportfor rapid authenti-
cationof large applicationsfurther distinguishesit from previous
systems.Ontheoppositeendof thespectrum,ExecuteOnly Mem-
ory (XOM) [41] usescryptographichardware in the processorto
preserve theprivacy andintegrity of coderunningin a processon
anuntrustedoperatingsystem.It providesmuchlessfunctionality
thanTerrafor building secureapplications,suchasa trustedpath
to I/O devices.

Effortsby YeeandTygaronDyad[59] exploredhardwaremech-
anismsto bootstraptrust in the hostwith securecoprocessorson
standardPC hardware. More importantly, this work brought to
light the practicalapplicationsof this technologyfor consumers,
suchaselectroniccurrency, stamps,andcopy protection,andar-
ticulateda vision of includingsuchhardwareon mainstreamPCs.
TheAEGISsystemby Arbaugh[7] providesapracticalfoundation
for implementingsecurebooton a PC. AEGISusesa signedhash
to identify eachlayer in the boot process,asdoesTerra. Unlike
Terra,theprimarypurposeof AEGIS is to ensurethatonly asingle
authorizedsoftwarestackcanbeloadedon a machine.Terra's sig-
naturesaredesignedto prove to third partiesthesoftwarerunning
on the machine,whereasthosein AEGIS enforcebootingonly a
singlesoftwarestack.

Recently, hardwaresupportfor sealedstorageandattestedboot
hasbecomeavailablein the form of commodityplatformsimple-
mentingTCPA. TCPA 1.1b[58] providesall thebasicfeaturesto
supportTerra,althoughthe additionof someof the optional fea-
turesdescribedin section4.6,suchasimprovedsupportfor device
isolation, securecounters,etc., are certainly desirable,and may
be forthcoming in the as-yet-unreleasedTCPA 1.2 speci�cation.
TCPA is only a hardwaremechanismfor trustedcomputing,lack-
ing a vision for supportof trustedcomputingin operatingsystems.

In recognitionof thisneedfor OSsupportfor trustedcomputing,
Microsoft begandevelopmentof its NGSCB(formerly Palladium)
architecture[13, 4, 23, 48, 25]. This work is the mostsimilar to
oursin that it providesa “whole system”solutionto the problem
of trustedcomputing.NGSCBworksby partitioningtheplatform

into two parts(“trusted”and“untrusted”)eachof whichrunsadif-
ferentoperatingsystem.It achievesthis throughwhatcanbeseen
asa very specialpurposeVMM thatonly supportstwo VMs. The
untrustedpart runs one of today's commodityoperatingsystems
(e.g.Windows) while the trustedpart runsa dedicatedtrustedop-
eratingsystem(the “nexus” in NGSCBparlance).This dedicated
operatingsystemis designedto runsmall,high-assuranceprograms
called“agents.” Agentswork in conjunctionwith codeon theun-
trustedsideof thesystem,providing all of thesecurity-criticalfunc-
tionality thatprogramsontheuntrustedsideneed(e.g.sensitivekey
storage).

NGSCBdiffersfrom Terramostprominentlyin its programming
modelandhow it supportshigh-assuranceapplications.Terraal-
lowsapplicationdesignersto specifyany OSthey desirefor closed-
box applications.In contrast,NGSCBrequiresapplicationdesign-
ersto target their closed-boxapplicationsto a single,speci�c Mi-
crosoft OS. Terra also differs in its attestationmodel. In Terra
anapplication's entiresoftwarestackis attested,while in NGSCB
only agentsareattested.Super�cially it appearsthatTerraprovides
a more �e xible model for building applications,but making any
concretecomparisonat this point would be dif�cult, becausethe
NGSCBsoftwarearchitectureis asyet largelyunpublished.

Ultimately, NGSCB's architecturemay complementTerra's. It
appearsthathardwaresupportfor NGSCBmaybe fairly OSneu-
tral, thusallowing otherarchitectures(suchasTerra)to takeadvan-
tageof the trustedpath supportin devices,hardware supportfor
isolation,etc. that it provides.Likewise,anarchitecturelike Terra
thatcanprovideanarbitrarynumberof compatibleVMs shouldbe
ableto hostasoftwarearchitecturelikeNGSCBwhichrequiresjust
two VMs.

We presentedthe initial ideaof providing a closed-boxabstrac-
tion for trustedcomputingthrough the useof a virtual machine
monitorin a shortpositionpaper[28].

7. CONCLUSION
Wepresenteda�e xiblearchitecturefor trustedcomputing,called

Terra. Terraallows applicationsto run in an“openbox” VM with
the semanticsof a modernopenplatform, or in a “closed box”
VM with thoseof dedicated,tamper-resistanthardware. The key
primitive that Terra builds on is a trustedvirtual machinemoni-
tor (TVMM). TheTVMM mechanismsallow Terrato partitionthe
platforminto multiple, isolatedVMs. EachVM cantailor its soft-
warestackto its securityandcompatibilityrequirements.

We examinedthe primitives the TVMM provides for building
closed-boxVMs, in particularthoserequiredto support“attesta-
tion,” the mechanismusedto cryptographicallyidentify the con-
tentsof closed-boxVMs to remoteparties.Wedescribedhow to ef-
�ciently implementtheseprimitives.We implementedtheseprim-
itivesin a prototypeimplementationof Terraandbuilt a selection
of applicationsusing this prototypethat demonstrateits capabili-
ties. We believe that the closed-boxVM abstractionprovided in
the Terraarchitectureforms the basisfor a truly general-purpose
trustedcomputingplatform.
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