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Abstract. We investigate inductive methods for proving secrecy prop-
erties of network protocols, in a “computational” setting applying a
probabilistic polynomial-time adversary. As in cryptographic studies, our
secrecy properties assert that no probabilistic polynomial-time distin-
guisher can win a suitable game presented by a challenger. Our method
for establishing secrecy properties uses inductive proofs of computational
trace-based properties, and axioms and inference rules for relating trace-
based properties to non-trace-based properties. We illustrate the method,
which is formalized in a logical setting that does not require explicit
reasoning about computational complexity, probability, or the possible
actions of the attacker, by giving a modular proof of computational au-
thentication and secrecy properties of the Kerberos V5 protocol.

1 Introduction

Present-day Internet users and networked enterprises rely on key management and
related protocols that use cryptographic primitives. In spite of the staggering financial
value of, say, the total number of credit card numbers transmitted by SSL/TLS in a
day, we do not have correctness proofs that respect cryptographic notions of security for
many of these relatively simple distributed programs. In light of this challenge, there
have been many efforts to develop and use methods for proving security properties
of network protocols. Historically, most efforts used an abstract symbolic model, also
referred to as the Dolev-Yao model [30, 32, 23]. More recently, in part to draw stronger
conclusions from existing methods and proofs, several groups of researchers have taken
steps to connect the symbolic model to probabilistic polynomial-time computational
models accepted in cryptographic studies, e.g., [2,6,7,14,25, 3,31, 19,21, 33].

A fundamental problem in reasoning about secrecy, such as computational indis-
tinguishability of the key used in a protocol from a randomly chosen one, is that such
secrecy properties are not trace properties — indistinguishability over a set of possible
runs is not defined by summing the probability of indistinguishability on each run.
As a result, it does not appear feasible to prove computational secrecy properties by
induction on the steps of a protocol. A central contribution of this paper is a form of
trace-based property, called secretive, suitable for inductive and compositional proofs,
together with a form of standard cryptographic reduction proof which shows that any
attack on a secretive protocol yields an attack on cryptographic primitives used in
the protocol. This reduction method can be used to prove weaker security properties
than indistinguishability, from weaker security assumptions about primitives used in
the protocol. We give the cryptographic reduction in a precise form, by inductively



defining the operational behavior of a simulator that simulates the protocol to the pro-
tocol adversary, bringing several subtleties to light. An essential problem in defining
the simulator, which interacts with cryptographic primitives through the game used to
characterize their security, is that the simulator’s actions must be uniquely determined,
without knowing which of two possible secrets is the one actually used by the protocol.
We solve a non-trivial problem associated with protocol actions such as unpairing and
decryption by introducing a reasonable type-tagging assumption on the computational
implementation of the primitives, allowing the simulator to proceed in these cases.

We leverage the semantic proof that secretive protocols yield black-box reductions
by presenting an inductive method for showing that a protocol is secretive, formulated
in Computational Protocol Composition Logic (CPCL) [19,21]. In the process, we
generalize a previous induction rule, so that only one core induction principle is needed
in the logic. We also extend previous composition theorems [18,24] to the present
setting, and illustrate the power of the resulting system by giving modular formal
proofs of authentication and secrecy properties of Kerberos V5 and Kerberos V5 with
PKINIT. An inherent advantage of our approach is that induction proceeds only over
action sequences of the protocol program, as executed by honest protocol participants,
yet the conclusion is sound for protocol execution in the presence of an arbitrary
probabilistic polynomial-time attacker.

Our approach may be compared with equivalence-based methods, such as used
in [4] to derive computational properties of Kerberos V5 from a symbolic proof. In
equivalence-based methods [6, 31, 16, 26, 5], the behavior of a symbolic abstraction, un-
der symbolic attacks, must yield the same observable behavior as a computational ex-
ecution under computational (probabilistic polynomial-time) attack. For the standard
symbolic model, this appears to require strong cryptographic assumptions, although
perhaps weaker cryptographic assumptions can be accommodated by developing new
symbolic models. The approach that we advance in this paper involves high-level rea-
soning methods that do not involve probability or complexity, yet are sound when in-
terpreted over computational protocol execution and attack. In a sense, computational
soundness of a symbolic logic only requires an implicational connection between sym-
bolic reasoning and computational execution, whereas equivalence-based approaches
require a stronger correspondence. While we believe that both approaches have merit,
two specific technical points that distinguish the current state of each are (i) the need
to prove the absence of a “commitment problem,” in addition to symbolic security, in
[4], and (ii) the apparent open problem expressed in [4] of developing compositional
methods in that framework.

The Kerberos [28] protocol is widely used for authentication in a variety of settings.
The basic protocol has three sections, each involving an exchange between the client
and a different service. Our formal proof is modular, with the proof for each section
assuming a precondition and establishing a postcondition that implies the precondition
of the following section. In addition, the similarities between different two-step sections
of the protocol make it possible to construct template proofs that can be reused for
each two-step message exchange, further simplifying the development of the proof.

Section 2 describes the protocol process calculus and computational execution
model. A trace-based definition of “secretive protocols” and relevant computational
notions are explained in section 3. Axioms and proof rules appear in section 4, with
composition theorems developed in section 5 and applied in the proofs for Kerberos in
section 6. Conclusions appear in section 7.



2 Syntax and Semantics

In this section, we review the relevant parts of the protocol programming language,
logic, and security model for key exchange developed in our earlier work [22,17-19, 21].

2.1 Modeling Protocols

A simple protocol programming language is used to represent a protocol by a set
of roles, such as “Client”, or “Server”, each specifying a sequence of actions to be
executed by an honest participant (see [22,17,18]). Protocol actions include nonce
generation, encryption, decryption and communication steps (sending and receiving).
Every principal can be executing one or more copies of each role at the same time. We
use the word thread to refer to a principal executing one particular instance of a role.
Each thread X is identified by a pair (X ,m), where X is a principal and 7 is a unique
session identifier.

Syntazr To illustrate the syntax of this language, we use it to describe the Kerberos
V5 protocol [28]. It involves trusted principals known as the Kerberos Authentication
Server (KAS) and the Ticket Granting Server (T'GS). There are pre-shared long term
keys between the client and the KAS, the KAS and the TGS, and the TGS and the
application server. Mutual authentication and key establishment between the client
and the application server is achieved by using this chain of trust. Note that typically
the KAS shares long-term keys with a number of clients and the TGS with a number
of application servers.

Kerberos has four roles, one for each kind of participant - Client, KAS, TGS and
Server. The long-term shared keys are written here in the form k;ﬁ”;f where X and Y
are the principals sharing the key. The type appearing in the superscript indicates the
relationship between X and Y in the transactions involving the use of the key. There
are three types required in Kerberos: ¢ — k indicates that X is acting as a client and
Y is acting as a KAS, t — k for TGS and KAS and s — t for application server and
TGS. Kerberos runs in three stages with the client role participating in all three. The
description of the roles is based on the A level formalization of Kerberos V5 in [12]. We
describe the formalization of the first stage here; the complete formalization is given
in Appendix E.

In the first stage, the client (C) generates a nonce (represented by new mi) and
sends it to the KAS (K) along with the identities of the TGS (7) and itself. The
KAS generates a new nonce (AKey - Authentication Key) to be used as a session
key between the client and the TGS. It then sends this key along with some other
fields to the client encrypted (represented by the symenc actions) under two different
keys - one it shares with the client (k& ;') and one it shares with the TGS (k% 3¥). The
encryption with ktTﬁﬁ is called the ticket granting ticket (tgt). The client extracts AKey
by decrypting the component encrypted with kccﬁé“ and recovering its parts using the
match action.



Client = (C, K, T,5,1) | KAS = (K) |

new mni; receive C’.T.nl;
send C.T.ny; new AKey;

tgt := symenc AKey.C, k%??,
receive C.tgt.encic; encge := symenc AKey.n,.T, kg_}ﬁ,
tewty. = symdec enche, k¢ i send C.tgt.encyc;
match texty. as AKey.m.T; 1k

In the second stage, the client gets a new session key (SKey - Service Key) and a
service ticket (st) to converse with the application server S which takes place in the
third stage. The control flow of Kerberos exhibits a staged architecture where once one
stage has been completed successfully, the subsequent stages can be performed multiple
times or aborted and started over for handling errors.

Protocol Execution Model We consider a standard two-phase execution model as in
[11]. In the initialization phase of protocol execution, we assign a set of roles to each
principal, identify a subset which is honest, and provide all entities with encryption
keys and random coins. In the execution phase, the adversary executes the protocol
by interacting with honest principals. We make the standard assumption that the
adversary has complete control over the network, i.e. it sends messages to the parties
and intercepts their answers, as in the accepted cryptographic model of [11]. The length
of keys, nonces, etc. as well as the running time of the protocol parties and the attacker
are polynomially bounded in the security parameter.

Informally, a trace is a record of all actions executed by honest principals and the
attacker during protocol execution. Since honest principals execute symbolic programs,
a trace contains symbolic descriptions of the actions executed by honest parties as well
as the mapping of bitstrings to variables. On the other hand, although the attacker
may produce and send arbitrary bitstrings, the trace only records the send-receive
actions of the attacker, and not its internal actions. The technical definition of a trace
includes, in addition, the random bits used by the honest parties, the adversary and
the distinguisher, as well as a few other elements that are used in defining semantics
of formulas over traces [19]. In section 3, we omit these additional fields and refer to a
trace as (e, \), where e is a symbolic description of the trace and A maps terms in e to
bitstrings.

In the computational implementation of protocol actions by honest parties, we
require that constructed terms carry certain type information. The type of a term
determines the operations that can be applied to it. In particular, nonces, ids and con-
stant strings cannot be unpaired or decrypted, pairs cannot be decrypted, encryptions
cannot be unpaired and encryption with one key cannot be decrypted with another.
This may, for example, be easily implemented as follows: nonces, ids and constant
strings are prefixed with tags indicating their types, pairs are prefixed with a ‘pair’ tag
and encryptions with key k are prefixed with an ‘encrypted with key &’ tag. However,
the adversary is not restricted in the same way—it can modify or spoof tags or produce
arbitrary untagged bitrings.



Action Predicates:

a = Send(X,t) | Receive(X, t) | SymEnc(X, ¢, k) | SymDec(X, ¢, k) | New(X, n)

Formulas:

@ = a|t = t|Start(X) | Honest(X) | Possess(X, t) | Indist(X, t) |
GoodKeyAgainst(X, t) o A @ V o |IV.o|VV.@o|nple D vle = ¢

Modal formulas:

U = @ [Actions]y ¢

Table 1. Syntax of the logic

2.2 Computational PCL

Syntaxr The formulas of the logic are given in Table 1. Protocol proofs usually use
modal formulas of the form ¥[P]x¢. The informal reading of the modal formula is
that if X starts from a state in which ¥ holds, and executes the program P, then
in the resulting state the security property ¢ is guaranteed to hold irrespective of
the actions of an attacker and other honest principals. Many protocol properties are
naturally expressible in this form. Most formulas have the same intuitive meaning as
in the symbolic model [17,18].

For every protocol action, there is a corresponding action predicate which asserts
that the action has occurred in the run. For example, Send(X, t) holds in a run where the
thread X has sent the term ¢. Action predicates are useful for capturing authentication
properties of protocols since they can be used to assert which principals sent and
received certain messages. SymEnc(X, ¢, k) and SymDec(X, ¢, k) respectively mean that
X encrypts or decrypts the term ¢ with symmetric key k, while New(X,n) means X
generates fresh nonce n. Honest(X ) means that the principal X is acting honestly, i.e.,
the actions of every thread of X precisely follows some role of the protocol. Start(X)
means that the thread X did not execute any actions in the past. Possess(X, t) means X
possesses term ¢. This is “possess” in the symbolic sense of computing the term ¢ using
Dolev-Yao rules. Indist(X, ) means that agent X cannot tell the bitstring representation
of the term ¢ from another bitstring chosen at random from the same distribution. This
predicate captures a strong notion of cryptographic secrecy. The logical connectives
have standard interpretations. The only exception is the conditional implication (=),
which is related to a form of conditional probability and appears essential for reasoning
about cryptographic reductions (see [19] for further discussion).

Semantics Intuitively, a protocol Q satisfies a formula ¢, written Q [ ¢ if for all
adversaries and sufficiently large security parameters, the probability that ¢ “holds”
is asymptotically close to 1 (in the security parameter). Technically, the probability
measure is represented using the cardinality of sets of traces. The meaning of a formula
o on aset T of computational traces is a subset 7' C T that respects ¢ in some specific
way. For example, an action predicate such as Send selects a set of traces in which a
send occurs. The semantics [¢] (T, D,€) of a formula ¢ is inductively defined on the
set T of traces, with distinguisher D and tolerance e. The distinguisher and tolerance
are not used in any of the clauses except for Indist and GoodKeyAgainst, where they
are used to determine whether the distinguisher has more than a negligible chance of
distinguishing the given value from a random value or winning an IND-CCA game,
respectively. @ | ¢ if for all adversaries A, distinguishers D, and sufficiently large



security parameters 7, [¢] (T, D, €) is an overwhelming subset of the set T" of all possible
traces produced by the interaction of protocol @ and adversary A. In other words, the
probability | [¢] (T, D,v(n)) |/ | T |> 1—wv(n), where v(.) is a negligible function, i.e.,
v(.) is smaller than the inverse of every polynomial. The precise inductive semantics
for formulas is in [20] (see Appendix A for a summary).

In particular, the semantics of the predicate GoodKeyAgainst(X, k) is defined using
a standard cryptographic style game condition. It captures the intuition that a key
output by a secure key exchange protocol should be suitable for use in some applica-
tion protocol of interest (e.g. as a key for an IND-CCA secure encryption scheme) [21].
Formally, [GoodKeyAgainst(X, k)] (T, D, €) is the complete set of traces T if the distin-
guisher D, who is given X’s view of the run has an advantage less than € in winning
the IND-CCA game [8] against a challenger using the bitstring corresponding to term
k as the key, and @ otherwise. Here the probability is taken by choosing a uniformly
random trace t € T' (which includes the randomness of all parties, the attacker and the
distinguisher). The same approach can be used to define other game conditions based
on the application protocol.

A trace property is a formula ¢ such that for any set of protocol traces T', [¢] (T) =
Uierlel ({t}). The distinguisher and tolerance are omitted since they are not used in
defining semantics for such predicates. Thus all action formulas, such as Send(X, m), are
trace properties whereas aggregrate properties such as Indist(X, k) and GoodKeyAgainst
(X, k) are not.

3 Secretive Protocols

In this section, we define a trace property of protocols and show that this property
implies computational secrecy and integrity. The computational secrecy properties in-
clude key indistinguishability and key usability for IND-CCA secure encryption. These
results are established first for the simple case when secrets are protected by pre-shared
“level-0” keys (Theorems 1-3), then generalized (Theorems 4-6) under the condition
that each key is protected by predecessor keys in an acyclic graph. The proofs use
standard cryptographic reductions.

Let s and K be the symbolic representations of a nonce and a set of keys associated
with a specific thread in a trace {e, A). Define A(K) = {\(k)|k € K}.

Definition 1 (Secretive Trace). A trace (e, \) is a secretive trace with respect to s
and K if the following properties hold for every thread belonging to honest principals:

— a thread which generates a new nonce v in e, with A\(r) = X(s), ensures that r is
encrypted with a key k with bitstring representation A(k) € A(K) in any message
sent out.

— whenever a thread decrypts a message with a key k with A(k) € A(K), which was
produced by encryption with key k by an honest party, and parses the decryption,
it ensures that the results are encrypted with some key k' with \(k") € A(K) in any
message sent out.

To lift this definition of secretive traces to secretive protocols we need a way to
identify the symbol s and the set of symbols K in each protocol execution trace. We
do this by assuming functions 5 and K that map a trace to symbols in the trace
corresponding to s and the set of keys in K respectively. In applications, these mappings
will be induced by logical formulas.



Definition 2 (Secretive Protocol). Given the mappings 5 and IKC, A protocol Q is
a secretive protocol with respect to s and K if for all probabilistic poly-time adversaries
A and for all sufficiently large securily parameters mn, the probability that a trace t,
generated by the interaction of A with principals following roles of Q, is a secretive
trace with respect to 5(t) and K(t) is overwhelmingly close to 1, the probability being
taken over all adversary and protocol randomness.

A level-0 key for a protocol execution is an encryption key which is only used as
a key but never as a payload. We use multi-party security definitions due to Bellare,
Boldyreva and Micali [8] applied to symmetric encryption schemes in the following
theorems. In [8], IND-CCA2 and the multi-party IND-CCA game are shown to be
asymptotically equivalent.

In all the proofs to do with secretive protocols, we implicitly look at the subset of
all traces that are secretive among all possible traces. Since the set of non-secretive
traces is a negligible subset of all traces, adversary advantages retain the same asymp-
totic behaviour - negligible advantages remain negligible and non-negligible advantages
remain non-negligible.

The general structure of the proofs of the secrecy theorems is by reduction of the
appropriate protocol secrecy game to a multi-party IND-CCA game. That is, given
protocol adversary A, we construct an adversary A’ against a multi-party IND-CCA
challenger which provides multi-party Left-or-Right encryption oracles &, (LoR (-, -, b))
parameterized by a challenge bit b and decryption oracles Dy, (-) for all k; € K (Fol-
lowing [8], LoR(mgo,m1,b) is a function which returns my).

The strategy of A’ is to provide a simulation of the secretive protocol to A by
using these oracles such that the capability of A to break the indistinguishability or
key usability of the nonce can be leveraged in some way to guess the challenge bit b
of the multi-party IND-CCA challenger. To this end, A" employs a bilateral simulator
S which randomly chooses two bit-strings sg, s1 as alternate representations of the
putative secret s and then simulates execution of the protocol to the protocol adversary
A for both the representations.

The operational semantics of the bilateral simulator is outlined in table 3 and is
intuitively explained as follows: Every action in each thread is considered one by one,
scheduled in the same way as a usual protocol execution. We describe the pairing rule
below to illustrate the notations and the rest is similar.

>m’ > m” m:=pair m' ,m’;
> m, lv(m) = pair(lv(m’),lv(m”)), rv(m) = pair(rv(m’), rv(m”))

The notation > m means the symbol m has been computationally evaluated according to
the semantics. The premise of the rule requires that the symbols m and m” have already
been evaluated and we are considering the action m := pair m’,m’. The functions lv
and rv map a symbol to its bit-string values corresponding to the representations sg
and s1 of s respectively. The function pair is the actual computational implemention
of pairing. What the conclusion of the rule tells us is that the lv(m) is evaluated by
pairing the bit-strings lv(m’) and lv(m”) and similarly for rv(m).

Suppose m is a term explicitly constructed from s. As A; is simulating a secretive
protocol, this term is to be encrypted with a key k in K to construct a message to
be sent out to A. In this case A; asks the encryption oracle (lv(m),rv(m)) to be
encrypted by k. In addition, this pair of bitstrings is recorded and the result of the
query is logged in the set qdby. If a message construction involves decryption with a key
in KC, A; first checks whether the term to be decrypted was produced by an encryption



oracle by accessing the log qdbi- if not then the decryption oracle is invoked; if yes
then A; uses the corresponding encryption query as the decryption. In the second case
the encryption query must have been of the form (mo,m1). Following the definition of
secretive protocol, terms constructed from this decryption will be re-encrypted with a
key in K before sending out. Thus we note here that all such replies will be consistent
to A with respect to any choice of b. The situation becomes different when encryption
or decryption of a term is required with s as the key. In this case A1 encrypts or
decrypts with sg. From the operational semantics point of view we will always have
lv(m) = rv(m) for any message m being sent out—hence the simulator will not enter a
reject state due to the send action.

In addition to term constructors, protocols also have deconstructors such as unpair-
ings and decryptions, and pattern matching actions. To have a consistent simulation
we need to ensure that the success of the decontruction and pattern matching actions
are independent of the challenge bit b, i.e. if there is a match for b = 0 then there
should also be a match for b = 1 and similarly for a mismatch; if the term for b = 0 can
be unpaired or decrypted then the corresponding operation also succeeds for the term
for b = 1 and vice versa for failure. It turns out that the type information carried by
terms (mentioned in section 2.1) ensures this consistency in an overwhelming number
of traces. This is stated in theorems 1 and 2.

Theorem 1 (Matching Deconstructions). If the bitstring representation of the
symbol m is a pair on one side of a bilateral simulation then it is a pair on the other
side also; similarly for encryption. Formally,

— If> m and lv(m) = pair(lo,l1) for some lo,l1, then rv(m) = pair(ro,r1) for some
0,71 and vice versa.

— If> m,> k and lv(m) = enc(l,lv(k)) for some I, then rv(m) = enc(r,lv(k)) for
some r and vice versa.

Theorem 2 (Matching Terms). If the bitstring representations of the symbols m
and m' coincide on one side of a bilateral simulation, then with overwhelming probabil-
ity, they coincide on the other side too. Formally, the event E = Im,m’. [> m, > m’,
(lu(m) = lw(m')) & (rv(m) = rv(m’))] occurs with probability negligible in the security
parameter.

Theorem 1 implies that deconstruction actions like unpairing and decryption can
be carried out consistently on both sides of the simulation. Theorem 2 states that in
all but negligible number of traces, matching actions would have consistent results on
both the ‘left’ and the ‘right’ sides—either success on both or failure on both. The proofs
are in Appendix B.

Theorem 3 (CCA security - level 1). Assume that a probabilistic poly-time adver-
sary interacts with a secretive protocol with respect to nonce s and a set of level-0 keys

K.

— In the case that s is never used as a key by the honest principals: the adversary
has negligible advantage at distinguishing s from random, after the interaction, if
the encryption scheme is IND-CCA secure. In other words, the protocol satisfies
key indistinguishability for s.

— In the case that honest principals are allowed to use s as a key: the adversary has
negligible advantage at winning an IND-CCA game against a symmetric encryption
challenger, using the key s, after the interaction if the encryption scheme is IND-
CCA secure. In other words, the protocol satisfies IND-CCA key usability for s.



Proof. Assume that a probabilistic poly-time adversary A interacts with a secre-
tive protocol with respect to nonce s and a set of level-0 keys K. We will show that
if A has non-negligible advantage at winning an IND-CCA game against a symmetric
encryption challenger, using the key s, after the interaction then we can construct ei-
ther a |K|-IND-CCA adversary A; or an IND-CCA adversary A2 with non-negligible
advantages against the encryption scheme. In the first phase, A; provides a bilateral
simulation of the protocol to A using the |K|-IND-CCA oracle according to the oper-
ational semantics of table 3.

Case 1 s not used as a key by honest principals: In the second phase, A1 chooses
a bit d’ and sends x4 to A. If A replies that this is the actual nonce used, then A;
finishes by outputting d = d’, otherwise it outputs d = d’ and finishes. The advantage
of A; against the |K|-IND-CCA challenger is:

AdV\IC\fINchCA,Al (77) = PT’[d = 0|b = 0} — PT[d = 0|b = 1] (1)

Note that this formulation is equivalent to the expression 2Pr[d = b] — 1 by algebraic
manipulations and the assumption Prib=0] = Prb=1] =1/2.

Since A has a non-negligible advantage at distinguishing s from random, the quan-
tity on the RHS must be non-negligible. Therefore the advantage in the LHS must be
non-negligible and hence we are done.

Case 2 s used as a key by honest principals: In the second phase, A; uniformly
randomly chooses a bit b and provides oracles &, (LoR(,-,b")) and D, (-) to A for an
IND-CCA game. A finishes by outputting a bit d’. If ¥’ = d’, A; outputs d = 0 else
outputs d = 1. The advantage of A; against the |[KC|-IND-CCA challenger is:

AdV\)C\—IND—CCA,Al (77) = Pr[d = 0|b = 0} — PT[d = O|b = 1] (2)

Observe that if b = 0 then s was consistently represented by so in messages sent to
A. Hence, the first probability is precisely the probability of A winning an IND-CCA
challenge with s as the key after interacting with a secretive protocol w.r.t. s and K. We
will now bound the second probability. We start by constructing a second adversary
Az which has all the keys in K, randomly generates a nonce s; and has access to
an encryption oracle &, (LoR(+,-,b1)) and a decryption oracle D, (). It has a similar
behaviour towards A as A; had except that when constructing terms with s, it uses s1
but when required to encrypt or decrypt using s, it queries Es,(LoR(+,-,b1)) or Ds, (-).
In the second phase, A; uses the oracles &, (LoR(-,+,b1)) and Ds,(-) to provide the
IND-CCA challenger to A. A finishes by outputting a bit di. A2 outputs d;. We observe
here that if b = 1 for the earlier LoR oracle, it makes no difference to the algorithm A
whether it is interacting with A; or As. Thus we have:

(1/2)Advinp-cca,a,(n) = Pridi =b1]—1/2=Pr[d=0b=1] —1/2 (3)
By the equations 2 and 3 we have:
Prld=0b=0] —1/2 = Adv|c|—inp-cca,a, (n) + (1/2)AdvIiND_cca,a,(N)

As the probablity in the LHS is non-negligible, at least one of the advantages in the
RHS must be non-negligible and hence we are done. O

If a protocol is a secretive protocol with respect to nonce k and set of level-0 keys
K then we will call k a level-1 key for the protocol, protected by K. Now we state a
theorem establishing the integrity of encryptions done with level-1 keys. The security
definition INT-CTXT for ciphertext integrity is due to [10] and also referred to as
existential unforgeability of ciphertexts in [27].



Theorem 4 (CTXT integrity - level 1). Assume that a probabilistic poly-time
adversary interacts with a secretive protocol with respect to nonce s and a set of level-
0 keys K. During the protocol run, if an honest principal decrypts a ciphertext with
key s successfully, then with overwhelming probability the ciphertext was produced by
an honest principal by encryption with s if the encryption scheme is IND-CCA and
INT-CTXT secure.

The proof is outlined in Appendix C. We now extend theorems 3-4 to directed
key hierarchies. This extension is motivated by the fact that many key distribution
protocols (e.g. Kerberos) have key hierarchies with keys protected by lower level keys
in the hierarchy.

Definition 3 (Key Graph). Let K be the symbolic representations of nonces and
keys associated with a specific thread in a trace (e, \). The key graph of K in a protocol
is a directed graph with keys in IC as vertices. There is an edge from key k1 to ko if the
protocol is secretive with respect to ko and a key set which includes ki .

Definition 4 (Key Level). Consider a directed acyclic key graph. Keys at the root
are level 0 keys. The level of any other key is one more than the mazimum level among
its immediate predecessors.

Definition 5 (Key Closure). For a set of keys K from a directed acyclic key graph,
we define its closure C(K) to be the union of sets of keys at the root which are prede-
cessors of each key in K.

Theorem 5 (CCA security - Key DAGs). Assume that a probabilistic poly-time
adversary interacts with a secretive protocol with respect to nonce s and a set of keys
K in a DAG of finite and statically bounded level.

— In the case that s is never used as a key by the honest principals: the adversary
has negligible advantage at distinguishing s from random, after the interaction, if
the encryption scheme is IND-CCA secure. In other words, the protocol satisfies
key indistinguishability for s.

— In the case that honest principals are allowed to use s as a key: the adversary has
negligible advantage at winning an IND-CCA game against a symmetric encryption
challenger, using the key s, after the interaction if the encryption scheme is IND-
CCA secure. In other words, the protocol satisfies IND-CCA key usability for s.

Theorem 6 (CTXT integrity). Assume that a probabilistic poly-time adversary in-
teracts with a secretive protocol with respect to nonce s and a set of keys IC in a DAG of
finite, statically bounded levels. During the protocol run, if an honest principal decrypts
a ciphertext with key s successfully, then with overwhelming probability the ciphertext
was produced by an honest principal by encryption with s if the encryption scheme is
IND-CCA and INT-CTXT secure.

The proofs are outlined in Appendix C.

4 Proof System

In this section, we present a general induction rule, axiomatize the informal definition
of a secretive protocol given in section 3 and formulate axioms stating that secretive
protocols guarantee certain computational properties. The soundness proofs of these
axioms rely on the theorems in section 3.
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4.1 Establishing Secretive Protocols

We introduce the predicate Good(X,m, s, k) to assert that the thread X constructed
the term m in accordance with the rules allowing a secretive protocol with respect to
nonce s and set of keys K to send out m. Formally, [Good(X,m, s, K)](T, D,€) is the
collection of all traces t € T where thread X constructs the term m in a ‘good’ way.
Received messages, data of atomic type different from nonce or key, nonces different
from s are all ‘good’ terms. Constructions that are ‘good’ consist of pairing or unpairing
good terms, encrypting good terms, encrypting any term with a key in X and decrypting
good terms with keys not in . The following axioms are sound for this semantics:

GO Good(X,a,s,K), if a is of an atomic type different from nonce

G1 New(Y,n)An # s D Good(X,n,s,K)

G2 [receive m;]x Good(X,m,s, K)

G3 Good(X,m,s,K) [a]x Good(X,m,s,K), for all actions a

G4 Good(X,m,s,K) [match m as m’;]x Good(X,m’, s, K)

G5 Good(X,mo, s, K) A Good(X,m1, s, K) [m := pair mo, m1;]x Good(X,m, s, K)
G6 Good(X,m,s,K)[m' := symenc m, k;]x Good(X,m’, s, K)

G7 ke K[m' :=symenc m,k;]x Good(X,m’, s, K)

G8 Good(X,m,s,K) Ak ¢ K [m' :=symdec m,k;]x Good(X,m', s, K)

Lemma 1. If Good(X,m, s, K) holds for a trace (e, \,--- , o), then any bilateral simu-
lator with parameters s,IKC, executing symbolic actions e produces identical bitstring

representations for m on both sides of the simulation, i.e., we will have > m and
lv(m) = rv(m).

Proof. The proof is by induction on the construction of ‘good’ terms. The base cases
for received messages, data of atomic type different from nonce or key simply follows
from the operational semantics of the simulator. For encryption of a good term and
decryption with a key not in K, we use the fact that only the lv() of the key is used
in the operational semantics for encryption and decryption, hence the result also has
equal lv() and rv() values. The case for encryption of any term with a key in K follows
as the operational semantics for this case produces the same value for lv() and rv() in
the result. ]

The formula SendGood (X, s, K) asserts that all messages that thread X sends out
are good and Secretive(s, IC) asserts that all honest threads only send out good mes-
sages. Formally,

SendGood(X, s, K) = Vm. (Send(X,m) D Good(X, m, s, K))

Secretive(s, K) = VX. (Honest(X) D SendGood(X, s, K))
The axioms SGO — 2 are based on the definition of SendGood:

SGO Start(X) []x SendGood(X, s, K)

SG1 SendGood(X, s, K) [a]x SendGood(X, s, ), where a is not a send.

SG2 SendGood(X, s, K) [send m;]x Good(X,m, s, K) D SendGood(X, s, K)
SG1 is obviously valid for nonce generation, message receipt, encryption and pair-

ing actions. Soundness for unpairing and decryption requires that consistency of de-
construction is ensured on both sides of the corresponding bilateral simulation - e.g.
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unpairing succeeds on one side iff it succeeds on the other. Theorem 1 ensures this con-
sistency. Similarly, soundness for matching actions follow from theorem 2. Soundness
of SG2 follows from the operational semantics of the simulator on a send action and
lemma 1.

The INDgoop rule which follows states that if all honest threads executing some
basic sequence in the protocol locally construct good messages to be sent out, given
that they earlier also did so, then we can conclude Secretive(s, K).

INDc¢coobp Vp € QVP ¢ BS(p)

SendGood(X, s, K) [P]x ¢ O SendGood (X, s, K) ()
Q F & D Secretive(s, K)

(%): [P]x does not capture free variables in &, K, s,

and & is a prefix closed trace formula.

This rule is an instance of a more general induction rule IND which is obtained
by replacing SendGood(X, s, K) by a general trace formula ¥(X) and requiring that
Start(X) [|x ¥(X).

4.2 Relating Secretive Protocols to Good Keys

Now we relate the concept of a secretive protocol, which is trace-based, to complexity
theoretic notions of security. As defined in section 3, a level-0 key is only used as
a key. Note that this is a syntactic property and is evident from inspection of the
protocol roles. Typically, a long-term key shared by two principals is level-0. A nonce
is established to be a level-1 key when the protocol is proved to be a secretive protocol
with respect to the nonce and a set of level-0 keys. This concept is extended further to
define level-2 keys.

For a set of keys IC of levels < 1, recall from definition 5 that C(K) is the union
of all the level-0 keys in /C and the union of all the level-0 keys protecting the level-1
keys in KC. The formula InlnitSet(X, s, K) asserts X is either the generator of nonce s
or a possessor of some key in C(K). GoodlInit(s, KC) asserts that all such threads belong
to honest principals. Formally,

InlnitSet(X, s, K) = 3k € C(K). Possess(X, k) V New(X, s)

Goodlnit(s, ) = VX. (InlnitSet(X, s, K) D Honest(X))

Our objective is to state that secrets established by Secretive Protocols, where possibly

the secrets are also used as keys, are good keys against everybody except the set of
people who either generated the secret or are in possession of a key protecting the
secret. The formula GoodKeyFor lets us state this. For level-0 keys which we want to
claim as being possessed only by honest principals we use the formula GoodKey.

GoodKeyFor(s, K) = VX. (GoodKeyAgainst(X, s) V InInitSet(X, s, K))

GoodKey(k) = VX. (Possess(X, k) D Honest(X))

For protocols employing an IND-CCA secure encryption scheme, the soundness of the
following axiom follows from theorems 3 and 5:

GK Secretive(s, K) A GoodInit(s, ) = GoodKeyFor(s, k)
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If the encryption scheme is both IND-CCA and INT-CTXT secure then, the soundness
of the following axioms follow from theorems 4 and 6:

CTXO0 GoodKey(k) A SymDec(Z, Esym[k](m), k) = 3X. SymEnc(X, m, k), for level-0 key k.
CTXL Secretive(s, K) A Goodlnit(s, K) A SymDec(Z, Eqym[s](m), s) = 3X. SymEnc(X,m, s)

The proof system is summarized in Appendix D. The soundness theorem is proved
by showing that every axiom is a valid formula and that all proof rules preserve validity.
Proofs for selected axioms are given in Appendix C.

Theorem 7 (Soundness). VO, ¢. if QF ¢ then QF ¢

5 Compositional Reasoning for Secretive Protocols

In this section, we present composition theorems that allow secretive-ness proofs of
compound protocols to be built up from proofs of their parts. We consider three kinds of
composition operations on protocols—parallel, sequential, and staged—all based on the
previous work by [18, 24]. However, adapting that approach for reasoning about secrecy
requires new insights. One central concept in the compositional proof methods is the
notion of an invariant. An invariant for a protocol is a logical formula that characterizes
the environment in which it retains its security properties. While in [18] there is the
honesty rule HON for establishing invariants, reasoning about secretive-ness requires a
more general form of induction, captured in this paper by the IND rule. In addition,
to proving that a protocol step does not violate secretive-ness, we need to employ
derivations from earlier steps executed by the principal. In the technical presentation,
this history information shows up as preconditions in the secrecy induction of the
sequential and staged composition theorems. Instead of stating the theorems in terms
of the IND rule, we keep the focus on its specific instance INDgoop to keep the
presentation more concretely geared towards secrecy.

Definition 6 (Parallel Composition). The parallel composition Q1 ® Qs of proto-
cols Q1 and Q2 is the union of the sets of roles of Q1 and Qas.

The parallel composition operation allows modelling principals who simultaneously
engage in sessions of multiple protocols. The parallel composition theorem provides a
method for ensuring that security properties established independently for the con-
stituent protocols are still preserved in such a situation.

Theorem 8 (Parallel Composition). If Q1 - I" and I' b ¥ and Q2 + I' then
Q1 ® Qo =W, where I' denotes the set of invariants used in the proof of .

Definition 7 (Sequential Composition). A protocol Q is a sequential composition
of two protocols Q1 and Qaz, if each role of Q is obtained by the sequential composition
of a role of Q1 with a role of Qa.

In practice, key exchange is usually followed by a secure message transmission
protocol which uses the resulting shared key to protect data. Sequential composition
is useful to model such compound protocols. Formally, the composed role Pi; Ps is
obtained by concatenating the actions of P, and P» with the output parameters of P,
substituted for the input parameters of P (cf. [18]).
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Theorem 9 (Sequential Composition). If Q is a sequential composition of proto-
cols Q1 and Q2 then we can conclude Q F @ D Secretive(s, K) if the following conditions
hold for all Pi; Py in Q, where Py € Q1 and P> € Qs:

1. (Secrecy induction)

— Vi.VS € BS(F;). 6p, ASendGood(X, s, K) [S]x @ D SendGood (X, s, K)
2. (Precondition induction)

— Q1 ® Q2 F Start(X) D Op, and Q1 ® Q2+ 0p, [Pl]x Op,

— Vi.VS € BS(P»L) Gpi [S]X Gpi .

The final conclusion of the theorem is a statement that the composed protocol is
secretive with respect to s and K. The secrecy induction is similar to the INDgoobp
rule. It states that all basic sequences of the two roles only send out good messages.
This step is compositional since the condition is proved independently for steps of
the two protocols. One point of difference from the INDgoop rule is the additional
precondition 0p;. This formula usually carries some information about the history of
the execution, which helps in deciding what messages are good for X to send out.
For example, if 0p, says that X has previously received the message m, then it is
easy to establish that m is a good message for X to send out again. The precondition
induction requires that the 6p,’s hold at each point where they are required in the
secrecy induction. The first bullet states the base case of the induction: p, holds at
the beginning of the execution and fp, holds when P; completes. The second bullet
states that the basic sequences of P; and P> preserve their respective preconditions.

Definition 8 (Staged Composition). A protocol Q is a staged composition of pro-
tocols Q1, Qa, ..., Qn if each role of Q is in RComp({R1, Ra...R,)), where R; is a role
of protocol Q;.

Consider the representation of sequential composition of n protocols as a directed
graph with edges from Q; to Q;+1. The staged composition operation extends sequential
composition by allowing self loops and arbitrary backward arcs in this chain. This
control flow structure is common in practice, e.g., Kerberos [28], IEEE 802.11i [1], and
IKEv2 [13], with backward arcs usually corresponding to error handling or rekeying.
A role in this composition, denoted RComp((...)) corresponds to a possible execution
path in the control flow graph by a single thread (cf. [24]). Note that the roles are built
up from a finite number of basic sequences of the component protocol roles.

Theorem 10 (Staged Composition). If Q is a staged composition of protocols Q1,
Qa, -+, On, then we can conclude Q + ® D Secretive(s, K) if for all RComp({Py, Pa,
cee Pn>) € Q:

1. (Secrecy induction)
— Vi.VS € BS(F;). 6p, A SendGood(X, s, K) [S]x € D SendGood(X, s, K)

2. (Precondition induction)
- Q1®Q2--®QuFStart(X) D Op, and Q1 ® Qo2+ ® Qn F Vi. 0p,[P]x 0p,
— Vi.VS € Uj>i BS(PJ) epi [S]X epi .

The secrecy induction for staged composition is the same as for sequential composi-
tion. However, the precondition induction requires additional conditions to account for
the control flows corresponding to backward arcs in the graph. The technical distinction
surfaces in the second bullet of the precondition induction. It states that precondition
0p, should also be preserved by basic sequences of all higher numbered components,
i.e., components from which there could be backward arcs to the beginning of P;.
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SECqpey : Hon(C, K, T) D (GoodKeyAgainst(X, AKey) vV X € {C,K,T})
SECsgey : Hon(C, K,T,5) O (GoodKeyAgainst(X, SKey) vV X € {C,K, T, S})
AUT Hyas - 3. Send((K, 1), C.Esym K5 1£](AK ey.C). Esym k& 1| (AK ey.ny . T))
T

AUT Hyys = 3. Send((T, 1), C.Esym k571 (SKey.C). Esym |[AK ey (SKey.n».S))

SECS : [Clientlc SECukey, AUTH(L™ : [Client]c Hon(C, K) D AUT Hyas

SECHS, : [KAS]x SECakey AUTH? : [TGS]r Hon(T, K) D 3ni. AUT Hyas
SEC,S:, : [TGS]r SECakey

AUTH;Y™ : [Client]c Hon(C, K, T) D AUT Hygs
SECHEM : [Client]c SECske, AUTH; " : [Server]|s Hon(S,T)
SEC!Y : [TGS]r SECskey D Ing, AKey. AUT Hy g

skey

Table 2. Kerberos Security Properties

6 Analysis of Kerberos

Table 2 lists the security properties of Kerberos that we want to prove. The security
objectives are of two types: authentication and secrecy. The authentication objectives
take the form that a message of a certain format was indeed sent by some thread of
the expected principal. The secrecy objectives take the form that a putative secret
is a good key for certain principals. For example, AUTH{ "t states that when C
finishes executing the Client role, some thread of K indeed sent the expected message;
SECgfj;t states that the authorization key is good after execution of the Client role by
C'; the other security properties are analogous. We abbreviate the honesty assumptions
by defining Hon(X1, X2, - -+, X,,) = Honest(X1) A Honest(X3) A - - - Honest(X,,).

The overall proof structure demonstrates an interleaving of authentication and
secrecy properties, reflecting the intuition behind the protocol design. We start with
proving some authentication properties based on the presumed secrecy of long-term
shared symmetric keys. As intended in the design, these authentication guarantees
enable us to prove the secrecy of data protected by the long-term keys. This general
theme recurs further down the protocol stages. Part of the data is used in subsequent
stages as an encryption key. The secrecy of this transmitted encryption key lets us
establish authentication in the second stage of the protocol. The transmitted key is
also used to protect key exchange in this stage - the secrecy of which depends on the
authentication established in the stage.

Theorem 11 (KAS Authentication). On ezecution of the Client role by a prin-
cipal, it is guaranteed with asymptotically overwhelming probability that the intended
KAS indeed sent the expected response assuming that both the client and the KAS
are honest. Similar result holds for a principal executing the TGS role. Formally,
KERBEROS - AUTH ™, AUTH'9® .

kas”
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Proof Sketch. Authentication is achieved by the virtue of ciphertext integrity offered
by the symmetric encryption scheme. At a high level, we reason that a ciphertext
could have been produced only by one of the possessors of the corresponding key. As
an example, observe that in the first stage of Kerberos (described in section 2), the
client decrypts a ciphertext encrypted with a key shared only between itself and the
KAS (kccﬂlf) Hence it should be overwhelmingly probable that one of them did the
encryption. This reasoning is formally captured by the axiom CTXO0. However, it is
still not obvious that the client itself did not produce the ciphertext! Some other thread
of the client could have potentially created the ciphertext which could have been fed
back to the thread under consideration as a reflection attack. We discount this case
by observing that the client role of Kerberos never encrypts with a key of type ¢ — k.
This property is an invariant of Kerberos proved by induction over all the protocol
role programs. The HON rule (explained in Appendix D) enables us to perform this
induction in the proof system. Thus, so far, we have reasoned that the encryption
was done by the KAS. We again observe that any role of Kerberos which does an
encryption of the specific form as in stage one also sends out a message of the intended
form (AUT Hyqs in table 2). This is also an invariant of Kerberos. We now have a high
level intuition of the entire proof.

The formal proof in Appendix F.2 follows this high level intuition. In course of exe-
cution of the Client role by principal C, it decrypts the message Esym [kcak] (AKey ni. T)
Using axiom CTXO0, we derive that it was encrypted by one of the owners of k:c % - l.e.
cither C, or K. Then, by using the invariant rule HON, we establish that no thread
of C' does this (assuming C # K) - hence it must be some thread of K (also, this
trivially holds if C' = K). Once again we use the HON rule to reason that if an honest
thread encrypts a message of this form then it also sends out a message of the form
described in AUT Hyqs. The proof of AUTH }ZZZ is along identical lines. In Appendix
F.2, we first give a template proof for the underlying reasoning and then instantiate it
for both AUTHY™ and AUTH[?S. In AUTH,?%, the existential quatification over
n1 is there because T is oblivious to what n; was used in the interaction between 1,
and K but it can still infer that some n; was used.

Theorem 12 (Authentication Key Secrecy). On ezecution of the Client role by
a principal, the Authentication Key is guaranteed to be good, in the sense of IND-
CCA security, assuming that the client, the KAS and the TGS are all honest. Similar
results hold for principals executing the KAS and TGS roles. Formally, KERBEROS +
SECclient SECkas SECtQS

akey > akey» akey*

Proof Sketch. This theorem states a form of secrecy property for the Authentication
Key AKey - specifically, that AKey is good for use as an encryption key in the sense
of the security model described in section 2.2. Observe that in the first stage, the KAS
sends out AKey encrypted under two different keys - k&@? and kéﬂ?, and the client
uses AKey as an encryption key. As a first approximation we conjecture that in the
entire protocol execution, AKey is either protected by encryption with either of the
keys in K = {kéﬂ?, k:T K} or else used as an encryption key in messages sent to the
network by honest prmmpals. This seems like a claim to be established by induction.
As a base case, we establish that the generator of AKey (some thread of the KAS)
satisfies the conjecture. The induction case is: whenever an honest principal decrypts
a ciphertext with one of the keys in IC, it ensures that new terms generated from the
decryption are re-encrypted with some key in K in any message sent out. The results
(of the appropriate type) from such a decryption are however, allowed to be used as
encryption keys, which as you can note is the case in the first stage of the client.
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When we are reasoning from the point of view of the KAS (as in SEC,), we
already know the initial condition - that the KAS sent out AKey encrypted under only
these keys. However, when arguing from the point of view of the client and the TGS
(as in SECgs;" and SEC.Y: ), we need to have some authentication conditions estab-
lished first. These conditions are generally of the form that the KAS indeed behaved
in the expected manner. Reasoning from this premise, it turns out that our initial
conjecture is correct.

In the formal proof in Appendix F.3, we show that Kerberos is a secretive protocol
with respect to the nonce AKey and the set of keys K. The induction idea is captured,
in its simplest form, by the proof rule IN Dgoop. However, as Kerberos has a staged
structure we use the staged composition theorem (theorem 10) which builds upon the
rule IN Daoop. The core of the proof is the secrecy induction which is an induction over
all the basic sequences of all the protocol roles. The authentication condition @ is easily
derived from the KAS Authentication theorem (theorem 11). The staged composition
theorem allows us to facilitate the secrecy induction by obtaining inferences from the
information flow induced by the staged structure of Kerberos in a simple and effective
way. The secrecy induction is modular as the individual basic sequences are small in
themselves. Goodness of AKey now follows from theorem 3 (CCA security - level 1),
which is formally expressed by axiom GK.

Theorem 13 (TGS Authentication). On ezecution of the Client role by a prin-
cipal, it is guaranteed with asymptotically overwhelming probability that the intended
TGS indeed sent the expected response assuming that the client, the KAS and the TGS

are all honest. Similar result holds for a principal executing the Server role. Formally,
KERBEROS AUTHf;f"t, AUTH ;"

Proof Sketch. The proof of AUT H;;{"“" can be instantiated from the template proof
used for theorem 11 and is formally done in Appendix F.2. The proof of AUT Ht‘éi:"t
depends on the ‘goodkey’-ness of AKey established by theorem 12 and is much more
involved. We omit discussion of the proof due to space constraint but a formal proof
is given in Appendix F.4.

Theorem 14 (Service Key Secrecy). On ezecution of the Client role by a prin-
cipal, the Service Key is guaranteed to be good, in the sense of IND-CCA security,
assuming that the client, the KAS, the TGS and the application server are all honest.
Similar result holds for a principal executing the TGS role. Formally, KERBEROS F
SECgS, SECE: .

Proof Sketch. The idea here is that the Service Key SKey is protected by level-0
key kg}t and level-1 key AKey. The proof of ‘Secretive’-ness proceeds along the same
line as for theorem 12 and uses derivations from theorem 13. Then we invoke axiom
GK for level-2 keys to establish KERBEROS - SECS", SEC: . We omit detailed
discussion of this theorem in this paper.

Kerberos with PKINIT In the first stage of Kerberos with PKINIT [34], the KAS
establishes the authorization key encrypted with a symmetric key which in turn is sent
to the client encrypted with its public key. A fundamental difference in this setting with
respect to the purely symmetric key setting is that now we have to consider both public
and symmetric keys at level 0. This necessitates a definition and security analysis of a
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joint public-symmetric key game. We have formulated such a definition and extended
the proof system although due to shortage of space we do not include the results in
this paper. The extended proof system lets us prove all the syntactically analogous
properties of the PKINIT version.

For client C' and KAS K let us denote this symmetric key by kgk;?” Since the
structure of the rest of the protocol remains the same with respect to the level of formal-
ization in this paper [15], we can take advantage of the CPCL proofs for the symmetric
key version. In particular, the proofs for AUTH;Z‘:, AUTHfglie”t and AUTH;5;"°" pro-
ceed identically. The proof of AUTH“e™ is different because of the differing message
formats in the first stage. There is an additional step of proving the secrecy of k’é’f?“,
after which the secrecy proofs of AKey and SKey are reused with only the induction
over the first stage of the client and the KAS being redone.

7 Conclusion

We formalize reasoning about secrecy by introducing axioms and rules for showing
that individual receive-send protocol steps respect secrecy of message parts, and an
induction rule for reasoning about arbitrarily many simultaneous protocol sessions.
These proof principles are shown sound for a probabilistic polynomial-time semantics
of protocol execution and attack.

We use the proof system consisting of computationally sound rules from the litera-
ture, combined with new axioms and rules presented here, to prove authentication and
secrecy properties of the Kerberos protocol. Our concise, modular proof provides as-
surance about the correctness of Kerberos, assuming that the cryptographic primitives
satisfy the technical conditions identified in this paper.
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A Computational Semantics

A.1 Computational Traces

Informally, a run is a record of all actions executed by honest principals and the attacker
during protocol execution. Since honest principals execute symbolic programs, a run
will contain symbolic description of actions executed by honest parties as well as the
mapping of bitstrings to variables. A run will also include arbitrary bitstrings that
attacker decides to save for the distinguishing phase. Since different coin tosses of the
attacker can yield same behavior, we will include the attacker randomness R explicitly
in the run. Computational trace contains two additional elements: randomness R used
for testing indistinguishability and mapping ¢ which keeps track of values assigned to
quantified variables in the formula.

During the protocol execution, the adversary A may record any internal, private
message on a special knowledge tape. This tape is not read by any participant of the
protocol. Its content is used to decide if a given security formula is valid or not. We
write K for the list [(¢1,m1), .., (in, mn )] of messages my, that A writes on its knowledge
tape. The messages are indexed by the number i, of actions already executed when my
is written. This index is useful to remember a previous state of the knowledge tape.

At the end of the protocol execution, the adversary A outputs a pair of integers
(p1,p2) on an output tape. When the security formula is a modal formula 0[P]x ¢, these
two integers represents two positions in the protocol execution where the adversary
claims that the formula is violated, i.e. that 0 is true in p; but ¢ is false in p2, with P
between p1 and p2. Let O be this pair (p1,p2) of integers written on the output tape.

The symbolic trace of the protocol is the execution strand e € FxzecStrand which
lists, in the order of execution, all honest participant actions and the dishonest partic-
ipant’s send and receive actions. This strand contains two parts: Start(...) stores
the initialization data, and the rest is an ordered list of all exchanged messages and
honest participants’ internal actions.

Definition 9. (Computational Traces) Given a protocol Q, an adversary A, a security
parameter 1, and a sequence of random bits R € {0, 1}’7(") used by the honest principals
and the adversary, a run of the protocol is the tuple {e,\,O,K,R) where e is the
symbolic execution strand, \ : Var(e) — {0,1}*™ maps the symbolic terms in e to
bitstrings, O 1is the pair of integers written on the output tape, and K is the indexed
list of messages written on the knowledge tape. Finally, p(z) is a polynomial in x.

A computational trace is a run with two additional elements: Rr € {0,1}?™ | a se-
quence of random bits used for testing indistinguishability, and o : Var(p) — {0, 1}7,
a substitution that maps formula variables to bitstrings. The set of computational traces
is

To(A,n) ={{e,\,O,K,R, Rr,0) | R, Rr chosen uniformly}.

Definition 10. (Participant’s View) Given a protocol Q, an adversary A, a secu-
rity parameter n, a participant X and a trace t = {e,\,O,K, R, Rr,0) € To(A,n),

View:(X) represents X's view of the trace. It is defined precisely as follows:

If X is honest, then View(X) is the initial knowledge of X, a representation of
e x and A(z) for any variable x in e x. If X is dishonest, then View:(X) is the union
of the knowledge of all dishonest participants X' after the trace t (where Views (X’) 18
defined as above for honest participants) plus IC, the messages written on the knowledge

tape by the adversary.
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The following three definitions are a prelude to setting up a semantics of the pred-
icate Indist(). Informally, based on some trace knowledge K, the distinguisher D is
trying to determine which of the two bitstrings corresponds to the symbolic term. One
of the bitstrings is going to be an actual bitstring representation of the term in the
current run, while the other is going to be a random bitstring of the same structure.
The order of the two bitstrings when presented to the distinguisher is the output of an
LR Oracle using a random selector bit.

Definition 11. (LR Oracle) The LR Oracle [9] is used to determine the order in which
two bitstrings are presented depending on the value of the selector bit, i.e. LR(so, s1,b) =
<5b7 817b> .

Definition 12. (Distinguishing test input) Let u be a symbolic term and o be a substi-
tution that maps variables of u to bitstrings. We construct another bitstring f(u,o,7),
whose symbolic representation is the same as that of u. Here, v is a sequence of bits
chosen uniformly at random. The function f is defined by induction over the structure
of the term u.

Nonce u : f(u,o,1) =71

Name/Key u : f(u,o,7) = o(u)

Pair u = (u1,u2) : f({u1,u2),0,r1;72) = (f(u1,0,71), f(u2,0,72))
— Encryption u = {v}: f({v},o,ri;r2) = E(f(v,0,r1),0(K),r2)

Definition 13. (Distinguisher) A distinguisher D is an polynomial algorithm which
takes as input a tuple (K,t, (so,s1), R,n), consisting of knowledge K, symbolic term t,
two bitstrings so and s1, randomness R and the security parameter n, and outputs a
bit b'.

In order to define the semantics of the modal operator, we introduce operators Pre
and Post on sets of traces. Informally, for a strand P of a thread X and the set of
traces T, Post(Tp) is going to correspond to runs from 7 in which P is a terminating
segment of the sequence of actions executed by X, while Pre(Tp) is corresponds to
runs from 7', where X is about to start executing actions in P.

Definition 14. (Splitting computational traces) Let T be a set of computational traces
and t = (e,\,O,K,R,Rr,0) € T. O = (p1,p2), e = InitialState(Z);s, and s =
$1; S2; S3 with p1, p2 the start and end positions of sz in s. Given a strand P executed
by participant X, we denote by Tp the set of traces in T for which there exists a
substitution o’ which extends o to variables in P such that o' (P) = A(8yx)- The
complement of this set is denoted by T-p and contains all traces which do not have
any occurrence of the strand P. We define the set of traces Pre(Tp) = {t[s «— s1, K «—
K<p,,0 < 0’| | t € Tp}, where K<, is the restriction of the knowledge tape K to
messages written before the position p. We define the set of traces Post(Tp) = {t[s «—
s1;82, K «— K<p,,0 «— '] |t € Tp}.

The semantics of a formula ¢ on a set T of computational traces is a subset 7" C
T that respects ¢ in some specific way. For many predicates and connectives, the
semantics is essentially straightforward. For example, an action predicate such as Send
selects a set of traces in which a send occurs. However, the semantics of predicates
Indist and GoodKeyAgainst is inherently more complex.

Intuitively, an agent has partial information about the value of some expression if
the agent can distinguish that value, when presented, from a random value generated
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according to the same distribution. More specifically, an agent has partial information
about a nonce w if, when presented with two bitstrings of the appropriate length,
one the value of u and the other chosen randomly, the agent has a good chance of
telling which is which. There are technical issues associated with positive and negative
occurrences of the predicate. For positive occurrences of Indist, we should say that
no probabilistic polynomial-time algorithm has more than a negligible chance, where
as for —lIndist(...) we want to say that there erists a probabilistic polynomial-time
distinguisher. In order to deal with these issued, semantics of a particular formula will
be defined with respect to two distinguishers: one for occurrences with positive polarity,
and one for occurrences with negative polarity. In the final definition of formula validity
we will universally quantify over all positive distinguishers and existentially quantify
over all negative distinguishers.

Conditional implication § = ¢ is interpreted using the negation of 6 and the
conditional probability of ¢ given 6. This non-classical interpretation of implication
seems to be essential for relating provable formulas to cryptographic-style reductions
involving conditional probabilities.

A.2 Inductive Definition of [¢](T, D, €)

We inductively define the semantics [¢](T, D, €) of a formula ¢ on the set T of traces,
with a pair of distinguishers D and tolerance e. In predicates appearing with positive
(resp. negative) polarity D stands for the positive (resp. negative) distinguisher. The
distinguishers and tolerance are not used in any of the clauses except for Indist and
GoodKeyAgainst. In definition 15 below, the tolerance is set to a negligible function
of the security parameter and T' = T (A, n) is the set of traces of a protocol @ with
adversary A.

— [Send(X,u)](T, D,¢) is the collection of all (e, \,0, K, R, Rr,o) € T such that
some action in the symbolic execution strand e has the form send Y,v with
AMY) = o(X) and A\(v) = o(u). Recall that ¢ maps formula variables to bitstrings
and represents the environment in which the formula is evaluated.

— [a(-, )T, D,e) for other action predicates a is similar to Send(X, u).

— [[Honest(f()]](T,D,e) is the collection of all (e,\,O0, K, R, Rr,o) € T where e =
InitialState(Z); s and o(X) is designated honest in the initial configuration Z.
Since we are only dealing with static corruptions in this paper, the resulting set
is either the whole set T or the empty set ¢ depending on whether a principal is
honest or not.

— [Start(X)](T, D, €) includes all traces (e, \, O, K, R, Rr,0) € T where e = InitialState(Z); s
and A(s)|, (%) = null. Intuitively, this set contains traces in which X has executed
no actions.

— [Contains(u, v)](T, D, €) includes all traces (e, A\,O,K,R,Rr,o) € T such that
there exists a series of decryptions with {A(k)|k € Key} and projections (m1,m2)
constructing o(v) from o(u). This definition guarantees that the result is the whole
set T if v is a symbolic subterm of w.

= [0Ne](T,D,e) = [0](T,D,¢) N [¢](T, D,e).

= [0V e](T,D,e) = [0](T,D,¢) U [¢](T, D,e).

= [-¢l(T, D,e) = T\ [¢](T, D,e) .

— Beol(T, D, ) = Uy(Ip)(Tlx — 6], D,e)lz — o(x)
with Tz « 8] = {tlolx — O] | t = (e, \,0, K, R, Rp,0) € T}, and § any bitstring
of polynomial size.
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— [0 = ©I(T,D,¢e) = [-0)(T,D,e) U [p](T',D,e€), where T' = [0](T, D,¢). Note
that the semantics of ¢ is taken over the set T' given by the semantics of 6, as
discussed earlier in this section.

— [u =v](T, D, €) includes all traces (e, \, O, K, R, Rp,c) € T such that o(u) = o(v).

— [Indist(X, w)](T,¢, D) = T if

{D(View(o(X)),u, LR(o(u), f(u,0,7),b), Rp,n) =b|t €T} _ 1
IT| =3

+ €

and the empty set ¢ otherwise. Here, the random sequence b;r; Rp = Rr, the
testing randomness for the trace t.

— [OIP)5el(T, D, ) = Tp U [<0)(Pre(Tr), D,e) U [o](Post(Tr), D,e) with T-p,
Pre(Tp), and Post(Tp) as given by Definition 14.

Definition 15. A protocol Q satisfies a formula ¢, written Q = ¢, if VA providing
an active protocol adversary, YDp providing a positive probabilistic-polynomial-time
distinguisher, 3D N providing a negative probabilistic-polynomial-time distinguisher, v
giving a negligible function, AN, ¥Vn > N,

Hel(T, Dywvm) |/ [T = 1=v(n)

where D = (Dp, Dn) and [¢](T, D,v(n)) is the subset of T given by the semantics of
w and T = Tg(A,n) is the set of computational traces of protocol Q generated using
adversary A and security parameter n, according to Definition 9.
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m in the static list receive m;
> m, lv(m) = rv(m) = getval() > m, lv(m) = rv(m) = recv()

new n; n#s nev s;
> n, lv(n) = rv(n) = noncegen() © s, lv(n) = s, Tv(n) = s1

>m’ > m” m:=pair m’,m";
> m, lv(m) = pair(lv(m’), lv(m”)), rv(m) = pair(rv(m’), rv(m’))

>m’ m:=fst m;

> m, lv(m) = fst(lv(m’)), rv(m) = fst(rv(m’))
>m’ m:=snd m’;

> m, lv(m) = snd(lv(m’)), rv(m) = snd(rv(m’))

>m’ m:=enc m k; kek
> m, lv(m) = rv(m) = E(lv(m’), rv(m’)),
qdby, — qdby, U {lv(m)}, dech (lv(m)) = lv(m’), deci, (lv(m)) = rv(m’)

>m’ m:=dec m' k; keK lv(m’) ¢ qdb
> m, lv(m) = Di(lv(m’))

>m’ m:=dec m',k; k€K lv(m') € qdby
> m, lv(m) = decd (lv(m’)

>m’ m:=dec m,k; keK r

)

v(m’) & qdby,

> m, rv(m) = Di(rv(m’))
(

)

>m’ m:=dec m' k; kekK rv(m')e qdby
> m, rv(m) = dec}, (rv(m’))

>m  m:=enc m,s;
> m, lv(m) = enc(lv(m’), keygen(so)), rv(m) = enc(rv(m’), keygen(so))

>m  m:=dec m,s;
> m, lv(m) = dec(lv(m’), keygen(so)), rv(m) = dec(rv(m’), keygen(so))

>m’ b n m:=encm,n; né¢kK n#s

> m, lv(m) = enc(lv(m’), keygen(lv(n))), rv(m) = enc(rv(m’), keygen(rv(n)))
>m’ > n m:=dec m,n; n¢K n#s

> m, lv(m) = dec(lv(m’), keygen(lv(n))), rv(m) = dec(rv(m’), keygen(rv(n)))

>m > m match mas m’; (lv(m)=lv(m")) ® (rv(m) = ro(m’))
state = reject
>m send m; [lv(m) # rv(m)
state = reject

Table 3. Operational Semantics of the Simulator with Parameters s,
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new n; n ¢ {s}U (K —-C(K))
> n, lv(n) = rv(n) = noncegen()
new n; n € {s}U (K —-C(K))

> n, lv(n) = noncegen(), rv(n) = noncegen()

>m’ m:=enc m k; keC(K)
> m, lv(m) = rv(m) = E(lv(m’), rv(m’)),
qdby, — qdby, U {lv(m)}, dech (lv(m)) = lv(m’), decy, (Iv(m)) = rv(m’)

>m’ m:=dec m' k; keC(K) lv(m’) ¢ qdby
> m, lv(m) = Dy (lv(m’))

>m’ m:=dec m' k; keC(K) Ilv(m’) e qdby

> m, lv(m) = dec? (lv(m’))

>m’ m:=dec m' k; k 6 C(K) rv(m’) ¢ qdby,
> m, rv(m) = D (rv(m’))

>m’ m:=dec m' k; keC(K) rv(m') € qdby
> m, rv(m) = dect (rv(m’))

>m’ >n m:=enc m,n; n¢CK)
> m, lv(m) = enc(lv(m’), keygen(lv(n))), rv(m) = enc(rv(m’), keygen(lv(n)))
>m’ >n m:=dec m’,n; né¢C(K) (%)
> m, lv(m) = dec(lv(m’), keygen(lv(n))), rv(m) = dec(rv(m’), keygen(lv(n)))

(%)

(*) Note that we are only using lv(n) as the key here.

Table 4. Extension and modification of the Operational Semantics with Parameters
s, for Key DAGs

Definition 16 (2). For symbols m,m’, we write m = m’ iff lv(m) = lv(m’) Arv(m) =
ro(m’).

Lemma 2. The following hold for any bilateral simulation with level-1 keys:

— If> m and lv(m) = pair(lo,l1) for some lo,l1, then rv(m) = pair(ro,r1) for some
r0,71 and vice versa.

— If> m, > k and lv(m) = enc(l,lv(k)) for some I, then rv(m) = enc(r,lv(k)) for
some T and vice versa.

— If > m and lv(m) is tagged to be of type nonce then either lv(m) = rv(m) or,
lv(m) = so Arv(m) = s1.

— In all other cases, if > m then lv(m) = rv(m)

Proof. The proof is by simultaneous induction on the following stronger propositions:

— If > m and lv(m) = pair(lo,l1) for some lo, 1, then either lv(m) = rv(m) or there
exists m’ such that m 2 m’ and m’ is derived by a pair action.
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— If>m, >k and lv(m) = enc(l, lv(k)) for some [, then either lv(m) = rv(m) or there
exists m’, k’ such that m = m’, k = k’ and m’ is derived by an enc -, k" action.

— If > m and lv(m) is tagged to be of type nonce then either lv(m) = rv(m) or,
lv(m) = so Arv(m) = s1.

— In all other cases, if > m then lv(m) = ro(m)

Theorem 15 (Matching Nonces - No Keying - Level 1). Let E be the event [> m
lv(m) = ru(m) = so]. Pr[E] is negligible in the security parameter n if the encryption
scheme is IND-CCA secure.

Proof. Let E; = EAb =i for i € {0,1}. Assume on the contrary that Pr[E] is non-
negliglible in 1. We will construct a || — IND — CC A adversary in the following way:
If E occurs then output b’ = 0 else output b' uniformly randomly from {0,1}.

Now, probability of winning the IND-CCA challenge is:

Prjp =b] = =0). Pr[b =0|b = 0] + Pr[b = 1]. Pr[t) = 1|b = 1]
_ 1 | Eol 1 | £
) {b (- 2e)] e [ (- 2h
1 1 Bl B
BERS [|b_0| b=1| )
By assumption % is non-negligible. We will prove that b 11|‘ is negligible,
|Eo|

thereby implying =4 is non-negligible, which together would imply, by (*), that the
probability of winning the IND-CCA challenge is non-negligibly over half.

Given b = 1, the ‘1-world’ is a consistent simulation with s; as the secret with no
messages constructed from sg. Therefore, this side is information theoretically unaware
of so and hence the probability that rv(m) = so is bounded by %m Now,
maximum length of a trace is polynomially bounded in 7 and length of a nonce is a
polynomial in 7. Therefore this is a negligible quantity and hence we are done. O

Theorem 16 (Matching Nonces - Keying - Level 1). Let E be the event [> m
lv(m) = rv(m) = so]. Pr[E] is negligible in the security parameter n if the encryption
scheme is IND-CCA secure.

Proof. Let E; = EANb =1 for i € {0,1}. Assume on the contrary that Pr[E] is non-
negliglible in 7. We will construct a |K|]-IND-CCA adversary in the following way:
If E occurs then output b’ = 0 else output b' uniformly randomly from {0,1}.

Now, probability of winning the IND-CCA challenge is:

Pr[t’ = b] = Pr[b = 0]. Pr[b' = 0[b = 0] + Pr[b = 1]. Px[p' = 1[b = 1]
=5 {b +%'(1‘ \bEO'm)] *5'[%'(1‘ |b|]il|1|>]
11 Bl B
:Tlhbzofwzu} *)

[Eo|+|E1| Ey|
[b=0[+[b=1] Ib 1]
thereby 1mply1ng = O‘I is non-negligible, which together would imply, by (*), that the
probability of winning the IND-CCA challenge is non-negligibly over half.

By assumption is non-negligible. We will prove that is negligible,
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Given b = 1, the ‘1-world’ is a simulation with s; as the secret with so used only
as a key. Assume ||bb;11|| is non-negligible. We will construct an IND-CCA adversary
against a challenger using keygen(so) as a key with the assumption that the proba-
bility distribution of keygen(nonce) is the same as the probability distribution of the
key space. Consider an execution of the same protocol, only using the rv’s, which rep-

resents the secret s by the bitstring s; and calls the oracles &, (+,+,b) and Dy, (-) for
=
match mas s; rv(m) = sg] occuring non-negligibly often. Therefore, the actual key
so is revealed non-negligibly often. That rv(m) for some such m is actually so can be
confirmed at the end by encrypting some string by using the oracle and attempting to
decrypt it with rv(m). Since only a polynomially many m are derived this is doable in
poly-time. Once the actual key is revealed, the IND-CCA game can be easily won. 0O

encryptions and decryptions. Since is non-negligible, we must have the event [> m

Theorem 17 (Matching Nonces - No Keying). Let E be the event [>m  lv(m)
ro(m) = so. Pr[E] is negligible in the security parameter n if the encryption scheme is
IND-CCA secure.

Definition 17 (DH-CCA advantage). Let G be a group and g € G. A DH-CCA

challenger chooses g°, g¥ ki3 Gg,b ki3 {0,1} and provides g%, g¥ and oracles Ex(+,-,b) and
Di(-), where k = keygen(g®?), to an adversary algorithm A. Algorithm A outputs a
bit b'. The DH-CCA advantage of algorithm A is:

Advprcoa(A) = Prt) =0Jb= 0] — Pr[t' =0}b=1]
=Pr[t' =1b=1] - Pr[p' = 1|b = 0]
=2Pr[t' =b] - 1

Theorem 18 (DH-CCA security). Let (£,D,K) be an IND-CCA secure symmet-
ric key encryption scheme. Let G be a group in which DDH is hard. Assume that

keygen(h), h & G has the same probability distribution as the key space. A PPT adver-

sary having g%, g¥ & G has negligible advantage in winning an IND-CCA game with a
challenger using the key k.

Proof. Assume on the contrary that such a PPT adversary A exists. We will construct

a DDH adversary A’ using A. A’ is given (g%, ¢Y,¢”) and has to determine whether
z = zy. A’ then proceeds as follows:

A— A" : encrypt mo,mi — A" — A: enc(my,g”)
A— A": decrypt c— A — A:dec(c,g”), c was not an encryption query

A— A": output b

A’ output ‘z # xy’

29



Now,
Advppu(A') = Pr[b’ = b|z = zy] — Pr[b’ = bz # zy]

1
=3 [Advphu-cca(A) — Advinp-cca (A)]

Therefore,

Advpr.cca(A) = 2Advppu(A’) + Advinp-cca (A)

Since both the advantages on the RHS are negligible, so is the LHS.
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C Proofs of Some Theorems

Proof of theorem 4. Assume that a probabilistic poly-time adversary A interacts
with a secretive protocol with respect to nonce s and a set of level-0 keys K. Suppose
during the protocol run, an honest party decrypts a ciphertext with key s successfully
which was not produced by an honest party by encryption with s. We build a |K|-
IND-CCA adversary A; against set of keys I in the lines of the proof of theorem ?7.
However, this new A; computes d in a different way. Recall that A; uses xop when
it intends to encrypt or decrypt using s. In the course of interaction with A, if Ay
succeeds in decrypting a ciphertext with key x¢ which was not produced at a previous
stage by A1 by encryption with xo, A; outputs d = 0. Otherwise, it outputs d = 1.
The advantage of A; against the |K|-IND-CCA challenger is:

AdV\}C\lech‘CA,Al (n) = P’"[d =0/b= 0} - P?"[d =0[b= 1] (4)

Now, Pr[d = 0|b = 0] is the probability of A; succeeding in decrypting a ciphertext
with key s which was not obtained through encryption by A;. Pr[d = 0|b = 1] is the
probability of A; succeeding in decrypting a ciphertext with level-0 key zo (as in this
case xo was only used as a key). Therefore, using a similar idea as proof of theorem 3
we can build an INT-CTXT adversary Az against xo. Therefore,

Prld=0lb =0] = Adv|k|-1Np-cca,a, (1) + AdvinT—cTXT,4, (1)

As the encryption scheme is both IND-CCA and INT-CTXT secure, both the prob-
abilities on the RHS must be negligible and hence the theorem.

Proof of theorem 5. We will prove this by induction over the maximum level of the
DAG of K. If K consists only of level 0 keys then the result follows from theorem ?7?.
Suppose the maximum level in the DAG of K is (n + 1) and assume that the theorem
holds for maximum level n. Let K’ be the closure C(K) of the set of keys K.

Assume that a probabilistic poly-time adversary A interacts with a secretive pro-
tocol with respect to nonce s and the set of keys K. We will show that if A has
non-negligible advantage at s from a random bitstring of the same length, after the in-
teraction, then we can construct either a |K'|-IND-CCA adversary .A; to the encryption
scheme or contradict the induction hypothesis.

We will construct an adversary .A; which has access to a multi-party LoR encryption
oracles &, (LoR(-,-,b)) and decryption oracles Dy, (-) for all k; € K' parameterized by
a bit b chosen uniformly randomly. For keys s® of level > 0, A; chooses random values
xh, i and for s, A; chooses random values o, z1. A1 constructs messages to be sent
to A as follows:

— to encrypt the term f(s,s',s?,...) with k; € K’, use response to oracle query

Ski(f(xo,xé,a:g,...),f(xl,a:%,a:f,'...),b),
— to encrypt f(s,s',s?,...) with s, use Swé(f(xo,:ré,mg,...)).

Decryption operations are served analogously.

In the second phase, A; chooses a bit d’ and sends z4 to A. If A replies that this
is the actual nonce used, then A; finishes by outputting d = d’, otherwise it outputs
d = d’ and finishes. The advantage of A; against the |K|-IND-CCA challenger is:

AdV|IC/|—IND—CCA,A1 (?7) = Pr[d = Olb = 0] — Pr[d = Olb = 1}
=(Pr[d=0b=0]—-1/2)+ (Pr[d=1b=1]-1/2) (5)
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The first probability in the RHS is precisely the probability of A breaking the
indistinguishability of xo or equivalently of s. In the case when b = 1, the terms were
constructed in the following manner:

— encrypt f(s,s",s%,...) with k; € K': &, (f(z1, 21,23, ...)).
— encrypt f(s,s',s?,...) with s Szé(f(mo,xé,xg, ).

We observe here that A; simulated the execution of another secretive protocol G’
with keys of level < n - x},xZ, ... protecting xo. This is because the root level keys no
longer protect the other keys in the DAG - we obtain a transformed DAG with the
roots of the earlier DAG removed, and hence of maximum level one less. Therefore, we
have:

Prld =1l = 1]~ 1/2 = (1/2) Advgr A(n) (6)

By the equations 5 and 6 we have:
Pr(d=0[b=0] - 1/2 = Adv|c/|-inp-cca,a (n) — (1/2)Advgr, 4(n)

As the probablity in the LHS is non-negligible, at least one of the advantages in the
RHS must be non-negligible and hence we are done.

Proof of theorem ?7. We will again prove this by induction over the maximum
level of the DAG of K. If I consists only of level 0 keys then the result follows from
theorem ??. Suppose the maximum level in the DAG of K is (n + 1) and assume that
the theorem holds for maximum level n. Let K’ be the closure C(K) of the set of keys
K.

Assume that a probabilistic poly-time adversary A interacts with a secretive pro-
tocol with respect to nonce s and the set of keys K. We will show that if A has
non-negligible advantage at winning an IND-CCA game against a symmetric encryp-
tion challenger, using the key s, after the interaction then we can construct either a
|K’|-IND-CCA adversary A; or contradict the induction hypothesis.

‘We proceed as in the proof of theorem ?7? to construct the adversary .A;. The only
additional operation is that to encrypt or decrypt the term m with s, we use xo as the
key.

In the second phase, A; randomly chooses a bit b < {0,1}. A sends pairs of
messages mo, m1 to A;j. A; replies with &, (m,). Decryption requests are also served
by decrypting with key xo ciphertexts not obtained by a query in this phase. A finishes
by outputting a bit d'. If ¥’ = d’, A; outputs d = 0 else outputs d = 1.

The advantage of A; against the |[K'|-IND-CCA challenger is:

AdV|K’|—IND—CCA,.A1 (T)) = PT’[d = O‘b = 0] - PT‘[d = 0|b = 1} (7)

The first probability is precisely the probability of A breaking the ‘good-key’-ness
of o or equivalently of s. In the case when b = 1, the terms were constructed in the
following manner:

— encrypt f(s,s",s%,...) with k; € K': &, (f(z1, 21,23, ...)).
— encrypt f(s,s',s%,...) with s’ Szg(f(xo,:r[l),x%, ).
— encrypt term m with s: &z, (m).

We observe here that A; simulated the execution of another secretive protocol G’
with keys of level < n - x},x3, ... protecting xo. This is because the root level keys no
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longer protect the other keys in the DAG - we obtain a transformed DAG with the
roots of the earlier DAG removed, and hence of maximum level one less. Therefore, we
have:

Prid =0} = 1] - 1/2 = (1/2)Adver A(n) (®)

By the equations 7 and 8 we have:
Prld=0|b=0] - 1/2= Adv|x/|_inp-cca,a, () + (1/2)Advg:, a(n)

As the probablity in the LHS is non-negligible, at least one of the advantages in the
RHS must be non-negligible and hence we are done.

Proof of theorem 6. We will prove this by induction over the maximum level of the
DAG of K. If I consists only of level 0 keys then the result follows from theorem 4.
Suppose the maximum level in the DAG of K is (n + 1) and assume that the theorem
holds for maximum level n. Let K’ be the closure C(K) of the set of keys K. Suppose
during the protocol run, an honest party decrypts a ciphertext with key s successfully
which was not produced by an honest party by encryption with s.

We build a |[K'|-IND-CCA adversary A; against set of keys K’ along the lines of the
proof of theorem ??. In the course of interaction with A, if A; succeeds in decrypting a
ciphertext with key x¢ which was not produced at a previous stage by A; by encryption
with xg, A1 outputs d = 0. Otherwise, it outputs d = 1. The advantage of A; against
the |K'[-IND-CCA challenger is:

Adv|l€’|7IND70CA,.A1 (?7) = P’/‘[d = O‘b = 0] — PT[d = 0|b = 1} (9)

Now, Pr[d = 0|b = 0] is the probability of .4; succeeding in producing a ciphertext
with key s which was not obtained through encryption by A;. Pr{d = 0|b = 1] is the
probability of A; succeeding in decrypting a ciphertext with level-(n—1) key zo (Same
argument as in proof of theorem ?? - the DAG reduces by one level) which was not
produced by encryption with zo. Therefore,

Prld=0[b=0] = Advx/|-1np-cca,a () + Prld=0]b = 1]

As the encryption scheme is IND-CCA secure, the first probability on the RHS
must be negligible. The second probability is negligible due to the induction hypoth-
esis as the encryption scheme is both IND-CCA and INT-CTXT secure. Hence the
theorem.

Proof of theorem ?? (Secretiveness correspondence). A protocol satisfying
Secretive(s, K) is one where any honest thread X sends only messages m satisfying
Good(X,m, s,K). If we look at the semantics of Good - received messages, data of
atomic type different from key or nonce and nonces different from s would also be
messages which a secretive protocol w.r.t s and K should be allowed to send out as s
was not used in these messages by the thread explicitly or as a result of a decryption.
The rest follows by induction on the construction of ‘good’ terms. Pairing, unpair-
ing, matching and encryption do not involve any additional decryption or explicit use
of s. If a message is not known to be good, once we encrypt it with a key in K, it can
be sent out safely by a secretive protocol as possible presence of s would anyway be
shielded by encryption with a key in the list. Decryption with a key not in K preserves
‘good’-ness as well as the qualification to be sent out by the secretive protocol.
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Thus in all cases we observe that a secretive protocol w.r.t. s and K can construct
and send all messages that honest threads in a protocol satisfying Secretive(s, K) are
capable of. Hence the theorem.

A possible objection that could be raised here is what if s, or a term explicitly con-
taining s is decrypted with a key k in K and then re-encrypted with k£ and then sent
out. Although the proof system lets us prove that this was a ‘good’ message doesn’t
this violate secrecy of s? The problem with this argument is that the re-encryption is
highly unlikely to be equal to the original term which was decrypted as the encryption
algorithm is randomized. Hence we are still ok.

Generalized Induction Principle. We present a generalized induction rule IND
below. T'wo instances of this rule—INDgoop, described in the next subsection, and the
HON rule, developed in prior work (see Appendix D)—are used to establish invariants
in secrecy and authentication proofs respectively. The main idea is that if all honest
threads executing some basic sequence (or protocol step) in the protocol locally preserve
some property 1¥(-), then we can conclude that ¥(-) holds in all states for all honest
agents. The rule is strengthened with the formula @ which lets us plug in any required
assumptions. Note that a set of basic sequences (BS) of a role p is any partition of the
sequence of actions in a role such that if any sequence has a receive then it is only at
its beginning. This rule schema depends on the protocol. In the syntactic presentation
below, we use the notation Vp € Q.VP € BS(p). ¥(X) [Plx ¢ D ¢¥(X) to denote a
finite set of formulas of the form ¢(X) [P]x @ D ¢ (X) - one for each basic sequence P
in the protocol. For example, the first stage of Kerberos (as described in section 2.1)
has three basic sequences - two of the client and one of the KAS. So there are three
formulas for the first stage. In addition, there are six more from the other stages.

Start(X) []x ¢(X)  Vpe Q.VP € BS(p). %(X) [Plx & O 1(X)

IND ‘
QF @ > VX', (Honest(X") D (X))

(%)

(*): @ is a prefix closed trace property which shares no free variable with [P]x and
Y(X); ¥(X) is a trace property which shares no free variable with [P]x except X.

A prefix closed formula & is a formula such that if a protocol trace t satisfies &
then any prefix of ¢ also satisfies @. For example, the formula —Send(X,m) is prefix
closed. This is because if in any trace ¢, thread X has not sent the term m, it cannot
have sent m in any prefix of ¢. In general, the negation of any action formula is prefix
closed. Another example is VX. New(X, s) D X = A because this can be re-written as
VX. -New(X,s) V X = A which is a disjunction of the negation of an action formula
and an equality constraint.

Proof of theorem 7 (Soundness). Since the depth of any proof tree is constant
with respect to the security parameter, it is sufficient to prove that each axiom and
inference rule is sound.

IND : Let us denote ¥ = VX'.(Honest(X’) D ¢ (X")). Suppose there is an algorithm
A which breaks & D W. That is, the set 7" = [#] T N [-¥] T is a non-negligible subset
of T, where T = Tg(A,n). We are going to assume the first premise to be valid and
show that the second premise is invalid.

Let Ty = [VX. Start(X) []x ¥(X)] T. Following the first premise, we know that
Ts¢ is an overwhelming subset of T'. Therefore the set T=Tn Ts: is a non-negligible
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subset of T'. Consider a trace t € T: following the construction of the set T, we have
—)(Y') true at the end of ¢ for some thread Y, but ¢(Y) true at any prefix of ¢ where
Y has not started. Due to this, there has to be a basic sequence P executed by Y such
that ¥ (Y") is true before the sequence but false after it. Since there are a polynomial
number of (basic sequence, thread) pairs, there must be a pattern [7], which has this
property in a polynomial fraction of T - and hence is a non-negligible subset of T'. Let
us call this set Ty.

We are going to show that the second premise of the rule is invalid by showing that
there is an algorithm A" such that the complement of the semantics of ¥(x) [7]x & D
() is a non-negligible subset of its set of traces. The algorithm A" simulates A to the
very end. It then scans the trace for the pattern [r], such that 1 (x) holds before the
pattern and —(x) after it - this can be done in polynomial time. If such a condition
occurs then it outputs markers corresponding to [r], else outputs random markers.
Note that A’ produces exactly the same set of traces as A does - i.e., To(A',n) =
To(A,m) =T.

The size of the complement of [¢)(x) [7]y @ D ¥(x)] Ta(A’,n) is:

IT| — Tn U~ ()] Pre(Tx) U[® S $(x)] Post(Tx)|
= 7| = [Tr U [-$:(x)] Pre(Tx) U [~#] Post(Tx) U [(x)] Post(Tx)|
> [T N [$(0)] Pre(Tx) N [76(x)] Post(Tx) 1 [#] Post(T)|

> | Ty N T N [@] Post(Tyx)| > |Tw N [@] Post(Tx)| > |Tw N [@] Post(Ty)

T

which is a non-negligible fraction of |T'| - hence the proof.
GO — G8 : These axioms readily follow from the semantics of the predicate Good.

INDgoop : This is a specific instance of the rule IND obtained by putting ¥(X) =
SendGood (X, s, K).

SGO — SG2 : These axioms readily follow from the definition of the predicate SendGood.

GK : For level-0 keys K the axiom will be valid if in all the traces where s is pro-
tected with keys K by a secretive protocol and where all the keys in K are IND-CCA
secure against dishonest parties, no probabilistic poly-time distinguisher, given the
view of a principal other than the key-holders and the generator of s has non-negligible
advantage against an IND-CCA challenger using the bitstring corresponding to k as
the key.

For set of keys K of level < 1, the axiom will be valid if in all the traces where s
is protected with keys K by a secretive protocol and where all the level-0 keys in K
are IND-CCA secure against dishonest parties and all the level-1 keys are protected by
level-0 keys which are again IND-CCA secure against dishonest parties, no probabilistic
poly-time distinguisher, given the view of a principal other than the holders of keys
in C(K) and the generator of s has non-negligible advantage against an IND-CCA
challenger using the bitstring corresponding to k as the key.

The validity of these statements follows from theorems ?? and 3.

CTXO0 : For level-0 key k possessed only by honest principals, the axiom will be
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valid if in an overwhelmingly large subset of all the traces where an honest principal
decrypts a message with key k, there was an honest principal who produced the mes-
sage by encrypting with k. The validity of this message follows straightforwardly from
the INT-CTXT [10] security of the encryption scheme.

CTXL : Here we consider symmetric encryption schemes that are both IND-CCA and
INT-CTXT secure. For level-0 keys K held by honest principals and nonce s protected
with keys /C by a secretive protocol the axiom will be valid if in an overwhelmingly large
subset of all the traces where an honest principal decrypts a message with key s, there
was an honest principal who produced the message by encrypting with s. Analogously
for level-2 keys. The validity of this follows from theorems 4 and ??.
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D Summary of Definitions, Axioms and Rules

D.1 Summary of New Definitions, Axioms and Rules

SendGood (X, s, K) = Vm. (Send(X, m) D Good(X,m, s, K))

VX. (Honest(X) D SendGood (X, s, K))
Jk € C(K). Possess(X, k) V New(X, s)
VX. (InlnitSet(X, s, K) D Honest(X))
VX. (GoodKeyAgainst(X, s) V InlnitSet(X, s, K))
X. (Possess(X, k) O Honest(X))

)=

Secretive(s, K) =
InlnitSet(X, s, K) =
Goodlnit(s, K) =
GoodKeyFor(s,K) =
GoodKey(k) =V

GO0 Good(X,a,s,K), if a is of an atomic type different from nonce or key

G1 New(Y,n) An# s D Good(X,n,s,K)

G2 [receive m;]x Good(X,m,s, K)

G3 Good(X,m,s,K) [a]x Good(X,m,s,K), for all actions a

G4 Good(X,m,s,K) [match m as m’;]x Good(X,m’, s, K)

G5 Good(X,mo, s, K) A Good(X,mu, s, K) [m := mo.m1;]x Good(X,m, s, K)

G6 Good(X,m,s,K) [match m as mo.ma;|x Good(X,mo, s, K) A Good(X,m1, s,K)
G7 Good(X,m,s,K)Vk¢cK[m':=symenc m,k;]x Good(X,m’, s, K)

G8 Good(X,m,s,K) Ak ¢& K [m':=symdec m,k;]x Good(X,m’, s, K)

SGO Start(X) []x SendGood(X, s, K)
SG1 SendGood(X, s, K) [a]x SendGood(X, s, ), where a is not a send.
SG2 SendGood(X, s, K) [send m;]|x Good(X,m,s, ) D SendGood(X, s, K)

INDgoobp Vp € QVP e BS(p).

SendGood(X, s, K) [P]x ¢ D SendGood (X, s, K) (%)
Q F @ D Secretive(s, K)

(*): [P]x does not capture free variables in @, K, s, and @ is a prefix closed trace formula.

If the encryption scheme is IND-CCA secure then:
GK Secretive(s, K) A GoodInit(s, ) = GoodKeyFor(s, K)
If the encryption scheme is both IND-CCA and INT-CTXT secure then:

CTXO0 GoodKey(k) A SymDec(Z, Esym[k](m), k) = 3X. SymEnc(X, m, k), for level-0 key k.
CTXL Secretive(s, K) A GoodInit(s, K) A SymDec(Z, Esym[s](m), s) = 3X. SymEnc(X,m, s)
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D.2 A Fragment of the Proof System from Earlier Papers

A representative fragment of the axioms and inference rules in the proof system are
collected in Table 5. For expositional convenience, we divide the axioms into three
groups.

The axioms about protocol actions state properties that hold in the state reached
by executing one of the actions in a state in which formula ¢ holds. Note that the a in
axiom A A1 is any one of the actions and a is the corresponding predicate in the logic.
Axiom A1 states that two different threads cannot generate the same nonce while
axiom A2 states that if a thread encrypts a message with a key, it possesses both the
message and the key.

The possession axioms reflect a fragment of Dolev-Yao rules for constructing or
decomposing messages while the encryption axioms symbolically model encryption.
The generic rules are used for manipulating modal formulas.

Axioms for protocol actions

AAl ¢ldlx a
AA2 Start(X)[]x —a(X)
AA3 —Send(X,t)[b]x—Send(X,t) if 0Send(X,t) # ob for all substitutions o
ARP Receive(X, p(z))[match g(z) as ¢(t)]x Receive(X,p(t))
P1 Persist(X,t)[a]x Persist(X,t) , for Persist € {Has, Send, Receive}
Al New(X,n)ANew(Y,n) DX =Y
A2 SymEnc(X,m, k) D Possess(X, k) A Possess(X,m)

Possession Axioms

ORIG New(X,z) D Possess(X, z)
TUP Possess(X, z) A Possess(X,y) D Possess(X, z.y)
REC Receive(X, z) D Possess(X, z)

PROJ Has(X,z.y) D Possess(X,x) A Possess(X,y)

Generic Rules

0[Plx¢ O[P]xv >0 0Plx¢ ¢D¢ &
0PIxoAw Ot 0 Plxo G2 grPxe @3

Table 5. Fragment of the Proof System
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D.3 The Honesty Rule

The honesty rule is essentially an invariance rule for proving properties of all roles of a
protocol. It is similar to the basic invariance rule of LTL [29]. The honesty rule is used
to combine facts about one role with inferred actions of other roles.

For example, suppose Alice receives a response from a message sent to Bob. Alice
may wish to use properties of Bob’s role to reason about how Bob generated his reply.
In order to do so, Alice may assume that Bob is honest and derive consequences from
this assumption. Since honesty, by definition in this framework, means “following one
or more roles of the protocol,” honest principals must satisfy every property that is a
provable invariant of the protocol roles.

Recall that a protocol Q is a set of roles, @ = {p1,p2,...,pk}. If p € Q is a role
of protocol Q, we write PeBS(p) if P is a continuous segment of the actions of role
p such that (a) P is the empty sequence; or (b) P starts at the beginning of p and
goes up to the first receive ; or (c) P starts from a receive action and goes up to
the next receive action; or (d) P starts from the last receive action and continues till
the end of the role. We call such a P a basic sequence of role p. The reason for only
considering segments starting from a read and continuing till the next read is that
if a role contains a send, the send may be done asynchronously without waiting for
another role to receive. Therefore, we can assume without loss of generality that the
only “pausing” states of a principal are those where the role is waiting for input. If a
role calls for a message to be sent, then we dictate that the principal following this role
must complete the send before pausing.

Since the honesty rule depends on the protocol, we write Q F 0[P]x¢ if 0[P]x ¢ is
provable using the honesty rule for Q and the other axioms and proof rules.

no free variable

[]x ¢ VpeE Q-VPEBLS(P)~ ¢ [Plx ¢ HON in ¢ except X

Q F Honest(X) D ¢ bound in [P]x

In words, if ¢ holds at the beginning of every role of Q and is preserved by all its
basic sequences, then every honest principal executing protocol @ must satisfy ¢. The
side condition prevents free variables in the conclusion Honest(X) D ¢ from becoming
bound in any hypothesis. Intuitively, since ¢ holds in the initial state and is preserved

by all basic sequences, it holds at all pausing states of any run.
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E Formal Description

new ni;

send C’.T.nl;

receive C.tgt.encic;
k
texty. = symdec encic, ko K

match textr. as AKey.nl.T;

-+ stage boundary - - -

new no;

encet = symenc C, AKey;

send tgt.encct.é.g, na;

receive C’.st.enctc;
texti. := symdec enci, AKey;
match text;. as SKey.nz.S';

--- stage boundary - - -

eNnces = symenc CA’.t7 SKey;

send st.ences;

receive encsc;
textsc := symdec encsc, SKey;
match texts. as t;

le

of Kerberos

KAS = (K) |
receive C’.T.nl;
new AKey;
tgt := symenc AKey.C, ki1
€NncCrc := Symenc AKeymn,.T, kéﬁzﬁy
send C’.tgt.enckc;

Ik

TGS = (T, K) |
receive tgt.encct.é..g'.nz;
textiq: := symdec tgt, ktTH;?,
match textiq as AKey.C,
textc, := symdec ence, AKey;
match text.; as C’;
new SKey;
st := symenc SKey.C, kST
€NncCic 1= symenc S’Key.ng.S’,AKey;
send C’.st.enctc;

Ir

Server = (5,7 |
receive st.ences;
texts: := symdec st, kg}t;
match texts: as SK@y.C’;
textcs := symdec ences, SKey;
match text.s as C’.t;
encsc ‘= symenc t, SKey;
send encse;

Is
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F Proof of Kerberos Security Properties

F.1 Environmental Assumptions

Long term symmetric keys possessed by pairs of honest principals are possessed by
only themselves and are only used as keys, i.e. these are level-0 keys.

Io : VXY, Z, type. Hon(X,Y) A Possess(Z, k’?(”;f) D (Z =XVvVZ= )7)

In the subsequent proofs, we will mainly use the following axioms and the honesty
rule (all described in Appendix D):

Al New(X,n)ANew(Y,n) DX =Y
A2 SymEnc(X,m,k) D Possess(X, k) A Possess(X,m)

F.2 Proofs of AUTH,‘;Z:M, AUTH,Z‘ZSS and AUTH;"¢"

We first give a template proof of [Role]x Hon(X,Y) D 3n. SymEnc((Y,n), M, kﬁ?,pye),
where Role decrypts the term FEgym [kg?p}f}(]\/[ )". Reference to equations by negative
numbers is relative to the current equation - e.g. (-1) refers to the last equation. Ref-
erence by positive numbers indicates the actual number of the equation.

Hon(X,Y), Iy GoodKey (k%) (1)
Hypothesis [Role]x SymDec(X, Eqym k5] (M), k¥5) (2)
CTXO0,(-2,—1) [Role]x 3Z. SymEnc(Z, M, k¥%) (3)
Inst Z — Zo,(—1) [Role]x SymEnc(Zo, M, k%) (4)
A2 (—1) [Role]x Possess(Zo, kﬁé’pye) (5)
Hon(X,Y), Ib,(—1) [Rolelx Zo =XV Zy=Y (6)

(—4,—1) [Role]x 3n. SymEnc((X,n), M, k:ggp}f)
V 3. SymEnc((Y,n), M, k%) (7)

Case1: X =Y

(—1) [Role]x 3. SymEnc((Y,n), M, ki¢%) (8)

CaseZ:X;éY

HON Honest(Xo) A Xo # Yo D ~SymEnc(Xo, Mo, kﬁ?{f’eyo) (9)

Hon(X), (1) [Role]x —3n. SymEnc((X,n), M, ké?’;f) (10)
(=4,—1) [Role]lx In. SymEnc((?, n), M, k;”;f) (11)
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Instantiating for AUTHgW et

[Client]c 3n. SymEnc((K,n), (AKey,n1,T), k& 1) (12)

HON  Honest(X) A SymEnc(X, (Key,n, Tv), k&, )
) Send(X7 007 sym [ké«:k ](K@y, CO) sym [ké';)k }(K6y7 m, TO))

(13)
Hon(K),(—2,—-1) [Client]c 3. Send((K,7n),C, Esym ks 1](AK ey, C),
EsymkG i) (AK ey, m1, T)) (14)
(1) AUTH™ (15)
Instantiating for AUTH}2°:
[TGS]r 3n. SymEnc((K,n), (AKey, C), k7 ) (16)

HON  Honest(X) A SymEnc(X, (Key, Co), kv %)
D 3n. Send(X, Co, Esym [ky X1 (Key, Co), Esym[k&, %] (Key,n,Y))

(17)
Hon(K), (=2,—-1) [TGS]r 3, n.Send((K,n),C, Esym k7 X](AKey, C),
Eoym k& 1) (AK ey, na, T)) (18)
(-1) AUTH: (19)
Instantiating for AUT H; ;"""
[Server|s 3. SymEnc((T', ), (SKey, C), k&' (20)

HON Honest(X) A SymEnc(X, (Key, Co), k%)
D 3n, Key'. Send(X, Co, Sym[kffxt}(Key, C’o) Esym[Key'|(Key,n, f"))

(21)

Hon(T), (=2, —1) [Server|s 3n,n, Key'. Send((T',n), C, Esym[ki1'](SKey, ),
Esym[Key'|(SKey,n, 5)) (22)
(=1) AUTH;ve" (23)
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F.3 Proofs of SEC¢ient §ECkas  §ECtI®

akey akey’ akey

Proof Sketch. As the form of the secrecy induction suggests, we do an induction over
all the basic sequences of KERBEROS. The variables in the basic sequences are con-
sistently primed in the formal proof so that no unintentional variable binding occurs.
Broadly, the induction uses a combination of the following types of reasoning:

— The ‘good’-ness axioms (Gx*) enumerated in the proof system section. The struc-
ture of Kerberos suggests that in many of the basic sequences the messages being
sent out are functions of messages received. A key strategy here is to use G2 to
derive that the message received is good and then proceed to prove that the mes-
sages being sent out are also constructed in a good way. Consider as an example
the sequence of actions by an application server thread [Server|s:: S’ receives a
message Fsym[SKey'](C’,t') and sends out a message Esym[SKey'|(t'). It is prov-
able, just by using the Gx axioms that the later message is good if the former
message is good.

— Derivations from @: The structure of @ is dictated by the structure of the basic
sequences we are inducing over. A practical proof strategy is starting the induc-
tion without figuring out a @ at the outset and construct parts of the ¢ as we
do induction over an individual basic sequence. In case of KERBEROS, these
parts are formulae that state that the generating thread of the putative secret
AKey did not perform certain types of action on AKey or did it in a restricted
form. The motivation for this structure of the @ parts is that many of the basic
sequences generate new nonces and send them out unprotected or protected un-
der a set of keys different from . The @ parts tell us that this is not the way
the secret in consideration was sent out. For example consider one of the parts
Py : VX, M. New(X, AKey) D —(Send(X, M) A ContainsOpen(M, AKey)) - this
tells us that the generator of AKey did not send it out unprotected in the open.

— Derivations from the 0’s, that is, the preconditions. These are conditions which
are true at the beginning of the basic sequence we are inducing over with respect
to the staged control flow that KERBEROS exhibits. As before, a practical proof
strategy is to find out what precondition we need for the secrecy induction and
do the precondition induction part afterwards. Consider for example the end of
the first stage of the client thread [Client]c,. We know that at the beginning of
the second stage the following formula always holds - Receive(C’, C".tgt'.enc}.)
from which we derive 6 : Good(C’,tgt’, AKey, K). The reason this information is
necessary is that the second stage sends out tgt’ in the open - in order to reason
that this is good to send out we use the precondition 6.
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Formal Proof. We formally prove the secrecy of the session key AKey with respect to
the set of keys K = {kéf}?, k%ﬂ?} The assumed condition @ is the conjunction of the
following formulae:

&1 : VX, M. New(X, AKey) D —(Send(X, M) A ContainsOpen(M, AKey))

&y : VX, Co, Ko, To, n. New(X, AKey) A SymEnc(X, AKey.n.Tp, ké:’%o)
SDX=KACo=CATo=T

@3 : VX, So, Co. New(X, AKey) D =SymEnc(X, AKey.Co, kS, %)

Observe that @ is prefix closed. The predicate ContainsOpen(m,a) asserts that a
can be obtained from m by a series of unpairings only. Formally,

ContainsOpen(a, a) A (ContainsOpen(mg.m1, a) = ContainsOpen(mo, a) V ContainsOpen(m1, a))
Now we present the formal proof of goodness:

Let, [Client;]c- : [new nj;send C".T".n%;]cr

[Client, ] New(C’,n}) A Send(C’, C".T".n}) (1)

&1,(—1) [Clienti]c ny # AKey (2)
G1,G5,(—1) [Client;]cs Good(C',C".T".n}, AKey, K) (3)
SG1-2,(—1) SendGood(C’, AKey, K) [Client:]cs SendGood(C’, AKey, K) (4)

Let, [Clients]c : [receive C' tgt’ .enche:
texty, = symdec enc., kgf’f@;

match textl, as AKey'.n'l.T’;]C/
SG1 SendGood(C’', AKey, K) [Clientz]c: SendGood(C', AKey,K) (5)
Precondition 03 : Good(C’, tgt’', AKey, K)

Let, [Clients]c: : [new nj; ence, := symenc C', AKey';

send tgt'.enc/ct.é".g’.né;}c/
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[Clients]c New(C’,nb) A Send(C”, tgt/.enc;t.é’.g’.nlg) (6)

&1,(—1) [Clients]cr ny # AKey (7
G1,(—1) 03 [new ny;]c Good(C',tgt', AKey, K) A Good(C',ns, AKey, K)
(8)
Gx,(—1) 03 [Clients]cr Good(C', tgt’.enc.,.C'.S" .ny, AKey, K) 9)
SG1-2,(—1) 65 A SendGood(C’, AKey, K) [Clients]cr SendGood(C’, AK ey, K)
(10)

-+ - proof for following BS similar to (5)- - -
SendGood(C’, AKey, K) [receive C, st’, enc);

text,, := symdec enc., AKey';match text,, as SKey'.n'z.g’;}c/
SendGood(C’, AKey, K) (11)

Precondition 85 : Good(C’, st', AKey, K)

-+ proof for following BS similar to (13)---

05 A SendGood(C’, AKey, K) |

enc, := symenc C't',SKey':

send st’,encly;|c

SendGood(C’, AKey, K) (12)

-+ - proof for following BS similar to (5)- -

SendGood(C’, AKey, K) [receive ench.;

te:mf'sC := symdec enc'SC,SKey';match temt'sC as t';]c/
SendGood(C’, AK ey, K) (13)

Let, [KAS|k : [receive C'.T".n};
new AKey';
tgt’ := symenc AKey' .C", ktTTIf(/;
ench. = symenc AKey .n}.T", kg?’f(/;

send C'.tgt'.ench.;]x

Case 1: AKey' = AKey
[KAS] i/ New(K', AKey) A SymEnc(K', AKey.ny 1" k& k) (14)
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By, (~1) [KAS|xC'=CAK' =KAT' =T
(-1) [KAS|x k& 5 € KAk i € K
Gx,(—1) [KAS|g: Good(K', C".tgt' .enc., AKey, K)

Case 2: AKey' # AKey
G2 [receive C'.T".n};]x Good(K',C'.T".n}, AKey, K)
) [receive C’/.T’.nll;}K/ Good(K',ny, AKey, K)
Gx, (—1) [KAS]g: Good(é’.tgt'.enc;cc, AKey,K)
SG1-2,(—4,—1) SendGood(K’', AKey, K) [KAS|k: SendGood(K', AKey, K)

Let, [TGS|r : [receive enChy.enchys.C1.8" b
textl,, := symdec enc’ctl,kéﬁfyg
match text.,, as AKey/.C”;
text'ctg := symdec enc'CtQ,AKey/;
match text.,, as C";

new SKey';
st’ := symenc SKey'.C', kg s
ency, := symenc SKey/.n/g‘SA",AKey/;

A / /
send C'.st'.encic; |

G2,G6 [receive enc’ctl.enc;tg,é”,g’.né;]T/ Good(T', ny, AKey, K)
[TGS]7 New (T, SKey') A SymEnc(T', SKey'.C", ki)
) [TGS]p SKey' # AKey
G1,(—1) [--;new SKey';]p Good(T',SKey', AKey, K)
) [TGS]r Good(T", C'.st' .enc,,, AKey, K)
) SendGood(T’, AKey, K) [TGS]rs SendGood(T", AK ey, K)
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. / /
Let, [Server|s: : [receive enc,,;.encggo;

/ / t / A
text.s 1= symdec ences, kg 7/;match text.s; as SKey'.C;
/ / / / Ny 4!
text,,o 1= symdec enc.s, SKey ;match enc.,, as C'.t;
/ ! /
enc,. := symenc t,SKey;

/
send ency.;|s

Case 1: SKey €K

G7,(=1) [--;enc,, := symenc t',SKey';]s Good(S’, encs., AKey, ) (28)
Case 2: SKey ¢ K (29)
G2,G6 [receive encuy.enceso;ls Good(S', enclyq, AKey, K) (30)

G6,G8,(—1) [ - ;text,sy := symdec ence,, SKey';match enchy, as C”.t';]s/
Good(S',t', AKey, K) (31)
G7,(—1) [--;enc.. := symenc t',SKey';]s Good(S’, encse, AKey, K) (32)
(—4,—1) [Server]s Good(S',encs., AKey, K) (33)
SG1-2,(—1) SendGood(S’, AKey, K) [Server]s: SendGood(S’, AKey, K)  (34)
Theorem 10 @ D Secretive(AKey, K) (35)

We can derive from AUTHgH™ | the actions in [KAS]x and AUTHEL™ that:

tgs
KERBEROS + [Client]c Hon(C, K,T) D &
KERBEROS I [KAS]x Hon(C, K, T) > &
KERBEROS - [TGS|r Hon(C, K, T) > &
The only principals having access to a key in K are €, K and T'. All keys in K are

level-0 as they are used only as keys. In addition, ¢, assumes that some thread of K
generated AKey. Therefore, we have:

InlnitSet(X, AKey,K) = X € {C, K, T}
GoodlInit(AKey, K) = Hon(C, K, T)

Therefore, by axiom GK, we have:

Secretive(AKey, K) A Hon(é, K, T) = GoodKeyAgainst(X, AKey) V

><>
m
—~
s
>

H)
N

Combining everything we have:

KERBEROS + SECS SECES,, SECH?

akey
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F.4 Proof of AUTHféient

This proof uses the secrecy property S ECﬁj:;t which established the secrecy of AKey

among C,K and T assuming their honesty. At a high level, the client reasons that
since AKey is known only to C, K and 7', the term Esym [AKey](SKey.ng.S') could
only have been computed by one of them. Some non-trivial technical effort is required
to prove that this encryption was indeed done by a thread of T and not by any thread
of C or K, which could have been the case if e.g., there existed a reflection attack.
After showing that it was indeed a thread of T who encrypted the term, we use the
honesty rule to show that it indeed sent the expected response to C’s message.

Again, reference to equations by negative numbers is relative to the current equation
- e.g., (-1) refers to the last equation. Reference by positive number indicates the actual
number of the equation.

[Client]c SymDec(C, Esym[AKey)(SKey.ns.5), AKey) (1)

CTXL,(—1,1) [Client]c 3X.SymEnc(X, SKey.ns.S, AKey) 2)
Inst X — Xo,(—1) [Client]c SymEnc(Xo, SKey.n2.5, AKey) (3)
(—=1) [Client]c Possess(Xo, AKey) (4)

SECiEr, (-1) Xo=CAXo=KAXo=T (5)

HON Honest(X) A SymEnc(X, Key'.n.So, Key) A Key # ki i
D) 3[307 Co. SymDec(X, Esym [ké:;’?o](Key.C;o), k:g?;’?o)

A Send(X, Co.Esym k3, %] (Key'.Co).Esym|Key|(Key' n.S0))
(6)

Tnst, (—4, —1) [Client]c SymDec(Xo, Esym [k, i, | (AKey.Co), k. xo)
A Send(Xo, Co. Esym k53| (SKey.Co).Esym|[AK ey|(SKey.n».S))

(M)

CTXO0,(—1) [Client]c 3Y. SymEnc(Y; AKey.Co, k', x,) (8)

Inst Y +— Yp, (—1) [Client]c SymEnc(Yp, AKey.Co, kE(?FKo) (9)
A2 (-1) [Client]c Possess(Yy, AKey) (10)
SECTirE (=1)  Honest(Yo) (11)

HON Honest(X) A SymEnc(X, Key. W, kX %) D New(X, Key) (12)

(—4,—-1) [Client]c New(Yy, AKey) (13)
AUTHE™  New(X, AKey) A SymEnc(X, AKey. W, kﬁfzk)
SV T AL R AW = (14)
9,-2,-1) Xo=TAKo=KnNCo=C (15)
(10, —1) [Client]c 3n. Send((T', 1), C.Esym k%1 1(SKey.C). Esym[AKey](SK ey.ns.S))
(16)
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Client = (C, K, T, S,t) |
new ni;new mi;
sigc := sign tc.n, skc;

send Certc.sigc.é.f.nl;

receive encpkc.é.tgt.enckc;
textpy. := pkdec encp.,dkc;
match textpr. as Certk.sigk;
verify sigk, k.ck,vkk;

ck := hash Certc.sigc.é.f.nl, k;
match ck as ck;

texty. := symdec encie, k;

match textr. as AKey.nl.tK.T;
- -« stage boundary - - -

new no;

encet := symenc C, AKey;
send tgt.encct.é’.s, no;

receive C.st.encic;

text.. := symdec encic, AKey;

match texti. as SKey.ng.S;

--- stage boundary - - -

€Nces := symenc C.t,SKey:

send st.ences;

receive encsc;
textsc := symdec encsc, SKey;
match texts. as t;

le
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G Formal Description of Kerberos with PKINIT

KAS = (K) |
receive Certc.sige.C.T.ny;
verify sigc,tc.ni,vkc;
new k;new AKey;
ck := hash Certc.sigc.é’.f.nl, k;
sigk := sign k.ck, skk;
encpy. ‘= pkenc Certg.sigk, pkc;
tgt := symenc AKey.C, k’tT_}?,
enck. := symenc AKey.nl.tK.T, k;
send encpkc.é’.tgt.enckc;

Ik

TGS = (T, K) |
receive tgt.encct.é.g.nz;
textiy := symdec tgt, ktTH;?,
match textiq as AKey.C’;
texte: := symdec encet, AKey;
match text.: as C’;
new SKey;
st := symenc SKey.C', kg}t;
encic = symenc SKey.ng.S', AKey;
send C’.st.enctc;

Ir

Server = (5,7) |
receive st.ences;
texts; ;= symdec st, kfg}t;
match texts; as SKey.C’;
text.s := symdec enccs, SKey;
match text.s as C‘.t;
encsc := symenc t, SKey;
send encsc;

Is



H Proof of PKINIT Security Properties

H.1 Environmental Assumptions

Long term symmetric keys possessed by pairs of honest principals are possessed by
only themselves and are only used as keys, i.e. these are level-0 keys.

Iv:VX,Y, Z, type. Hon(X,Y) A Possess(Z, k;";f) S(Z=XVZ=Y)
H.2 Additional Axioms

Al New(X,n)ANew(Y,n) D X =Y
A2 SymEnc(X,m, k) D Possess(X, k) A Possess(X,m)
A3 New(X, k) A HASH[k|(m) = HASH[k](m") D m = m'

H.3 Proofs of AUTHg e

kas

[Client]¢ Verify(C, SIG[skk](k.ck),vkk) (1)
(1) [Client]c 3n. Sign((K,n), k.ck, sk ) (2)
Inst (K,n) — K [Client]c Sign(K, k.ck, skx) 3)

HON Honest(X) A Sign(X,n.m, skx) A = Time(n) D New (X, n)A

Im’.m = HASH[K](m') A Hash(X,m', k) (4)
(—2,—1) [Client]c New(K, k) A3m’.ck = HASH[k](m') A Hash(K,m', k)
()
[Client]c ck = HASH[k](Certc.sige.C.T.n1) (6)
A3,(-2,-1) [Client]c m’ = Certc.sige.C.T.n, (7)
(=3,—1) [Client]c New(K, k) A Hash(K, Certc.sige.C.T.ny, k) (8)

HON  Honest(X) A Hash(X, Certc,.sigco.Co.To.n, ko) D
3t, Key. Send(X, Epk[pkc,|(Certx .SIG[skx](ko.
HASH[ko](Certco.sigco.é’o.fo.n)).éo.Esym[kéﬂ:& (Key.Co).
Eoym|ko|(Key.n.t.Ty))) (9)

(=2,—1) [Client]c 3t, Key. Send(K, Epi[pkc](Certx.SIG sk (k.ck)).C.
Baym k5 1) (K ey.C). Esym K] (Key.ni.t.T)) (10)
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kas

The last equation establishes AUTH jroms : [Client]c 3tk , AKey. AUT Hyqs. In

section H.5, We will use AlAfTAHIZZZm to prove [Client]c GoodProtocol(k, {dkc}) and
GoodlInit(k, {dkc}) = Hon(C, K). Therefore, using axiom CTXL we can derive:

CTXL |[Client|c SymDec(X, Esym|[k](m), k) = 3Z. SymEnc(Z, m, k) (11)

kas

Now we proceed to prove AUTH[jZ,;

[Client]c SymDec(C, Eqym[k](AK ey.n1.tr.T), k) (12)

(11,—1) [Client]c 3Zo. SymEnc(Zo, AK ey.ni.tx. T, k) (13)

Inst Zo — Z,(—1) [Client]c SymEnc(Z, AKey.ni.tx.T, k) (14)
HON Honest(X) A SymEnc(X, Key.n.t.To, ko) D New (X, ko) (15)

(=2,—1) [Client]c New(Z, k) (16)
A1,(—1) [Client]c Z = K (17)

HON Honest(X') A Hash(X, Certco.sigco.é’o.To.n, ko) D

3t, Key. SymEnc(X, Key.n.t.Ty, ko) (18)
(1) [Client]c 3t, Key. SymEnc(K, Key.ni.t.T, k) (19)

HON Honest(X) A SymEnc(X, Key.n.t.To, ko) A SymEnc(X, Key/.n/.t/.j’é, ko)
DKey:Key'/\n:n//\t:t'/\fozfé (20)
AUTH™ (~1)  [Client]c Send(K, Epx[pkc](Certx.SIG[skx](k.ck)).C.
Eaym [k 18 (Key.C). Esym[k)(AK ey.ni .t . T)) (21)
(1) AUTH ™ (22)

H.4 Proofs of AUTH® and AUTH;erver

kas

We first give a template proof of [Role]x Hon(X,Y) D 3n. SymEnc((Y,n), M, k:;?gf),
where Role decrypts the term Egym [k;?p}f}(l\/[ )". Reference to equations by negative
numbers is relative to the current equation - e.g. (-1) refers to the last equation. Ref-
erence by positive numbers indicates the actual number of the equation.

51



Hon(X,Y), I'y GoodKey(ké?,pye) (1)
Hypothesis [Role]x SymDec(X, Esym [k{5](M), k{5) (2)
CTXO0,(-2,—1) [Role]x 3Z. SymEnc(Z, M, kY%’) (3)
Inst Z +— Zo,(—1) [Role]x SymEnc(Zo, M, k%) (4)
A2 (—1) [Role]x Possess(Zo, k?(“’Ye) (5)
Hon(X,Y), Ib,(—1) [Rolelx Zo=XVZo=Y (6)
(—4,-1) [Role]x 3n. SymEnc((X,n), M, EYR)

Vv 3. SymEnc((Y,n), M, k%) (7)

Casel1: X =Y
(—1) [Role]x 3. SymEnc((Y,n), M, ki¢%) (8)

Case2: X #Y

HON  Honest(Xo) A Xo # Yo D ~SymEnc(Xo, Mo, k¥75.)  (9)

Hon(X),(—1) [Rolelx —3n. SymEnc((X'7 n), M, ké?’;f) (10)
(-4,—1) [Role]lx In. SymEnc((f/, n), M, k;”;f) (11)

Instantiating for AUTH®:

kas*

[TGS]r In. SymEnc((K,n), (AKey, ), k% i) (12)

HON Honest(X) A SymEnc(X, Key.Co, ki i)
D 3]607 Cko, n,t. Send(X, Epk [pk‘co](Ce’r‘tx.S.[G[Skx](ko.cko)).
C’O,Esym[kg;}?](Key.é’o).Esym[k‘o](Key.n.t.f/)) (13)

Hon(K), (=2,—1) [TGS|r 3n,n1,k, ck, tx. Send((K,n), Epx[pkc](Certi .SIG[ski|(k.ck)).
C.Esym k5 €)(AKey.C). Esym k] (AKey.ni tx.T)) (14)
(-1) AUTH;?® (15)

kas
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Instantiating for AUT H;g; "

[Server|s 3. SymEnc((T', n), SKey.C, k& 7") (16)

HON Honest(X) A SymEnc(X, Key.Co, k¥ %)
D 3n, Key'. Send(X, Co. Esym[ky %) (Key.Co). Esym|[Key') (Keyn.Y))

(17)

Hon(T)), (-2, —1) [Server]s 3n,n, Key . Send((T',n), C.Esym [kg}t](SKey.C’).
Esym|Key'|(SKey.n.S)) (18)
(-1) AUTHI" (19)

H.5 Proofs of SECg‘ent, SECk*

The assumed condition @ is the conjunction of the following formulae:

@y : VX. New(X, k) D X = K

&1 : VX, M. New(X, k) D —(Send(X, M) A ContainsOpen(M, k))

Py : VX, t. New(X, k) D —Sign(X, t.k, skx)

@3 : VX, Y, cko. New(X, k) A PKEnc(X, Certx.SIG|[skx](k.cko), pky) DY = C
@4 : VX, m, key. New(X, k) D =SymEnc(X, k.m, key)

H.6 Proofs of SECcient SEpCkes SECH®

akey akey’ akey

In this section we formally prove the secrecy of the session key AKey with respect
to the set of keys K = {k, ké«??} The assumed condition @ is the conjunction of the
following formulae:

@y : VX. New(X, AKey) D X = K

&1 : VX, M. New(X, AKey) D —(Send(X, M) A ContainsOpen(M, AKey))
@5 : VX, m. New(X, AKey) A SymEnc(X, AKey.m, ko) D ko € {k, ki i

@3 : VX, Sy, Co. New(X, AKey) D =SymEnc(X, AKey.C’o,kEZE()

@4 : VX, t. New(X, AKey) D —(Sign(X, M, skx) A ContainsOpen(M, AKey))

Observe that @ is prefix closed. The predicate ContainsOpen(m,a) asserts that a
can be obtained from m by a series of unpairings only. Formally,

ContainsOpen(a, a) A (ContainsOpen(mg.m1,a) = ContainsOpen(mo,a) V ContainsOpen(m1,a))
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Now we present the formal proof of goodness:

. ’ ~
Let, [Client1]¢c : [new ni; new n’'y;
-0 . r
sigc = sign tc.n'1, skor;

send Certer.sige.C'.T" n}; ler
[Client ] New(C’,n}) A Send(C”, C".T".n}) A Sign(C’, te.n'v, sker)

&1, P4, (—1) [Clienti]cr nj # AKey An'1 # AKey (2)
G1,G5,G11,(—1) [Client:]cr Good(C’, Certer.sigd .C'.T".n'y, AKey, K) (3)
SG1-2,(—1) SendGood(C’, AKey, K) [Client;]cs SendGood(C’, AK ey, K)

Let, [Clientz]cs : [receive encphe.C'.tgt’ .enche;
textpy,. = pkdec encpie,dkcr;
match textp). as Certgr.sigk’;
verify sigk’, k'.ck’,vk;
¢k’ :=hash Certcr.sigc .C'.T' 0y, k'

match ck’ as ck’s

text),. := symdec enci.,k’;

match text),. as AKey’.n’l.t/K.’f’;]cz

SG1 SendGood(C’, AKey, K) [Clients]c SendGood(C’, AK ey, K)
()

Precondition 03 : Good(C’, tgt’', AKey, K)

Let, [Clients)c- : [new nj5; encl, := symenc C', AKey';

send tgt'.enc;t.é’.ﬁ’.né;]c/

6
7
8

9

[Clients]cr New(C’,nb) A Send(C”, tgt’.ench,.C".S".nk)
[Clients]cr noy # AKey

(6)
(1) (7
G1,(—1) 03 [new nh;]cr Good(C',tgt', AKey, K) A Good(C',nhy, AKey, K) (8)
(=1) 63 [Clients]cr Good(C', tgt' .enc.,.C'.S".nh, AKey, K) 9)
(1)

5 A SendGood(C’, AKey, K) [Clients]cr SendGood(C’, AK ey, K)
(10)
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-+ - proof for following BS similar to (5) - -
SendGood(C’, AKey, K) [receive C', st enche:

texty, := symdec ency., AKey';match text;, as SKey/.n/Q.S’;]c/
SendGood(C’, AKey, K) (11)

Precondition 05 : Good(C’, st', AKey, K)

-+ - proof for following BS similar to (13)---
05 A SendGood(C’, AKey, K) [

encl, = symenc C’/.t',SKey';

send st’,encLy; o

SendGood(C’, AKey, K) (12)

-+ - proof for following BS similar to (5)---

SendGood(C’, AKey, K) [receive ench.;

teszfgC := symdec enc;C,SKey';match textgc as t';]c/
SendGood(C’, AKey, K) (13)

Let, [KAS|x: : [receive Certer.sigc .C'.T".nk;
verify sigc, t'c.ﬁ’l,vkc/;
new k';new AKey';
¢k’ := hash Certc/.sigc/.é’.f"n/l, k'
sigk’ = sign k'.ck’, sky;
encpy, := pkenc Certg.sigk’, pker;
tgt’ := symenc AKey' .C", If%?lf(/;
enc, := symenc AKey/.n/l.th.T’, K

send encph..C’.tgt .enchy; xr

[KAS]k Sign(K', k' .ck’, sky) (14)
B4, (~1) [KAS|x k' # AKey (15)

Case 1: AKey' = AKey
[KAS|x New(K', AKey) A SymEnc(K’, AKey.C", ki)
A SymEnc(K', AKey.n) .ty 1" k') (16)
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. / / N &
7/t [receive ences.encep.C’.S".nj;

[KAS]x k' € {k, k51 AR 5o € {k, ki€ (17)

[KAS|x k' e KAKS 5 €K (18)
[KAS] s Good(K', encp)..C" .tgt'.ency., AKey, K) (19)

c AKey # AKey
[receive Certc/.sigc'.é”.’f’.n;;]K/ Good(K',Certc/.sigcl.é”.f’.n'l,AKey,IC)

(20)
[receive Certor .sigc .C' T s ]k Good(K',n, AKey,K) (21)
[KAS] s Good(encpl..C" tgt' .ench., AKey, K) (22)
SendGood(K', AKey, K) [KAS]k: SendGood(K', AKey,K) (23)

!

text.,, := symdec encgtl,ktTT,’f(/;
match textl,; as AKey .C";

text.,, := symdec encL, AKey';
match text.;, as C”;

new SKey';

st' := symenc SKey .C", k& s

ency, 1= symenc SKey’.né.ﬁ",AKey/;

A / /
send C'.st'.ency.; |

[receive enchyi.encess. cr.s ;1 Good(T', ny, AKey, K)  (24)
[TGS]7/ New(T', SKey') A SymEnc(T', SKey .C" ki t)  (25)
[TGS]7s SKey' # AKey (26)
[---;new SKey';]r Good(T',SKey', AKey, K) (27)
[TGS]7 Good(T", C".st' .enc,., AKey, K) (28)
SendGood(T’, AK ey, K) [TGS]7s SendGood(T', AKey,KC)  (29)
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. / /
Let, [Server|gs : [receive ence,;.enceso;

/ / t / A
textys; := symdec encesy, kg rv;match text,s; as SKey'.C';
/ / / / A /
text,.so 1= symdec enc.s, SKey ;match enc.,, as C'.t;
/ / /
enc,. := symenc t,SKey;

/
send enc,.;]s

Case 1: SKey' € K

G7,(—1) [--;encs = symenc t',SKey';]s Good(S’, encs., AKey,K) (30)
Case 2: SKey ¢ K (31)
G2,G6 [receive enchy.enchy;ls Good(S', enclys, AKey, K) (32)

G6,G8,(—1) [ ;text.,, := symdec enc.s, SKey';match encl,, as C”.t';]sz
Good(S',t', AKey, K) (33)
G7,(=1) [--;encs := symenc t',SKey';]s Good(S’, encs., AKey,K) (34)
(—4,—1) [Server]s Good(S’, encs., AKey, K) (35)
SG1-2,(—1) SendGood(S’, AKey, K) [Server]s: SendGood(S’, AKey,K)  (36)
Theorem 10 @ D GoodProtocol(AKey, K) (37)

We can derive from AUTHge™, the actions in [KAS]x and AUTH{L™ that:
PKINIT F [Client]c Hon(C, K,T) > &

PKINIT + [TGS]r Hon(C, K, T)

The only principals having access to a key in K are C,K and T. All keys in K are
level-0 as they are used only as keys. In addition, @ assumes that some thread of K
generated AKey. Therefore, we have:

InhnitSet(X, AKey,K) = X € {C, K, T}
GoodlInit(AKey, K) = Hon(C, K, T)
GoodKeyFor(AKey, K) = GoodKeyAgainst(AKey, X) v X € {C, K, T}

Therefore, by axiom GK, we have:

GoodProtocol(AK ey, K) AHon(C, K, T)) = GoodKeyAgainst(X, AKey)VX € {C,K,T}

Combining everything we have:

PKINIT - SECSSM, SECE:, SECTS®

akey
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H.7 Proofs of SEC¢ient §EpCt9®

skey skey

In this section we formally prove the secrecy of the session key SKey with respect to
the set of keys K = {AKey, k%}t} The assumed condition @ is the conjunction of the
following formulae:

Do
D,
Dy
b3
Dy

VX, New(X,SKey) D X =T

: VX, M. New (X, SKey) D —(Send(X, M) A ContainsOpen(M, SKey))

: VX, m. New(X, SKey) A SymEnc(X, SKey.m, ko) D ko € {AKey, k%1
VX, Ty, Co. New(X, SKey) D =SymEnc(X, SKey.Co, k‘tT:];(

: VX, t. New(X, SKey) D —(Sign(X, M, skx) A ContainsOpen(M, SKey))
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H.8 Proof of AUT HE¢lent

tgs

We have derived in Appendix H.6 that on execution of the Client role by C', GoodProtocol(AK ey, K)A
GoodInit(AKey, K) holds where K = {kccﬁf, tﬁk} Therefore, by axiom CTXL we can
derive that:

[Client]c SymDec(Z, Esym[AKey](m)", AKey) = 3X. SymEnc(X, m, AKey) (1)

Now, the thread [Client]c decrypts the message Esym[AKey](SKey.ns.S). Hence we
proceed:

Inst , AUTH ™ [Client]c New(K, AKey) A Vm. ~SymEnc(K, m, AKey)
(=4,—1) [Client]c ~New(Xo, AKey)

[Client]c SymDec(C, Esym|[AKey](SKey.ns.S), AKey) (2)

(=1,1) [Client]c 3X. SymEnc(X, SKey.n2.5, AKey) (3)

Inst X — Xo,(—1) [Client]c SymEnc(Xo, SKey.ns.5, AKey) (4)
(=1) [Client]c Possess(Xo, AKey) (5)
SECHKL, (-1) Xo=CAXo=KAXo=T (6)
(7

(8)

HON  Honest(X) A SymEnc(X, Key'.n.So, Key) A =New(X, Key)
> 3Ko, Co. SymDec(X, Eym [kx %, | (Key.Co), ki &)
A Send(X, Co.Esym ks, %] (Key'.Co). Esym K eyl (Key' .n.So))

(9)
Inst, (—4,—1) [Client]c SymDec(Xo, Esym [k, ko] (AK ey.Co), ki,
A Send(Xo, Co. Esym k%31 (SKey.Co).Esym [AK ey (SKey.n».S))
(10)
CTXO0,(—1) [Client]c 3Y. SymEnc(Y, AKey.Co, k', x,) (11)
Inst Y — Yo, (—1) [Client]c SymEnc(Yo, AKey.Co, k. '%,) (12)

HON  Honest(X) A SymEnc(X, Key.W, kt_’k) D New(X, Key) (13)

(—4,-1) [Client]c New(Ys, AKey) (14)
AUTH™  New(X, AKey) A SymEnc(X, AKey. W, kt_’k)
SDY=TAZ=KAW=C (15)
(10,-2,-1) Xo=TAKo=KANCyo=C (16)
(10,—1) [Client]c 3. Send((T,7), C.Esym k5 1](SKey.C). Esym[AK ey](SK ey.n2.5))
(17)
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