HIPAA BRIEF SUMMARY 

WHAT IS HIPAA? 

HIPAA stands for the Health Insurance Portability and Accountability Act of 1996.  A major component of HIPAA addresses the privacy of individuals’ health information by establishing a nation-wide federal standard concerning the privacy of health information and how it can be used and disclosed.  This federal standard will generally preempt all state privacy laws except for those that establish stronger protections.  The HIPAA privacy laws are effective April 14, 2003.

Generally, HIPAA “covered entities” will have to comply with HIPAA rules for any health or medical information of identifiable individuals, including their medical records, medical billing records, any clinical or research databases, and tissue bank samples.  Covered entities are health care providers, health plans (including employer’s sponsored plans), and healthcare clearing houses (e.g., billing agent).  SU, SHC, and LPCH will be HIPAA covered entities as both health care providers and through their HR sponsored health benefit plans.  Since not all of SU’s functions meet the definition of a covered entity, it will be able to treat itself as a “hybrid” and exclude certain units from HIPAA coverage.  The covered units will, generally, not be able to communicate or transfer protected health information to the non-covered units without violating HIPAA.  SU’s covered units will join with SHC and LPCH to be a single covered entity under HIPAA.

WHAT DOES HIPAA REQUIRE OF COVERED ENTITIES

WHO MAINTAIN SUCH PROTECTED HEALTH INFORMATION? 

Essentially, a HIPAA covered entity cannot use or disclose protected health information for any purpose other than treatment, payment, or health care operations without either the authorization of the individual or under an exception in the HIPAA regulations.  

Research is not considered to be treatment, payment, or health care operations.  

In addition to limiting the use and disclosure of protected health information, HIPAA also gives the patients the right to access this information and to know who the covered entity has disclosed this information to (including investigators’ research files).  It also restricts most disclosures to the minimum to accomplish the intended purpose and establishes criminal and civil penalties and fines for improper use and disclosure by HIPAA covered entities.

HIPAA requires covered entities to do the following:

1.  institute a required level of security for health information, including limiting   disclosures of information to the minimum required for the activity;

2.  designate a privacy officer and contact person;

3.  establish privacy and disclosure policies to comply with HIPAA;

4.  train employees on privacy policies;

5.  establish sanctions for employees who violate privacy policies;

6.  establish administrative systems in relation to the health information that can respond to complaints, respond to requests for corrections of health information by a patient, accept requests not to disclose for certain purposes, track disclosures of health information;

7.  issue a privacy notice to patients concerning the use and disclosure of their protected health information;

8.  establish a process through an IRB (or privacy board) for a HIPAA review of research  protocols; and

9.  as a health care provider, include consent for disclosures for treatment, payment, and health care operations in treatment consent form (optional).

HOW MAY RESEARCHERS ACCESS AND USE PHI? 

Researchers who want access to protected health information maintained by a covered entity must comply with HIPAA requirements relating to research use.  Therefore, most of the times a faculty investigator seeks protected health information under a human subjects research protocol from SU (e.g., information in an investigator’s research files or data bank), SHC (e.g., medical records), or LPCH, the IRB will need to review the protocol for compliance with HIPAA.

HIPAA allows for such information to be released and used for research based on: 

1.  A patient authorization, 

2.  An approved waiver of patient authorization by an IRB (or privacy board), or 

3. The de-identification of a person's health information as defined by HIPAA,  

4. The de-identification through a limited data set,

5. Qualifying as preparatory work for research purposes, 

6. The individual being deceased, or

7. An approval by the IRB or permission of the individual prior to April 14, 2003. 
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