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Goals of class

o Basic unclerstancling of common modern

networking technologg and terminologg
o What makes Stanford’s network

“sPecial”

This class is reduced from a 9-hour class to a 90-minute class. The old, outdated, 9-hour Presentation
can be found at https://www.stanford.edu/grouP/networking/NetConsult/lntroNet/
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Not Goals of Class

* Deep un&erstan&ing of networking
» Server administration

* Setting up your computer

+ How to use email, Web, ehc:

) 4 TrOUBICShOOtiﬂg (another Tech Brieﬁng

* TCP/”D details (another Tech Brieﬁn§




What is a “Network”?

* A network is a way to get “stutt”

between 2 or more “things”

Example& Mail p
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Computer thworking Models

* Moclels, also called Protocol stacks) rel:)rescntecl in lagers, hClP to

understand where things 2o right or wrong,
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(&) 55 (Open Sgstems Interconnection) mnemonic: All People Seem To Need Data Processing. it you ever take

a test on networking, 9ou’” have to now this, otherwise, use the simplhqed model.
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Protocol Concepts

& Protocols are sets of rules.

» What do you want to do? (Application)
+ Where are you going? (Aclclressing)

* Howdo you get there? (Media tyl:)es)

* Did you get there? (Ac:|<novv|f:dgmf:rx’tsJ
Eiser Cl’léCl(iﬂg)




| Physical Layer wagers

2 Nowaclags: Prettg muchjus’c Cakdlor Cative or
Catb) twisted Pair copper wire and microwave

(wireless) .

o Other: Fiber (multi~mocle or single-—moc]e)
coaxial co Dper (thick- and thin-net), Cable

Moclem, p aimn Phone (DSL), microwaves

(wireless ethernet), etc.




Twisted Pair (Cat 5/5e, Cat 6)
+ (Unshielded twisted Pairs. Twists in wire keep down interference (from
fluorescent lights, for example). Cat5e has more twists than Cath, costs

a bit more, works better for Gigabit, can exceed the 100m limitation for
I00Mbit ethernet. Caté even more so.

Cat? and 4 are older, fewer twists, similar to Phone, onlg goocl for
IOMbit. Phones work on Cat5/5e so current Universitg standard is
Catse (or Catéd for sl:)ecial situations) evergwhére. You can mix tlﬁem) SO

don’t worry about buging Catéjumpers it you want.

Good for up to 100m, we dor’t like to go over 80m when wiring a
building though.

Standard connecter: R0

Star ’copologg: each user gets their own Path, casy to troubleshoot,

costs more than a shared topologg. Troubleslﬂooting costs so muclﬁ

that bus and ring (shared) topologies are Functiona”g dead.
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Twisted Pair (continued)
* Common Terms: I0BaseT, 100BaseT, 1I000DBaseT. The “T” is for Twisted

Pair, the number is the speecl, the base is “baseband” and ask someone

with an EE clegree what that means.

* 8strands, 4 pairs. A couple of ditferent standards, but 568A and 5685
are the most common. Stanford uses 568B (1Cor 568A, swap the labels

for Pairs 2 and i but no real functional difference):

Strands: 1 74 5 4 5 6 7 8

| 568b: ,

> T

(e gei

I0BaseT and 100BaseT on!g use Pairs 2 and 3, 50 you may see some cables with
on|9 4 strands, but since 1000T (gigabit) uses all Pairs, dor’t keep those cables. |




Phgsxcal: Wireless
* Terms: 802.11b, 802.11a, 802.1ig (coming soon: 802.16 a.k.a. “WiMax”)

* (Jses microwave radio waves in the 2.4Ghz (802.11b and g} and 5.4Ghz
(802.11a and n) bancis to transmit data. These are unregulatecl

frec uencies, so other things (corc”ess Phones, etc.) can use the same

frec uencies, but hopcﬂcullg one or the other is smart enough to hop

Frec uencies to stag clear O]C the o‘cher. 8OZ.HB ancl & clevices can use the

same access Points easilg. 802 11a requires separate (or clual) antennae.

For the most Part, complctely and utterlg INsecure. Verg casy to

caPture someone else’s data. Make sure your application IS secure
(SSESSH etca

Although 802.11b at Hl\/\st is the slowest (both 802.11a and gclaim
54!\/\}:)':)5, 1Z~ZOMBP5 in Practice) it's the Cheal:)est and most ubiquitous,
SO 3ou’” still find some at Stanford. New ITS wireless is 802.1lg.




Data Lagér’ C_,ager 2)

» The data lager takes the I's and 0’s handed it bg the Network Iager and
turns them into some kind of signal that can go over the Phgsical lager
(electrical current, Iight Pulses, microwaves, etc.) It also takes this signal

and turns it back into 1's and 0’s to pass up the stack on the receiving
end.

If there might be more than 2 devices on the connection, some form of
aclclressing scheme is requirecl to get the Packe’c to the right

destination.

Some data Iagers: Token Ring, FDD, Locah'alk, and the overwhelminglg

most common data Iager Protocol: Ethemet




Data Lager: Fthernet

* CSMA/CD: Carrier Sense, Multiple Access, Collision Detect. Simple!

* Since Ethernet was clesignecl to be on shared media, with 2 or more

b)

users, and the “more” Part can be very big (that’s the “Mul’tiple Access’

Part) you have to listen to see it anyone else is talking before you talk

(Carrier Sense) and if you and someone else start ta”dng at the same
time, notice it (Collision Detect), say “excuse me” stop and try again

later. A Polite free for all with rules.

Ethernet is 10Mbit (10 million bits per second) onlg. Fast e‘cherne’t,
which has nearlg the same rules, is I0OMbit onlg. Gigabi’c ethernet is
1000Mb:it onlg. Some Network Interface Cards (NIC’s) can speak at10
or 100 (and sometimes 10 or 100 or 1000) but each end has to be using
the same sPeecJ or there’s no connection. 10Mbit at one end and
100Mbit at the other end worn’t work.




. Ethernet: Aclclressing

Since there can be many users on an ethernet network, everyone has to

have their own unique address.

This is called the Media Access Control (or MAC) address, or
sometimes ethernet adclress, Physical acHress, acJaPtor acchress,

hardware aclclres, Eres

It’s a l?_-cligit (48 bit) hexadecimal address that is unique to that
ethernet aclaptor and no other in the world. It can be written as
00:30:65:8%:+c:0a or 00%0.658%.fc0a or 00%065:8%c0a or
OO~§O~65~8§~1CC~Oa but theg all mean the same thing.

The first 6 cligits are the Vendor code, (003065 belongs to APPIC) , the
last 6 are the individual inteface’s own. Like a car’s VIN. See http: oL

cotfer.com/mac_find/ to look up some vendor codes.
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Fthernet: Finding your

i Address(es)

2 4

)

On Windows 95/98, from the “run” menu tgpe “winipocg”

On Windows NT, 2000, XP and Vista, open a command window and

type “iPconﬁg /all” (Vista shows lots of extrajunk) . Make sure you get the one
for the actual ethernet aclaptor) not the loopback or:REE!

O MacOs 9, open the TCRLIP control Panel and select “Get info”

On MacOS X and most Unix or Unix-like systems, from a terminal, type
hcconﬁg -a.

Instructions with nice Pictures are at http: / /www.stanford.edu/
services/ess/ Pc/ sunet.html and ht‘cp: / /www.stanford.edu/services/

ess/mac/sunet.html

@ - lList tgpe “ess” In your browser.


http://www.stanford.edu/services/ess/mac/sunet.html
http://www.stanford.edu/services/ess/mac/sunet.html
http://www.stanford.edu/services/ess/mac/sunet.html
http://www.stanford.edu/services/ess/mac/sunet.html

Fthernet addresses: now

' wlﬁat?

* To send someone a message, start with a broadcast R R

asking “where’s Bob?” Evergone’s suPPosed to look at broadcasts.

“Bob” replies) in his replgj he includes his ethernet address. Since every
ethernet Packet has the destination and sender address listecl, “Bob”
knows your address (from your broadcast Packet} so doesn’t have to
start with a broadcast.

For the rest of the conversation, 9ou’” Put each other’s address as the
destination (ancl yours as the sencler) , SO the conversation can pass

along the ethernet media between you.

* Who's “Bob” and how did he iz that name? That’s a lager , (Network)
Problem) lager?_ (Data) doesn’t care.
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Hubs vs. Switches

* Hubs are shared media devices. Everyone sees evergone’s Packets,

you're only suPPosecl to pay attention to those speciﬁcang directed to
you, or to broadcasts. Not too secure, but cheap. Most wireless still

qualiﬁes as a “hub,” while actual wired ethernet hubs are becoming hard

to find.

Switches aren’t sharecl, most of the time. The switch pays attention to
the Packets and makes a list of the “sender” ethernet addresses and
makes a table (it removes old data after a Wl"lilé). When a Packet comes
along whose destination address is in the table (because that host has
reccintlg “talked” and identified itself) the Packe‘c onlg goes to that
Por’c. Unknown Packets and broadcasts still go to all Ports, but overa”,

there are nearly no collisions and is genera”g more secure. Switches are

Nnow much more common than l’"lUbS.
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Network Lager (Layer)

* Network Packets can be routecl. This means theg can be Passecl From
one local network to another. Data |ager Packets can’t be routecl,
tﬂeg’re local on!g. Your computer can onlg get data lager Packets on its

data lager interface, so network lager Packets have to be stuffed inside

the data |ager Packets. This is called “encapsula’cion” and is Whg 5

lagerecl model is so hanclg.

When you link computers up, via Iagersl (Phgsicab and 2 (Data) you
geta network. When you link networks up, you get an internetwork. You
need the Network |ager 3) to get data between all the little networks

(cncten called subnets) of your internetwork. There’s one internetwork

)
l .~ (There was a recent

so well |<nown) it clrops the “work” and gets a capital
co“cge Jeoparclg final “answer” about the lntemetworkl)

Network Layer Protocols: Internet Protocol (IP) and some others that

aren’t used any more (APP]eTaIk, Netware, etc.)

- m— - s —_—
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Network Lager: P

» The Internet Protocol At the Network Iager Protocol used on the

Internet! It’s so handg that most everyone uses it on all their networks

big and small.

Designecl for huge, ever~expanding networks of networks. Works
pretty well with unreliable links, routes can be re-built when links 2o

ClOWﬂ.

ARP: Address Resolution Protocol. Turns an IP number into an ethernet
numbc—:r, very imPortant. Instead of asking “Who's Bob?” you ask “Who’s
172.19.4.15” and if you get a replg, associate the ethernet address with
the IP address in your arp table, and now you can keeP senclinggour

data to the intended recipient via the correct ethernet address.

Rcmember: the onlg Packet you can actua”9 sencl on ethernet IS an

ethernet Packet, evergthing else has to be stuffed inside it.

= i - " = S - = = i T u s -y
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P Aclclressing

IP addresses consists of 4 “octets” such as: 171.64.20.25

Fach “octet” consists of numbers between 0 and 2550 O @E) and FF in
hex! Don’t ask Whg ethernet is in hex but IP iIsn’t, thegjust are.)

It works sort of like the Phone system, with “area codes” to the IC]C’C,
then “Preﬁx” etc. but more flexible. On campus, your computer will
know that “171.64.” means “Stanford’ while it will ﬁgure out that “20”
means “Pine Hall” and will learn that “23” means the coml:)uter called
“ne’tworking.” It does this via subnet masking (in this case,

255.255 25507, which isn’t covered in this class.

Stanford’s Network ranges are: 171.64.0.0 through 71672595255,
1284200 througlﬂ ES) D) and a few others.




IP. Domain Name Resolution

(DNS)

* Since most People find it easier to remember names instead of numbers,

N5 numbers can ancl almost alwags are associatecl with names.

Your computer, however, needs a number) so the Domain Name 53stem

(DNS) exists to make everyone happg.

A name, such as networking.stanford.eciu tells you the first (or toP)
level domain (.edu, for educational institutions) the second level domain
(stangorcb and the actual host’s name (networking. It you want the
number for a host name within stangorcl.eclu, gou’” ask one of our DNS
servers to give it to you. If you need to go outside 5tan{:orcl.edu) gou’”
still ask our servers, but theg’” ﬁgure out which other server(s) should

get your reques’c, send it to them, and will send the replg back to you.




IDNS Servers

Since you need the DNS servers to turn names into numbers, you rea”g

need to know the numbers of the DNS servers.

DEER (Dgnamic Host Conﬁguration Protocol), not covered in this

class, can hand this information to you automatica”g.
Stanford’s main DNS servers for campus users are:

* Caribou, 171.64.7.55

* Cassandra, 171.64.7.77

* Cilantro, 171.64.7.99

S CET 7 e A

We have others, but these are the most important ones for most campus

PCOP!C.




[P Routing. “How do you get there

from here?”

* As mentioned b@core, you can onlg send ethernet Packéts out of your

ethernet intencace, and ethernet Packets stay on your local network.

You can Put an |P (Network lager) Packe’c inside of an ethernet (clata
Iager) Packet, but someboclg’s got to pass it along, and that

someboclg 's a router.

Every IP number not on your local network will “belong” to your router
N your ARP table.

If you want to talk to someone outside your local network, 90u’” send
that ethernet Packet to your router’s ethernet address and trust that it
will work afterwards. It’s out of your hands now. You know what’s “local”

or “not” bg the subnet mask.




More routing.

* Routers keep tables of networks, often many and often large.

* Routers lmow: | Networks clirectlg connected to them (sometimes one
or two, sometimes a hundred or more) , 2~ Networks connected to their

“friends and neigl’]bors” and A~ The “default route” for evergthiﬂg else.

When your ethernet Packet arrives at the router, it takes the Network

Packet (and all its contents), looks at the destination IP number,

checks its tables, and sends a new ethernet (or other Iager 2 Pacl@t
(where the “sender” is now the router, not Hou) out the (hoP@Cu”H)
correct interface. That may go to the final host if it’s on one of the
routers clirectlg connected networks) or to another router, which does
the same process, until your Packe’c gets to the router responsible for
that local network, who then sends your Packe’c to to the intended
host. Whether your final destination host is in the next building or on
the other side of the worlcl, it works the same way.

5317e




Who'’s my router?

)

We serve most Peop]e on campus with onlg a handful of routers, each

one serving many di

We also “cheat,” int

171.64.1.1 (and Perha

:Ferent networks.

nat we used to te” you on the main campus to use

bs 171.65.11, 171.66.1.1 and 171.67.1.1) which really isn't

your Foliveln. but is much easier to remember. Plus we use a subnet mask

of 255.255.0.0, whic

h is another “cheat.”

When you try to talk to the “1.1” router, your actual router will intercept

the Packet and say:

none the wiser.

“That’s me, Il take care of that I” and 9ou’” be

This “cheat” is called Proxy ARF, and isn’t rea”g necessary any more.

DHCP hands out th

e correct router and subnet mask, and the new

departmental firewalls don’t suPPor’t Proxg ARP, so we're going to stoP

this cheat all over campus as soon as we can. Move to using DHCP, it

makes your life easier!




It rea”g can’t be a networking class

without Ping and traceroute

* Ping and Traceroute are two somewhat use?ul tools for looking at and

learning about your network.

Ping sends a sma” Packe’t toa host Which may or may not Choose to
réplg to it, and times how Iong the Packet takes to get back. Lack of a
replg doesr’t indicate a Problem with the host or network.

* Traceroute asks all routers along the Path between you and the
destination host it theg’cl like to respond to you, and times how long
each of b, reques’cs take to get back to you. Some routers may not
responcl, but may still pass the traceroute Packet along, and many
hosts will not reply to the traceroute inquirg atall. Lack of a reply
doesn’t indicate a Problem with the host or network.




Review.

* What’s a network?

+» What’s a Protocol Stack?
* What happened to lagers =5 through g
AAEs Eat e G atoe” What Iager are t]ﬂcg’:’

What’s Ethernet? Whg do I care?

What’s IP7?

What kind of conversations can my computer have? Who can help it with

more conversations?

What’s DNS?

What’s a router do? Whg do | care? Does each buil&ing have one?




Resources

Networking Web Page: http: / /www.stanford.edu/services/network /

* | ots of links. Check out SUNet reports for lots of statistics on

our network.
L NA Guide: http://lnaguide.stangorcl.eclu
* Goto “training” for this Presentation and others.
Stanford’s wireless networks: httl:): // wirelessnet.stanford.edu
* Wireless Guest feature: httP: b wirelessguest.stangorcl.edu

Essential Stanford Software: ht’cp: //ess.stantord.edu

* |nstructions with Pictures on how to get your computer onto the
network.



http://www.stanford.edu/group/networking
http://www.stanford.edu/group/networking

Questions?




