CIFS Service Description


What is CIFS?

CIFS is an acronym; it is how many people (typically those using the MS Windows) refer to file servers.

At Stanford, we use the CIFS protocol to provide access to a central file service.  This file share can also be a good way to have secure and sharable file storage for groups and departments.

Specifically, CIFS is Common Internet File System. CIFS is an enhanced version of Microsoft Server Message Block (SMB), is the standard way that computer users share files across intranets and the Internet. CIFS enables collaboration on the Internet by defining a remote file-access protocol that is compatible with the way applications already share data on local disks and network file servers and it is optimized to support slower speed connections.

Features that CIFS Offers are:

· Access: CIFS is accessible from multiple client operating system platform including Windows (NT, XP, 2003, Vista, 2008), Macs (OS/X 10.4, 10.5), Linux, UNIX.

· Security & Granularity:  CIFS servers provide authenticated access to named file shares. Access is controlled by Stanford Windows Infrastructure and Workgroup Manager 

· Data Integrity:  CIFS supports the usual set of file operations; open, close, read, write and seek. CIFS also supports file and record lock and unlocking. CIFS allows multiple clients to access and update the same file while preventing conflicts by providing file sharing and file locking.

· Physical Security: The CIFS data is stored in servers located in the secure enterprise datacenter facility with UPS and generator backup.

· Reliability: The data is stored in redundant hardware, with RAID protection for data-integrity and performance. The service has 24x7 monitoring and support.

· Recoverability: Snap shots are taken of the data, twice a day at noon and at 5PM. These snapshots are retained for 2 weeks. 

· Backup: Optionally, your data can be backed up. The backup option provides for local and remote storage of the data for 90 days. 

· Optimization for Slow Links:  The CIFS protocol has been tuned to run well over slow-speed connections. 
Reference: Javvin – Network Dictionary, Microsoft Protocol Suite Overview, http://www.networkdictionary.com/protocols/cifs.php , (Date accessed 11/5/08)

Ordering CIFS Storage:

CIFS Storage can be ordered via the IT Services OrderIT process. The information required to process the order include the following:

1. Name: Department, Project, Workgroup, or Individual name. 

2. Quantity: Amount of storage required. Typical requirements should be multiples of 10G.

3. Access: Who should have access to the data? 

a. Department / Project / Workgroup – Name of Workgroup from (http://workgroup.stanford.edu).

b. Individual access please include Name & SUNetId

4. Billing Information: PTA Number.

5. Backup: This is an optional service at additional charge. Please refer to the IT Services rate sheet for current charges.
You will be notified when the services is ready for access. The notification will include the Server Name & Share Name.

How to Access CIFS:

The access method depends on the client computer, here are the specific procedures:

Windows (after Windows 95):

· Native Support – No additional client software is required.

· Open Windows Explorer

· Click on Map Network Drive

· Drive Information: \\<Server Name>\<Share Name> (you will be notified both Server Name & Share Name)

· At the next screen enter authentication win\<SUNet-id> and password.

Macintosh (OS/X):

· Native Support – No additional client software is required.

· Open Finder

· Click Go -> Connect to Server

· Drive Information  - smb://<Server Name> /<Share Name> (you will be notified both Server Name & Share Name)

· At the next screen enter authentication win\<SUNet-id> and password.

Linux 

· Verify that SAMBA client is installed. The installation and verification is Linux distribution dependent.

· Define a Mount Point in you machine.

· mount -t smbfs //<Server Name>.stanford.edu/<Share Name> /<Mount Point> -o username=<SUNetId>, sec=krb5, iocharset=utf8, file_mode=0777, dir_mode=0777
Organizing Data:

The data (directory) organization within the CIFS storage is completely personal preference, depending on what works best for you and your department:

Option for Group:
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Here multiple directories are created in the CIFS storage, one each for members of the group and another for common documents. In creating directories for users in a department please note the following:

1. That everyone in the workgroup will have access to all the directories, the purpose here is not for maintain confidentiality but separating common documents.
2. The quota is counted against total usage for all the staff in the department, and not individual users.

If there is a need for individual quota and confidentiality then the Individual option may be more attractive.

Option for Individual:

[image: image2.jpg]). cifs-Old Stuff
). cifs-Personal
). cifs-Pesonnel

11/21/2005 8:39 AM
11/21/2005 839 AM
11/21/2005 8:39 AM

File Folder
File Folder
File Folder

I cifs-Project#1

11/21/2005 8:39 AM

File Folder

). cifs-Project#2
| cifs-Stuff

11/21/2005 839 AM
11/21/2005 8:39 AM

File Folder
File Folder




Here within an Individual CIFS Storage area the user has created multiple directories for different purpose. This provides both individual quota and confidentiality of information. However the other individuals in the department will not have access to personal CIFS storage.

FAQ:

1. Why is Backup optional?
Frequently, there are various methods implemented for backing up data across the campus. Users are sometimes more comfortable with the local backup process and including the CIFS data into the current backup process is relatively easy. 


2. How is the access authenticated?
Access is authenticated with the University wide standard authentication process supported by Microsoft NTLMv2 and Kerberos (Microsoft and MIT v5).

3. Is the data encrypted? 
Currently, the data is not encrypted. Should you require encryption you may install a client level encryption mechanism which will allow storage and transfer of encrypted data.

4. Is there Virus Scanning Performed on the Data?
Currently, there is no virus scanning performed in the data that is stored. At the client level you can choose to scan the CIFS data as you perform currently.

5. Can restricted Data be placed in CIFS Storage?
Although access to the data is protected by authentication. Restricted Data should be encrypted at the client before moving it into the CIFS storage.


6. Can Confidential Information be placed in CIFS Storage?
Yes, you (and designated administrators) are in control of your workgroups CIFS Share. Individual folders can have their access modified to suit you specific confidentiality requirements. 

For example, referring to the illustration in the previous page, if Rose is the manager then she can have access to all the individual folders. However, John can be restricted to have access to cifs-john, and cifs-joe, whereas Joe can be set up to have access to cifs-joe and cifs-sam.

7. Oops! How to get that file back?
CIFS keeps snap-shots of the data for 2 weeks. These snapshots are taken twice a day at Noon & 5PM. Please open a HelpSU ticket for assistance in recovering the files.


8. Which version of SAMBA Client?
The minimum level of SAMBA Client is Ver 3.0 preferably Samba Ver 3.0.25b.


9. How to copy data into CIFS Storage?
After the storage is mounted on your machine, it can be accessed like a local drive and files can be copied, opened, changed and deleted as if it is a local drive in the machine.


10. Can a Database be stored in CIFS?
The CIFS storage can be used like another drive (mount point) in your machine. However, it may not be suitable for performance intensive operation.


11. How to change allocation (increase or decrease)?
Please open an OrderIT ticket with the change, specifying the amount of change.


12. How much storage I can order?
You can order as much or as little as you need. The amount your order, is your quota.  Your monthly billing will be based on actual usage, not on the quota. The amount of storage you order should reflect your actual expected usage. If you order a large amount of storage, there is nothing preventing someone in your workgroup from running up the usage and getting a large usage bill at the end of the month.

13. What if the quota is exceeded?
Like any other drive when the quota is exceeded, you will not be allowed to add any more files.


