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Purpose of class

To help you answer questions such as “when was tha’c node cleleted?”
“When did that node have its IP number changed?” “Did | rea”y modhcg
that node when | meant to use it as a template?” These we’ll answer

with NetDB log searches.

To show you all the information you can get from an ipm search.
Although it’s mostlg a log of all the arp tables, much useful information

can be gleaned from it.

DHCP searches (and a few other things) from the SUNet reports
page.

To be an interactive class, Nl lﬁappilg do searches for real-world

situations gou’ve encounterecl on your ne’cworks.



NetDb Log Searches

Note: Log searches take a very long time. Some browsers may quit after a minute if there’s no res 0Nnse, SO You ma needtouse a
G y'ong Y9 P youmay

different browser.

Select from the lower right corner of the main NetDB window, where 9ou’ve Probablg

never looked before.
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Log Search Fields

2 J

Date of Action: Dorn’t search on this alone, unless you rea”y
want to see absolutely evergthing that anyone did with NetDB
on tha’c date. Use it to helP your searches.

Record Name: The node name, not the alias. If the node name
changecl) 9ou’” have to do another search, or search on another

variable.

Record ID: The most imPortant search field. As names, IFP

numbers, etc. change, the ID stags the same until the node is

deleted.

Record Tgpe: NetDB records aren’t all nocles, and we log
e\/ergthing
IP address: Like name, if it changecl, gou’” need another search.

User: another goocl way to limit the scope of your search.

Action: Magbe you onlg want deletes, or modifies, etc.



| et’s do a search.

»  What’s the historg of the node named bogusmocle? Search bg

name, what do you get”
* Search bg P number, are the results the same?
*  Search bg Record ID, now what do you get?

*  Onthe next page is the historg off all actions for that record,

what doesn’t show up’?



The full sequence.

* Created byme

*  Changed location to Polya

» Addedalias “super-duper-bogus’
*  Changed name to “hah-fooled-ya”
* Changed IPto172.24.1832

* AddedIP172.27.104.64

+» Added hardware adderss “abba.abba.feeb” checked DHCP
box

»  Deleted alias

+ Node deleted bg Tim Poston



More Log Searches

* On your own, find a” tha’t 3ou’ve ever deleted (be Patient}.
*  Find any domains created this month, not modified or deleted.
+ Find any domains that have been deleted this year.

s  Others? Suggestions? Requests?



IPM

* f[rom any “Ielancl” system gus’c about any UNIX sgstem with awcs

and Siclent) the command is: /usr/pubsw/sbin/ipm You'll need a

kerberos ticket) SO yoy may need to to xinit first.

*  Since command-line NetDB is also in /ust/pubsw/sbin/ YOU May want

to Put it in your Path. This varies bg your shell so find a UNIX

sgsaclmin to help you.

* The commancl without arguments gets the help screen!

elaine27:~> ipm

usage: ipm [-d <days>] [-r <rows>] [-f <file>] [-amvs] name|addr ...

Search for IP address names, IP addresses (dotted decimal format), or

hardware addresses (in hex, with optional ':' or '-' delimiters)

-a display the IP address name instead of the NetDB entry name
-d <days> search for hosts last seen within this many days, default 30
-f <file> get names/addresses to look up from this file

-h print detailed usage instructions

-m print matches only

-r <rows> limit search results this many matches, default 1000

-s script-oriented output

-u print this message

-v verbose output



IPM argument modifiers

A The wildcard is “%” so to search for all nodes in a Particular range, it’s
M ipm 171.64.20.% or ipm 171.64.20.0/24
A -a “clisplag the IP address name instead of the NetDB entry name”

Advanced nodes, such as my laPtoP, can have different names for different

iﬂtﬁrﬁac@s:bramble23:~> ipm dru-macbook-en

Hardware First Last Times
IP Address & Type NetDB Entry Address NIC Type Seen Seen Seen
171.64.20.57 n dru-macbook 0016cb:9ca75f --- 09/08/06 12/18/08 356

[1 match returned, 0 items failed to match]
bramble23:~> ipm dru-macbook-en -a

Hardware First Last Times
IP Address & Type Address Name Address NIC Type Seen Seen Seen
171.64.20.57 n dru-macbook-en 0016cb:9ca75f --- 09/08/06 12/18/08 356

A -d clags “search for hosts last seen within this many clags, default 30”

A EsPeciang useful for roaming, hosts, or for searchinga range of IP numbers,
reduce the number of dags. For hosts that may not have been used in a while,
increase. You'll use this modifier more than any other.

- f <file> get namcs/addresses to look up from this file

A What if you want to search a large number, and there’s no easy way touse a

wildcard? Just put them all in a text file in your home directorg and search on it.

You’” want to use thc ~r moclhqer too.



IPM arguments continued.

A -h “Print detailed usage instructions”
A ak.a. the “man” page.
A -m “Print matches only”
. EsPecia|19 for -f searchcs, you may not want “Failed to match” results:

elaine27:~> ipm bogus
"bogus" failed to match
[0 matches returned, 1 item failed to match]

elaine27:~> ipm -m bogus
elaine27:~>

A -r <rows> “limit search results this many matches, default 1000”
A i you expect a rea”9 large result, 9ou’” want more rows, and a rexcreshing
bevcragc.
A -5 “5cript~oricntccl output”

A write the data for each matching record gluecl togcther with vertical bars, 1.
May be more useful ifgou’re dumping the data into a file or a scriPt.

- ~-u “Print this message”
. The simple help screen again.
- -V Vcrbosc outPut

- Pl show you the results of: ipm -v dru-macbook-en



IPM Samples

e Find an IP thief:

e ipm -d 5 [ip number] O get all the hardware addresses used bg that IP

number over the Past 5 clags, assuming it’s a recent “theft.”

e netds node info [node name) tO See what HW address is “supposecl” to
be used bg that IP, if it's in the record. Or use whois.

e ipm [suspect hw adaress) tO get a historg of the suspec’c’s IP use, is it
hopping’? ifits using IP numbers in sequence, it might be hacked.
Magbe theg {:at-—ﬁngerecl their IP number?

® whois -h whois [suspect hw address] tO see i‘F it)s I‘CgiStCI‘CCl aﬂCl tO ﬁnCl the

aclministrator(s) or user to 96” at them.

* IPMgetsits data after a few hours, SO you may have to wait to get

accurate results.



More IPM Samples

+ Find all the iP numbers used in your network in the last dag:
ipm -d 1 171.64.[your net].$%
* you can also use CIDR Preﬁxes (ipm -d 1 171.64.20.0/24)

* Followa roaming laP’coP for aweek: ipn -a 7 (hw address]

*  Your roaming range is 150-.169, who's been using it toclag?:
ipm -d 1 171.64.x.15% anCl ipm -d 1 171.64.x.16%

* FindtheIP historg of an old computer: ipm -d 2000 (hw address]

*  Find a “borrowed” or stolen Piece of equipment: ipm [ip address] tO
get the HW address if you dor’t have it, then ipn -4 1 (hw address
then Ping it to see if it’s live. You could write a script that runs
every clag and Uses ipm -m -d 1 (hw address] and emails you if it ever
gets a hit. We've onlg ac’cua”g found one stolen laptop this way,
but we get asked a lot.



SUNet Rel:)orts

*  Found on https:/mww.stanford.edu/group/networking/dist/sunet.reports/ which is

linked of the main networking web page at http://networking.stanford.edu

» Theone 9ou’cl use the most: “Check a speciﬁc DHCP/ Bootp client”:
http://dhcplog.stanford.edu:9696/manage/dhcplog/check_db

* Are you running out of roaming DHCP numbers? “Dgnamic DHCP
address utilization”: https://www.stanford.edu/group/networking/dist/sunet.reports/

dynDHCP.list shows you the last 24 hours of use.

*  Say the authorities are after you for hacking done bﬂ someone on
your network at a speciﬁc time, but theg’\/e moved on and someone
else has that IP number now? “List DHCP client given IP and time” at
http://dhcplog.stanford.edu:9696/manage/dhcplog/who_had is very hard to use, bu’c IS
the only way to get this information.



Check a SPeciﬁ'c DHCFP/ Bootl:)
Client.

»  Search bg name (no Wilclcarcls> IP address (can use wildcards to
search for a whole IP range) or Hardware Address (must be
complete).

*  “Search bg name” atteml:)ts to find all HW addresses associated with
that name and gets results. This is useful for a laptop with both a
wired and wireless interface i you want to see the results of each.

*  “Search bg IP address” will find all HW addresses that have used
DHCP to get that IP address, which is useful for the historg of a
roaming address. Also, you can use wildcards (*), to search for all the
activitg on your whole network. Although messy, that can tell you
quicklg if DHCPis worl(ing or not on your network, which can help
troubleshooting.

*  “Search bg Hardware Address” doesn’t care what format
0000.0000.0000 or 00:00:00:00:00:00 or dashes, etc. but it must
be a complete HW address, wildcards don’t work.



DHCP client search, what’s it all

mean’’

*  Atthe toP will be a summary that most People ignore of the most
recent activitg, which is often all you want to know: The date and time
of the last request, tgpe (DHCP or BootP), gatew39 (the router that
Passecl your request to the DHCP servers) , the status (3ou hope for
“found”) and the IP number and name that you received, if it worked.

*  After thatis the detail of all that's ever happenecl, which often causes

fear and confusion when People first see it.



Assuage my tear and confusion!

Here’s all you get, in sequence, and what theg mean.

Discover: This will onlg ever have two lines, one for each DHCP server
(dawn and dusk), since your requests are alwags sent to each server
and you alwags get two replies. Discover means 9ou’ve sought outa
DHCP server, which, bcinga norma”g non-routed ethernet
broaclcast, is forward to the DHCP servers bg the router, which is Whg
you see the router’s IP number in the last column.

*»  Offer: This is the historg of all the 1P numbers our DHCP servers have
offered you, which for a roaming laPtoP canbea !arge list.

* Request: You then ask the DHCP servers iFgou canuse a speciﬁc IP
number, hope{:ung the IP number you werejust offered bg the servers.
You'll often see 10.x or 192.168.x IP number here) which means some
other DHCP server has offered an IP number to you and you want to
use it.

*  (continued)



’'m less Frightened and confused

NOW...

* ACK: Acknowleclgment from the server that you may use the IP number that
the server gave you that you confirmed you wanted to use. How Po!itel

*  NAK: Our DHCP servers saginggou may not use an P number) often these
are the 10.x or 192 168 .x numbers handed to you bg arogue DHCP server on
your network. This is how you quicklg determine that there is a rogue DHCP
server on your network, ﬁnding itisn’t so easy. You'll see regular Stanford IP
numbers here too: when you wake your comPuter from sleeP it will usua”g trg
to re-use the last number it was given (going s’craight to Rec]uest” bgpassing
“Discover” and “Oger,” and here the serveris 5aging that number is no
longcr valid for this network, which usua”g means you've roamed to another
network while your computer was naPPing.

* RELEASE: This is the client releasing the IP number back to the servers,

which is c]uite rare.



DHCP Log Search ‘ixamples

s ook up a node with multiple interface entries:

*  FEither look up 139 node name to see them a”, or 139 individual Hw

aclclress to each intergace.
s ook up every node in your network range:
*  171.64.20.* and wait a longtime .

- hcgou know the roaming range, you might be able to reduce the
size of the result, i.e. 171.64.20.24*

- Req uests?



| ist DHCP Client gi\/en IP and time.

* At http://dhcplog.stangord.edu:9696/manage/dhcplog/who_had
* Format: aaa.bbb.ccc.ddd 99g9~mm-dd:hh:mm

* Its very Pickg about the time and date format. Use Z~digit months
(01, 02, etc.) and 24-hour time

) J Examples: To find who was using 171.66.33.11 at 2:50 on 12./15/08:
171.66.3%.11 2008-12-1%:14:30

- Req uests?



Questions? More

examples’:’

> lnquiring mind wants to know...

A copy of this has been sent to the Tech Brieﬁngs group, it can be found on their web page:
http://www.stanford.edu/group/itss-customer/ip/techbriefings/



