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This document serves as a set of guidelines to help the Administrative Systems community members to better understand the Desktop Technology Team’s support services. This document will change over time as circumstances warrant and therefore it is a work in progress.
The Administrative Systems Desktop Technology Team provides help in the form of diagnosing, troubleshooting and resolving of PC and Mac hardware and software problems. These include the OS, network connectivity, basic application functions, file sharing, printing and any other function specified by the Infrastructure and Operations Manager of Administrative Systems in support of Administrative Systems mission and goals.
We do not provide any hardware repairs and will either replace the hardware or send it out for repairs.

Who is eligible for Support?
All members of Administrative Systems.

Hardware Support
Hardware support is divided into three categories; fully supported, partially supported, and not supported.
Fully Supported Hardware
This category refers to department purchased systems issued to a staff member as their primary system for conducting department and university work.
Administrative Systems has chosen Windows on Dell to be the platform of choice, but other brands are supported as well but not recommended for wide use. All staff memebers receive a Dell Latitude D or E series laptop unless a Director specifies another brand for the staff member. Supported hardware includes:
PC

· Dell Latitude E series.

· Dell Latitude D series. (D600- D630) notebooks.
· Dell Optiplex Desktop Systems (mini-towers, small form factor chassis systems).
· Lenovo ThinkPad (formally IBM ThinkPad) T series, X series and X series tablet notebooks.

· Toshiba Protégé tablet notebook series.

Mac
· Apple MacBook Pro series notebooks.
· Apple MacBook series notebooks.
· Apple Mac Pro series desktops.
Service includes:

· Day-to-day and proactive support of hardware and installed software.
· Installation, configuration and troubleshooting of all necessary tools and software necessary to gain access to the Stanford Network.
· Installation and troubleshooting of all installed supported and partially supported software.
· Installation and configuration of associated peripherals such as printers, PDAs, 
etc.

· Securing against and proactive support to combat virus, worms, Trojans, and hackers.

· Troubleshooting compromised system and recovery of data.

· Install hardware and software upgrades.

· Implementing EFS for the ‘My Documents’ folder, the ‘Desktop’ folder, and other folders on client request.  Any restricted or sensitive data must be stored in an encrypted folder.

Partially Supported Hardware

This category refers to all systems not used primarily to conduct day to day department and university work. These can include home systems purchased by the Department and used 60% of the time for work purposes or systems purchased by the Department as a secondary system. Home systems must be brought to the campus for support. Service includes:
· Configure of network connections to gain access to Stanford University Network.
· Installation of Supported Software. 

· Minimal troubleshooting of Supported Software.
Systems NOT supported

The support for this system and all the software installed on it will be the responsiblilty of the individual who purchased it regardless of how much department work is done on or with the system.

· All personally purchased systems are not supported.

· All test systems and sandboxes are not supported (please review the Administrative Systems Sandbox use guidelines).
Software Support
The following is a list of software that is fully supported by the AS Desktop Technology Team and is capable of answering most questions about it. Any question that requires research, the answer will be provided within the next three (3) business days or sooner.
Operating Systems
· Windows XP sp2 and XP sp3
· Windows Vista Business and Enterprise

· Mac OS 10.x 
Email Clients
· Microsoft Outlook 2003 and 2007

· Eudora 6.x and 7x
· Mozilla Thunderbird
· Mac Mail

· Mac Entourage
Calender Clients
· Oracle Collaboration Suite Calendar (Sundial)

Word Processing

· Microsoft Office 2003 (Word 2003, Excel 2003, PowerPoint 2003)

· Miccrosoft Project 2003

· Microsoft Visio 2003

· Microsoft Office 2007 (Word 2007, Excel 2007, PowerPoint 2007, Access 2007, InfoPath 2007, Publisher 2007)

Web Browsers
· Microsoft Internet Explore 6.x and 7

· Mozilla FireFox

· Safari

Security
· Sophos Anti-Virus 7

· Symantec Antivirus Cooperate Edition 10.x
· Windows Defender (spyware protection)

· BigFix Client

· Stanford Desktop Tool

· Cisco VPN and Cisco Admin VPN

Backup 

· Iron Mountain Connected

Utilities
· Adobe Acrobat Professional (all versions)
· Adobe Reader 7.x, 8.x
· SecureFX 4.x and 6.1
· SecureCRT 5.x and 6.1
· Stuffit Standard 9.x (Win) and Stuffit Stanford 11.x (Mac)

· Fetch 5.x (Mac)

· Leland SSH (Mac)
· Citrix Client 
· Samson for the Macintosh 5.x (Mac)
· SnagIT

· Action Request System (Remedy)

· Windows Live Messenger

· Yahoo! Messenger

· OpenAFS

Software Support for Development Tools
While the Desktop Technology Team will always try and be helpful in resolving software related problems, support for Development Tools are exclusively the responsibility of the individual group. Please see your respective technical manager for directions for install, access and troubleshooting of these tools. A partial list of these tools includes:

· Oracle Client

· Database tools like Toad, DBArtisan, and Golden
· PeopleSoft Application Designer

· Eclipse

· Oracle tools (SQL Developer, JDeveloper, Forms Designer, etc.)

Mandatory Software
To ensure the security of AS systems and networks, the Desktop Technology Team requires the following software to run on all Windows machines on the AS network:

· Sophos Anti-Virus 7

· Symantec Antivirus Corporate Edition

· Windows Defender (spyware protection)

· BigFix Client

· Iron Mountain Connected Client

· Stanford Desktop Tools and Network Identity Manager

Not Supported 
This list includes software not considered critical to the Department’s mission and thus, not installed nor supported by the AS Desktop Technology Team.

· Games of ANY kind
· iTunes

· Any software not listed above

Prohibited Software
This list includes software prohited on Department issured Laptops or Desktops. It will be uninstalled if detected by any member of the AS Desktop Technology Team.
· Any other Instant Messaging program not listed above.
· Peer-to-peer file sharing programs such as eMule/eDonkey, BitTorrent, Kazaa, Gnutella, BearShare, etc.
Methods of Contact
There are two methods to use for problem reporting:
The primary method to contact the AS Desktop Technology team is to file a Jira ticket [https://asjira.stanford.edu/] using the component *General-Desktop Technology.

This in turn, pages the team members and your request will be responded to shortly.
For extremely urgent requests, and problems affecting multiple staff members, please call our individual cell phone numbers, available on StanfordWho.

Response Time

The Desktop Technology Team is committed to providing excellent technical and customer service. This includes responding to help requests in a timely fashion, during business hours. All tickets will be responded to either via a phone call or a visit within one (1) hour of receipt except urgent tickets. Urgent tickets will be responded to within 30 minutes of receipt.
Urgent:

· A computer crash, system is unusable.

· Client cannot work.

· Multiple users are directly affected.

· A potential security problem (hacker, virus, worm).

Use of Department Issued Systems
· All systems issued by the Department, unless explicitly stated by department management, are to be used primarily for work purposes.
· Users must not abuse equipment and are asked to report any mistreatment or vandalism of computing or network facilities to the Desktop Technology Team or department manager as soon as possible.

· Users may not install any software prohibited by the department.

· Users may not uninstall or otherwise tamper with software mandated by the department.

· The person registered in NetDB as the owner of the system is responsible for that computer’s use, and all activity originating from that computer, at all times.

· Users may not permit family members or any other individuals not associated with the department to use the system on a regular basis for any purpose.

· Users should not attempt to circumvent or defeat computer or network security measures.
· Do not tape your password on your computer monitor or place your password under your keyboard
· Do not give your password to anyone. 
· Do not set your computer to remember your passwords when accessing specific web sites or applications.
· Do not use autofill programs to automatically fill in your personal information on web sites. 
· Do not open email attachments if you are unsure of the sender. 
· Do not leave your computer unlocked when you are away from it, even for a few minutes.
· User should have a screen saver with a password, set to engage when user is away from the computer for more than 5 minutes.
· Under no circumstances should your computer’s local drives be shared.  If you need to share files or programs with your teammates, contact the Desktop team for ways to do this safely and securely.

· Use a computer lock at work and at home.  If you do not have a computer lock, the Desktop team can provide you with one.

· When you are transporting your laptop, never leave it in plain sight; place your laptop in a lockable compartment, out of sight, like the trunk of your car.

· User should not install unknown programs on your computer; they may contain a virus or spyware. 
· Windows users must sign on using their account in the “WIN” domain.  This is essential for file-encryption to work properly.

· Always remember that AS has been entrusted with managing Stanford’s most sensitive data, and with that trust comes the responsibility to protect this data.  Keeping unencrypted restricted data on desktops or laptops is a violation of that trust and a direct violation of Stanford computing policy.
Support for Contractors and Temporary Employees
It is AS policy to provide a desktop computer for all contractors and temporary employees.  Laptops may be provided, as long as one of the following circumstances applies:

1. The contractor or temp is coordinating offshore work as is expected to work from home to coordinate with the offshore team during non-work hours
2. The contractor is providing on-call support for AS
Systems provided to contractors or temp fall under the support guidelines outlined above for regular employees.
Resources
Administrative Systems Desktop Security Standards Page

https://www.stanford.edu/dept/as/ia/security/AS_Desktop_Sec_Std.html
Stanford University Secure Computing for Personal Computer Users

http://www.stanford.edu/group/security/securecomputing/pc_practices.html
Administrative Systems Internal Webpage

https://www.stanford.edu/dept/as/internal/
Computing Self-Help Page
http://www.stanford.edu/services/ithelp/
Security Operations & Incident Response

http://www.stanford.edu/group/security/
Stanford ISO Data Classifications (answers the question, “What is restricted data?”)

http://www.stanford.edu/group/security/securecomputing/dataclass_chart.html 

� This does not include contractors or temporary employees.  See contractor section on page 7.
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