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Abstract—In this paper a novel method for image forgery
detection is presented. The method exploits the fjerprints left
by JPEG compression. The fingerprints are obtained by
estimating the quantization matrix and are used todetect
different forgeries such as copy-paste, cropping,otation, and
brightness changes. Algorithms were developed for etiecting
forgeries on a single JPEG compressed image and ftme more
difficult scenario where the forged image is recomgssed. The
proposed algorithms’ performance improves with inceasing
quality factor unlike block-artifact based detectian schemes. Thus
it would provide a good complement to the reliabiliy offered by
blocking-artifact based schemes at lower quality fetors. A
database of around 2000 images was used for testing

Index Terms—Block-DCT coefficients, Intrinsic fingerprints,
JPEG coefficients, quantization tables, tampering etection.

. INTRODUCTION

These schemes are very diverse on what aspeat ohtge
fingerprint they employ. Some methods rely on statl
modeling of the distribution of the quantized JPEG
coefficients, of which an example is the use of Batis law
[3]. Other methods depend on modeling of acquisitievices
and post processing steps [10]. In addition, theme also
methods that use blocking artifact characteristinatrix
(BACM) which relies on the disruption of regulamayetrical
shapes present in the original compressed images talu
varying distributions of pixels located on block rbers
compared to block centers [4].

In this paper the parameter that is used as a anfdri
determining forgery is related to average distortiBor each
block in the image, this is calculated as a fumctaf the
remainders of the DCT coefficients with respect the
quantization matrix (Q matix) used. The forgery Mhoets
investigated using this method include rotationpyepaste,
cropping, and brightness, all of which are easithievable

NCREASED access to advanced digital image acquisiti using both commercially and freely available sofevaOne of
and manipulation systems has necessitated bettegeim the baseline assumptions of this approach is thigtane type

fraud detection. There are a few methods that Haeen
proposed as a check for image integrity. Thesaid®lactive
forgery detection methods such as digital wateringrkand
passive investigation of fingerprints inherent ke tspecific
image manipulations. The latter approach is moeduljssince
most images encountered are not usually activehypés-
protected.

Currently, most acquisition and manipulation toote the
JPEG standard for image compression. As a resudt,ob the
standard approaches is to use the blocking fingdspr
introduced by JPEG compression, as reliable indisabf
possible image tampering. Not only do these instescies
help determine possible forgery, but they can alsased to
shed light into what method of forgery was usednivpassive
schemes have been developed based on these fingeor
detect re-sampling [8], copy paste [2, 7, 12], scéghting
detection [6].
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of forgery is applied per image In addition, eveough the
methods discussed here are easily extendible t cobhges,
only grayscale images were investigated.

II. QUANTIZATION MATRIX BASED IMAGE FORENSICS

A. JPEG compression induced fingerprints

JPEG image compression involves three main steps:

1) Blockwise DCT transformation of the image,

2) Quantization of the DCT transforms coefficierats¢l

3) Variable length encoding of coefficients.

The quantization step introduces distinct fingamsriwithin
each block and across boundaries of adjacent hlddksse
artifacts provide built in reliable fingerprintsathallow passive
integrity checks. In addition, they can also beduge the
estimation of the quantization matrix used for coesgion.

B. Imagedata

Training and test data sets were obtained fromptitaic
domain Uncompressed Color Image Database (UCIDighwh
provides a benchmark dataset for image processiatysis
[9]. These images were captured and are available
uncompressed form, with the current database (\@jnb
over 1300 images. For this project 100 images viaken
from this database, converted to grayscale, andl u=e
baseline source images for all further analysis.



C. Forgery detection

original 8X8 grid in the DCT domain and thereforee t

General Approach: The initial approach taken was basedlistortion measure when calculated on this imageeds the

on the assumption that the Q matrix of the untaeghémage
is known. Such a situation arises when knowledgbefmage
acquisition process uniquely identifies the Q mxatrsed for
JPEG compression. In this scenario, the forged émsgaved
as an un-compressed bitmap.

The parameter that is used as a metric for det@rgin
forgery is related to average distortion. For ebldtk in the
image, this is calculated as a function of the iiaders of the
DCT coefficients with respect to the original Q matas

follows:
g _B r.
r:ZZT@--e i (1)
1=17=1

where
o= mod(DijiQy)

and @(ﬂhb}' gives the absolute diffeeebhetween a and
the closest multiple of b.

Large values of this measure indicate that theiquéar
block of the image is very different from the orwtt is
expected and, hence is likely to belong to a forgedge.
Averaged over the entire image, this measure camsbd for
making a decision about authenticity of the imagde
threshold for classification is calculated fromrairting data
set.

The methods used for detecting individual forgeaes as
follows:

threshold.

Isolating a rotation forgery from other forgerimss made
simple by the fact that calculating the distortioeasure on a
rotated version of the given image should lead valae lesser
than the chosen threshold if it was indeed a rdtatee to
begin with.

It was observed that rotating an image by 180 degydoes
not lead to any change in the distortion measua¢ \we are
using. This is due to certain symmetries that erishe DCT
transform matrix. A further elaboration of thisgeesented in
as an Appendix.

Brightness: Brightness forgery is detected by calculating
the number of blocks with excessive saturated pix€he Q
matrix is calculated after excluding the blocks ethcontained
excessive number of saturated pixels. This Q masrithen
used to calculate the distortion metric which hetpske a
decision on whether the image is brightness tandperenot
based on the threshold sepriori. Whenever the number of
“brightness affected” or saturated blocks is snth, image is
immediately classified as not having been “brightnforged”.
It is assumed that no significant information Idéakes place
due to minor brightness changes in an image. Asaltrthese
images are also classified as not having been tbrass
forged”.

D. Single compression quantization matrix detection

An important step in the general approach towasitlsguthe
above described methods for forgery detection ig th

Copy-paste: One of the most common forgeries is thestimation of the quantization table used for caspion.

insertion of a foreign image onto an image. Detecttopy-

paste forgery is possible since the foreign imagks fto fit

perfectly into the original JPEG compressed ima@s. a

result, when the distortion metric is calculateédgceeds the
detection threshold.

It is expected that the foreign image inserted nsals
relative to the native image, thereby affectingyosbme
blocks of the original image. Therefore, makingemigion on
individual blocks and then checking on the locdi@a of the
affected block fraction helps distinguish copy-pasbm other
forgeries.

Cropping: Detection of cropping relies on the likely

mismatch between the new image’s inherited DCT gyiith
the original 8x8 grid. As a consequence, a seaveh an 8x8
block at top-left or bottom-right corners would lgie location
that minimizes the distortion metric overall andcalgives a
value below the threshold.

This method fails to identify cropping that pressvthe
DCT grid alignment. Such an alignment occurs whapging
takes place at multiples of 8 along both the romd @olumns
of an image. The probability of this event is 1(@48" along
the row multiplied by 1/8 along the column).

Initially, our method revolved around estimating thuantizer
step based on the peaks that occur in the histogfaine DCT
coefficients. However, this method failed to pravid reliable
estimate of the Q matrix because of the roundingratipns
that take place during the DCT transform causeptbeks in
the histogram to spread out thereby making thefficdif to
detect. However, transforming the histogram toftegquency
domain by obtaining the power spectral density raattes
peaks more prominent and the quantization step ¢asy
estimate [1, 12].

The top 3x3 block of the Q matrix is estimated st
manner. These 9 values are then compared with ugrio
candidate Q matrices which are stored in a lookabte based
on the JPEG standard Annex-K table and the Q magdrix
determined to be the one that is closest to thimat that has
already been obtained. Therefore, this method @ligains an
estimate of the quantizer step for the high fregyeAC
components which typically do not have substamtishber of
entries in the histogram.

Rotation: Images often end up being rotated by 90, 180 or

270 degrees. The rotated image is certain to L finto the
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Ill.  TESTING AND SIMULATION RESULTS

A. Testing Environment

A test image database was created for computing the

accuracy of our methods. This involved implementihg

algorithms in MATLAB and applying them to the imageom

the database. The original 100 images were stordtiree

different JPEG compression ratios of 50%, 75% aféo 9
quality factors. Fifty images of each compressievel were
used for training and the remaining fifty for testi

Copy-paste forgery was done by copying a set oélpix
randomly from an arbitrary image and then placingithe
original image. We used a block of size 50x50 f@ topied
image.

For cropping forgery, some columns and rows weletele
in the original images to provide cropping from bé, top,
right, and bottom.

Rotation forgeries were accomplished by° %nhd 276
rotation using MATLAB’s inbuilt command rot90. As
mentioned earlier, 180° rotated images fail to istirtguished

by our measure.

For brightness forgery, random values, either aeld@0 or
below -100, were added to every pixel of the imagke
number 100 was chosen so as to ensure that soffipigtions
of the image went into saturation.

In total, around 2000 images were generated agktivere
used for both testing and training.

B. Testing Method

Every test image is checked for all possible faegerlf all
tests on the image turn out to be negative, thisndéclared to
be an untampered image. If the image fails the qaste test
and any other test, it is still declared as a cpaste forgery
because this test was found to be the most relialierms of
the false positive rate (percentage of non copyepasages
which are declared as copy-paste). Similarly sirtbe
brightness test was found to be the least relismbierms of the
false positive rate, an image is declared to beghbmess
forged” only if it is negative for all other forges and if it
fails the brightness test. If an image fails botbpping and
rotation tests, then the one that is more likelizdwe occurred,
based on the computed metric, is declared as hadogrred.

C. Smulation Results

The following figures present the false negativde ra
(number of tampered images shown as untampered}hend
false positive rate (FNR and FPR respectively) diferent
forgeries at different Quality Factors.

The results are as follows:

Table 1: Performance results for different forgerie

Foraery Type False Positive False Negative
gery 1yp Rate Rate
Original 13.61% -
Cropping 0% 4.7%

Copy-Paste 0% 16.3%
Rotation 2.04% 13.25%
Brightness 2.53% 6.85%

A brief interpretation of these results follows:

Cropping: As QF increases, a better estimate of the

quantization matrix of the original un-tampered gmais
obtained, and as a result there are fewer FNR<rAdso, the
number of errors, in terms of the FPR, was zerckvinieans
that no un-cropped image was detected as a crapeyk.
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However, it should be noted that if the picture s to be Fig. 5: Plot of FNR and FPR versus QF for rotation
aligned perfectly to the original grid after cropgj then the
cropping forgery would go undetected in this cage.
mentioned earlier, the probability of this evenppaning is
1/64. However, we eliminated such cases from omp#a set
S0 as to enable us to more effectively estimat@éiormance
of our methods.

& I I

This leads to large values of the chosen metrio efer we
rotate the given image to make it equivalent to dhiginal
one. The results can probably be improved by usioge
other method to estimate the Q matrix with greeg8ability.

Brightness. Brightness forgery detection produced similar
Copy-paste: As expected, in the case of copy-paste forgefigsults as previous cases with good FPR and FNBhwgst
also, the error percentage decreases with incieagaiality ~ Petter with higher quality factor.
factor (QF) for reasons described above. Howevethé case
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result with respect to the False Positive ErroreRatowever, Ideally, we would like to have low FPR and FNR. Huwer,
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we would rather have an un-tampered show up aset@wdp  Further work can also be directed towards devetppin
rather than the other way round. As a result, weosh a techniques to detect other forgeries which areeaethile using

threshold that is biased towards False Positive.Rat various image editing tools.
24 . , ; ‘ :
RN VI. CONCLUSION
22 — False Negative |

The algorithms that we have developed are ableetect
20+ 1 forgeries in both single and double JPEG compreBrades
with reasonable accuracy.

Our test results show that the accuracy of detectio
improves with increase in Quality Factor. Intuitivene might
\ expect the opposite trend, since blocking artifexctreases

with increasing compression. However, our methodas
based on blocking artifact but rather on the methiat is
calculated whose effectiveness decreases with thighe
~—_ compression. Hence, a combination of the new agpreath

10/ \ the blockwise distortion measure approach will gigantly

3 ‘ . . ‘ ; improve forgery detection by complementing eachedsh
1 2 3 4 5 6 7 8 9 10
Different Thresholds

Percentage Error
>
/

—_
'S

—
[
T
L

performance.
Among the different kinds of forgeries that we wexkon,

Fig. 7: Plot of FNR and FPR versus threshold values cropping and rotation were the easiest to detattcapy-paste
forgery was probably the toughest.

The threshold was calculated from around 900 of2(@0

images that were created. APPENDIX
IV. DouBLE JPEGCOMPRESSEDMAGES Symmetry in DCT transform matrix
A. Issueswith double JPEG compressed images: Notation:
Methods for estimating the primary quantization nimafior -rot90 is used to indicate the rotation of a matypO0°

a double JPEG compressed image have been propofeld i  -Similarly rot180 indicates rotation by 180°
This paper dealt with the estimation of the primary -X' refers to the transform of the matrix X.

guantization matrix from a set of possible candidagtrices. -A is the matrix used for finding the DCT transfore
The secondary compression present in the given dmag
disrupted by taking a slightly cropped versionte image and Y=A*X*AT

then recompressing it to recreate the original cesgon
process. The images thus obtained are compared théth is the DCT transform of the matrix X.
original image to obtain the most likely match tbe primary

Q matrix. It can be shown using matrix algebra that
These methods were implemented and were found to Z *rot90(X) = ( X * rot90(2) Y
typically work better when the Quality Factor fédvretsecond The DCT coefficients of the 180° rotated versioritaf matrix
compression was greater than the first. X is given by
Once the primary quantization matrix was estimatbe, Y = Aerot18Q(X) e AT
above described algorithms were then applied fogeky
detection. = (rot90(X) g rOth(A))T « AT

Limited testing, carried out on the test imagesl, iadicated _ To(Ae T
that the methods described in this paper are easignded to = rot90(A) (A rot90(X))
double JPEG compressed images too. = r0t90(A)T o Xeo r0t90(A)T

V. FUTUREMODIFICATIONS Shown below are the matrices A and the matrix @0

In this project different schemes for image forgery
identification were analyzed. However, these sctsemainly
revolved around using the Quantization matrix oyur test
showed that that this approach provides decentltsebut
better methods can probably be devised in ordemfwove
the accuracy. One such technique would be to uskiIrfs
generated in the pixel domain as suggested ing}, 1



03930 0.3536 0.3536 0.3936 03030 0.3936 0.3536 (0.3930
~0.4904 -0.4157 -0.2778 -0.0075 0.0975 02778 04157 0.4904
04619 0.1913 -0.1913 -0.4619 ~0.4619 ~0.1913 0.1913 0.4619
—0.4157 0.0975 04904 0.2778 -0.2778 ~0.4904 -0.0975 0.4157
03930 =0.3536 -0.9536 0.3936 (0.3030 -0.3036 -0.3536 0.3330
-0.2778 04904 -0.0975 -0.4157 04157 0.0975 -0.4904 0.2778
01913 04619 04619 -0.1913 ~0.1913 04619 -0.4619 01915
-0.0075 02778 04157 0.4904 -0.4904 04157 -0.2778 0.0975
0.3036 0.3530 0.9536 0.9536 0.3536 03936 0.3336 0.3236
0.4904 0.4157 0.2778 0.0975 —0.0975 -0.2778 —0.4157 —0.4904
0.4619 0.1913 -0.1913 -0.4619 -0.4619 -0.1913 0.1913 04619
0.4157 -0.0075 -0.4904 -0.2778 0.2778 0.4904 0.0975 -0.4157
0.3036 —0.3036 -0.9936 0.3536 0.3536 -0.3536 ~0.3536 0.3336
0.2778 -0.4904 0.0975 0.4157 -0.4157 -0.0975 0.4904 -0.2778
0.1913 -0.4619 0.4619 -0.1913 -01913 04619 -0.4619 0.1913
0.0975 -0.2778 0.4157 -0.4904 0.4904 -0.4157 0.2778 —0.0975

As can be seen, the rows of rot90{Aye either the same or

the negative of the rows of A. The DCT coefficieotgshe 180
degree rotated matrix are therefore the same iolatlesvalue
to that of the original matrix. As a result the netalculated
for a 180 degree rotated image is the same asfdhahe
original one.
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