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Overview 

• Problem Statement and Definitions

• Global Network Analysis 

• Anatomy of a Bot Network

• Command and Control

• Victims and Villains

• Anticipating Security Failures



Problem Statement

• It is often hard to understand when a 
device on your network has been 0wned 
until it has acted out.

• the number of newly infected systems is 
growing faster than any organically based 
infectious disease ever documented.

• 4.3M new human AIDS cases in 2006



Definitions
• Abuse or Malicious Behavior is

• DDoS

• Click-Fraud,  Auction Fraud

• Hosting Open {proxies, relays}

• Splogs, Flogs, Phish, Identity Theft

• BGP Route Hijacking {bogons}

• SPAM/UCE via Botnets, C&C



Economics of abuse

Security & Stability

Cost to deploy a botnet

BOTNET SPAM/Click Fraud Revenue

Great yield for tiny investment
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Infection Vectors

• Email Attachments

• Instant Messages

• Web Pages

• P2P File sharing networks

• Network



Global Identifiers 

• 8.1M routed /24 blocks

• 140M Domains

• 22K ASN

• 200K Routes

• 2.2M Events/day



Automated Forensics
• HoneyPots, Darknets, Massive SpamTrap

• Partners { cisco, ironPort, postini }

• Community Partners: Spamcop, SpamHaus, 
other DNSRBLs

• ISPs, Universities, Security Researchers

• 135 data sources

• BGP, RIRs, Registrars, Registries(cnobiu)

• Mine DNS, 78M Domains



Anatomy of an 
insider threat

• Controller Capabilities

• Socks Proxy

• Web Front-end

• Commands and Management

• Data Ex-filtration

• who, what and where

• what got compromised



Controller View



SOCKS Proxy



Other Capabilities



do Bots send SPAM?



Data Ex-filtration

REMOTE ADDRESS: 172.189.109.174
ID: BPAQZLZBBLUWRYGVSXOTJHALUVNRBXS
TIMESTAMP: 25\5 14:0:51
Copyright By Smash and SARS
From: MATTHEW
IP address: 10.0.0. [System information]
Windows XP Internet Explorer 6.0.2900.21
MAIL: POP383EE26C0
Chal89/PAUL

10.0.0.4 http://petiteteeniemania.join4free.com/
_B64S_bm9kZWQvNjYvbW92aWVsYW5kL0FBQS9odHRwJTNBJTJGJTJGd3d3LnNl
eGJyb2FkY2FzdGVyLmNvbSUyRi8xMTMxNDk3OTQ2L2ZBdi5UZGY5SEJscUU=_E/ 
Login: chal89@aol.com Pass:  chal89

10.0.0.4 http://sib1.od2.com/common/Framework.aspx Login: chal89 Pass:  mat123

10.0.0.4 http://uk.mcafee.com/root/login.asp

*** Protected Storage Data ends ***



Analysis of Data Ex-
Filtrated (30 days)

• 793 uniquely infected systems

• 17,195 data captures

• 35,867 form logs (multiple per data capture)

• 100% MS Windows XP IE 6.0.2XX

• captured passwords for pop, imap, telnet

• https posts, http{s} form data

• File regex results (email addresses, ssn, 
address book contents, urls with login info)



Ex-filtration File 
Contents

• 1,239 businesses effected (many in the US) 

• 35 Brokerage

• 86 Bank Accounts

• 174 e-commerce Accounts

• 863 Porn Accounts

• 245 E-Mail Accounts



Compromised 
Information

• 54,926 login credentials / clear-text passwords

• 281 unique credit card numbers with address and 
ccv

• 2,158 unique email addresses of your friends 
[gathered from your address book]

• 299 Identities (name, address, phone number)

• better parsers could yield 4X more info, I didn’t 
analyze url encoded data



Sample of 
Affected Companies

• 1,239 companies/domains

• ea aol msn craigslist passport ebay overstock 
postbank chase paypal zionsbank virgin target 
yahoo wellsfargo verison t-moble ml vangard 
fiedlity postini navyfcu capitolone wachovia 
wamu speedpay ebay paytax.nat.gov.tw 
citibank americanexpress sprintpcs usbank 
esurance wal-mart ticketweb us.army.mil



How botnets affect 
corporations

   HP  DHL  Airtouch Cellular  Agilent, CNet  
Lawrence Berkeley Labs AutoDesk,  
WellsFargo,  Charles Schwab  Intuit  Mercury 
Interactive  The Gap  Bank of America Veritas  
Sprint  SLAC  Nokia  E-Trade, Epinions  
Friendster  Chevron-Texaco

see http://blog.support-intelligence.com/





Corporate Penis 
Enlargement Problem

• Botnet spam through corporate MX

• Spamvertised link that transverses 3 web 
servers (302 Moved Temporarily)

• Domains hosted across 3 registrars with 3 
different identities and 3 distinct hosting 
services across USA, Germany, Russia, and 
China.

• Final web server hosted in China.



Corporate Espionage

• Capabilities ex-filtrate data 

• Data Mining for network and hard drives

• Stealth



Global Scope
Trends and Statistics

• Reviewed 101 Million events over 6 months

• 48M unique ipv4 address

• Spans 12,452 of 22,570 Routed ASN

• Estimated average rate of 267,489 new 
infections per day.

• 11,780 new AIDS infections/day



Who is 0wned

• Massive infections on Broadband Networks

• Government and Educational Organizations

• Small and Mid-sized Businesses

• Russell 2000 and Fortune 500

• Everyone gets owned







Detecting Compromised 
Companies

• Bank of America,  Aflec, 3M

• Nationwide Insurance, Indymac Bank

• Intel, Border Group

• Clear Channel

• Toshiba, ATA Airlines

• Business Week



Economics of abuse

Security & Stability

Cost to deploy a botnet

BOTNET SPAM/Click Fraud Revenue

Great yield for tiny investment
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Identity and Security

• Without security what is Identity?

• A good reputation is valuable, to a bot 



Anticipating Failure

• Understanding security failures is much like 
anticipating that houses catch on fire and 
smoke detectors save lives.

• Security will fail, its understanding when its 
failed that saves your assets.



Questions

see http://Support-Intelligence.com

rick@Support-Intelligence.com


