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Abstract

We usethe probabilisticmodel checler PRISM to analyzethe Crownds
systemfor anorymousWeb browsing. This casestudy demonstratefiov
probabilisticmodelcheckingtechniquesanbe usedto formally analyzese-
curity propertiesof a peerto-peergroup communicationsystembasedon
randommessageouting amongmembers. The behaior of group mem-
bersandthe adwersaryis modeledasa discrete-timeMarkov chain,andthe
desiredsecurity propertiesare expressedas PCTL formulas. The PRISM
modelchecleris usedto performautomatednalysisof the systemandver
ify anorymity guaranteegt provides. Our mainresultis a demonstratiorof
how certainforms of probabilisticanorymity degradewhengroupsizein-
crease®r randomrouting pathsarerehuilt, assuminghatthe corruptgroup
membersareableto identify and/orcorrelatemultiple routing pathsoriginat-
ing from thesamesender

1 Intr oduction

Formal analysisof securityprotocolsis a well-establishedeld. Model checking
andtheoremproving techniquegLow96, MMS97, Pau98 CIJM0(Q have beenex-
tensvely usedto analyzesecreyg, authenticatiorand othersecurity propertiesof
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protocolsandsystemghatemplqy cryptographigrimitivessuchaspublic-key en-
cryption, digital signaturesetc. Typically, the protocolis modeledat a highly ab-
stractlevel andtheunderlyingcryptographigrimitivesaretreatedassecuré'black
boxes” to simplify the model. This approachdiscorersattackshatwould succeed
evenif all cryptographidunctionswereperfectlysecure.

Corventional formal analysisof securityis mainly concernedwith security
againsthesocalledDolev-Yaoattads following [DY83]. A Dolev-Yaoattacleris
anon-deterministiprocesshathascompletecontrolover thecommunicatiomet-
work andcanperformary combinationof a given setof attacler operationssuch
asinterceptingary messagesplitting messagesto parts,decryptingif it knows
the correctdecryptionkey, assemblindragmentsof messagesto new messages
andreplayingthemout of contet, etc.

Marny proposedystemgor anorymouscommunicatioraimto provide strong,
non-probabilisticanorymity guarantees.This includesproxy-basedapproaches
to anorymity suchasthe Anonymizer [Ano], which hide the sendess identity
for eachmessagdy forwardingall communicatiorthrougha specialsener, and
MIX-basedanorymity systemgqCha8] that blend communicatiorbetweendif-
ferentsendersaandrecipientsthuspreventinga global eavesdroppefrom linking
senderrecipientpairs. Non-probabilisticanorymity systemsareamenablédo for-
mal analysisin the samenon-deterministidolev-Yao modelasusedfor veri ca-
tion of secreg and authenticatiorprotocols. Existing techniquedor the formal
analysisof anorymity in the non-deterministianodelincludetraditional process
formalismssuchasCSP[SS9€q anda special-purposgic of knovledge[SS99.

In this paperwe useprobabilisticmodelcheckingto analyzeanorymity prop-
ertiesof a gossip-basedystem.Suchsystemdundamentallyrely on probabilistic
messageoutingto guaranteenorymity. The mainrepresentate of this classof
anorymity systemsis Crowds [RR9§. Insteadof protectingthe users identity
againsta global eavesdropperCrowds provides protectionagainstcollaborating
local eavesdroppers.All communicationis routedrandomlythrougha group of
peerssothatevenif someof thegroupmembergollaborateandsharecollectedo-
calinformationwith theadwersarythelatteris notlik ely to distinguishtruesenders
of the obsered messageffom randomlyselectedorwarders.

Corventionalformal analysistechniquegshat assumea non-deterministicat-
tackerin full controlof thecommunicatiorchannelsarenotapplicablen thiscase.
Securitypropertief gossip-basedystemslependsolely on the probabilistic be-
havior of protocol participants,and can be formally expressecnly in termsof
relative probabilitiesof certainobserationsby the adwersary The systemmustbe
modeledasa probabilisticprocessn orderto captureits propertiedaithfully.

Using the analysistechniquedevelopedin this paper—namely formalization
of thesystemasa discrete-timeMarkov chainandprobabilisticmodelcheckingof
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this chainwith PRISM—weuncoveredtwo subtlepropertiesof Crovdsthatcause
degradationof the level of anorymity provided by the systemto the users.First,
if corruptgroupmembersareableto detectthat messagealongdifferentrouting
pathsoriginate from the same(unknavn) sender the probability of identifying
thatsendelincreasesisthe numberof obsered pathsgrows (the numberof paths
mustgrow with time sincepathsare rekuilt when crovd membershipchanges).
Secondthecon denceof thecorruptmembershatthey detectedhecorrectsender
increasewvith thesizeof thegroup. The rst aw wasreportedndependentiy
Malkhi [Mal01] and Wright et al. [WALSO02], while the second,to the bestof
our knowledge, was reportedfor the rst time in the conferenceversionof this
paper[ShmO03. In contrastto the analysisby Wright et al. thatrelieson manual
probabilitycalculationsyve discoveredboth potentialvulnerabilitiesof Cronvdsby
automatedgrobabilisticmodelchecking.

Previous researclon probabilisticformal modelsfor securityfocusedon (i)
probabilisticcharacterizatiorof non-interferencéGra92 SG95,VS98], and (ii)
procesgormalismsthataim to faithfully modelprobabilisticpropertiesof crypto-
graphicprimitives[LMMS99, Can0Q. This paperattemptgo directly modeland
analyzesecuritypropertieshasedon discreteprobabilities,as opposedo asymp-
totic probabilitiesin the corventionalcryptographicsense.Our analysismethod
is applicableto otherprobabilisticanorymity systemssuchasFreene{CSWHO01]
andonionrouting[SGR97].Notethatthe potentialvulnerabilitiesve discoreredin
the formal modelof Cronvds may not manifestthemselesin theimplementations
of Crowds or other similar systemghattake measure$o prevent corruptrouters
from correlatingmultiple pathsoriginatingfrom the samesender

2 Mark ov Chain Model Checking

We modelthe probabilisticbehaior of a peerto-peercommunicatiorsystemasa
discrete-timeMarkov chain(DTMC), whichis a standarapproachn probabilistic
veri cation [LS82,HS84,Var85 HJ94. Formally, aMarkov chain canbede ned
asconsistingin a nite setof states , theinitial state , the transitionrelation
suchthat , andalabelingfunction

from statedo a nite setof propositions

In our model,the statesof the Markov chainwill represendﬁferentstagesaf
routing pathconstruction.As usual,a stateis de ned by the valuesof all system
variables.For eachstate , the correspondingow of the transitionmatrix  de-
nes the probability distributions which govern the behaior of group members
oncethesystenreacheshatstate.



2.1 Overview of PCTL

We usethetemporabprobabilisticlogic PCTL[HJ94] to formally specifyproperties
of the systemto be checled. PCTL canexpresspropertiesof the form “underary
schedulingof processeghe probabilitythatevent  occursis atleast ”

First, de ne stateformulasinductively asfollows:

whereatomicpropositions arepredicatesver statevariables.Stateformulasof
theform areexplainedbelow.
De ne pathformulasasfollows:

Unlike stateformulas,which aresimply rst-order propositionsover a single
state,pathformulasrepresenpropertiesof a chainof stategherepathrefersto a
sequencef statespacdransitionsratherthanarouting pathin the Crowds speci-
cation). In particular istrueiff istruefor every statein thechain;
is trueiff is truefor all statesn thechainuntii  becomedrue,and istrue

for all subsequendtates; is trueiff andthereareno morethan
statesbefore becomedrue.
For ary state andpathformula is a stateformulawhich is true

iff statespacepathsstartingfrom satisfypathformula with probabilitygreater
than .
For the purposef this paper we will beinterestedn formulasof the form
, evaluatedin theinitial state . Here speciesa systemcon-
guration of interest typically representing particularobseration by the adwer
sary that satis esthe de nition of a successfuhttackon the protocol. Property
is alivenesgroperty:it holdsin  iff  will eventuallyhold with

greaterthan probability Forinstanceijf is a statevariablerepresent-
ing the numberof timesoneof the corruptmembergeceved a messagérom the
honestmembemo. , then holdsin iff theprob-

ability of corruptmembersaventually observingmemberno. twice or moreis
greaterthan

Expressingropertieof thesystenin PCTLallows usto reasorformally about
the probability of corruptgroup memberscollectingenoughevidenceto success-
fully attackanorymity. We usemodelcheckingtechniqueslevelopedfor veri ca-
tion of discrete-timeéMarkov chainsto computethis probabilityautomatically



2.2 PRISM modelchecker

The automatedanalysesiescribedn this paperwere performedusingPRISM, a
probabilisticmodelchecler developedby Kwiatkowskaet al. [KNPO01]. Thetool
supportshothdiscrete-andcontinuous-timeMarkov chains,andMarkov decision
processesAs describedn section4, we model probabilisticpeerto-peercom-
municationsystemssuchas Crowds simply as discrete-timeMarkov chains,and
formalizetheir propertiesn PCTL.
Thebehaior of thesystenprocesses speci edusingasimplemodule-based

languagenspiredby Reactve Modules|[AH96]. Statevariablesaredeclaredn the
standardvay. For example thefollowing declaration

deliver: bool init false;

declaresboolearstatevariabledeliver , initializedto false while thefollowing
declaration

const TotalRuns = 4;

observel: [0..TotalRuns] init  0;

declaresa constanfTotalRuns equalto , andthenan integer array of size
indexedfrom to TotalRuns , with all elementsnitializedto .
Statetransitionrulesarespeci ed usingguardeccommand®f theform

[ <guard> -> <command>;

where<guard> isapredicateoversystemvariablesand<command>is thetran-
sition executedby the systemif the guardconditionevaluatesto true. Command
often hasthe form <expression> <expression>
which meanghatin the next state(i.e., thatobtainedafter the transitionhasbeen
executed) statevariable  is assignedheresultof evaluatingarithmeticexpres-
sion<expression>

If thetransitionmustbe choserprobabilistically the discreteprobability dis-
tributionis speci edas

[ <guard> -> <probl>.<comman d1> +
+

<probN>:<comman dN>;

Transitionrepresentedy command is executedwith probability prob , and
prob . Securitypropertiesto be checled are statedas PCTL formulas
(seesection2.1).



Givena formal systemspeci cation,PRISM constructghe Markov chainand
determineghe set of reachablestates,using MTBDDs and BDDs, respectiely.
Model checkinga PCTL formulareducego a combinationof reachability-based
computatiorandsolving a systemof linearequationgo determinghe probability
of satisfyingthe formulain eachreachablestate. The modelcheckingalgorithms
emplo/ed by PRISMinclude[BdA95, BK98, Bai9g. More detailsabouttheim-
plementatiorandoperatiorof PRISMcanbefoundathttp://www.cs. bham.
ac.uk/“dxp/pris m/ andin [KNPO1].

SincePRISMonly supportanodelcheckingof nite DTMC, in our casestudy
of Crowdswe only analyzeanorymity propertiesof nite instance®f the system.
By changingparametersf the model,we demonstratéhow anorymity properties
evolve with changesn the systemcon guration. Wright et al. [WALS02] investi-
gatedrelatedpropertiesof the Crowds systemin the generalcase put they do not
rely ontool supportandtheir analysearemanualratherthanautomated.

3 CrowdsAnonymity System

Providing an anorymouscommunicatiorserviceon the Internetis a challenging
task. While corventionalsecuritymechanismsuchasencryptioncanbe usedto
protectthe contentof messageandtransactionseavesdroppersanstill obsere
theIP addressesf communicatingcomputerstiming andfrequeng of communi-
cation,etc. A Websener cantracethe sourceof theincomingconnectionfurther
compromisinganorymity. The Crowds systemwasdevelopedby Reiterand Ru-
bin [RR9§ for protectingusers'anorymity onthe Weh

The mainideabehindgossip-basedpproacheso anorymity suchasCrowds
is to hide eachusers communicationdy routing themrandomlywithin a crowvd
of similar users. Even if an eavesdroppenbseres a messageéeing sentby a
particularuser it cannever be surewhetherthe useris the actualsender or is
simply routinganotherusers message.

3.1 Path setupprotocol

A crowd s acollectionof usersgachof whomis runninga specialprocessalled
ajondowhich actsasthe users proxy. Someof thejondosmaybe corruptand/or
controlledby theadwersary Corruptjondosmay collaborateandsharetheir obser

vationsin anattemptto compromisehe honestusers'anorymity. Note, however,

that all obserationsby corruptgroupmembersarelocal. Eachcorruptmember
may obsere messagesentto it, but not messagesransmittedon the links be-
tweenhonesjondos.An honestrovd membethasnoway of determiningvhether



aparticularjondois honestor corrupt. The parametersf the systemarethetotal
numberof members , the numberof corruptmembers , andthe forwarding
probability  whichis explainedbelow.

To participatein communicationall jondosmustregisterwith a specialsener
which maintainsmembershipnformation. Therefore gvery memberof the crond
knows identitiesof all othermembersAs partof thejoin procedurethe members
establishpairwiseencryptionkeys which are usedto encryptpairwisecommuni-
cation,sothe contentsof the messagearesecrefrom anexternaleavesdropper

Anonymity guaranteeprovided by Crowds are basedon the pathsetuppro-
tocol, which is describedn the rest of this section. The path setupprotocolis
executedeachtime one of the crovd memberswvantsto establishan anorymous
connectiorto a Websener. Oncearouting paththroughthe crowd is established,
all subsequentommunicatiorbetweerthe memberandthe Web sener is routed
alongit. We will call onerun of the pathsetupprotocola session Whencrowd
membershighangesthe existing pathsmustbe scrappednda new protocolses-
sion mustbe executedin orderto createa new randomrouting paththroughthe
crowd to thedestination.Thereforewe'll usetermspathreformulationandproto-
col sessiorinterchangeably

Whena userwantsto establisha connectionwith a Web sener, its browser
sendsa requestto the jondo runninglocally on her computer(we will call this
jondotheinitiator). Eachrequestcontainsinformationaboutthe intendeddesti-
nation. Sincethe objective of Crowdsis to protectthe senders identity; it is not
problematicthat a corruptroutercanlearnthe recipients identity. The initiator
startsthe procesof creatinga randompathto the destinatiorasfollows:

The initiator selectsa crovd memberat random(possiblyitself), and for-
wardstherequesto it, encryptedoy the correspondingairwisekey. We'll
call theselectednembertheforwarder.

The forwarder ips a biasedcoin. With probability , it deliversthe
requestdirectly to the destination. With probability , it selectsa crowvd
memberat random(possiblyitself) asthe next forwarderin the path,and
forwardsthe requestto it, re-encryptedwith the appropriatepairwisekey.
Thenext forwarderthenrepeatghis step.

Eachforwardermaintainsanidenti er for the createdpath. If the samejondo
appearsn different positionson the samepath, identi ers are differentto avoid
in nite loops. Eachsubsequenmessagdrom the initiator to the destinationis
routedalong this path, i.e., the pathsare static—once establishedthey are not
alteredoften. This is hecessaryo hindercorruptmemberdrom linking multiple



pathsoriginatingfrom thesamaenitiator, andusingthisinformationto compromise
theinitiator's anorymity asdescribedn section3.2.3.

3.2 Anonymity propertiesof Crowds

The Crowds paper[RR9g describessereral degreesof anorymity that may be
provided by a communicationsystem. Without using anorymizing techniques,
noneof thefollowing propertiesareguaranteedn the Web sincebrowserrequests
containinformationabouttheir sourceanddestinatiorin theclear

Beyond suspicion Evenif the adwersarycanseeevidenceof a sentmessagethe
realsenderppearso be no morelikely to have originatedit thanary other
potentialsendeiin the system.

Probableinnocence The real senderappearsio morelikely to be the originator
of the messagehanto not be the originator i.e., the probability that the
adwersaryobseresthereal senderasthe sourceof the messagés lessthan

Possibleinnocence It appearso theadwersarythatthereis anontrivial probability
thatthemessagevasoriginatedby someonetherthantherealsender

Probablennocencecanbeinterpretedasplausibledeniability A systemthat
guaranteetheprobablennocenceropertyfor messagsendersloesnotnecessar
ily hidethe senders identity from the adwersary It merelyputsthe - upperbound
onthe probability of detection.If the sendelis obseredby theadwersary shecan
thenplausiblyamguethatshehasbeenroutingsomeonelses messages.

The Crowds paperfocuseson providing anorymity againstocal, possiblyco-
operatingeavesdropperswho can sharetheir obserationsof communicationin
which they areinvolved asforwarders but cannotobsere communicationnvolv-
ing only honestmembersWe alsolimit our analysigo this case.

3.2.1 Anonymity for a singleroute

It is provedin [RR98]that,for ary givenroutingpath,the pathinitiator in acrownd
of memberswith forwarding probability  hasprobableinnocenceagainst
collaboratingcrovd membersf thefollowing inequalityholds:

— )

More formally, let be the event that at leastone of the corrupt crond
memberss selectedor thepath,and betheeventthatthe pathinitiator appearsn
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the pathimmediatelybeforea corruptcrond member(i.e., the adwersaryobseres
the real senderasthe sourceof the messagesoutedalongthe path). Condition
1 guaranteeghat -. Notethatthis doesnot precludethe adwersary
from observingthe pathinitiator more often thanary othercrond memberi.e.,
probableinnocencds awealer anorymity propertythanbeyondsuspicion

3.2.2 Linkability of multiple routes

To maintainananorymousconnectiorwhencrovd membershighangeseachini-
tiator mustrekuild its routing pathto the destinationthroughthe new crowd. As
aresultof randomforwarderselection|t is possiblethatboththe old andthe new
pathinclude corruptforwarders. In general,it will not be immediatelyobvious
to the adwersarywho controlsboth corruptforwardersthatthe two pathsoriginate
from the samemember Session-speci anformation containedin the message
may, however, provide cluesthathelp the adwersarylink the paths. For example,
if theinitiator visits the samesetof websitesand/orits browsing patternspersist
from sessiorto sessionjt is relatively easyfor the adwersaryto guessthat mes-
sageobsered alongtwo differentpathsoriginatefrom the sameplace. Linking
is eveneasielin the caseof anorymousWebbrowsingsincebrowserrequestsnay
containcookiesor otherpersistentlata,relatingsessionsy thesame(anorymous)
user Exceptcautioningtheusers‘from continuingto browsethecontentrelatedto
whatshewasbrowsingprior to [pathreformulation] lestcollaboratorsareattempt-
ing to link pathsbasedon that content”[RR98], the Crowds systemper sedoes
not provide protectionagainstpathlinkage. Therefore we assumen our analysis
that attacksbasedon multiple-pathobserationsarefeasible. Othergossip-based
anorymity systemssuchasonion routing [SGR97]may provide strongermrotec-
tion againstpathlinkability (e.g., by insertingdecq trafc), makingpathlinking
attackdessfeasible.

3.2.3 Anonymity for multiple routes

To preventcorruptcrovd memberdgrom linking multiple pathsandusingthisinfor-
mationto infer theinitiator's identity, the CrowdspapelfRR98]suggestshatpaths
shouldbe static. Crowd membershiphowever, mustchangeover time: nev mem-
bersjoin andsomeof theexistingmemberdail, invalidatingall pathsn whichthey
wereinvolved asforwarders.Evenif joins arebatchedall pathsmustbe scrapped
and new pathshuilt periodically We demonstraten section6.1 that anorymity
guaranteeprovided by Crowds degradesigni cantly if theadwersarylinks only a
relatively small(3-6) numberof pathsoriginatingfrom the samemember

Malkhi [Mal01] andWright etal. [WALS02] have madea similar obseration,



proving that,givenmultiple linked paths theinitiator appearsnoreoftenasa sus-
pectthanarandonmcronvd member Theautomate@nalysiglescribedn section6.1
con rms andquanti esthisresult. (Thetechnicakesultsof [Shm03 onwhichthis
paperis basedhadbeendevelopedindependenthof [Mal01] and[WALSO02], be-
fore the latterwaspublished).In general[Mal01] and[WALSO02] conjecturethat
therecanbe no reliable anorymity methodfor peerto-peercommunicationf in

orderto starta nev communicatiorsessionthe initiator mustoriginatethe rst

connectionbeforeary processingf the sessioncommences.This implies that
anorymity is impossiblein a gossip-basedystemwith corruptroutersin the ab-
senceof decqy trafc.

In section6.3, we shawv that, for ary given numberof obsered paths,the
adwersarys con dencein its obserationsincreasesvith thesizeof thecrowd. This
resultcontradictghe intuitive notionthatbiggercrowvds provide betteranorymity
guaranteedt wasdiscoveredby automatedanalysis.

4 Formal Model of Crowds

In this sectionwe describeour probabilisticformal modelof the Cronds system.
Sincethereis no non-determinismn the protocolspeci cation (seesection3.1),
the modelis a simplediscrete-timeMarkov chainasopposedo a Markov deci-
sionprocess.In additionto modelingthe behaior of the honesicrovd members,
we alsoformalizethe adwersary The protocoldoesnot aim to provide anorymity
againsiglobalearesdroppersThereforeijt is sufcient to modeltheadwersaryasa
coalitionof corruptcrovd membersvho only have accesgo local communication
channelsij.e., they canonly make obserationsabouta pathif oneof themis se-
lectedasaforwarder By thesameoken,it is notnecessarto modelcryptographic
functions,sincecorruptmembersknow thekeys usedto encryptpeerto-peedinks
in which they are one of the endpoints,and have no accesdo links that involve
only honestmembers.

Themodelingtechniqugpresentedh thissectionis applicablewith minormod-
i cations to ary probabilisticroutingsystem.n eachstateof routingpathconstruc-
tion, thediscreteprobabilitydistribution givenby the protocolspeci cationis used
directly to de ne the probabilistictransitionrule for choosingthe next forwarder
onthepath,if ary. If the protocolprescribesan upperboundon the lengthof the
path(e.g., FreenefCSWHO01]),theboundcanbeintroducedasasystenmparameter
asdescribedn sectiord.2.3,with thecorrespondingncreasen thesizeof thestate
spacebut no conceptuaproblems.Probabilisticmodelcheckingcanthenbe used
to checkthevalidity of PCTL formulasrepresentingropertiesof the system.

In thegenerakase forwarderselectionrmaybe governedby non-deterministic
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runCount Numberof pathsconstructegofar( TotalRuns ).

good Theselectedorwarderis honest.

bad Theselectedorwarderis corrupt.

lastSeen Identity of the precedingorwarderon the path.

observe Numberof timescorruptmemberbsered member .
Auxiliary ags

launch Holdsonly in theinitial state

new Readyto constructanotherpath.

start Beginning of new pathconstruction.

run Continuepathconstruction.

deliver Terminatethe path.

recordLast Recordtheidentity of the precedingorwarder

badObserve | A corruptmembeliis recordingits obserations.

Tablel: Statevariables.

rules. Non-deterministidransitionswould give riseto a Markov decisionprocess.
In the caseof Crowds, however, forward selectionis probabilisticratherthannon-

deterministic.Thereforethereis noneedo modelthesystemasaMarkov decision
process.

4.1 Overview of the model

We modelcrond members’behaior only in the pathsetupprotocol,ignoringall
subsequertommunicatiorconductedilonganestablishedtaticpath.Onceapath
is setup, everyforwarderonthe pathrecevesmessageomthesamenembernd
cannotgainary additionalinformationaboutthetrue originatorof themessages.

Sincepathsmustberehuilt onaregularbasiswe introducethe numberof path
reformulations(i.e., numberof timesthe path constructionprotocolis executed)
asaparametepof themodel(TotalRuns ) andallow theadwersaryto accumulate
obserationsover time in orderto try to infer the identity of the pathinitiator.
This assumeshata corruptcrovd memberis capableof determiningwhethertwo
pathsoriginatefrom the sameinitiator, without necessarilknowing thatinitiator's
identity (seesection3.2.2).

Eachstateof our modelrepresents particularstageof routing pathconstruc-
tion. In themultiple-pathcasewe distinguishdifferentpaths.A stateis completely
de ned by thevaluesof statevariabledistedin tablel.
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4.2 Model of honestmembers
4.2.1 Initiation

Path constructionis initiated asfollows (syntaxof PRISMis describedn section
2.2):

[ launch ->
runCount'=Total Runs &
new'=true & launch'=false;

[ new & (runCount>0) ->
(runCount'=runC  ount-1) &
new'=false & start'=true;

[ start ->
lastSeen'=0 & deliver'=false &
run'=true & start'=false;

4.2.2 Forwarder selection

Theinitiator (i.e., the rst crovd membermnthe path,the onewhoseidentity must
beprotectedyandomlychooseshe rst forwarderfromamongall groupmem-
bers.We assumeéhatall groupmemberdave anequalprobabilityof beingchosen,
but thetechniquecansupportary discreteprobabilitydistribution for choosingor-
warders.

Forwarderselectionis a single stepof the protocol, but we modelit astwo
probabilisticstatetransitions.The rst determinesvhetherthe selectedorwarder
is honesbr corrupt,the seconddeterminegheforwarders identity. Therandomly
selectedorwarderis corruptwith probabilitybadC —, andhonestwith proba-
bility goodC badC, where isthesizeof thecrowd, and isthenumber
of corruptmembers.

[ (lgood & 'bad & !deliver & run) ->
goodC: good'=true & run'=false &
recordLast'=tru e +
badC: bad'=true & run'=false &
badObserve'=tru  e€;

4.2.3 Path construction

If theselectedorwarderis honestjts identity is recordedn lastSeen . Record-
ing theforwarders identity modelsthefactthatthe sourcelP addressesf requests
routedby honesfforwarderscanbe obsered by a corruptmembeliif it happengo
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be next on the path. Any of the honestcrovd memberscanbe selected
asthe forwarderwith equalprobability To illustrate,for a crowd with 10 honest
membersthefollowing transitionmodelsthe secondstepof forwarderselection:

[ recordLast & CrowdSize=10 ->
0.1: lastSeen'=0 & run'=true &

recordLast'=fal se +
0.1: lastSeen'=1 & run'=true &
recordLast'=fal se +

0.1: lastSeen'=9 & run'=true &
recordLast'=fal se;

Accordingto the protocol, eachhonestcrovd membermustdecidewhether
to continuebuilding the pathby ipping a biasedcoin. With probability , the
forwarder selectiontransitionis enabledagainand path constructioncontinues,
andwith probability the pathis terminatedat the currentforwarder andall
requestarriving from theinitiator alongthe pathwill be delivereddirectly to the
recipient.

[ (good & !deliver & run) ->
/l Continue path construction
PF: good'=false +
/I Terminate path construction
notPF: deliver'=true;

Thespeci cationof the Crowvds systemimposeso upperboundonthelength
of the path. Moreover, the forwardersare not permittedto know their relatve
position on the path. Note, however, that the amountof informationaboutthe
initiator thatcanbe extractedoy the adwversaryfrom ary path,or ary nite number
of pathsjs nite (seesections4.3and4.5).

In systemsuchasFreene{CSWHO01],requesthave ahops-to-livecounterto
preventin nite pathsexceptwith very smallprobability To modelthiscounteywe
may introducean additionalstatevariablepindex thatkeepstrack of thelength
of the path constructedso far. The path constructiontransitionis thencodedas
follows:

// Example with Hops-To-Live

/I (NOT CROWDS)

1

/[ Forward with prob. PF, else deliver
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[ (good & !deliver & run &
plndex<MaxPath ) ->
PF: good'=false & plndex'=plndex+ 1 +
notPF: deliver'=true;
/I Terminate if reached MaxPath,
/[ but sometimes not
/I (to confuse adversary)
[ (good & !deliver & run &
plndex=MaxPath ) ->
smallP:  good'=false +
largeP: deliver'=true;

Introductionof pindex ohlviously resultsn exponentiaktatespacexplosion,
decreasinghe maximumsystensizefor which modelcheckingis feasible.

4.2.4 Transition matrix for honestmembers

To summarizehe statespaceof the discrete-timeMarkov chainrepresentingor
rect behaior of protocol participants(i.e., the statespaceinducedby the abore
transitions),let be the statein which links of the th routing pathfrom
theinitiator have alreadybeenconstructedandassumehat arethehonest
forwardersselectedor the path. Let bethe statein which pathconstruction
hasterminatedwith asthe nal path,andlet be an auxiliary state.
Then, given the setof honestcrovd members  s.t. , the transi-

tion matrix is suchthat , ,

——. Sincethereis no a priori upperboundonthe
lengthof the path,the statespaceof the honestimemberss in nite.

4.3 Model of corrupt members

Following the standardapproachn securityanalysis,we areinterestedn evalu-
ating securityof the Crowds systemagainstthe strongestpossibleadvesary; i.e.,
theadwersarywho combineghecapabilitiesof all hostileagentgresenin thesys-
tem. In theworstcasea singleadwersarycontrolsall corruptcrovd membersand
is ableto correlateinformation obtainedfrom differentmembers.To modelthe
worst-caseadwersary we collapseall corruptmembersnto a singleagent.In our
formal model,thisis implementedy selectinghesingle-agenadwersaryasa for-
warderwith probability — (seesection4.2.2),i.e., the probability of selectingthe
adwersaryis equalto the cumulatve probability of selectingsomecorruptmember
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This abstractiordoesnotlimit the classof attackshatcanbediscoseredusing
the approachproposedn this paper Any attackfoundin the modelwhereindi-
vidual corruptmembersare kept separatevill be foundin the modelwheretheir
capabilitiesare combinedin a single worst-caseadwersary The reasonfor this
is that every obsenation madeby one of the corruptmembersn the modelwith
separateorruptmemberswill be madeby the adwersaryin the modelwheretheir
capabilitiesarecombined.The amountof informationavailableto the worst-case
adwersaryand,consequentptheinferenceghatcanbemadefrom it areatleastas
large asthoseavailableto ary individual corruptmemberor a subsethereof.

In the adwersarymodelof [RR98], eachcorruptmembercanonly obsere its
local network. Therefore,it only learnsthe identity of the crovd memberimme-
diately precedingit on the path. We modelthis by having the corruptmember
readthe valueof thelastSeen variable,andrecordits obserations. This cor
respondgo readingthe sourcelP addres®f the messagearriving alongthe path.
For example,for a crownd of sizel0, thetransitionis asfollows:

[ lastSeen=0 & badObserve ->
observeO'=obse rved + 1 &
deliver'=true & run'=true &
badObserve'=fa Is eg;

[ lastSeen=9 & badObserve ->
observe9'=ochse rve9 + 1 &
deliver'=true & run'=true &
badObserve'=fa Is e€;

Thecounterobserve arepersistenti.e., they arenotresetfor eachsession
of the pathsetupprotocol. This allows the adwersaryto accumulateobserations
over several pathreformulations.We assumehat the adwersarycandetectwhen
two pathsoriginatefrom the samememberwhoseidentity is unknavn (seesec-
tion 3.2.2).

Thead\ersaryis only interestedn learningtheidentity of the r stcrovd mem-
berin the path. Continuingpathconstructiorafteroneof the corruptmembersas
beenselectedasa forwarderdoesnot provide the adwersarywith ary new infor-
mation. This is a very importantpropertysinceit helpskeepthe model of the
adwersary nite. Eventhoughthereis no boundonthelengthof the path,at most
oneobsenration per pathis usefulto theadwersary To simplify the model,we as-
sumethatthe pathterminatesassoonasit reaches corruptmembermodeledby
deliver'=true in the transitionabove). This is doneto shortenthe average
pathlengthwithout decreasinghe power of the adwersary
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Eachforwarderis supposedo ip abiasedcointo decidewhetherto terminate
the path, but the coin ips arelocal to the forwarderand cannotbe obsered by
othermembersThereforehonesimembersannotdetectwithoutcooperatiorthat
corruptmembersalwaysterminatepaths.In ary case corruptmemberscanmale
their obserable behaior indistinguishabldrom that of the honestmembersby
continuingthe pathwith probability = asdescribedn section4.2.3,eventhough
thisyieldsno additionalinformationto theadwersary

4.4 Multiple paths

The discrete-timeMarkov chainde ned in sections4.2 and4.3 modelsconstruc-
tion of asinglepaththroughthe crond. As explainedin section3.2.2,pathshave
to bereformulatedperiodically The decisionto rekuild the pathis typically made
accordingto a pre-determinedcheduleg.g., hourly, daily, or onceenoughnew
memberdhave asledto join the crowd. For the purpose®f our analysiswe sim-
ply assumehat pathsarereformulatedsome nite numberof times (determined
by thesystemparameter =TotalRuns ).

We analyzeanorymity propertiegprovidedby Crowdsafter successie path
reformulationsby consideringthe statespaceproducedby successie execu-
tions of the path constructionprotocoldescribedn section4.2. As explainedin
sectiord.3,theadwersaryis permittedio combineits obserationsof someor all of
the pathsthathave beenconstructedthe adwersaryonly obseresthe pathsfor
which somecorruptmembemwasselectegsoneof theforwarders). Theadwersary
may thenusethis informationto infer the pathinitiator's identity Becausdor-
warderselections probabilistic the adwersarys ability to collectenoughinforma-
tion to successfullydentify theinitiator canonly becharacterizegrobabilistically
asexplainedin sectionb.

4.5 Finitenessof the adversary's statespace

The statespaceof the honestmembersde ned by the transitionmatrix of sec-
tion 4.2.4is in nite sincethereis no a priori upperboundon the lengthof each
path. Corruptmembershowever, evenif they collaborate canmalke at mostone
obsenration per path,asexplainedin section4.3. As long asthe numberof path
reformulationds boundedseesection4.4), only a nite numberof pathswill be
constructedndtheadwersarywill beableto make only a nite humberof obsera-
tions. Thereforetheadwersaryonly needsnite memoryandtheadwersarys state
spaceds nite.

In general,anorymity is violatedif the adwersaryhasa high probability of
makinga certainobsenation (seesection5). To nd outwhetherCrondssatis es
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Pathreformulations

Crowd 3 4 5 6
5honestmembers| 1,198 3,515 8,653 18,817
10honestmembers| 6,563| 30,070| 111,294 352,535
15honestmembers| 19,228| 119,800, 592,060 2,464,167
20 honestmembers| 42,318 | 333,455| 2,061,951| 10,633,591

Table2: Sizeof statespace.

a particularanorymity property it is thussufcient to look only attheadwersarys
statespace We cansafelyignorethe (in nite) statespaceof thehonestmembers,
becauseonly a nite subsetthereofyields obserationsthat can be usedby the
adwersaryto infer the pathinitiator's identity (seesection4.3). Becausdhe state
spaceof the adwersarys obserationsis nite, the problemof nding anorymity
violationsfor a x ednumberof pathreformulationgs simply the problemof com-
puting the probability of reachingsomestatein a nite statespace,andcanbe
handledby probabilisticmodelchecking.

5 Formalization of Anonymity Properties

For certainvaluesof systemparametersCrownds ensureshat the originator of
ary pathenjoys probableinnocenceagainstcorruptforwarderson that path (see
section3.2.1). Supposehowever, that corrupt,collaboratingcrovnd membersare
ableto link severalpathsoriginatingfrom the samanitiator asdescribedn section
3.2.2. Whatis thelikelihoodthatthe corruptmemberswill be ableto obsere the
initiator with signi cantly higherprobabilitythanary othermemberVhatis their
con dencein their obserations?In this section,we formalizethesequestionsas
PCTL formulasoverthe Markov chainrepresentinghe Cronvdssystem.n section
6, we usethe PRISMmodelchecler to answerthem.

Thepropertiesve analyzearesomeavhatdifferentfrom thoseconsideredn the
original Crowds papet[RR98. While Crowds may be “anorymous”in the prob-
ableinnocencesenseof section3.2, we believe thata userwho emplo/s Crowds
to hide heridentity over multiple sessionsvith the samedestinatiormay wantto
know whatarethe chance®f detectionevenif suchdetectionis not, technically
aviolation of probableinnocencdor anygivenpath Eventhoughprobableinno-
cenceprovidesthe userwith plausibledeniability for eachsession|jf the useris
detectedover multiple sessionsshewill not be ableto plausiblydery thatsheis
therealsender

17



Let bethenumberof timesthe adwersaryobseresacrovd member, i.e.,
thereare  pathsin which selecteda corruptcrovd memberasthe next for-
warder thuspermittingthe adwersaryto record 'sidentity. Let bethenumber
of timesthe pathinitiator is obsered—eitherbecause corruptcrovd member
was selectedasthe rst forwarder or becausehe initiator itself was selectedas
oneof theforwarderson its own path,andis followed by a corruptmember

We considertwo notionsof whatit meandor a crovd membetrto be detected
With metric A, a memberis detectedf it is obsered more oftenthanary other
membey i.e., . With metric B, a memberis detectedif it is
obsered at leasttwice, i.e., . The differencebetweenthesenotions of
detectionis discussedh section6.2.

Deneevents ge get fpos nofpos@sfollows:

det
(initiator obsered moreoftenthanarybodyelse)

det
(initiator obseredtwice or more)
for some

(falsepositive non-initiatorobseredtwice or more)

fpos

nofpos
(complemenbf falsepositive)

We areinterestedn thefollowing probabilities:

a det
(detectiorof thetrue pathinitiator — metric A)

b det
(detectiorof thetrue pathinitiator — metric B)

conf nofpos det
(detectiornof only thetrueinitiator — metric B)

Theseprobabilitiesarenotconditionalon selectiorof atleastonecorruptmem-
beramongthe forwarders. In this setting,we analyzeanorymity propertiessim-
ply asa function of the total numberof pathreformulationswithout concernfor
whethertheadwersaryhada chanceo obsere all thereformulations.

Note alsothatwhile multiple agentamay be “detected”accordingto metric B
(morethanoneagentmaybeobsered atleasttwice by theadwersary) atmostone
agentmay be “detected”accordingto metric A. Therefore for metricA, confis
alwaysequalto

Eventprobabilitiesde nedabove areexpresse@sPCTL formulasandstatedn
PRISM syntax. Sinceconditionalprobabilitiesarenot supportedn PRISM, ot
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is computedas —oPos_det nofpos  det - 1N PRISMsyntax,[true U

det
F] > p standdorthe (seesection2.1). Anonymity propertiesare

formalizedasfollows (for a crovd with 10 honestmembers):

/I Detection (metric  A)

launch ->
[true U (new & runCount=0 &
observe0 > observel &
observe0 > observe2 &

observe0 > observe9)] > 0.2

/l Detection (metric  B)
launch ->
[true U (hew & runCount=0 &

observe0 > 1)] > 0.2

/I False positive (metric  B)
launch ->
[true U (new & runCount=0 &
observe0 <=1 & (
observel > 1 |

observe9 > 1)] > 0.2

Recallthatlaunch isthe ag whichis trueonly in theinitial state,whereas
new & runCount=0 is trueonly afterall pathreformulationshave completed,
andtheadwersaryhascollectedall availableobserations.

6 AnalysisResults

After modelingthebehaior of crovd membersasdescribedn sectiord, andspec-
ifying anorymity propertiesasdescribedn section5, we usedPRISMto perform
probabilisticmodel checkingof differentsystemcon gurationsand computethe
relevant probabilities. Table 2 describeghe size of the statespacefor modelsof
differentsize. The numberof corruptcrond membersdoesnot affect the size of
the statespacesinceall corruptmembersaremodeledasa singleprocesgseesec-
tion 4.3). The only parameteaffectedby the numberof corruptmemberds the
probability of selectinga corruptmemberasoneof theforwarders.
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Pathreformulations
Crowd 3 4 5 6
a 31.3% | 34.5%| 38.5% | 42.5%
5honest] corrupt b 13.8% | 23.5%| 33.3% | 42.7%
conf | 100.0%| 97.4%| 93.1%| 86.9%
a 25.4% | 27.9%| 31.6% | 36.1%
10 honest2 corrupt b 10.4% | 18.1%| 26.3%| 34.6%
conf | 100.0%| 98.9% | 96.2% | 92.5%
a 23.6% | 25.8% | 29.4% | 34.0%
15honest3 corrupt b 9.4% | 16.5%| 24.1%| 31.8%
conf | 100.0%| 98.9%| 97.5% | 95.0%
a 22.6% | 24.7%| 28.2%| 32.8%
20 honest4 corrupt b 8.9% | 15.6% | 23.0% | 30.5%
conf | 100.0%| 99.4% | 97.8% | 96.1%

al| 19.0%| 20.4%| 21.7%| 23.2%
10 honest] corrupt b 3.7%| 6.8%| 10.5%| 14.5%
conf | 100.0%| 99.6% | 98.1% | 96.6%

al| 16.7%| 17.7%| 18.7%| 20.0%
20 honestR2 corrupt b 3.0%| 55%| 8.6%| 12.0%
conf | 100.0%| 99.6% | 98.8% | 98.3%

Table3: Probabilitiesof obserationsby theadwersary

As in mostapproachebasedon modelchecking the sizeof the statespaceo
beexploredincreasegxponentiallywith thesizeof the systemmakinganalysisof
large systemsnfeasible.In the Crowdscasethemodelhasrelatvely few dynamic
parameteraindit is possibleto analyzerealisticsystemcon gurationswith a few
dozenmmemberssimilarin sizeto theimplementationsf Crowdsthathave actually
beendeplged. For example,the biggestcon guration we analyzedinvolves 20
honestmembers~ probability of selectinga corruptmemberasa forwarder and
6 pathreformulations.Assumingthat pathsareretuilt daily, asrecommendethy
the original Crowds paperlRR98, section8.2], this roughly modelsa crond of 24
membersunningfor aweek.

Thestateexplosionproblemis signi cantly worsefor systemswith parameters
whosevaluechangesat eachstageof routing pathconstructiong.g., the hops-to-
live counter(seesection4.2.3). For suchsystemspnly fairly smallcon gurations
(upto 10 membersyanbefeasiblyanalyzedvith PRISM.

Table3 listscomputedeventprobabilities.In all of theexperimentsforwarding
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Figurel: Metric A: probability of observingthetrueinitiator moreoftenthanary
othermember(- of routersarecorrupt)

probability , and and satisfyconditionl. Thereforefor ary given
singlepath,theinitiator enjoys probableinnocence.

Recallthat 5 and | arethe probabilitiesof, respectiely, observingthe true
pathinitiator moreoftenthanary othercrovd memberandobservingtheinitiator
twice or more,while  conf nofpos  det 1S the probability of observingonly
theinitiatortwiceormore. onfcanbeinterpretedcastheadversarys“con dence’
If contis high, assoonasthe corruptmembersbsere the samehonestmember
twice, they canbe con dentthatthe membeiis indeedthe pathinitiator.

6.1 Increasingpath reformulations

As conjecturedy theoriginal Crowds paperfRR98] andindependentiypredicted
by Malkhi [Mal01] andWright et al. [WALSO02], anorymity guaranteegrovided
by the systemdegradewith theincreasen the numberof differentpathsthatmay
be obsered by the adwersaryandlinked asinitiated by the samecrowd member
This holds for both detectionmetrics consideredn this paper After relatively
few pathreformulations—een if not all of the pathsinvolve corruptmembers—
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Figure2: Metric B: probability of observingthe true initiator at leasttwice (- of
routersarecorrupt)

the probability of observingthe pathinitiator more often thanary othermember
grows signi cantly ( gure 1), and so doesthe probability of observingthe path

initiator morethantwice ( gure 2). This meanghatevenwith staticpathsandthe

correspondingeductionin thefrequeng of pathreformulation(seesection3.2.3),

the systemcould be vulnerable. For example,in a crowd of 6 membersponly 1

of whom s corrupt, the single corruptmemberhasa betterthan 30% chanceof

detectingthe true pathinitiator (4., and 4 events)after5 pathreformulations
withoutassuminghatit is selectecasoneof the forwardersn every path.

6.2 Comparison of detectionmetrics

In ouranalysiswe considetwo notionsof whatit meango “detect”’acrovd mem-
ber With metricA, a memberis detectedf it is obsered by the adwersarymore
frequentlythanary othermember With metric B, a memberis detectedf it is
obseredatleasttwice. Directcomparisorbetweerthetwo notionsis not straight-
forward, and depend®on non-technicafactorsoutsidethe protocol speci cation,
suchasthe purposeof theadwersarys obserations.

Metric A hasthebene t of beingunambiguousno morethanonecrowvd mem-
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Figure3: Metric B: probabilityof observingonly thetrueinitiator atleasttwice (-
of routersarecorrupt)

ber canpossiblybe detected.Therefore the adversarys “con dence” o is al-
ways . Metric B, on the otherhand, provides strongerevidence(e.g., for
investigatve purposes)at leastfor con gurationswhere qnf is high, sinceit al-
waysrequiresmultiple obserationsof thesameagent.For example, supposéhere
have been3 pathreformulationsanda corruptmembemwasselectedsaforwarder
in only 1 of the paths.Whicheser honestmembemappenedo precedehe corrupt
memberon thatpathwill be considereddetected”accordingto metricA, sinceit
hasbeenobsered moreoftenthanary othermember( ). In this case metric
B would provide higherassurancéhatthetrueinitiator hasbeendetected.
Sincemorethanonemembercanbe detectedaccordingto metricB, it is most
usefulwhentheadwersarys “con dence” gntis high,i.e., for asmallnumberof
pathsor a large crowd (seesection6.3 for the explanationof the latter point). As
canbeseenn table3, onfdecreasem eachrow with theincreasen thenumber
of pathreformulations.The reasorfor this is thatasmore pathsare constructed,
the chance®f arandomhonestmemberappearingwice or morebeforea corrupt
memberandthusbeingmistalenfor theinitiator (¢, event)increase.
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6.3 Increasingcrowd size

A somavhat surprisingresult, uncoreredby automatedanalysiswith PRISM, is
thechangdn .ot for metric B with theincreasean the sizeof the crowd aslong
astheproportionof corruptmembergemainsconstantAs thecrowvd growvs, cong
actuallyincreasesor ary givennumberof pathreformulationgsee gure 3). This
impliesthatthe larger the crond, the morecon dencethe adwersaryhasthatif it
obseresthe samehonestmemberat leasttwice, thatmembeiis thetrueinitiator.
Sincethe probability of detection p decreasesnly slightly with the increasen
thesizeof thecrowd, increaseaon denceof theadwersaryin its obserationscan
beinterpretecasa degradationof anorymity.

An intuitive explanationof thisresultis thatin asufciently largecrowd, aran-
domhonestmembethasonly a negligible chanceof beingselectedor morethan
onepath(in theextremecaseof anin nite crowd, the probabilitythata forwarder
whois nottheinitiator appearsn two or moredifferentpathsis ). Theonly mem-
berthathasa non-ngligible probability of appearingn multiple pathsis the path
initiator. Thereforeassumingdetection( 4., occurs,the adwersarys con dence
thatthetrueinitiator wasdetectedyrowns with the sizeof the crowvd.

7 Conclusions

Probabilisticmodel checkingis a well-establishedechniquefor veri cation of
hardware and concurrentprotocols. The main contrilution of this paperis to
demonstratdow it canbe appliedto the analysisof securitypropertiesbasedon
discreteprobabilities. As a casestudy we analyzedanorymity propertiesof the
Crowdssystema “real-world” protocolfor anorymousWebbrowsing.

Anonymity in Crowds is basedon constructinga randomrouting pathto the
destinatiorthrougha groupof memberssomeof whommaybe corrupt. The path
constructiorprotocolis purelyprobabilistic thereforewe modeledt asadiscrete-
time Markov chain, without introducingnon-determinisnand thus avoiding the
needfor Markov decisionprocessesWe consideredhe worst-casdocal adwer-
sary who combinesthe capabilitiesof all corruptcrovd membersput canonly
make an obseration if oneof the corruptmembersvas selectedasa forwarder
Theadwersarywaspermittedto combineits obserationsof a nite numberof dif-
ferent paths,modelingthe fact that pathsin Crowds mustbe reformulatedon a
regularbasis.Sincethe numberof pathsis nite, thestatespaceof theadwersarys
obsenrationsis also nite. Therefore the problemof analyzinganorymity — that
is, computingthe probability that the adversarywill be ableto successfullyinfer
the identity of the pathinitiator — is amenabldo automatedrobabilisticmodel
checking.
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In additionto proving feasibility of the modelcheckingapproacho veri ca-
tion of probabilisticsecuritypropertieswe uncoreredpotentialvulnerabilitiesof
the Crowdssystem.Theseincludetheincreasen the probabilitythatthetrue path
initiator will be detectedasthe numberof pathreformulationsgrows, andthein-
creasen the adwersarys con dencewith the increasdan crowd size. The former
hasbeenreportedby otherresearcher&hemodeldescribedn this papethadbeen
constructedndependenthbeforethe otherresultswere published) while the lat-
ter wasreportedfor the rst time in the conferenceversionof this paper We also
shav that correctlystatingthe de nition of a successfutattack” on anorymity is
a non-trvial task. Thereare several possiblede nitions of whatit meansfor the
adwersaryto “detect” the pathinitiator, anddirectcomparisorbetweerthemis not
alwayspossible.
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