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Abstract

We usethe probabilisticmodelchecker PRISM to analyzethe Crowds
systemfor anonymousWeb browsing. This casestudydemonstrateshow
probabilisticmodelcheckingtechniquescanbeusedto formally analyzese-
curity propertiesof a peer-to-peergroup communicationsystembasedon
randommessagerouting amongmembers. The behavior of group mem-
bersandtheadversaryis modeledasa discrete-timeMarkov chain,andthe
desiredsecuritypropertiesare expressedas PCTL formulas. The PRISM
modelchecker is usedto performautomatedanalysisof thesystemandver-
ify anonymity guaranteesit provides.Our mainresultis a demonstrationof
how certainforms of probabilisticanonymity degradewhengroupsize in-
creasesor randomroutingpathsarerebuilt, assumingthatthecorruptgroup
membersareableto identify and/orcorrelatemultipleroutingpathsoriginat-
ing from thesamesender.

1 Intr oduction

Formalanalysisof securityprotocolsis a well-established�eld. Model checking
andtheoremproving techniques[Low96, MMS97,Pau98, CJM00] have beenex-
tensively usedto analyzesecrecy, authenticationandothersecuritypropertiesof
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protocolsandsystemsthatemploy cryptographicprimitivessuchaspublic-key en-
cryption,digital signatures,etc. Typically, theprotocolis modeledat a highly ab-
stractlevel andtheunderlyingcryptographicprimitivesaretreatedassecure“black
boxes” to simplify themodel.This approachdiscoversattacksthatwouldsucceed
evenif all cryptographicfunctionswereperfectlysecure.

Conventional formal analysisof security is mainly concernedwith security
againstthesocalledDolev-Yaoattacks, following [DY83]. A Dolev-Yaoattacker is
anon-deterministicprocessthathascompletecontrolover thecommunicationnet-
work andcanperformany combinationof a givensetof attacker operations,such
asinterceptingany message,splitting messagesinto parts,decryptingif it knows
thecorrectdecryptionkey, assemblingfragmentsof messagesinto new messages
andreplayingthemoutof context, etc.

Many proposedsystemsfor anonymouscommunicationaimto providestrong,
non-probabilisticanonymity guarantees.This includesproxy-basedapproaches
to anonymity suchas the Anonymizer [Ano], which hide the sender's identity
for eachmessageby forwardingall communicationthrougha specialserver, and
MIX-basedanonymity systems[Cha81] that blendcommunicationbetweendif-
ferentsendersandrecipients,thuspreventinga globaleavesdropperfrom linking
sender-recipientpairs. Non-probabilisticanonymity systemsareamenableto for-
mal analysisin thesamenon-deterministicDolev-Yaomodelasusedfor veri�ca-
tion of secrecy andauthenticationprotocols. Existing techniquesfor the formal
analysisof anonymity in the non-deterministicmodel includetraditionalprocess
formalismssuchasCSP[SS96] andaspecial-purposelogic of knowledge[SS99].

In thispaper, weuseprobabilisticmodelcheckingto analyzeanonymity prop-
ertiesof a gossip-basedsystem.Suchsystemsfundamentallyrely on probabilistic
messageroutingto guaranteeanonymity. Themainrepresentative of this classof
anonymity systemsis Crowds [RR98]. Insteadof protectingthe user's identity
againsta global eavesdropper, Crowds provides protectionagainstcollaborating
local eavesdroppers.All communicationis routedrandomlythrougha groupof
peers,sothatevenif someof thegroupmemberscollaborateandsharecollectedlo-
cal informationwith theadversary, thelatteris notlikely to distinguishtruesenders
of theobservedmessagesfrom randomlyselectedforwarders.

Conventionalformal analysistechniquesthat assumea non-deterministicat-
tacker in full controlof thecommunicationchannelsarenotapplicablein thiscase.
Securitypropertiesof gossip-basedsystemsdependsolelyon theprobabilisticbe-
havior of protocol participants,and can be formally expressedonly in termsof
relative probabilitiesof certainobservationsby theadversary. Thesystemmustbe
modeledasaprobabilisticprocessin orderto captureits propertiesfaithfully.

Using the analysistechniquedevelopedin this paper—namely, formalization
of thesystemasadiscrete-timeMarkov chainandprobabilisticmodelcheckingof
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thischainwith PRISM—weuncoveredtwo subtlepropertiesof Crowdsthatcause
degradationof the level of anonymity providedby the systemto theusers.First,
if corruptgroupmembersareableto detectthatmessagesalongdifferentrouting
pathsoriginatefrom the same(unknown) sender, the probability of identifying
thatsenderincreasesasthenumberof observedpathsgrows (thenumberof paths
mustgrow with time sincepathsare rebuilt whencrowd membershipchanges).
Second,thecon�denceof thecorruptmembersthatthey detectedthecorrectsender
increaseswith thesizeof thegroup.The�rst �a w wasreportedindependentlyby
Malkhi [Mal01] and Wright et al. [WALS02], while the second,to the bestof
our knowledge,was reportedfor the �rst time in the conferenceversionof this
paper[Shm02]. In contrastto theanalysisby Wright et al. that relieson manual
probabilitycalculations,wediscoveredbothpotentialvulnerabilitiesof Crowdsby
automatedprobabilisticmodelchecking.

Previous researchon probabilisticformal modelsfor securityfocusedon (i)
probabilisticcharacterizationof non-interference[Gra92, SG95,VS98], and (ii)
processformalismsthataim to faithfully modelprobabilisticpropertiesof crypto-
graphicprimitives[LMMS99, Can00]. This paperattemptsto directly modeland
analyzesecuritypropertiesbasedon discreteprobabilities,asopposedto asymp-
totic probabilitiesin the conventionalcryptographicsense.Our analysismethod
is applicableto otherprobabilisticanonymity systemssuchasFreenet[CSWH01]
andonionrouting[SGR97].Notethatthepotentialvulnerabilitieswediscoveredin
theformal modelof Crowdsmaynot manifestthemselvesin theimplementations
of Crowdsor other, similar systemsthat take measuresto prevent corruptrouters
from correlatingmultiplepathsoriginatingfrom thesamesender.

2 Mark ov Chain Model Checking

We modeltheprobabilisticbehavior of a peer-to-peercommunicationsystemasa
discrete-timeMarkov chain(DTMC), whichis astandardapproachin probabilistic
veri�cation [LS82,HS84,Var85, HJ94]. Formally, aMarkov chain canbede�ned
asconsistingin a �nite setof states
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In our model,thestatesof theMarkov chainwill representdifferentstagesof

routingpathconstruction.As usual,a stateis de�ned by thevaluesof all system
variables.For eachstate � , thecorrespondingrow of the transitionmatrix
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de-
�nes the probability distributions which govern the behavior of group members
oncethesystemreachesthatstate.
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2.1 Overview of PCTL

WeusethetemporalprobabilisticlogicPCTL[HJ94] to formallyspecifyproperties
of thesystemto bechecked. PCTL canexpresspropertiesof theform “underany
schedulingof processes,theprobabilitythatevent � occursis at least� .”

First,de�ne stateformulasinductively asfollows:
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Unlike stateformulas,which aresimply �rst-order propositionsover a single
state,pathformulasrepresentpropertiesof a chainof states(herepathrefersto a
sequenceof statespacetransitionsratherthana routingpathin theCrowdsspeci-
�cation). In particular, '0/ is trueiff / is truefor everystatein thechain; /21
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is trueiff /51 is truefor all statesin thechainuntil /63 becomestrue,and /73 is true
for all subsequentstates;/

1

)

*
,

/
3 is trueiff /

1

)

/
3 andthereareno morethan

8

statesbefore /73 becomestrue.
For any state � andpathformula 9 ,  :!$#

�

9

�

is a stateformula which is true
iff statespacepathsstartingfrom � satisfypathformula 9 with probabilitygreater
than� .

For the purposesof this paper, we will be interestedin formulasof the form
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, evaluatedin the initial state �
� . Here / speci�es a systemcon-

�guration of interest,typically representinga particularobservationby theadver-
sary that satis�es the de�nition of a successfulattackon the protocol. Property
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is a livenessproperty:it holdsin �
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iff / will eventuallyhold with
greaterthan � probability. For instance,if <�=?>�@$ACBD@CE is a statevariablerepresent-
ing thenumberof timesoneof thecorruptmembersreceiveda messagefrom the
honestmemberno. F , then  
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holdsin � � iff theprob-
ability of corruptmemberseventuallyobservingmemberno. F twice or more is
greaterthan M

�$N

.
Expressingpropertiesof thesystemin PCTLallowsusto reasonformallyabout

theprobabilityof corruptgroupmemberscollectingenoughevidenceto success-
fully attackanonymity. Weusemodelcheckingtechniquesdevelopedfor veri�ca-
tion of discrete-timeMarkov chainsto computethisprobabilityautomatically.
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2.2 PRISM model checker

The automatedanalysesdescribedin this paperwereperformedusingPRISM,a
probabilisticmodelchecker developedby Kwiatkowskaet al. [KNP01]. Thetool
supportsbothdiscrete-andcontinuous-timeMarkov chains,andMarkov decision
processes.As describedin section4, we modelprobabilisticpeer-to-peercom-
municationsystemssuchasCrowds simply asdiscrete-timeMarkov chains,and
formalizetheir propertiesin PCTL.

Thebehavior of thesystemprocessesis speci�edusingasimplemodule-based
languageinspiredby ReactiveModules[AH96]. Statevariablesaredeclaredin the
standardway. For example,thefollowing declaration

deliver: bool init false;

declaresabooleanstatevariabledeliver , initializedto false, while thefollowing
declaration

const TotalRuns = 4;
...
observe1: [0..TotalRuns] init 0;

declaresa constantTotalRuns equalto � , andthenan integer arrayof size M ,
indexedfrom

�

to TotalRuns , with all elementsinitialized to
�

.
Statetransitionrulesarespeci�edusingguardedcommandsof theform

[] <guard> -> <command>;

where<guard> is apredicateoversystemvariables,and<command>is thetran-
sition executedby thesystemif theguardconditionevaluatesto true. Command
often has the form ' %

1

' <expression> 1

�

...
�

' %

�

' <expression> � ,
which meansthat in thenext state(i.e., thatobtainedafter thetransitionhasbeen
executed),statevariable '�� is assignedtheresultof evaluatingarithmeticexpres-
sion<expression> �

If the transitionmustbe chosenprobabilistically, thediscreteprobabilitydis-
tribution is speci�edas

[] <guard> -> <prob1>:<comman d1> +
... +
<probN>:<comman dN>;

Transition representedby command� is executedwith probability prob � , and
�

� prob
�

'

�

. Securitypropertiesto be checked arestatedasPCTL formulas
(seesection2.1).

5



Givena formal systemspeci�cation,PRISMconstructstheMarkov chainand
determinesthe setof reachablestates,usingMTBDDs andBDDs, respectively.
Model checkinga PCTL formula reducesto a combinationof reachability-based
computationandsolvinga systemof linearequationsto determinetheprobability
of satisfyingtheformula in eachreachablestate.Themodelcheckingalgorithms
employedby PRISMinclude[BdA95, BK98, Bai98]. More detailsaboutthe im-
plementationandoperationof PRISMcanbefoundathttp://www.cs. bham.
ac.uk/˜dxp/pris m/ andin [KNP01].

SincePRISMonly supportsmodelcheckingof �nite DTMC, in ourcasestudy
of Crowdswe only analyzeanonymity propertiesof �nite instancesof thesystem.
By changingparametersof themodel,we demonstratehow anonymity properties
evolve with changesin thesystemcon�guration. Wright et al. [WALS02] investi-
gatedrelatedpropertiesof theCrowdssystemin thegeneralcase,but they do not
rely on tool supportandtheiranalysesaremanualratherthanautomated.

3 CrowdsAnonymity System

Providing an anonymouscommunicationserviceon the Internetis a challenging
task. While conventionalsecuritymechanismssuchasencryptioncanbeusedto
protectthecontentof messagesandtransactions,eavesdropperscanstill observe
theIP addressesof communicatingcomputers,timing andfrequency of communi-
cation,etc.A Webserver cantracethesourceof theincomingconnection,further
compromisinganonymity. TheCrowds systemwasdevelopedby ReiterandRu-
bin [RR98] for protectingusers'anonymity on theWeb.

Themain ideabehindgossip-basedapproachesto anonymity suchasCrowds
is to hide eachuser's communicationsby routing themrandomlywithin a crowd
of similar users. Even if an eavesdropperobserves a messagebeing sentby a
particularuser, it can never be surewhetherthe useris the actualsender, or is
simply routinganotheruser's message.

3.1 Path setupprotocol

A crowdis a collectionof users,eachof whomis runninga specialprocesscalled
a jondowhich actsastheuser's proxy. Someof thejondosmaybecorruptand/or
controlledby theadversary. Corruptjondosmaycollaborateandsharetheirobser-
vationsin anattemptto compromisethehonestusers'anonymity. Note,however,
that all observationsby corruptgroupmembersarelocal. Eachcorruptmember
may observe messagessentto it, but not messagestransmittedon the links be-
tweenhonestjondos.An honestcrowd memberhasnowayof determiningwhether
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a particularjondois honestor corrupt. Theparametersof thesystemarethetotal
numberof members� , the numberof corruptmembers� , and the forwarding
probability ��� which is explainedbelow.

To participatein communication,all jondosmustregisterwith a specialserver
which maintainsmembershipinformation.Therefore,every memberof thecrowd
knows identitiesof all othermembers.As partof thejoin procedure,themembers
establishpairwiseencryptionkeys which areusedto encryptpairwisecommuni-
cation,sothecontentsof themessagesaresecretfrom anexternaleavesdropper.

Anonymity guaranteesprovided by Crowds arebasedon the pathsetuppro-
tocol, which is describedin the rest of this section. The path setupprotocol is
executedeachtime oneof the crowd memberswantsto establishan anonymous
connectionto a Webserver. Oncea routingpaththroughthecrowd is established,
all subsequentcommunicationbetweenthememberandtheWebserver is routed
alongit. We will call onerun of the pathsetupprotocola session. Whencrowd
membershipchanges,theexisting pathsmustbescrappedanda new protocolses-
sion mustbe executedin orderto createa new randomrouting paththroughthe
crowd to thedestination.Therefore,we'll usetermspathreformulationandproto-
col sessioninterchangeably.

Whena userwantsto establisha connectionwith a Web server, its browser
sendsa requestto the jondo running locally on her computer(we will call this
jondo the initiator). Eachrequestcontainsinformationaboutthe intendeddesti-
nation. Sincetheobjective of Crowds is to protectthe sender's identity, it is not
problematicthat a corrupt routercan learn the recipient's identity. The initiator
startstheprocessof creatinga randompathto thedestinationasfollows:

� The initiator selectsa crowd memberat random(possiblyitself), and for-
wardstherequestto it, encryptedby thecorrespondingpairwisekey. We'll
call theselectedmembertheforwarder.

� The forwarder�ips a biasedcoin. With probability
���

��� , it delivers the
requestdirectly to the destination.With probability ��� , it selectsa crowd
memberat random(possiblyitself) as the next forwarderin the path,and
forwardsthe requestto it, re-encryptedwith the appropriatepairwisekey.
Thenext forwarderthenrepeatsthisstep.

Eachforwardermaintainsanidenti�er for thecreatedpath. If thesamejondo
appearsin differentpositionson the samepath, identi�ers aredifferent to avoid
in�nite loops. Eachsubsequentmessagefrom the initiator to the destinationis
routedalong this path, i.e., the pathsare static—onceestablished,they are not
alteredoften. This is necessaryto hindercorruptmembersfrom linking multiple
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pathsoriginatingfrom thesameinitiator, andusingthisinformationto compromise
theinitiator's anonymity asdescribedin section3.2.3.

3.2 Anonymity propertiesof Crowds

The Crowds paper[RR98] describesseveral degreesof anonymity that may be
provided by a communicationsystem. Without using anonymizing techniques,
noneof thefollowing propertiesareguaranteedontheWebsincebrowserrequests
containinformationabouttheir sourceanddestinationin theclear.

Beyond suspicion Even if theadversarycanseeevidenceof a sentmessage,the
realsenderappearsto beno morelikely to have originatedit thanany other
potentialsenderin thesystem.

Probableinnocence The real senderappearsno morelikely to be the originator
of the messagethan to not be the originator, i.e., the probability that the
adversaryobservestherealsenderasthesourceof themessageis lessthan

1

3

.

Possibleinnocence It appearsto theadversarythatthereis anontrivial probability
thatthemessagewasoriginatedby someoneotherthantherealsender.

Probableinnocencecanbe interpretedasplausibledeniability. A systemthat
guaranteestheprobableinnocencepropertyfor messagesendersdoesnotnecessar-
ily hidethesender's identity from theadversary. It merelyputsthe 1

3

upperbound
on theprobabilityof detection.If thesenderis observedby theadversary, shecan
thenplausiblyarguethatshehasbeenroutingsomeoneelse's messages.

TheCrowdspaperfocuseson providing anonymity againstlocal,possiblyco-
operatingeavesdroppers,who cansharetheir observationsof communicationin
which they areinvolvedasforwarders,but cannotobserve communicationinvolv-
ing only honestmembers.Wealsolimit ouranalysisto thiscase.

3.2.1 Anonymity for a singleroute

It is provedin [RR98] that,for any givenroutingpath,thepathinitiator in acrowd
of � memberswith forwarding probability ��� hasprobableinnocenceagainst�

collaboratingcrowd membersif thefollowing inequalityholds:

�

�

���

� �

�

1

3

#

���

�

& (1)

More formally, let �
1�� be the event that at leastone of the corrupt crowd

membersis selectedfor thepath,and � betheeventthatthepathinitiatorappearsin
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thepathimmediatelybeforea corruptcrowd member(i.e., theadversaryobserves
the real senderas the sourceof the messagesroutedalongthe path). Condition
1 guaranteesthat �

#

�7� ��1�� &��

1

3

. Note that this doesnot precludetheadversary
from observingthe path initiator moreoften thanany othercrowd member, i.e.,
probableinnocenceis aweaker anonymity propertythanbeyondsuspicion.

3.2.2 Linkability of multiple routes

To maintainananonymousconnectionwhencrowd membershipchanges,eachini-
tiator mustrebuild its routing pathto thedestinationthroughthe new crowd. As
a resultof randomforwarderselection,it is possiblethatboththeold andthenew
path includecorrupt forwarders. In general,it will not be immediatelyobvious
to theadversarywho controlsbothcorruptforwardersthatthetwo pathsoriginate
from the samemember. Session-speci�cinformation containedin the message
may, however, provide cluesthathelp theadversarylink thepaths.For example,
if the initiator visits the samesetof websitesand/orits browsing patternspersist
from sessionto session,it is relatively easyfor the adversaryto guessthat mes-
sagesobserved alongtwo differentpathsoriginatefrom the sameplace. Linking
is eveneasierin thecaseof anonymousWebbrowsingsincebrowserrequestsmay
containcookiesor otherpersistentdata,relatingsessionsby thesame(anonymous)
user. Exceptcautioningtheusers“from continuingto browsethecontentrelatedto
whatshewasbrowsingprior to [pathreformulation],lestcollaboratorsareattempt-
ing to link pathsbasedon that content” [RR98], the Crowds systemper sedoes
not provide protectionagainstpathlinkage.Therefore,we assumein our analysis
thatattacksbasedon multiple-pathobservationsarefeasible.Othergossip-based
anonymity systemssuchasonion routing [SGR97]may provide strongerprotec-
tion againstpathlinkability (e.g., by insertingdecoy traf�c), makingpathlinking
attackslessfeasible.

3.2.3 Anonymity for multiple routes

Topreventcorruptcrowd membersfromlinking multiplepathsandusingthisinfor-
mationto infer theinitiator's identity, theCrowdspaper[RR98]suggeststhatpaths
shouldbestatic.Crowd membership,however, mustchangeover time: new mem-
bersjoin andsomeof theexistingmembersfail, invalidatingall pathsin whichthey
wereinvolvedasforwarders.Evenif joinsarebatched,all pathsmustbescrapped
andnew pathsbuilt periodically. We demonstratein section6.1 that anonymity
guaranteesprovidedby Crowdsdegradesigni�cantly if theadversarylinks only a
relatively small(3-6)numberof pathsoriginatingfrom thesamemember.

Malkhi [Mal01] andWright etal. [WALS02] havemadeasimilarobservation,

9



proving that,givenmultiple linkedpaths,theinitiator appearsmoreoftenasasus-
pectthanarandomcrowd member. Theautomatedanalysisdescribedin section6.1
con�rms andquanti�esthisresult.(Thetechnicalresultsof [Shm02] onwhichthis
paperis basedhadbeendevelopedindependentlyof [Mal01] and[WALS02], be-
fore thelatterwaspublished).In general,[Mal01] and[WALS02] conjecturethat
therecanbe no reliableanonymity methodfor peer-to-peercommunicationif in
order to starta new communicationsession,the initiator mustoriginatethe �rst
connectionbeforeany processingof the sessioncommences.This implies that
anonymity is impossiblein a gossip-basedsystemwith corruptroutersin theab-
senceof decoy traf�c.

In section6.3, we show that, for any given numberof observed paths,the
adversary'scon�dencein its observationsincreaseswith thesizeof thecrowd. This
resultcontradictstheintuitive notionthatbiggercrowdsprovide betteranonymity
guarantees.It wasdiscoveredby automatedanalysis.

4 Formal Model of Crowds

In this section,we describeour probabilisticformal modelof theCrowdssystem.
Sincethereis no non-determinismin the protocolspeci�cation(seesection3.1),
the model is a simplediscrete-timeMarkov chainasopposedto a Markov deci-
sionprocess.In additionto modelingthebehavior of thehonestcrowd members,
we alsoformalizetheadversary. Theprotocoldoesnot aim to provide anonymity
againstglobaleavesdroppers.Therefore,it is suf�cient to modeltheadversaryasa
coalitionof corruptcrowd memberswhoonly have accessto localcommunication
channels,i.e., they canonly make observationsabouta pathif oneof themis se-
lectedasaforwarder. By thesametoken,it is notnecessaryto modelcryptographic
functions,sincecorruptmembersknow thekeysusedto encryptpeer-to-peerlinks
in which they areoneof the endpoints,andhave no accessto links that involve
only honestmembers.

Themodelingtechniquepresentedin thissectionisapplicablewith minormod-
i�cations to any probabilisticroutingsystem.In eachstateof routingpathconstruc-
tion, thediscreteprobabilitydistributiongivenby theprotocolspeci�cationis used
directly to de�ne the probabilistictransitionrule for choosingthenext forwarder
on thepath,if any. If theprotocolprescribesanupperboundon the lengthof the
path(e.g., Freenet[CSWH01]),theboundcanbeintroducedasasystemparameter
asdescribedin section4.2.3,with thecorrespondingincreasein thesizeof thestate
spacebut no conceptualproblems.Probabilisticmodelcheckingcanthenbeused
to checkthevalidity of PCTL formulasrepresentingpropertiesof thesystem.

In thegeneralcase,forwarderselectionmaybegovernedby non-deterministic
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runCount Numberof pathsconstructedsofar ( � TotalRuns ).
good Theselectedforwarderis honest.
bad Theselectedforwarderis corrupt.
lastSeen Identityof theprecedingforwarderon thepath.
observe � Numberof timescorruptmembersobservedmember� .

Auxiliary �a gs
launch Holdsonly in theinitial state�"� .
new Readyto constructanotherpath.
start Beginningof new pathconstruction.
run Continuepathconstruction.
deliver Terminatethepath.
recordLast Recordtheidentityof theprecedingforwarder.
badObserve A corruptmemberis recordingits observations.

Table1: Statevariables.

rules.Non-deterministictransitionswould give riseto a Markov decisionprocess.
In thecaseof Crowds,however, forwardselectionis probabilisticratherthannon-
deterministic.Therefore,thereis noneedto modelthesystemasaMarkov decision
process.

4.1 Overview of the model

We modelcrowd members'behavior only in thepathsetupprotocol,ignoringall
subsequentcommunicationconductedalonganestablishedstaticpath.Onceapath
is setup,everyforwarderonthepathreceivesmessagesfrom thesamememberand
cannotgainany additionalinformationaboutthetrueoriginatorof themessages.

Sincepathsmustberebuilt onaregularbasis,we introducethenumberof path
reformulations(i.e., numberof timesthe pathconstructionprotocol is executed)
asaparameterof themodel(TotalRuns ) andallow theadversaryto accumulate
observationsover time in order to try to infer the identity of the path initiator.
This assumesthata corruptcrowd memberis capableof determiningwhethertwo
pathsoriginatefrom thesameinitiator, withoutnecessarilyknowing thatinitiator's
identity (seesection3.2.2).

Eachstateof our modelrepresentsa particularstageof routingpathconstruc-
tion. In themultiple-pathcase,wedistinguishdifferentpaths.A stateis completely
de�ned by thevaluesof statevariableslistedin table1.
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4.2 Model of honestmembers

4.2.1 Initiation

Pathconstructionis initiatedasfollows (syntaxof PRISMis describedin section
2.2):

[] launch ->
runCount'=Total Runs &
new'=true & launch'=false;

[] new & (runCount>0) ->
(runCount'=runC ount -1) &
new'=false & start'=true;

[] start ->
lastSeen'=0 & deliver'=false &
run'=true & start'=false;

4.2.2 Forwarder selection

Theinitiator (i.e., the�rst crowd memberon thepath,theonewhoseidentitymust
beprotected)randomlychoosesthe�rst forwarderfrom amongall � groupmem-
bers.Weassumethatall groupmembershaveanequalprobabilityof beingchosen,
but thetechniquecansupportany discreteprobabilitydistribution for choosingfor-
warders.

Forwarderselectionis a singlestepof the protocol,but we model it as two
probabilisticstatetransitions.The�rst determineswhethertheselectedforwarder
is honestor corrupt,theseconddeterminestheforwarder's identity. Therandomly
selectedforwarderis corruptwith probabilitybadC '

�

� , andhonestwith proba-
bility goodC '

� �

badC, where � is thesizeof thecrowd, and � is thenumber
of corruptmembers.

[] (!good & !bad & !deliver & run) ->
goodC: good'=true & run'=false &

recordLast'=tru e +
badC: bad'=true & run'=false &

badObserve'=tru e;

4.2.3 Path construction

If theselectedforwarderis honest,its identity is recordedin lastSeen . Record-
ing theforwarder's identitymodelsthefactthatthesourceIP addressesof requests
routedby honestforwarderscanbeobservedby a corruptmemberif it happensto
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be next on the path. Any of the �

�

� honestcrowd memberscanbe selected
asthe forwarderwith equalprobability. To illustrate,for a crowd with 10 honest
members,thefollowing transitionmodelsthesecondstepof forwarderselection:

[] recordLast & CrowdSize=10 ->
0.1: lastSeen'=0 & run'=true &

recordLast'=fal se +
0.1: lastSeen'=1 & run'=true &

recordLast'=fal se +
...
0.1: lastSeen'=9 & run'=true &

recordLast'=fal se;

According to the protocol,eachhonestcrowd membermustdecidewhether
to continuebuilding the pathby �ipping a biasedcoin. With probability ��� , the
forwarderselectiontransitionis enabledagainand path constructioncontinues,
andwith probability

� �

� � thepathis terminatedat thecurrentforwarder, andall
requestsarriving from the initiator alongthepathwill bedelivereddirectly to the
recipient.

[] (good & !deliver & run) ->
// Continue path construction

PF: good'=false +
// Terminate path construction

notPF: deliver'=true;

Thespeci�cationof theCrowdssystemimposesno upperboundon thelength
of the path. Moreover, the forwardersare not permittedto know their relative
position on the path. Note, however, that the amountof informationaboutthe
initiator thatcanbeextractedby theadversaryfrom any path,or any �nite number
of paths,is �nite (seesections4.3and4.5).

In systemssuchasFreenet[CSWH01],requestshave ahops-to-livecounterto
preventin�nite paths,exceptwith verysmallprobability. Tomodelthiscounter, we
may introduceanadditionalstatevariablepIndex thatkeepstrackof the length
of the pathconstructedso far. The pathconstructiontransitionis thencodedas
follows:

// Example with Hops-To-Live
// (NOT CROWDS)
//
// Forward with prob. PF, else deliver

13



[] (good & !deliver & run &
pIndex<MaxPath ) ->

PF: good'=false & pIndex'=pIndex+ 1 +
notPF: deliver'=true;

// Terminate if reached MaxPath,
// but sometimes not
// (to confuse adversary)
[] (good & !deliver & run &

pIndex=MaxPath ) ->
smallP: good'=false +
largeP: deliver'=true;

Introductionof pIndex obviouslyresultsin exponentialstatespaceexplosion,
decreasingthemaximumsystemsizefor whichmodelcheckingis feasible.

4.2.4 Transition matrix for honestmembers

To summarizethestatespaceof thediscrete-timeMarkov chainrepresentingcor-
rect behavior of protocolparticipants(i.e., the statespaceinducedby the above
transitions),let �

�����

���
G G G

���

be the statein which
8

links of the 	 th routing pathfrom
theinitiator have alreadybeenconstructed,andassumethat ��1�
�
�
 �

, arethehonest
forwardersselectedfor thepath.Let 


� ���

���
G G G

���

bethestatein whichpathconstruction
hasterminatedwith �

1

�
�
 �

, as the �nal path,and let ��

� ���

G G G

be an auxiliary state.
Then,given the setof honestcrowd members� s.t. � ��� ' �

�

� , the transi-
tion matrix

�

is suchthat
�$#

�

� ���

���
G G G

���

�




�����

���
G G G

���

& '

� �

� � ,
�$#

�

� ���

���
G G G

���

�

��

�����

���
G G G

���

& ' � � ,

� � ���

� #

��

�����

���
G G G

�
�

�

�

� ���

���
G G G

�
���

�

&('

1

���
� . Sincethereis no a priori upperboundon the

lengthof thepath,thestatespaceof thehonestmembersis in�nite.

4.3 Model of corrupt members

Following the standardapproachin securityanalysis,we areinterestedin evalu-
atingsecurityof theCrowdssystemagainstthestrongestpossibleadversary, i.e.,
theadversarywhocombinesthecapabilitiesof all hostileagentspresentin thesys-
tem. In theworstcase,a singleadversarycontrolsall corruptcrowd membersand
is able to correlateinformationobtainedfrom differentmembers.To model the
worst-caseadversary, we collapseall corruptmembersinto a singleagent.In our
formalmodel,this is implementedby selectingthesingle-agentadversaryasa for-
warderwith probability

�

� (seesection4.2.2),i.e., theprobabilityof selectingthe
adversaryis equalto thecumulative probabilityof selectingsomecorruptmember.
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Thisabstractiondoesnot limit theclassof attacksthatcanbediscoveredusing
the approachproposedin this paper. Any attackfound in the modelwhereindi-
vidual corruptmembersarekept separatewill be found in themodelwheretheir
capabilitiesare combinedin a single worst-caseadversary. The reasonfor this
is that every observation madeby oneof the corruptmembersin the modelwith
separatecorruptmemberswill bemadeby theadversaryin themodelwheretheir
capabilitiesarecombined.Theamountof informationavailableto theworst-case
adversaryand,consequently, theinferencesthatcanbemadefrom it areat leastas
largeasthoseavailableto any individual corruptmemberor asubsetthereof.

In theadversarymodelof [RR98], eachcorruptmembercanonly observe its
local network. Therefore,it only learnsthe identity of thecrowd memberimme-
diately precedingit on the path. We model this by having the corruptmember
readthevalueof the lastSeen variable,andrecordits observations. This cor-
respondsto readingthesourceIP addressof themessagesarriving alongthepath.
For example,for acrowd of size10, thetransitionis asfollows:

[] lastSeen=0 & badObserve ->
observe0'=obse rv e0 + 1 &
deliver'=true & run'=true &
badObserve'=fa ls e;

...
[] lastSeen=9 & badObserve ->

observe9'=obse rv e9 + 1 &
deliver'=true & run'=true &
badObserve'=fa ls e;

Thecountersobserve � arepersistent,i.e., they arenot resetfor eachsession
of thepathsetupprotocol. This allows the adversaryto accumulateobservations
over several pathreformulations.We assumethat the adversarycandetectwhen
two pathsoriginatefrom the samememberwhoseidentity is unknown (seesec-
tion 3.2.2).

Theadversaryis only interestedin learningtheidentityof the�r stcrowd mem-
berin thepath.Continuingpathconstructionafteroneof thecorruptmembershas
beenselectedasa forwarderdoesnot provide the adversarywith any new infor-
mation. This is a very importantpropertysinceit helpskeepthe model of the
adversary�nite. Eventhoughthereis no boundon thelengthof thepath,at most
oneobservationperpathis usefulto theadversary. To simplify themodel,we as-
sumethatthepathterminatesassoonasit reachesa corruptmember(modeledby
deliver'=true in the transitionabove). This is doneto shortenthe average
pathlengthwithoutdecreasingthepower of theadversary.
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Eachforwarderis supposedto �ip abiasedcointo decidewhetherto terminate
the path,but the coin �ips arelocal to the forwarderandcannotbe observed by
othermembers.Therefore,honestmemberscannotdetectwithoutcooperationthat
corruptmembersalwaysterminatepaths.In any case,corruptmemberscanmake
their observable behavior indistinguishablefrom that of the honestmembersby
continuingthepathwith probability ��� asdescribedin section4.2.3,eventhough
thisyieldsno additionalinformationto theadversary.

4.4 Multiple paths

Thediscrete-timeMarkov chainde�ned in sections4.2 and4.3 modelsconstruc-
tion of a singlepaththroughthecrowd. As explainedin section3.2.2,pathshave
to bereformulatedperiodically. Thedecisionto rebuild thepathis typically made
accordingto a pre-determinedschedule,e.g., hourly, daily, or onceenoughnew
membershave asked to join thecrowd. For thepurposesof our analysis,we sim-
ply assumethat pathsarereformulatedsome�nite numberof times(determined
by thesystemparameter

�

=TotalRuns ).
We analyzeanonymity propertiesprovidedby Crowdsafter

�

successive path
reformulationsby consideringthe statespaceproducedby

�

successive execu-
tions of the pathconstructionprotocoldescribedin section4.2. As explainedin
section4.3,theadversaryis permittedto combineits observationsof someor all of
the

�

pathsthathave beenconstructed(theadversaryonly observesthepathsfor
whichsomecorruptmemberwasselectedasoneof theforwarders).Theadversary
may thenusethis informationto infer the path initiator's identity. Becausefor-
warderselectionis probabilistic,theadversary's ability to collectenoughinforma-
tion to successfullyidentify theinitiator canonly becharacterizedprobabilistically,
asexplainedin section5.

4.5 Finitenessof the adversary's statespace

The statespaceof the honestmembersde�ned by the transitionmatrix of sec-
tion 4.2.4is in�nite sincethereis no a priori upperboundon the lengthof each
path. Corruptmembers,however, even if they collaborate,canmake at mostone
observation per path,asexplainedin section4.3. As long asthe numberof path
reformulationsis bounded(seesection4.4),only a �nite numberof pathswill be
constructedandtheadversarywill beableto makeonly a�nite numberof observa-
tions.Therefore,theadversaryonly needs�nite memoryandtheadversary's state
spaceis �nite.

In general,anonymity is violated if the adversaryhasa high probability of
makinga certainobservation(seesection5). To �nd outwhetherCrowdssatis�es
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Pathreformulations
Crowd 3 4 5 6

5 honestmembers 1,198 3,515 8,653 18,817
10 honestmembers 6,563 30,070 111,294 352,535
15 honestmembers 19,228 119,800 592,060 2,464,167
20 honestmembers 42,318 333,455 2,061,951 10,633,591

Table2: Sizeof statespace.

a particularanonymity property, it is thussuf�cient to look only at theadversary's
statespace.We cansafelyignorethe(in�nite) statespaceof thehonestmembers,
becauseonly a �nite subsetthereofyields observationsthat can be usedby the
adversaryto infer thepathinitiator's identity (seesection4.3). Becausethestate
spaceof the adversary's observationsis �nite, the problemof �nding anonymity
violationsfor a �x ednumberof pathreformulationsis simply theproblemof com-
puting the probability of reachingsomestatein a �nite statespace,andcanbe
handledby probabilisticmodelchecking.

5 Formalization of Anonymity Properties

For certainvaluesof systemparameters,Crowds ensuresthat the originator of
any pathenjoys probableinnocenceagainstcorrupt forwarderson that path(see
section3.2.1). Suppose,however, thatcorrupt,collaboratingcrowd membersare
ableto link severalpathsoriginatingfrom thesameinitiator asdescribedin section
3.2.2.What is thelikelihoodthat thecorruptmemberswill beableto observe the
initiator with signi�cantly higherprobabilitythanany othermember?Whatis their
con�dencein their observations?In this section,we formalizethesequestionsas
PCTLformulasover theMarkov chainrepresentingtheCrowdssystem.In section
6, we usethePRISMmodelchecker to answerthem.

Thepropertiesweanalyzearesomewhatdifferentfrom thoseconsideredin the
original Crowdspaper[RR98]. While Crowdsmaybe“anonymous” in theprob-
ableinnocencesenseof section3.2, we believe thata userwho employs Crowds
to hideher identity over multiple sessionswith thesamedestinationmaywant to
know whatarethechancesof detectioneven if suchdetectionis not, technically,
a violation of probableinnocencefor anygivenpath. Eventhoughprobableinno-
cenceprovidesthe userwith plausibledeniability for eachsession,if the useris
detectedover multiple sessions,shewill not be ableto plausiblydeny that sheis
therealsender.
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Let � � bethenumberof timestheadversaryobservesa crowd member� , i.e.,
thereare ��� pathsin which � selecteda corruptcrowd memberas the next for-
warder, thuspermittingtheadversaryto record � 's identity. Let � �

bethenumber
of times the path initiator is observed—eitherbecausea corruptcrowd member
wasselectedasthe �rst forwarder, or becausethe initiator itself wasselectedas
oneof theforwarderson its own path,andis followedby acorruptmember.

We considertwo notionsof whatit meansfor a crowd memberto bedetected.
With metric A, a memberis detectedif it is observed moreoften thanany other
member, i.e., � 	�� ' ��� ��K��

� . With metric B, a memberis detectedif it is
observed at leasttwice, i.e., � � K

�

. The differencebetweenthesenotionsof
detectionis discussedin section6.2.

De�ne events��� det
�

��� det
�

�	� fpos
�

�	� nofposasfollows:

�	� det ' �
�

K
�

�

� 	�� '

�

(initiator observedmoreoftenthananybodyelse)
�	� det ' �

�
K

�

(initiator observedtwiceor more)
�

�fpos ' �

�

K

�

for some	�� '

�

(falsepositive: non-initiatorobservedtwiceor more)
�	� nofpos ' �

�

�

�

� 	
� '

�

(complementof falsepositive)

Weareinterestedin thefollowing probabilities:

� a ' �

#

��� det&

(detectionof thetruepathinitiator — metricA)
� b ' �

#

��� det&

(detectionof thetruepathinitiator — metricB)
� conf ' �

#

��� nofpos� �	� det&

(detectionof only thetrueinitiator — metricB)

Theseprobabilitiesarenotconditionalonselectionof atleastonecorruptmem-
ber amongthe forwarders.In this setting,we analyzeanonymity propertiessim-
ply asa function of the total numberof pathreformulationswithout concernfor
whethertheadversaryhadachanceto observe all thereformulations.

Notealsothatwhile multiple agentsmaybe“detected”accordingto metricB
(morethanoneagentmaybeobservedat leasttwiceby theadversary),atmostone
agentmay be “detected”accordingto metric A. Therefore,for metricA, � conf is
alwaysequalto

�

.
Eventprobabilitiesde�nedaboveareexpressedasPCTLformulasandstatedin

PRISMsyntax.Sinceconditionalprobabilitiesarenot supportedin PRISM, � conf
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is computedas
�

�����

nofpos
�

���

det
�

�

���

�

det
�

' �

#

� �nofpos� � �det& . In PRISMsyntax,[true U

F] > p standsfor the  :!$#

�

�����
	

)

/

�

(seesection2.1).Anonymity propertiesare
formalizedasfollows (for a crowd with 10honestmembers):

// Detection (metric A)
launch ->

[true U (new & runCount=0 &
observe0 > observe1 &
observe0 > observe2 &
...
observe0 > observe9)] > 0.2

// Detection (metric B)
launch ->

[true U (new & runCount=0 &
observe0 > 1)] > 0.2

// False positive (metric B)
launch ->

[true U (new & runCount=0 &
observe0 <= 1 & (
observe1 > 1 |
...
observe9 > 1)] > 0.2

Recallthat launch is the �ag which is trueonly in the initial state,whereas
new & runCount=0 is trueonly afterall pathreformulationshave completed,
andtheadversaryhascollectedall availableobservations.

6 AnalysisResults

After modelingthebehavior of crowd membersasdescribedin section4,andspec-
ifying anonymity propertiesasdescribedin section5, we usedPRISMto perform
probabilisticmodelcheckingof differentsystemcon�gurationsandcomputethe
relevant probabilities.Table2 describesthesizeof thestatespacefor modelsof
differentsize. Thenumberof corruptcrowd membersdoesnot affect thesizeof
thestatespacesinceall corruptmembersaremodeledasasingleprocess(seesec-
tion 4.3). The only parameteraffectedby the numberof corruptmembersis the
probabilityof selectingacorruptmemberasoneof theforwarders.
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Pathreformulations
Crowd 3 4 5 6

� a 31.3% 34.5% 38.5% 42.5%
5 honest,1 corrupt � b 13.8% 23.5% 33.3% 42.7%

� conf 100.0% 97.4% 93.1% 86.9%
� a 25.4% 27.9% 31.6% 36.1%

10 honest,2 corrupt � b 10.4% 18.1% 26.3% 34.6%
� conf 100.0% 98.9% 96.2% 92.5%

� a 23.6% 25.8% 29.4% 34.0%
15 honest,3 corrupt � b 9.4% 16.5% 24.1% 31.8%

� conf 100.0% 98.9% 97.5% 95.0%
� a 22.6% 24.7% 28.2% 32.8%

20 honest,4 corrupt � b 8.9% 15.6% 23.0% 30.5%
� conf 100.0% 99.4% 97.8% 96.1%

� a 19.0% 20.4% 21.7% 23.2%
10 honest,1 corrupt � b 3.7% 6.8% 10.5% 14.5%

� conf 100.0% 99.6% 98.1% 96.6%
� a 16.7% 17.7% 18.7% 20.0%

20 honest,2 corrupt � b 3.0% 5.5% 8.6% 12.0%
� conf 100.0% 99.6% 98.8% 98.3%

Table3: Probabilitiesof observationsby theadversary.

As in mostapproachesbasedon modelchecking,thesizeof thestatespaceto
beexploredincreasesexponentiallywith thesizeof thesystem,makinganalysisof
largesystemsinfeasible.In theCrowdscase,themodelhasrelatively few dynamic
parametersandit is possibleto analyzerealisticsystemcon�gurationswith a few
dozenmembers,similarin sizeto theimplementationsof Crowdsthathaveactually
beendeployed. For example,the biggestcon�guration we analyzedinvolves 20
honestmembers,1

� probabilityof selectinga corruptmemberasa forwarder, and
6 pathreformulations.Assumingthatpathsarerebuilt daily, asrecommendedby
theoriginalCrowdspaper[RR98, section8.2], this roughlymodelsa crowd of 24
membersrunningfor aweek.

Thestateexplosionproblemis signi�cantly worsefor systemswith parameters
whosevaluechangesat eachstageof routingpathconstruction,e.g., thehops-to-
live counter(seesection4.2.3).For suchsystems,only fairly smallcon�gurations
(up to 10members)canbefeasiblyanalyzedwith PRISM.

Table3 listscomputedeventprobabilities.In all of theexperiments,forwarding
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Figure1: Metric A: probabilityof observingthetrueinitiator moreoftenthanany
othermember(

�

� of routersarecorrupt)

probability ���$'

�




�

, and �

�

� and��� satisfycondition1. Therefore,for any given
singlepath,theinitiator enjoys probableinnocence.

Recallthat � a and � b aretheprobabilitiesof, respectively, observingthe true
pathinitiator moreoftenthanany othercrowd memberandobservingtheinitiator
twice or more,while � conf ' �

#

��� nofpos� ��� det& is theprobabilityof observingonly
theinitiator twiceor more. � conf canbeinterpretedastheadversary's “con�dence.”
If � conf is high,assoonasthecorruptmembersobserve thesamehonestmember
twice, they canbecon�dent thatthememberis indeedthepathinitiator.

6.1 Increasingpath reformulations

As conjecturedby theoriginal Crowdspaper[RR98] andindependentlypredicted
by Malkhi [Mal01] andWright et al. [WALS02], anonymity guaranteesprovided
by thesystemdegradewith theincreasein thenumberof differentpathsthatmay
be observed by theadversaryandlinked asinitiatedby thesamecrowd member.
This holds for both detectionmetricsconsideredin this paper. After relatively
few pathreformulations—even if not all of thepathsinvolve corruptmembers—
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Figure2: Metric B: probabilityof observingthe true initiator at leasttwice (
�

� of
routersarecorrupt)

the probability of observingthe pathinitiator moreoften thanany othermember
grows signi�cantly (�gure 1), andso doesthe probability of observingthe path
initiator morethantwice (�gure 2). This meansthatevenwith staticpathsandthe
correspondingreductionin thefrequency of pathreformulation(seesection3.2.3),
the systemcould be vulnerable. For example,in a crowd of 6 members,only 1
of whom is corrupt, the singlecorruptmemberhasa betterthan30% chanceof
detectingthe truepathinitiator ( � �det and ��� det events)after5 pathreformulations
withoutassumingthatit is selectedasoneof theforwardersin everypath.

6.2 Comparisonof detectionmetrics

In ouranalysis,weconsidertwo notionsof whatit meansto “detect”acrowd mem-
ber. With metricA, a memberis detectedif it is observed by theadversarymore
frequentlythanany othermember. With metric B, a memberis detectedif it is
observedat leasttwice. Directcomparisonbetweenthetwo notionsis notstraight-
forward, anddependson non-technicalfactorsoutsidetheprotocolspeci�cation,
suchasthepurposeof theadversary's observations.

Metric A hasthebene�t of beingunambiguous:nomorethanonecrowd mem-
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Figure3: Metric B: probabilityof observingonly thetrueinitiator at leasttwice (
�

�

of routersarecorrupt)

bercanpossiblybe detected.Therefore,theadversary's “con�dence” � conf is al-
ways

� �"�$N

. Metric B, on the otherhand,provides strongerevidence(e.g., for
investigative purposes),at leastfor con�gurationswhere � conf is high, sinceit al-
waysrequiresmultipleobservationsof thesameagent.For example,supposethere
havebeen3 pathreformulations,andacorruptmemberwasselectedasaforwarder
in only 1 of thepaths.Whichever honestmemberhappenedto precedethecorrupt
memberon thatpathwill beconsidered“detected”accordingto metricA, sinceit
hasbeenobservedmoreoftenthanany othermember(

�

K

�

). In thiscase,metric
B wouldprovide higherassurancethatthetrueinitiator hasbeendetected.

Sincemorethanonemembercanbedetectedaccordingto metricB, it is most
usefulwhentheadversary's “con�dence” � conf is high, i.e., for a smallnumberof
pathsor a largecrowd (seesection6.3 for theexplanationof the latterpoint). As
canbeseenin table3, � conf decreasesin eachrow with theincreasein thenumber
of pathreformulations.The reasonfor this is thatasmorepathsareconstructed,
thechancesof a randomhonestmemberappearingtwice or morebeforea corrupt
memberandthusbeingmistakenfor theinitiator ( � �fpos event)increase.
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6.3 Increasingcrowd size

A somewhat surprisingresult,uncoveredby automatedanalysiswith PRISM, is
thechangein � conf for metricB with theincreasein thesizeof thecrowd aslong
astheproportionof corruptmembersremainsconstant.As thecrowd grows, � conf

actuallyincreasesfor any givennumberof pathreformulations(see�gure 3). This
implies that the larger thecrowd, themorecon�dencetheadversaryhasthat if it
observesthesamehonestmemberat leasttwice, thatmemberis thetrue initiator.
Sincethe probability of detection� b decreasesonly slightly with the increasein
thesizeof thecrowd, increasedcon�denceof theadversaryin its observationscan
beinterpretedasadegradationof anonymity.

An intuitiveexplanationof thisresultis thatin asuf�ciently largecrowd, aran-
domhonestmemberhasonly a negligible chanceof beingselectedfor morethan
onepath(in theextremecaseof anin�nite crowd, theprobabilitythata forwarder
whois not theinitiator appearsin two or moredifferentpathsis

�

). Theonly mem-
berthathasa non-negligible probabilityof appearingin multiple pathsis thepath
initiator. Therefore,assumingdetection( � �det) occurs,theadversary's con�dence
thatthetrueinitiator wasdetectedgrows with thesizeof thecrowd.

7 Conclusions

Probabilisticmodel checkingis a well-establishedtechniquefor veri�cation of
hardware and concurrentprotocols. The main contribution of this paperis to
demonstratehow it canbeappliedto theanalysisof securitypropertiesbasedon
discreteprobabilities. As a casestudy, we analyzedanonymity propertiesof the
Crowdssystem,a “real-world” protocolfor anonymousWebbrowsing.

Anonymity in Crowds is basedon constructinga randomrouting pathto the
destinationthroughagroupof members,someof whommaybecorrupt.Thepath
constructionprotocolis purelyprobabilistic,therefore,wemodeledit asadiscrete-
time Markov chain,without introducingnon-determinismand thusavoiding the
needfor Markov decisionprocesses.We consideredthe worst-caselocal adver-
sary, who combinesthe capabilitiesof all corruptcrowd members,but canonly
make an observation if oneof the corruptmemberswasselectedasa forwarder.
Theadversarywaspermittedto combineits observationsof a �nite numberof dif-
ferentpaths,modelingthe fact that pathsin Crowds mustbe reformulatedon a
regularbasis.Sincethenumberof pathsis �nite, thestatespaceof theadversary's
observationsis also�nite. Therefore,theproblemof analyzinganonymity — that
is, computingtheprobability that the adversarywill be ableto successfullyinfer
the identity of the pathinitiator — is amenableto automatedprobabilisticmodel
checking.
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In additionto proving feasibility of themodelcheckingapproachto veri�ca-
tion of probabilisticsecurityproperties,we uncoveredpotentialvulnerabilitiesof
theCrowdssystem.Theseincludetheincreasein theprobabilitythatthetruepath
initiator will bedetectedasthenumberof pathreformulationsgrows, andthe in-
creasein the adversary's con�dencewith the increasein crowd size. The former
hasbeenreportedby otherresearchers(themodeldescribedin thispaperhadbeen
constructedindependentlybeforetheotherresultswerepublished),while the lat-
ter wasreportedfor the�rst time in theconferenceversionof this paper. We also
show thatcorrectlystatingthede�nition of a successful“attack” on anonymity is
a non-trivial task. Thereareseveral possiblede�nitions of what it meansfor the
adversaryto “detect” thepathinitiator, anddirectcomparisonbetweenthemis not
alwayspossible.

Acknowledgements. Thispaperhasgreatlybene�ttedfrom thecommentsof the
anonymousreviewers,anddiscussionswith DahliaMalkhi andJonMillen.
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