Handout 9
Homework 8 C$242: Autumn 2007

Due 05 December 28 November

Reading

1. Some Java security issues are discussed in section 13.5 of the textbook.

2. Additional information at approximately the right level of detail for this course may be found
athttp://ww. securingjava. com chapter-three/chapter-three-5. htm and the next
two pages reachable from this page.

3. Read chapter 14 on concurrency, but skip the section on the Java memory model.
4. For a summary of the current Java memory model, see ht t p: / / ww. ¢s. und. edu/ user s/ pugh/

j ava/ menor yModel / j sr-133-fag. ht m

Problems

L Concurrency in Lisp

The concept of future was popularized by R. Halstead’s work on the language Multilisp for con-
current Lisp programming. Operationally, a future consists of a location in memory (part of a
cons cell) and a process that is intended to place a value in this location at some time “in the
future.” More specifically, the evaluation of (f ut ur e e) proceeds as follows:

i. The location ¢ that will contain the value of (f ut ure e) is identified (if the value is going
to go into an existing cons cell) or created if needed.

ii. A process is created to evaluate e.
iii. When the process evaluating e completes, the value of e is placed in the location ¢.

iv. The process that invoked (f ut ure €) continues in parallel with the new process. If the
originating process tries to read the contents of location ¢ while it is still empty, then the
process blocks until the location has been filled with the value of e.

Other than this construct, all other operations in this problem are defined as in Pure Lisp. For
example, if expression e evaluates to the list (1 2 3), then the expression

(cons "a (future e))

produces a list whose first element if the atom ' a and whose tail becomes (1 2 3) when the
process evaluating e terminates. The value of the f ut ur e construct is that the program can
operate on the car of this list while the value of the cdr is being computed in parallel. However,
if the program tries to examine the cdr of the list before the value has been placed in the empty
location, then the computation will block (wait) until the data is available.

(a) Assuming an unbounded number of processors, how much time would you expect the evalu-
ation of the following f i b function to take, on positive integer argument n?

(defun fib (n)
(cond ((eq n 0) 1)
((eq n 1) 1)
(T (plus (future (fib (mMnus n 1)))
(future (fib (mnus n 2)))))))



We are only interested in time up to a multiplicative constant; you may use “big Oh” notation
if you wish. If two instructions are done at the same time by two processors, count that as
one unit of time.

(b) At first glance, we might expect that two expressions

(...e...)
(...(futuree) ...)

which differ only because an occurrence of a subexpression e is replaced by (future e),
would be equivalent. However, there are some circumstances when the result of evaluating
one might differ from the other. More specifically, side effects may cause problems. To
demonstrate this, find a subexpression e in a larger expression (...e ...) so that when
e is changed to (future e), the larger expression’s value or behavior might be different
because of side effects, and explain why. Do not be concerned with the efficiency of either
computation or the degree of parallelism.

(c) Side effects are not the only cause for different evaluation results. In Pure Lisp, find a
subexpression e in a larger expression (...e ...) so that when e is changed to (fut ure
e) , the expression’s value or behavior might be different. For concreteness, imagine typing
the two expressions in read-eval-print loops. Explain why the expression behave differently.
(For credit, evaluating your expression must cause the introduced f ut ur e to be evaluated.)

(d) Suppose you are part of a language design team that has adopted futures as an approach to
concurrency. The head of your team suggests an error handling feature called a “try block.”
The syntactic form of a try block is

(try e
(error-1 handl er-1)
(error-2 handl er-2)

(error-n handl er-n))
This construct would have the following characteristics:

i. Errors are programmer defined, and occur when an expression of the form (rai se
error-i) is evaluated inside e, the main expression of the try block.

ii. If no errors occur,then (try e (error-1 handler-1) ...) isequivalent to e.

iii. If the error named error-i occurs during the evaluation of e, the rest of the computa-
tion of e is aborted, the expression handl er - i is evaluated, and this becomes the value
of the try block.

The other members of the team think this is a great idea and, claiming that it is a completely
straightforward construct, ask you to go ahead and implement it. You think the construct
might raise some tricky issues. Name two problems or important interactions between error
handling and concurrency that you think need to be considered. Give short code examples or
sketches to illustrate your point(s). (Note: You are not asked to solve any problems associated
with futures and try blocks, just identify the issues.) Assume for this part that we are using
Pure Lisp (no side effects).

2 Java syncronized objects

This question asks about the following Java implementation of a bounded buffer. A bounded
buffer is a FIFO data structure that can be accessed by multiple threads.

cl ass BoundedBuf fer {
/1 designed for multiple producer threads and
/1 multiple consuner threads
protected int nunSlots = O;



protected int[] buffer = null
protected int putln = 0, takeQut = 0;
protected int count 0;

publ i ¢ BoundedBuffer(int nuntlots) {
if (nunmBlots <= 0)
throw new I || egal Argunment Exception("nunfl ots <= 0");
this. nuntlots = nuntl ot s;
buffer = new int[nuntl ots];
}
public synchronized void put(int val ue)
throws | nterruptedException {
while (count == nuntlots) wait();
buffer[putln] = val ue;
putln = (putln + 1) % nuntl ots;
count ++;
noti fyAll();
}
public synchroni zed int get()
throws | nterruptedException {
i nt val ue;
while (count == 0) wait();
val ue = buffer[takeQut];
takeQut = (takeQut + 1) % nunfl ots;
count - -;
noti fyAll ();
return val ue;

}

(a) What is the purpose of whi |l e (count == nunfl ots) wait () in put?

(b) Synchronized objects in Java have wait/notify semantics that were first introduced in the
Mesa programming language developed in the late 1970s at Xerox PARC. With Mesa se-
mantics, a call to noti fy() or notifyAl | () does not guarantee that a waiting thread is
executed immediately. Instead, notify is only considered a hint that some thread that issued
await () for the synchronized object will resume at a convenient future time. In contrast,
with Hoare semantics (after C.A.R. Hoare, who introduced monitors), one single thread wait-
ing on a condition will run immediately after another thread signals that condition. Given
Mesa semantics, why does the call to wai t () in put have to be enclosed in a while loop?

What could go wrong if you replaced it with a single test: i f (count == nunBlots) wait()?
(c) What does noti fyAl |l () do in this code? Could it be replaced with a call to notify()?
Explain briefly.

(d) Describe one way that the buffer would fail to work properly if all synchronization code is
removed from put .

(e) Suppose a programmer wants to alter this implementation so that one thread can call put
at the same time as another calls get . This causes a problem in some situation but not in
others. Assume that some locking may be done at entry to put and get to make sure the
concurrent-execution test is satisfied. You may also assume that increment or decrement
of an integer variable is atomic and that only one call to get and one call to put may be
executed at any given time. What test involving put | n and t akeQut can be used to decide
whether put and get can proceed concurrently?

(f) The changes in part (d) will improve performance of the buffer. List one reason that leads
to this performance advantage. Despite this win, some programmers may choose to use the
original method anyway. List one reason why they might make this choice.



B Concurrency and the Observer Pattern

The observer design pattern defines a one-to-many dependency between objects so that when
one object (value holder) changes state, all its dependents (listeners) are notified and updated
automatically. In a typical implementation, the target of observation implements a valueHolder
interface, and the observers implement a Listener interface.

The following Java code is an implementation of the observer pattern, showing two methods
where an invocation of the set Val ue() method triggers notification of the new value by calling
the val ueChanged() method of any objects that were registered by a call to addLi st ener ().
Note that each listener can implement their the val ueChanged() method arbitrarily.

public class Val ueHol der {
private List listeners = new LinkedList();
private int val ue;

public interface Listener {
public void val ueChanged(i nt newval ue);

}

public void addLi stener(Listener listener) ({
listeners.add(listener);

}

public void setVal ue(int newal ue) {
val ue = newval ue;
Iterator i = listeners.iterator();
whi | e(i.hasNext()) {
((Listener)i.next()).val ueChanged( newal ue);

}
}

(a) This Java implementation of the Observer pattern is not thread safe. Why? (You only need
a few lines to explain why)

(b) A good way to make code thread safe is to use synchronization. A Stanford student comes
up with the following solution to make the Observer implementation thread safe. He thinks
that he should just add the Java keyword synchroni zed to both the set Val ue() and
addLi st ener () method definitions.

What can go wrong here? Explain what can go wrong by giving an example AND explaining
why it goes wrong. (Hint: think about the valueChanged method.)

(c) A Cal student comes up with the following more complicated solution to make the Observer
implementation thread safe.

1 public class Val ueHol der {

2 private List listeners = new LinkedList();

3 private int val ue;

4

5 public interface Listener {

6 public void val ueChanged(i nt newval ue);

7 }

8 public synchroni zed voi d addLi stener (Listener |istener) {
9 i steners. add(listener);

10 }

11 public void setValue(int newal ue) {

12 Li st copyOfListeners;

13 synchroni zed(this) {

14 val ue = newval ue;

15 copyOf Li steners = new Li nkedLi st (listeners);
16 }



17 Iterator i = copyOfListeners.iterator();

18 whil e(i.hasNext()) {

19 ((Listener)i.next()).val ueChanged( newal ue);
20 }

21 }

22}

Is this implementation thread safe? Answer yes or no.

(d) If your answer in the previous part is yes, explain why the code is threadsafe. If your answer
is no, explain what could go wrong by giving an example.

(e) This question illustrates the difficulty of implementing even well studied patterns in a multi-
threaded environment. With a slight change in semantics, we can solve the difficulties en-
countered above. Suppose we take the code that the Cal student wrote and changed the
following lines :

i. Line3:private int val ue changedtoprivate volatile int value,

ii. Line 19 : ((Li stener)i.next()).val ueChanged(newal ue);
changed to ((Li stener)i.next()).val ueChanged(val ue);.

How does the semantics of this implementation of the Observer class change from the origi-
nal implementation?

A Java ConcurrentHashMap

ConcurrentHashMap allows concurrent access to a hash table with minimal locking. Without
going into all of the details, this problem asks you to think about some aspects of the design. The
relatively tricky design of ConcurrentHashMap is intended to allow read access to parts of the
data structure that may be written concurrently, in a way that causes the read to try again if the
state seems inconsistent or incomplete.

The hash table implementation uses a resizable array of hash buckets, each consisting of a linked
list of Map.Entry elements. As with other hash table implementations you may be familiar with,
the hashcode of an entry determines its bucket; when several entries hash to the same bucket,
they are placed in a linked list. Here is part of the definition of a Map.Entry class.

protected static class Entry inplenents Map. Entry {
protected final Object key;

protected volatile Object val ue;

protected final int hash;

protected final Entry next;

}

The volatile modifier asks the Java Virtual Machine to order accesses to the shared copy of the
variable so that its most current value is always read.

Instead of a single lock governing access to the entire collection, ConcurrentHashMap uses a lock
over each segment of buckets. The linked list used by ConcurrentHashMap is designed so that
the implementation can detect that its view of the list is inconsistent or stale. If it detects that its
view is inconsistent or stale, or simply does not find the entry it is looking for, it then synchronizes
on the appropriate bucket lock and searches the chain again.

(a) What does the use of fi nal in the Map. Enty class tell you about the way a linked list of
Map.Entry elements may change when a ConcurrentHashMap is updated? (Don’t think too
deeply - the purpose of this question is to point out something that is important for later
questions.)



(b) There is one straightforward way to remove an item from a linked list of Map. Ent y objects.
Describe the steps involved in removing the second item from a list using a short Lisp state-
ment to provide clarity to your removal. Assume the pointer to the beginning of the list is
mutable. (Hint: Pure Lisp.)

(¢) The ConcurrentHashMap retrieval operations first find the head pointer for the desired
bucket. This is done without locking, so the value of the head pointer could be stale. The op-
eration then traverses the linked list representing the bucket starting from the head pointer,
without acquiring the lock for that bucket. If the operation does not find the value it is look-
ing for, it acquires the lock for the bucket and tries again. Here is the code, in case you want
to look at it; you may be able to answer the question without reading the code.

int hash = hash(key); // throws null pointer exception if key is null

/1 Try first wthout | ocking...
Entry[] tab = table;

int index = hash & (tab.length - 1);
Entry first = tab[index];

Entry e;

for (e =first; e!=null; e = e.next) {
if (e.hash == hash && eq(key, e.key)) {
Cbj ect val ue = e.val ue;
/1l null values neans that the el ement has been renoved

if (value !'= null)
return val ue;

el se
break;

}
}

/1 Recheck under synch if key apparently not there or interference
Segnent seg = segnents[ hash & SEGVENT_MASK] ;
synchroni zed(seg) {
tab = table;
i ndex = hash & (tab.length - 1);
Entry newkirst = tab[index];
if (e!=null || first !'= newkirst) {
for (e = newkirst; e !'=null; e = e.next) {
if (e.hash == hash && eq(key, e.key))
return e.val ue;
}
}

return null;
}
}

Why do the second traversal? What advantage does this two-pass algorithm have over sim-
ply locking the linked list the first time and doing only one traversal?

(d) Removing an element from a ConcurrentHashmap poses several problems. First, because
a thread could see stale values for the link pointers in a hash chain, simply removing an
element from the chain would not be sufficient to ensure that other threads will not continue
to see the removed value when performing a lookup. However, there’s a clue to how the
implementation works in the get code above — the appropriate Entry object is found and its
value field is set to null. Then the algorithm you may have discovered in part (b) is used.
Explain why declaring the val ue field as vol ati | e is useful here.



