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Until recently, the x86 architecturehasnot permittedclassical
trap-and-emulatevirtualization.Virtual MachineMonitorsfor x86,
suchasVMwareR
 WorkstationandVirtual PC,have insteadused
binary translationof the guestkernel code.However, both Intel
andAMD have now introducedarchitecturalextensionsto support
classicalvirtualization.

We compareanexisting softwareVMM with a new VMM de-
signedfor theemerging hardwaresupport.Surprisingly, the hard-
wareVMM oftensufferslowerperformancethanthepuresoftware
VMM. To determinewhy, we studyarchitecture-level eventssuch
aspagetableupdates,context switchesandI/O, and�nd theircosts
vastlydifferentamongnative,softwareVMM andhardwareVMM
execution.

We�nd thatthehardwaresupportfails to provideanunambigu-
ous performanceadvantagefor two primary reasons:�rst, it of-
fersno supportfor MMU virtualization;second,it fails to co-exist
with existingsoftwaretechniquesfor MMU virtualization.Welook
aheadto emerging techniquesfor addressingthis MMU virtualiza-
tion problemin thecontext of hardware-assistedvirtualization.

CategoriesandSubjectDescriptors C.0[General]: Hardware/soft-
ware interface; C.4 [Performanceof systems]: Performanceat-
tributes; D.4.7[Operating Systems]: Organizationanddesign

GeneralTerms Performance,Design

Keywords Virtualization,Virtual MachineMonitor, DynamicBi-
naryTranslation,x86,VT, SVM, MMU, TLB, NestedPaging

1. Intr oduction
Thex86hashistoricallylackedhardwaresupportfor virtualization
[21]. While paravirtualization[5, 25], or changingtheguestoperat-
ing systemto permitvirtualization,hasproducedpromisingresults,
suchchangesarenotalwayspracticalor desirable.

The needto virtualize unmodi�ed x86 operatingsystemshas
givenriseto softwaretechniquesthatgo beyondtheclassicaltrap-
and-emulateVirtual MachineMonitor (VMM). Thebestknown of
thesesoftwareVMMs, VMwareWorkstationandVirtual PC, use
binarytranslationto fully virtualizex86.ThesoftwareVMMs have
enabledwidespreaduseof x86virtual machinesto offer servercon-
solidation,fault containment,securityandresourcemanagement.
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Recently, themajorx86CPUmanufacturershaveannouncedar-
chitecturalextensionstodirectlysupportvirtualizationin hardware.
The transition from software-only VMMs to hardware-assisted
VMMs providesanopportunityto examinethestrengthsandweak-
nessesof bothtechniques.

The main technicalcontributions of this paperare (1) a re-
view of VMwareWorkstation's softwareVMM, focusingon per-
formancepropertiesof the virtual instruction execution engine;
(2) a review of theemerging hardwaresupport,identifying perfor-
mancetrade-offs; (3) a quantitative performancecomparisonof a
softwareandahardwareVMM.

Surprisingly, we �nd that the �rst-generation hardware sup-
port rarely offers performanceadvantagesover existing software
techniques.We ascribethis situationto high VMM/guest transi-
tion costsanda rigid programmingmodel that leaves little room
for software�e xibility in managingeitherthefrequency or costof
thesetransitions.

While the�rst roundof hardwaresupporthasbeenlockeddown,
future roundscan still be in�uenced, and should be guided by
an understandingof the trade-offs betweentoday's software and
hardware virtualization techniques.We hopeour resultsencour-
agehardwaredesignersto supporttheprovensoftwaretechniques
ratherthanseekingto replacethem;webelieve thebene�tsof soft-
ware �e xibility to virtual machineperformanceandfunctionality
arecompelling.

Therestof this paperis organizedasfollows. In Section2, we
review classicalvirtualization techniquesand establishterminol-
ogy. Section3 describesoursoftwareVMM. Section4 summarizes
thehardwareenhancementsanddescribeshow thesoftwareVMM
wasmodi�ed to exploit hardwaresupport.Section5 comparesthe
two VMMs qualitatively andSection6 presentsexperimentalre-
sultsandexplainsthesein termsof theVMMs' properties.Section
7 looksaheadto futuresoftwareandhardwaresolutionsto thekey
MMU virtualizationproblem.Section8 summarizesrelatedwork
andSection9 concludes.

2. Classicalvirtualization
PopekandGoldberg's 1974paper[19] establishesthreeessential
characteristicsfor systemsoftwareto beconsidereda VMM:

1. Fidelity. Softwareon theVMM executesidentically to its exe-
cutionon hardware,barringtiming effects.

2. Performance. An overwhelmingmajority of guestinstructions
are executedby the hardware without the intervention of the
VMM.

3. Safety. TheVMM managesall hardwareresources.

In 1974, a particular VMM implementationstyle, trap-and-
emulate,was so prevalent as to be consideredthe only practical



methodfor virtualization.Although PopekandGoldberg did not
rule out useof othertechniques,someconfusionhasresultedover
theyearsfrom informally equating“virtualizability” with theabil-
ity to usetrap-and-emulate.

To side-stepthisconfusionweshallusethetermclassicallyvir-
tualizableto describeanarchitecturethatcanbevirtualizedpurely
with trap-and-emulate.In thissense,x86is notclassicallyvirtualiz-
able,but it is virtualizableby PopekandGoldberg's criteria,using
thetechniquesdescribedin Section3.

In this section,we review themostimportantideasfrom classi-
cal VMM implementations:de-privileging, shadow structuresand
traces.Readerswho arealreadyfamiliar with theseconceptsmay
wish to skip forwardto Section3.

2.1 De-privileging

In a classicallyvirtualizablearchitecture,all instructionsthat read
or write privilegedstatecanbe madeto trapwhenexecutedin an
unprivilegedcontext. Sometimesthe trapsresultfrom the instruc-
tion type itself (e.g.,an out instruction),andsometimesthe traps
resultfrom theVMM protectingstructuresthattheinstructionsac-
cess(e.g.,theaddressrangeof amemory-mappedI/O device).

A classicalVMM executesguestoperatingsystemsdirectly, but
at a reducedprivilege level. The VMM interceptstrapsfrom the
de-privilegedguest,andemulatesthe trappinginstructionagainst
thevirtual machinestate.This techniquehasbeenextensively de-
scribedin theliterature(e.g.,[10, 22, 23]), andit is easilyveri�ed
thattheresultingVMM meetsthePopekandGoldberg criteria.

2.2 Primary and shadow structur es

By de�nition, the privilegedstateof a virtual systemdiffers from
that of the underlyinghardware.The VMM' s basicfunction is to
provide an executionenvironmentthat meetsthe guest's expecta-
tionsin spiteof thisdifference.

To accomplishthis, the VMM derivesshadowstructuresfrom
guest-level primary structures. On-CPUprivileged state,suchas
the pagetablepointerregisteror processorstatusregister, is han-
dled trivially: theVMM maintainsan imageof theguestregister,
andrefersto thatimagein instructionemulationasguestoperations
trap.

However, off-CPUprivilegeddata,suchaspagetables,mayre-
sidein memory. In this case,guestaccessesto theprivilegedstate
may not naturallycoincidewith trappinginstructions.For exam-
ple,guestpagetableentries(PTEs)areprivilegedstatedueto their
encodingof mappingsandpermissions.Dependenciesonthispriv-
ilegedstatearenotaccompaniedby traps:everyguestvirtual mem-
ory referencedependsonthepermissionsandmappingsencodedin
thecorrespondingPTE.

Suchin-memoryprivilegedstatecanbe modi�ed by any store
in the guestinstructionstream,or even implicitly modi�ed as a
sideeffect of a DMA I/O operation.Memory-mappedI/O devices
presenta similar dif�culty: readsandwritesto this privilegeddata
canoriginatefrom almostany memoryoperationin the guestin-
structionstream.

2.3 Memory traces

To maintain coherency of shadow structures,VMMs typically
usehardwarepageprotectionmechanismsto trap accessesto in-
memoryprimary structures.For example,guestPTEsfor which
shadow PTEs have been constructedmay be write-protected.
Memory-mappeddevices must generally be protectedfor both
readingandwriting. This page-protectiontechniqueis known as
tracing. ClassicalVMMs handlea tracefault similarly to a privi-
legedinstructionfault: by decodingthe faulting guestinstruction,
emulatingits effect in the primary structure,andpropagatingthe
changeto theshadow structure.

2.4 Tracing example:x86 pagetables

To protectthehostfrom guestmemoryaccesses,VMMs typically
constructshadowpage tablesin which to run theguest.x86 speci-
�es hierarchicalhardware-walkedpagetableshaving 2, 3 or 4 lev-
els.Thehardwarepagetablepointeris controlregister%cr3.

VMwareWorkstation's VMM managesits shadow pagetables
asacacheof theguestpagetables.As theguestaccessespreviously
untouchedregionsof its virtual addressspace,hardwarepagefaults
vector control to the VMM. The VMM distinguishestrue page
faults, causedby violations of the protectionpolicy encodedin
the guestPTEs,from hiddenpage faults, causedby missesin the
shadow pagetable.True faultsareforwardedto the guest;hidden
faults causethe VMM to constructan appropriateshadow PTE,
andresumeguestexecution.The fault is “hidden” becauseit has
noguest-visibleeffect.

TheVMM usestracesto preventits shadow PTEsfrom becom-
ing incoherentwith theguestPTEs.Theresultingtracefaultscan
themselvesbe a sourceof overhead,andothercoherency mecha-
nismsarepossible.At theotherextreme,avoiding all useof traces
causeseithera largenumberof hiddenfaultsor anexpensive con-
text switchto prevalidateshadow pagetablesfor thenew context.

In ourexperience,strikinga favorablebalancein this three-way
trade-off amongtracecosts,hiddenpagefaultsandcontext switch
costsis surprisingboth in its dif�culty andits criticality to VMM
performance.Toolsthatmake this trade-off moreforgiving arerare
andprecious.

2.5 Re�nements to classicalvirtualization

Thetypeof workloadsigni�cantly impactstheperformanceof the
classicalvirtualizationapproach[20]. During the �rst virtual ma-
chineboom,it wascommonfor the VMM, the hardware,andall
guestoperatingsystemsto beproducedby asinglecompany. These
vertically integrated companiesenabledresearchersand practi-
tionersto re�ne classicalvirtualization using two orthogonalap-
proaches.

One approachexploited �e xibility in the VMM/guest OS in-
terface.Implementorstakingthis approachmodi�ed guestoperat-
ing systemsto provide higher-level informationto theVMM [13].
This approachrelaxesPopekandGoldberg's �delity requirement
to providegainsin performance,andoptionallyto provide features
beyond the barebaselinede�nition of virtualization,suchascon-
trolled VM-to-VM communication.

Theotherapproachfor re�ning classicalVMMs exploited�e x-
ibility in the hardware/VMM interface.IBM' s System370 archi-
tectureintroducedinterpretiveexecution[17], a hardware execu-
tion modefor runningguestoperatingsystems.TheVMM encodes
muchof the guestprivilegedstatein a hardware-de�nedformat,
thenexecutesthe SIE instructionto “start interpretive execution.”
Many guestoperationswhichwouldtrapin ade-privilegedenviron-
mentdirectlyaccessshadow �elds in interpretiveexecution.While
the VMM muststill handlesometraps,SIE wassuccessfulin re-
ducing the frequency of trapsrelative to an unassistedtrap-and-
emulateVMM.

Both of theseapproacheshave intellectualheirsin the present
virtualizationboom.Theattemptto exploit �e xibility in theOS/VMM
layer has been revived under the name paravirtualization [25].
Meanwhile, x86 vendorsare introducing hardware facilities in-
spiredby interpretive execution;seeSection4.

3. Softwarevirtualization
We review basic obstaclesto classicalvirtualization of the x86
architecture,explain how binary translation(BT) overcomesthe
obstacles,andshow thatadaptive BT improvesef�ciency.



3.1 x86 obstaclesto virtualization

Ignoring the legacy “real” and“virtual 8086” modesof x86, even
the morerecentlyarchitected32- and64-bit protectedmodesare
notclassicallyvirtualizable:

� Visibility of privileged state. The guestcanobserve that it has
beendeprivilegedwhenit readsits codesegmentselector(%cs)
sincethecurrentprivilege level (CPL) is storedin the low two
bits of %cs.

� Lack of trapswhenprivilegedinstructionsrun at user-level.For
example, in privileged codepopf (“pop �ags”) may change
both ALU �ags (e.g., ZF) and system�ags (e.g., IF, which
controlsinterruptdelivery). For a deprivilegedguest,we need
kernel mode popf to trap so that the VMM can emulateit
againstthe virtual IF. Unfortunately, a deprivilegedpopf , like
any user-modepopf , simplysuppressesattemptsto modify IF;
no traphappens.

Otherobstaclesto classicalvirtualizationexist on x86, but one
obstacleis enoughif it disruptsbinary-onlyOS distributionslike
Windows.

3.2 Simple binary translation

Thesemanticobstaclesto x86virtualizationcanbeovercomeif the
guestexecuteson an interpreterinsteadof directly on a physical
CPU.The interpretercanprevent leakageof privilegedstate,such
as the CPL, from the physicalCPU into the guestcomputation
andit cancorrectlyimplementnon-trappinginstructionslike popf
by referencingthe virtual CPL regardlessof thephysicalCPL. In
essence,the interpreterseparatesvirtual state(the VCPU) from
physicalstate(theCPU).

However, while interpretationensuresFidelity and Safety, it
fails to meetPopekand Goldberg's Performancebar: the fetch-
decode-executecycleof theinterpretermayburnhundredsof phys-
ical instructionsperguestinstruction.Binary translation,however,
cancombinethesemanticprecisionof interpretationwith highper-
formance,yieldinganexecutionenginethatmeetsall of Popekand
Goldberg's criteria.A VMM built arounda suitablebinarytransla-
tor canvirtualize thex86 architectureandit is a VMM according
to PopekandGoldberg.

(We note in passingthat use of BT for a VMM' s execution
enginehascloseparallelsin other systemswork: JVMs useJIT
compilers[8]; architecturesimulatorsand systememulatorslike
Shade[7] andEmbra[26] usetranslatorsto combinesubjectcode
andanalysiscodeinto fasttargetcode.)

OursoftwareVMM usesa translatorwith theseproperties:

� Binary. Input is binaryx86 code,not sourcecode.

� Dynamic.Translationhappensat runtime,interleavedwith ex-
ecutionof thegeneratedcode.

� Ondemand.Codeis translatedonly whenit is aboutto execute.
This lazinessside-stepsthe problemof telling codeand data
apart.

� Systemlevel. The translatormakes no assumptionsaboutthe
guestcode.Rulesaresetby thex86 ISA, not by a higher-level
ABI. In contrast,an application-level translatorlike Dynamo
[4] might assumethat “return addressesarealways produced
by calls” to generatefastercode.The VMM doesnot: it must
runabuffer over�ow thatclobbersareturnaddresspreciselyas
it would have runnatively (producingthesamehex numbersin
theresultingerrormessage).

� Subsetting. Thetranslator's input is thefull x86 instructionset,
including all privileged instructions;output is a safe subset
(mostlyuser-modeinstructions).

� Adaptive. Translatedcodeis adjustedin responseto guestbe-
havior changesto improve overall ef�ciency.

To illustrate the translationprocess,we work througha small
example.Sinceprivilegedinstructionsarerareeven in OSkernels
theperformanceof aBT systemis largelydeterminedby thetrans-
lation of regular instructions,soour exampleis a simpleprimality
test:

int isPrime(int a) {
for (int i = 2; i < a; i++) {

if (a % i == 0) return 0;
}
return 1;

}

We compiledtheC codeinto this64-bit binary:

isPrime: mov %ecx, %edi ; %ecx = %edi (a)
mov %esi, $2 ; i = 2
cmp %esi, %ecx ; is i >= a?
jge prime ; jump if yes

nexti: mov %eax, %ecx ; set %eax = a
cdq ; sign-extend
idiv %esi ; a % i
test %edx, %edx ; is remainder zero?
jz notPrime ; jump if yes
inc %esi ; i++
cmp %esi, %ecx ; is i >= a?
jl nexti ; jump if no

prime: mov %eax, $1 ; return value in %eax
ret

notPrime: xor %eax, %eax ; %eax = 0
ret

We invoked isPrime(49) in a virtual machine,logging all
codetranslated.The above codeis not the input to the translator;
rather, its binary(“hex”) representationis input:

89 f9 be 02 00 00 00 39 ce 7d ...

Thetranslatorreadstheguest'smemoryat theaddressindicated
by the guest PC, classifying the bytes as pre�xes, opcodesor
operandsto produceintermediaterepresentation(IR) objects.Each
IR objectrepresentsoneguestinstruction.

The translatoraccumulatesIR objectsinto a translationunit
(TU), stoppingat 12 instructionsor a terminatinginstruction(usu-
ally control �o w). The �x ed-sizecap allows stack allocationof
all datastructureswithout risking over�ow; in practiceit is rarely
reachedsincecontrol�o w tendsto terminateTUs sooner. Thus,in
thecommoncasea TU is a basicblock (BB). The �rst TU in our
exampleis:

isPrime: mov %ecx, %edi
mov %esi, $2
cmp %esi, %ecx
jge prime

Translatingfrom x86to x86subset,mostcodecanbetranslated
IDENT (for “identically”). The �rst three instructionsabove are
IDENT. jge mustbe non-IDENT sincetranslationdoesnot pre-
serve codelayout. Instead,we turn it into two translator-invoking
continuations,one for eachof the successors(fall-through and
taken-branch),yielding this translation(squarebrackets indicate
continuations):

isPrime': mov %ecx, %edi ; IDENT
mov %esi, $2
cmp %esi, %ecx
jge [takenAddr] ; JCC
jmp [fallthrAddr]



EachtranslatorinvocationconsumesoneTU andproducesone
compiledcodefragment(CCF).Althoughweshow CCFsin textual
form with labelslike isPrime' to remindusthattheaddresscon-
tainsthe translationof isPrime , in reality the translatorproduces
binarycodedirectlyandtrackstheinput-to-outputcorrespondence
with ahashtable.

Continuingour example,we now executethe translatedcode.
Sincewe are calculatingisPrime(49) , jge is not taken (%ecx
is 49), so we proceedinto the fallthrAddr caseandinvoke the
translatoron guestaddressnexti . This secondTU endswith jz .
Its translationis similar to thepreviousTU'stranslationwith all but
the�nal jz beingIDENT.

To speedup inter-CCFtransfers,the translator, like many pre-
vious ones[7], employs a “chaining” optimization,allowing one
CCF to jump directly to anotherwithout calling out of the trans-
lation cache(TC). Thesechainingjumpsreplacethe continuation
jumps,which thereforeare “executeonce.” Moreover, it is often
possibleto elide chainingjumps and fall throughfrom oneCCF
into thenext.

This interleaving of translationandexecutioncontinuesfor as
long astheguestruns,with a decreasingproportionof translation
astheTC graduallycapturestheguest'sworkingset.For isPrime ,
after loopingthefor loop for long enoughto detectthat49 isn't a
prime,weendupwith this codein theTC:

isPrime': *mov %ecx, %edi ; IDENT
mov %esi, $2
cmp %esi, %ecx
jge [takenAddr] ; JCC

; fall-thru into next CCF
nexti': *mov %eax, %ecx ; IDENT

cdq
idiv %esi
test %edx, %edx
jz notPrime' ; JCC

; fall-thru into next CCF
*inc %esi ; IDENT
cmp %esi, %ecx
jl nexti' ; JCC
jmp [fallthrAddr3]

notPrime': *xor %eax, %eax ; IDENT
pop %r11 ; RET
mov %gs:0xff39eb8(%rip), %rcx ; spill %rcx
movzx %ecx, %r11b
jmp %gs:0xfc7dde0(8*%rcx)

Above, therearefour CCFswith theleadinginstructionin each
one marked with an asterisk.Two continuationsremainbecause
they werenever executedwhile two disappearedentirely andone
was replacedwith a chainingjump to nexti' . For a bigger ex-
amplethanisPrime , but neverthelessonethat runsin exactly the
samemanner, a 64-bit Windows XP Professionalboot/halttrans-
lates229,34764-bitTUs,23,90932-bitTUs,and6,68016-bitTUs.

Since49 isn't a prime number, we never translatethe BB that
returns1 in isPrime . More generally, the translatorcapturesan
executiontraceof theguestcode,ensuringthatTC codehasgood
icachelocality if the�rst andsubsequentexecutionsfollow similar
pathsthroughguestcode.Error-handlingandotherrarelyexecuted
guestcodetendsto get translatedlater thanthe �rst execution(if
ever),causingplacementaway from thehotpath.

The translatordoes not attempt to “improve” the translated
code.We assumethat if guestcode is performancecritical, the
OS developershave optimized it and a simple binary translator
would �nd few remainingopportunities.Thus,insteadof applying
deepanalysisto supportmanipulationof guestcode,we disturbit
minimally.

Most virtual registersareboundto their physicalcounterparts
duringexecutionof TC codeto facilitateIDENT translation.One
exceptionis the segmentregister%gs. It provides an escapeinto
VMM-level datastructures.Theret translationabove usesa %gs
overrideto spill %rcx into VMM memorysothatit canbeusedas
a working register in the translationof ret . Later, of course,the
guest's %rcxvaluemustbereloadedinto thehardware%rcx.

isPrime is atypical in that it containsno memoryaccesses.
However, memoryaccessesarecommonso their translationmust
run at closeto native speedandhave a form thatpreventsuninten-
tionalaccessto theVMM. Theef�ciency requirementfavorsuseof
hardwareprotectionover insertionof explicit addresschecks.

x86 offers two protectionmechanisms:pagingandsegmenta-
tion. For BT, segmentationworks best.We mapthe VMM in the
highpartof theguest's addressspaceandusesegmentationto seg-
regateguestportions(low) andVMM portions(high)of theaddress
space.We then“truncate”guestsegmentsso that they don't over-
lap theVMM. Whenall segmentregisters(but %gs) hold truncated
segments,a fault ensuesshoulda translatedinstructionattemptac-
cessto theVMM. Selectively, thetranslatorinserts%gspre�xesto
gainaccessto theVMM space.And, conversely, for theoccasional
guestinstructionthat hasa %gspre�x, the translatorstrips it and
usesa non-IDENTtranslation.

While most instructionscan be translatedIDENT, there are
severalnoteworthy exceptions:

� PC-relativeaddressingcannotbe translatedIDENT sincethe
translatoroutput residesat a differentaddressthan the input.
The translatorinsertscompensationcodeto ensurecorrectad-
dressing.The net effect is a small codeexpansionand slow-
down.

� Direct control �ow. Sincecodelayout changesduring transla-
tion, control �o w must be reconnectedin the TC. For direct
calls, branchesand jumps, the translatorcan do the mapping
from guestaddressto TCaddress.Thenetslowdown is insignif-
icant.

� Indirect control �ow (jmp, call, ret) doesnot go to a �x ed tar-
get,preventingtranslation-timebinding.Instead,thetranslated
target must be computeddynamically, e.g.,with a hashtable
lookup.Theresultingoverheadvariesby workloadbut is typi-
cally asingle-digitpercentage.

� Privilegedinstructions.Weusein-TC sequencesfor simpleop-
erations.Thesemayrun fasterthannative: e.g.,cli (clearin-
terrupts)onaPentium4 takes60cycleswhereasthetranslation
runsin a handfulof cycles(“vcpu.flags.IF:=0 ”). Complex
operationslikecontext switchescall out to theruntime,causing
measurableoverheadduebothto thecalloutandtheemulation
work.

Finally, althoughthedetailsarebeyondthescopeof this paper,
we observe thatBT is not requiredfor safeexecutionof mostuser
codeon mostguestoperatingsystems.By switchingguestexecu-
tion betweenBT modeanddirect executionasthe guestswitches
betweenkernel-anduser-mode,we canlimit BT overheadsto ker-
nel codeandpermitapplicationcodeto runat native speed.

3.3 Adaptive binary translation

ModernCPUshaveexpensive traps,soaBT VMM canoutperform
a classicalVMM by avoiding privilegedinstructiontraps.To illus-
trate,wecomparedimplementationsof asimpleprivilegedinstruc-
tion (rdtsc ) onaPentium4 CPU:trap-and-emulatetakes2030cy-
cles,callout-and-emulatetakes1254cycles,andin-TC emulation
takes216cycles.

However, while simple BT eliminatestraps from privileged
instructions,an even more frequent trap sourceremains:non-



Figure1. Adaptationfrom IDENT to SIMULATE.

privileged instructions(e.g., loadsandstores)accessingsensitive
datasuchaspagetables.We useadaptiveBT to essentiallyelim-
inatethe lattercategory of traps.Thebasicideais “innocentuntil
proven guilty.” Guestinstructionsstart in the innocentstate,en-
suring maximal useof IDENT translations.During executionof
translatedcodewedetectinstructionsthattrapfrequentlyandadapt
their translation:

� Retranslatenon-IDENT to avoid the trap; for example, the
translationmaycall out to aninterpreter.

� Patchtheoriginal IDENT translationwith aforwardingjumpto
thenew translation.

The left half of Figure 1 shows a control �o w graphwith an
IDENT translationin ccf1, and arbitrary other control �o w in
the TC representedby ccf2, ccf3 andccf4. The right half shows
the result of adaptingfrom IDENT in ccf1 to translationtype
SIMULATE in ccf5. Adaptationtakesconstanttime sinceuseof
a forwarding jump within ccf1 avoids the needto visit all ccf1's
directancestorsto redirectexit control�o w from ccf1 to ccf5.

After adaptation,we avoid taking a trap in ccf1 and instead
executea fastercallout in ccf5. The simulatecallout continuesto
monitor the behavior of the offending instruction.If the behavior
changesandtheinstructionbecomesinnocentagain,weswitchthe
active translationtypebackto IDENT by removing theforwarding
jump from ccf1 andinsertinganopposingonein ccf5.

The VMM usesadaptationnot just in a bimodal form that
distinguishesbetweeninnocentand guilty instructions,but with
theability to adaptto a varietyof situations,includingaccessto a
pagetable,accessto a particulardevice,andaccessto theVMM' s
addressrange.

A guestinstructionwhosetranslationhasbeenadaptedsuffers
adynamicoverheadof aforwardingjumpto reachthereplacement
translation.Adaptation's static overhead,i.e., codepatchingand
resultinglossof icachecontents,canbecontrolledwith hysteresis
to ensurea low adaptationfrequency. We adaptaggressively from
atrappingtranslationto anon-trappingmoregeneralform, but less
aggressively towardsa moreoptimistictranslation.

4. Hardwarevirtualization
In this section,we discussrecentarchitecturalchangesthatpermit
classicalvirtualizationof the x86. The discussionappliesto both
AMD' s SVM andIntel's VT; thesimilarity betweenthetwo archi-
tecturesis obviousfrom their respective manuals[2, 12]. VMware
hasimplementedanexperimentalVMM to exploit thesenew hard-
ware capabilities.We describethis hardware-assistedVMM (for
brevity: hardwareVMM), andcompareit with thesoftwareVMM.

4.1 x86 architectureextensions

The hardware exports a numberof new primitives to supporta
classicalVMM for the x86. An in-memorydatastructure,which
we will refer to as the virtual machine control block, or VMCB,
combinescontrol statewith a subsetof thestateof a guestvirtual
CPU.A new, lessprivilegedexecutionmode,guestmode, supports
directexecutionof guestcode,includingprivilegedcode.We refer
to the previously architectedx86 executionenvironmentas host
mode. A new instruction,vmrun, transfersfrom hostto guestmode.

Uponexecutionof vmrun, thehardwareloadsgueststatefrom
the VMCB andcontinuesexecutionin guestmode.Guestexecu-
tion proceedsuntil somecondition,expressedby the VMM using
control bits of theVMCB, is reached.At this point, the hardware
performsan exit operation,which is the inverseof a vmrun oper-
ation.On exit, thehardwaresavesgueststateto theVMCB, loads
VMM-suppliedstateinto thehardware,andresumesin hostmode,
now executingtheVMM.

Diagnostic�elds in the VMCB aid the VMM in handlingthe
exit; e.g.,exits due to guestI/O provide the port, width, anddi-
rectionof I/O operation.After emulatingthe effect of the exiting
operationin theVMCB, the VMM againexecutesvmrun, return-
ing to guestmode.

TheVMCB controlbits provide some�e xibility in thelevel of
trustplacedin theguest.For instance,aVMM behaving asahyper-
visor for ageneral-purposeOSmightallow thatOSto drivesystem
peripherals,handleinterrupts,or build pagetables.However, when
applyinghardwareassistanceto purevirtualization,theguestmust
runonashorterleash.ThehardwareVMM programstheVMCB to
exit on guestpagefaults,TLB �ushes,andaddress-spaceswitches
in order to maintainthe shadow pagetables;on I/O instructions
to run emulatedmodelsof guestperipherals;and on accessesto
privilegeddatastructuressuchaspagetablesandmemory-mapped
devices.

4.2 Hardware VMM implementation

The hardware extensionsprovide a completevirtualization solu-
tion,essentiallyprescribingthestructureof ourhardwareVMM (or
indeedany VMM usingtheextensions).Whenrunningaprotected
modeguest,theVMM �lls in aVMCB with thecurrentgueststate
andexecutesvmrun. On guestexits, the VMM readsthe VMCB
�elds describingtheconditionsfor the exit, andvectorsto appro-
priateemulationcode.

Most of this emulationcodeis sharedwith thesoftwareVMM.
It includesperipheraldevice models,codefor delivery of guestin-
terrupts,andmany infrastructuretaskssuchas logging, synchro-
nization and interactionwith the host OS. Sincecurrentvirtual-
ization hardwaredoesnot includeexplicit supportfor MMU vir-
tualization,thehardwareVMM alsoinheritsthesoftwareVMM' s
implementationof theshadowing techniquedescribedin Section2.

4.3 Exampleoperation: processcreation

In explaining theBT-basedVMM, we usedisPrime asanexam-
ple guestprogram.On a hardwareVMM, isPrime is uninterest-
ing, because,containingonly ALU operationsandcontrol-�ow, its
executionis identicalin hostandguestmode.Weneedamoresub-
stantialoperationto illustrate the operationof a hardwareVMM.
So,considera UNIX-lik e operatingsystemrunningin guestmode
onthehardwareVMM, abouttocreateaprocessusingthefork(2)
systemcall.

� A user-level processinvokesfork() . Thesystemcall changes
the CPL from 3 to 0. Since the guest's trap and systemcall
vectorsare loadedonto the hardware, the transitionhappens
withoutVMM intervention.



� In implementingfork, the guestusesthe “copy-on-write” ap-
proachof write-protectingbothparentandchildaddressspaces.
Our VMM' s softwareMMU hasalreadycreatedshadow page
tablesfor the parentaddressspace,using tracesto maintain
their coherency. Thus,eachguestpagetable write causesan
exit. TheVMM decodestheexiting instructiontoemulateits ef-
fecton thetracedpageandto re�ect thiseffect into theshadow
pagetable.By updatingtheshadow pagetable,theVMM write-
protectstheparentaddressspacein thehardwareMMU.

� Theguestschedulerdiscoversthatthechild processis runnable
andcontext switchesto it. It loadsthechild'spagetablepointer,
causinganexit. TheVMM' s softwareMMU constructsa new
shadow pagetableandpointsthe VMCB' s pagetableregister
at it.

� As thechild runs,it touchespiecesof its addressspacethatare
not yet mappedin its shadow pagetables.This causeshidden
pagefault exits. The VMM interceptsthepagefaults,updates
its shadow pagetable,andresumesguestexecution.

� As both the parentand child run, they write to memory lo-
cations,againcausingpagefaults.Thesefaults are true page
faults that re�ect protectionconstraintsimposedby the guest.
TheVMM muststill interceptthembeforeforwardingthemto
theguest,to ascertainthat they arenot anartifactof theshad-
owing algorithm.

4.4 Discussion

The VT andSVM extensionsmake classicalvirtualizationpossi-
ble on x86. The resultingperformancedependsprimarily on the
frequency of exits. A guestthat never exits runsat native speed,
incurring nearzero overhead.However, this guestwould not be
very usefulsinceit canperformno I/O. If, on theotherhand,ev-
ery instructionin theguesttriggersanexit, executiontime will be
dominatedby hardwaretransitionsbetweenguestandhostmodes.
Reducingthefrequencyof exits is themostimportantoptimization
for classicalVMMs.

To helpavoid themostfrequentexits, x86 hardwareassistance
includesideassimilar to the s/370interpretive executionfacility
discussedin Section2.5.Wherepossible,privilegedinstructionsaf-
fect statewithin thevirtual CPUasrepresentedwithin theVMCB,
ratherthanunconditionallytrapping[24].

Consideragainpopf . A naive extensionof x86 to supportclas-
sical virtualization would trigger exits on all guestmodeexecu-
tions of popf to allow the VMM to updatethe virtual “interrupts
enabled”bit. However, guestsmay executepopf very frequently,
leadingto anunacceptableexit rate.Instead,theVMCB includesa
hardware-maintainedshadow of theguest%eflags register. When
runningin guestmode,instructionsoperatingon %eflags operate
on theshadow, removing theneedfor exits.

Theexit rateis a function of guestbehavior, hardwaredesign,
andVMM softwaredesign:aguestthatonly computesneverneeds
to exit; hardwareprovidesmeansfor throttlingsomeexit types;and
VMM designchoices,particularlytheuseof tracesandhiddenpage
faults,directly impacttheexit rateasshown with thefork example
above.

5. Qualitati ve comparison
An ideal VMM runs the guestat native speed.The softwareand
hardware VMMs experiencedifferent trade-offs in their attempts
to approachthis ideal.BT tendsto win in theseareas:

� Trap elimination: adaptive BT can replacemost traps with
fastercallouts.

� Emulationspeed:a callout canprovide the emulationroutine
with apredecodedguestinstruction,whereasahardwareVMM
mustfetchanddecodethetrappingguestinstructionto emulate
it.

� Calloutavoidance:for frequentcases,BT mayusein-TC emu-
lation routines,avoidingeventhecalloutcost.

Conversely, thehardwareVMM wins in theseareas:

� Codedensityis preservedsincethereis no translation.

� Preciseexceptions:BT performsextra work to recover guest
statefor faultsandinterruptsin non-IDENTcode.

� Systemcalls runwithoutVMM intervention.

In summary, hardware and software VMMs suffer different
overheads.While softwarevirtualizationrequirescarefulengineer-
ing to ensureef�cient executionof guestkernelcode,hardwarevir-
tualizationdeliversnativespeedfor anythingthatavoidsanexit but
leviesa highercostfor theremainingexits (on currenthardware).
The softwareVMM hasa richer setof optionsavailable, includ-
ing adaptation,whereascurrenthardware mechanismsaim more
narrowly at trap-and-emulatestylevirtualization,leaving less�e x-
ibility to useothersoftware/hardwarecombinations.

6. Experiments
We have examineda numberof 64-bit workloadsunderVMware
Player1.0.1's software and hardware-assistedVMMs. Our hard-
warehostis anHP xw4300workstation,containinga VT-enabled
3.8 GHz Intel Pentium4 672 with hyperthreadingdisabledin the
BIOS.

Current Intel CPUslack supportfor segment limits in 64 bit
mode,leaving us without our preferredmethodfor protectingthe
softwareVMM. Sowe cautionthat in themeasuredhardwareen-
vironmentthe softwareVMM fails PopekandGoldberg's Safety
requirement.However, theVMM exhibits similar performanceon
AMD' s Opteronprocessorwhere64-bit segment limits are sup-
ported,sowearecon�dent thatthesemeasurementsaccuratelyrep-
resenttheperformanceof thesoftwareVMM.

We qualify our results in this sectionby noting that we are
comparinga recentlydevelopedhardware VMM on a particular
microarchitecturewith a maturecommercialproduct.While the
comparisoncannotbecompletely“apples-to-apples,” wefeelit still
offersinsight.Improvementsin softwareandhardwaremaychange
theconstants,but thebroadpro�le of thetwo approaches'strengths
andweaknesseswill remainthesame.

We �nd that compute-intensive benchmarksrun essentiallyat
native speedon bothVMMs. However, asworkloadsincludepro-
gressively moreprivilegedoperations(context switches,memory
mapping,I/O, interrupts,systemcalls), both VMMs suffer over-
heads.Usingaseriesof increasinglytargetedbenchmarksweshow
how andwhy thesoftwareVMM usuallyoutperformsthehardware
VMM.

6.1 Initial measurements

As anexampleof abenignworkload,weranSPECint2000onRed-
Hat EnterpriseLinux 3. Sinceuser-level computationis not taxing
for VMMs, we expectbothguestrunsto scorecloseto native.Fig-
ure2 con�rms thisexpectation,showing aslowdown overnativeof
0-9%,with a4%averageslowdown for thesoftwareVMM and5%
for thehardwareVMM. Theoverheadresultsfrom bothhostback-
groundactivity, suchastimer interruptsandhousekeepingkernel
threads,andvirtualizationoverheadsin guestbackgroundactivity.
Surprisingly, mcf runsfasterthannative onbothVMMs. Measure-
mentwith anexternaltimer to rule out virtual timing jitter showed
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Figure3. Macrobenchmarks.

the performanceimprovementto be real. We speculatethat the
VMM positively perturbsTLBs andcachesfor thiscombinationof
workloadandhardwarebut have beenunableto prove this conclu-
sively becausehardware performancecounterscannotbe applied
to workloadsrunningin VMwarePlayer1.0.1.

The SPECjbb2005 benchmarktestsserver-side Java Virtual
Machine (JVM) performance.To achieve guestvariety, we ran
SPECjbbon Windows 2003 Enterprisex64 Edition, using Sun
JVM version1.5.006-b05.The resultsin Figure2, againnormal-
ized to native, show that both the softwareandhardware VMMs
comeverycloseto nativeperformance,reaching98%and99%,re-
spectively. SincetheJVM runsasasingleuser-level process,direct
executiondominatesSPECjbb's runtimewithin a VM, just aswith
SPECint.This test cameeven closerto native performancethan
SPECintperhapsdueto Windows 2003's lower timer interruptrate
(60Hz,vs.100Hzfor theLinux VM).

For a more challengingserver workload, we ran the Apache
ab server benchmarkingtool with 128 clients againstLinux and
Windows installationsof theApachehttpserver; seeFigure3.

VMwarePlayerusesa hostedI/O model in which all network
packetspassthroughthehostOS's I/O stack.Dueto thisoverhead,
all four guest/VMMcombinationscomparepoorly to native.How-
ever, therelativemeritsof thetwo VMMs areguest-dependent.On
Windows, the hardwareVMM achievesa superiorratio to native
performance(67%)to thatof thesoftwareVMM (53%).OnLinux,

however, thesoftwareVMM (45%)dominatesthehardwareVMM
(38%).For reasonsdescribedbelow, weattributethis to differences
in Apachecon�guration.Apachedefaultsto asingleaddressspace
onWindows,andmany addressspacesin UNIX-lik eoperatingsys-
temssuchasLinux.

For adesktop-orientedworkload,weranPassMarkonWindows
XP Professionalx64 Edition bothnatively andin a VM. PassMark
is a syntheticsuite of microbenchmarksintendedto isolatevari-
ous aspectsof workstationperformance.We found that the two
VMMs encounteredsimilar overheadin most PassMarkcompo-
nents.Many of thesebenchmarksstressI/O deviceswhoselaten-
cieseasilyhidedifferencesin CPUvirtualization.

However, two benchmarksrevealeddiscrepanciesbetweenthe
VMMs, asshown in Figure3. The “Large RAM” componentex-
hauststhe1GBof RAM availablein bothhostandguest,leadingto
paging.BothVMMs show asigni�cant de�cit relativeto thenative
scoreof 335op/s.However, thesoftwareVMM, scoring175op/s,
faresmuchbetterthanthehardwareVMM at 67op/s.

In the 2D graphicsscore,the hostscored590 op/s,while the
software andhardware VMMs scored374 op/s and 413 op/s re-
spectively. In thiscase,thehardwareVMM achieved70%of native
performance,while thesoftwareVMM achievedonly 63%.Instru-
mentationof the software VMM con�rmed that the 2D graphics
workloadsuffersfrom systemcall overheads.Weattributethehard-
wareVMM' ssuccessat thisworkloadto its superiorityin handling
kernel/usertransitions.

For a lesssyntheticworkload,we examinedcompile jobs on
both Linux (“make -j8 bzImage”for kernel2.6.11)andWindows
(Cygwin “make” Apache2.2.0).We seea similar patternfor both
guestswith thesoftwareVMM beingcloserto native. In theLinux
compile job, the host took 265 seconds,the softwareVMM took
393 seconds(67.4% of native performance),and the hardware
VMM took 484 seconds(54.8% of native). Put differently, the
softwareVMM' s overheadis 128 secondswhereasthe hardware
VMM' s overheadis almost twice as large at 219 seconds.The
Windows compile job behaves similarly, althoughboth VMMs
displaya larger gaprelative to native due to IPC overheads(i.e.,
additional context switches)from the Cygwin UNIX emulation
environment.

InvestigatingthehardwareVMM' s largede�cit in kernelcom-
pilation, we gatheredsamplesof the guestprogramcounterwhile
executingunderbothVMMs. Wefoundthattheguestspendsmore
time servicingpagefaults and context switcheson the hardware
VMM. Ournext benchmarkzoomsin on theseoverheads.

6.2 Forkwait

To magnify the differencesbetweenthe two VMMs, we usethe
familiar UNIX kernelmicrobenchmarkforkwait , which stresses
processcreationand destruction.The programis perhapsmost
conciselydescribedby its source:

int main(int argc, char *argv[]) {
for (int i = 0; i < 40000; i++) {

int pid = fork();
if (pid < 0) return -1;
if (pid == 0) return 0;
waitpid(pid);

}
return 0;

}

forkwait focusesintenselyon virtualization-sensitive opera-
tions, resulting in low performancerelative to native execution.
Measuringforkwait , our hostrequired6.0 secondsto createand
destroy 40000processes.The softwareVMM, on the otherhand,
took36.9seconds,while thehardwareVMM consumedasobering
106.4seconds.forkwait effectively magni�es the differencebe-
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tweenthetwo VMMs, thehardwareVMM inducingapproximately
4.4 timesgreateroverheadthanthesoftwareVMM. Still, this pro-
gramstressesmany divergentpathsthroughboth VMMs, suchas
systemcalls,context switching,creationof addressspaces,modi�-
cationof tracedpagetableentries,andinjectionof pagefaults.

6.3 Virtualization nanobenchmarks

To betterunderstandtheperformancedifferencesbetweenthetwo
VMMs, we wrote a seriesof “nanobenchmarks”that eachexer-
ciseasinglevirtualization-sensitiveoperation.Often,themeasured
operationis a singleinstructionlong. For precisecontrol over the
executedcode,werepurposedacustomOS,FrobOS,thatVMware
developedfor VMM testing.

Our modi�ed FrobOSboots,establishesa minimal runtimeen-
vironmentfor C code,calibratesits measurementloops,andthen
executesa seriesof virtualization-sensitive operations.Thetestre-
peatseachoperationmany times,amortizingthecostof thebinary
translator's adaptationsover multiple iterations.In our experience,
this is representative of guestbehavior, in which adaptationcon-
vergeson a small fraction of poorly behaving guestinstructions.
Theresultsof thesenanobenchmarksarepresentedin Figure4.The
largespreadof cyclecountsrequirestheuseof a logarithmicscale.

syscall . This testmeasuresround-trip transitionsfrom user-
level to supervisor-level via thesyscall andsysret instructions.
ThesoftwareVMM introducesa layerof codeandanextra privi-
lege transition,requiringapproximately2000morecycles thana
native systemcall. In the hardware VMM, systemcalls execute
without VMM intervention,so aswe expect,the hardwareVMM
executessystemcallsatnative speed.

in . We executean in instruction from port 0x80, the BIOS
POSTport. Native executionaccessesan off-CPU register in the
chipset,requiring3209cycles.The softwareVMM, on the other
hand,translatesthe in into a short sequenceof instructionsthat
interactswith thevirtual chipsetmodel.Thus,thesoftwareVMM
executesthis instruction�fteen timesfasterthannative. Thehard-
wareVMM mustperforma vmm/guestroundtrip to completethe
I/O operation.This transitioncausesin to consume15826cycles
in thetestedsystem.

cr8wr . %cr8 is a privileged register that determineswhich
pendinginterruptscanbedelivered.Only %cr8writes that reduce
%cr8 below the priority of the highestpendingvirtual interrupt
causean exit [24]. Our FrobOStest never takes interruptsso no
%cr8 write in the testever causesan exit. As with syscall , the
hardware VMM' s performanceis similar to native. The software
VMM translates%cr8 writes into a short sequenceof simple in-
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structions,completingthe%cr8write in 35cycles,aboutfour times
fasterthannative.

call/ret . BT slows down indirectcontrol�o w. We targetthis
overheadby repeatedlycalling a subroutine.Sincethe hardware
VMM executescalls and returnswithout modi�cation, the hard-
wareVMM andnativebothexecutethecall/returnpairin 11cycles.
ThesoftwareVMM introducesanaveragepenaltyof 40cycles,re-
quiring51 cycles.

pgfault . In both VMMs, the software MMU interposeson
both true and hiddenpagefaults.This test targetsthe overheads
for truepagefaults.While bothVMM pathsarelogically similar,
the software VMM (3927 cycles) performsmuchbetterthan the
hardwareVMM (11242cycles).This is duemostly to the shorter
path wherebythe software VMM receives control; pagefaults,
while by no meanscheapnatively (1093cycleson this hardware),
arefasterthana vmrun/exit round-trip.

divzero . Division by zerohasfault semanticssimilar to those
of page faults, but doesnot invoke the software MMU. While
division by zero is uncommonin guestworkloads,we include
this nanobenchmarkto clarify the pgfault results.It allows us
to separateout the virtualizationoverheadscausedby faultsfrom
the overheadsintroducedby the virtual MMU. As expected,the
hardware VMM (1014 cycles) delivers near native performance
(889cycles),decisively beatingthesoftwareVMM (3223cycles).

ptemod. BothVMMs usetheshadowing techniquedescribedin
Section2.4to implementguestpagingwith trace-basedcoherency.
The tracesinducesigni�cant overheadsfor PTE writes, causing
very high penaltiesrelative to the native single cycle store.The
softwareVMM adaptively discoversthePTEwrite andtranslatesit
into asmallprogramthatis cheaperthanatrapbut still quitecostly.
This small programconsumes391 cycles on eachiteration.The
hardware VMM entersand exits guestmoderepeatedly, causing
it to performapproximatelythirty times worsethan the software
VMM, requiring12733cycles.

To place this data in context, Figure 5 shows the total over-
headsincurredby eachnano-operationduring a 64-bit Windows
XP Professionalboot/halt.Althoughthepgfault nanobenchmark
hasmuch higher cost on the hardware VMM than the software
VMM, theboot/haltworkloadtook sofew truepagefaultsthatthe
differencedoesnot affect the bottomline materially. In contrast,
the guestperformedover 1 million PTE modi�cations, causing
high overheadsfor thehardwareVMM. While the�gure maysug-
gestthat in/out dominatesthe executionpro�le of the hardware
VMM, thevastmajority of theseinstructionsoriginatein atypical
BIOScodethatis unusedafterinitial boot.



3.8GHzP4672 2.66GHzCore2 Duo
VM entry 2409 937
Pagefault VM exit 1931 1186
VMCB read 178 52
VMCB write 171 44

Table1. Micro-architecturalimprovements(cycles).

Systemcalls weresimilar in frequency to PTE modi�cations.
However, while thesoftwareVMM slows down systemcallssub-
stantially, on an end-to-endbasissystemcalls were not frequent
enoughto offset the hardwareVMM' s penaltyfor PTE modi�ca-
tion (andI/O instructions),andthehardwareVMM incursconsider-
ablymoretotaloverheadthanthesoftwareVMM in thisworkload.

The cost of running the binary translator(vs. executing the
translatedcode)is rarelysigni�cant; seeagainFigure5. Thereare
two reasons.First, theTC capturestheworking setandcontinued
executionamortizesaway translationcostsfor long-runningwork-
loads.Second,thetranslatoris quitefastbecauseit doeslittle anal-
ysis(2300cyclesperx86 instruction,comparedwith 100-200kcy-
clesperJava bytecodefor someoptimizing JITs [1]). High trans-
lator throughputensuresgoodperformanceeven for a worst-case
workloadlike boot/haltthatmostlyexecutescoldcode.

In Section2.4,we discussedthe importanceof �nding a sweet
spot in the three-way trade-off amongtrace costs,hidden page
faults and context-switch costs.Thesenanobenchmarksdemon-
stratethat hardware virtualization makes all threedimensionsof
thisdesignspacemoretreacherousby replacingfaultswith costlier
guest/vmmround-trips.Further, in the absenceof a hardwareba-
sis for supportingBT executionthe hardwareVMM is unableto
adaptto frequentlyexiting workloads.Without this tool for easing
thethree-way trade-off, we have foundfew workloadsthatbene�t
from currenthardwareextensions.

We discoveredtwo suchworkloads.Apacheon Windows and
2D PassMarkare similar in that they consistof a single address
space,andtheworkloadsrequirefew I/O exits relative to thenum-
berof systemcallsperformed.Thefew I/O exits areaconsequence
of guestbuffering, in thecaseof Apache,andof thevirtual SVGA
device (which usesa shared-memoryFIFO of graphicsoperations,
usuallyavoiding exits until theFIFO �lls up) in the caseof Pass-
Mark. We considertheseworkloadsthe exceptionthat provesthe
rule, however. Workloadsthat enterCPL 0 frequently, but rarely
perform privileged operationsare unusual.Recall the old UNIX
benchmarkingcheatof returninga cachedvaluefrom getpid(2) :
if theapplicationisn't askingfor aprivilegedservice,why enterthe
kernelatall?

7. Softwareand hardwareopportunities
Many of the dif�cult casesfor the hardware VMM examinedin
Section6.3surroundMMU virtualization.In this section,we con-
siderfutureapproachesin bothhardwareandsoftwareto closethe
gapto softwareVMM performance,andultimatelyapproachnative
performance.

7.1 Micr oarchitecture

Hardwareoverheadswill shrinkover time asimplementationsma-
ture. Measurementson a desktopsystemusing a pre-production
versionof Intel's next generation“Core” microarchitectureto ship
in thesecondhalf of 2006demonstratesthatthispositivetrendis al-
readyunderway;seeTable1.Thenumberof cyclesfor aVM entry
dropsfrom 2409onP4to 937onCore,a61%reduction.Factoring
in Core's lower clock, thetime reductionis still a respectable44%
from 634ns to 352 ns.Coreoffers a lessdramatic12% improve-
mentin thecostof a pagefault VM exit: from 508nsto 446ns.

This microarchitecturalimprovementvisibly impactsthe bot-
tom line. Let us illustrate by comparingforkwait on P4 and
Core.Native executionof forkwait on our P4takes6.02seconds
whereasour CoreCPUrunsit in just 2.62seconds.This dramatic
differencein native performancemeansthat it is not meaningful
to directly compareexecutiontimes of the hardware VMMs. In-
stead,wecompareratiosto native.OnP4,thehardwareVMM runs
forkwait 17.7x slower than native in 106.4 seconds.On Core,
the hardwareVMM improves the scoreto 14.8x slower thanna-
tive,taking38.9seconds.For reference,thesoftwareVMM is 6.1x
slower thannative on P4 (36.9seconds)and7.0x slower thanna-
tive on Core(18.4seconds).Keepingin mind the extremenature
of forkwait , the improvementfrom 17.7xto 14.8xis signi�cant,
but it is alsoclearthatmorework remainsto bedonebeforevirtual
performanceapproachesnative.

While this hardware VMM performanceimprovementis en-
couraging,wespeculatethatevenahypothetical“perfect” microar-
chitecturein which VM exits are free could have a performance
de�cit relative to thesoftwareVMM for MMU-relatedoperations.
The remainingperformancegap is due to the “stateless”nature
of thehardwareVMM: after resuminga guestin directhardware-
assistedexecution,theVMM haslittle ideawhatstatetheguestis
in whenexecutionreturnsto theVMM. So theVMM incurssoft-
wareoverheadsreconstructinggueststateby readingVMCB �elds
(handlinga typical exit requiresten vmreads) and in somecases
decodingtheexiting instruction.While improvementson this state
reconstructionsoftwarearecertainlypossible,a completeelimina-
tion of it is unlikely. “Stateless”VMM operationis characteristic
of hardware-assisteddirect execution.Thus,the opportunitiesfor
makingexits faster, in bothhardwareandsoftware,arelimited.

7.2 Hardware VMM algorithmic changes

A morepotentapproachis to eliminateexits entirely. Consider, for
instance,theptemodnanobenchmark,whichrepeatedlymodi�es a
guestpagetableentry. VMwarePlayer1.0.1incursa VM exit for
eachmodi�cation dueto traceson shadow pagetables.However,
thex86's relaxedTLB coherency rulespermitotherpagetableco-
herency strategiesthantracing.For example,VMwareWorkstation
2.0, releasedin 2000,would aggressively drop tracesuponguest
pagetable modi�cation, allowing the shadow pagetablesto be-
cometemporarilyincoherentwith theguestpagetablesin orderto
reducetracecosts.

While this algorithmreducestracecosts,it shiftswork into the
VMM' sguestpagetablereloadpath,whichmustprocesstheback-
log of pagetable writes to bring the shadow and guestpageta-
blesinto harmony. Thealgorithmalsopreventssomenon-obvious
optimizationsthat arepossiblewith moreaggressive tracing.For
instance,pagetable modi�cations that changea pagefrom not-
presentto presentusuallyoccur in guestkernels' pagefault han-
dlersin responseto demand-pagingactivity. Thus,thesePTEmod-
i�cations arealmostalwaysfollowed immediatelyby a user-level
accessto the freshly mappedpage.By catchingPTE writes with
tracing, we can save a subsequenthiddenpagefault by eagerly
placinga correspondingpresententryin theshadow assoonasthe
guestPTEwrite executes.Thisoptimizationis importantin process
creationworkloadssuchasforkwait , andis hardto applywithout
tracing.

In the yearssince the releaseof Workstation2.0, VMware's
binary translatorhasbecomeincreasinglycapableof adaptingto
traceaccesses,allowing our software MMU to make liberal use
of traces.This extremepoint in the designspaceis not optimal
for the hardware-assistedVMM wheretraceaccessesarecostlier.
Consequently, an effort to explore the designspaceof lesstrace-
intensivesoftwareMMU algorithmsis now underwayatVMware.
While this work is still in progress,andbeyond the scopeof this



paper, preliminary resultsappearpromising:the hardware VMM
gainson thesoftwareVMM, but still doesnotsurpassit.

7.3 A hybrid VMM

Forclarityof comparison,wehavediscussedthesoftwareandhard-
wareVMM asentirelyseparateentities.However, bothVMMs are
partof thesamebinaryin VMwarePlayer1.0.1,andnothingforces
us to rely exclusively on onetechniquefor executinga guest.We
haveexperimentedwith ahybridVMM thatdynamicallyselectsthe
executiontechniqueusingsimpleguestbehavior-drivenheuristics,
with thegoalof reapingthebene�tsof both thehardwareVMM' s
superiorsystemcall performanceandthe softwareVMM' s supe-
rior MMU performance.While weachievedsomeencouragingim-
provementsontoy workloads,theheuristicsdriving thisadaptation
arestill immatureand requirefurther tuning. For productionuse
of BT on Intel CPUswe would additionallyneedto implementa
performantVMM protectionschemethatdoesn't requiresegmen-
tation.

7.4 Hardware MMU support

We areoptimisticaboutthepotentialof futurehardwareassistance
in theareaof MMU virtualization.Thethree-way trade-off among
tracecosts,hiddenpagefaultsandcontext-switch costswassuc-
cessfullyaddressedwith appropriatehardwarein IBM' s s/370ma-
chines[17]. Both AMD' s “nestedpaging” [2] and Intel's “EPT”
[16] proposalsfor MMU virtualizationaresimilar to the SIE de-
sign.

In both schemes,the VMM maintains a hardware-walked
“nested page table” that translatesguest physical addressesto
hostphysicaladdresses.This mappingallows thehardwareto dy-
namicallyhandleguestMMU operations,eliminatingtheneedfor
VMM interposition.Theoperationof this schemeis illustratedin
Figure6. While runningin hardware-assistedguestexecution,the
TLB containsentriesmappingguestvirtual addressesall the way
to hostphysicaladdresses.The processof �lling theTLB in case
of amissis somewhatmorecomplicatedthanthatof typicalvirtual
memorysystems.Considerthecaseof a guestreferenceto virtual
addressV thatmissesin thehardwareTLB:

1. Thehardwareusestheguestpagetablepointer(%cr3) to locate
thetop level of theguest's hierarchicalpagetable.

2. %cr3 containsa guestphysicaladdress,which mustbe trans-
latedto ahostphysicaladdressbeforedereferencing.Thehard-
warewalks thenestedpagetablefor theguest's %cr3valueto
obtainahostphysicalpointerto thetoplevel of theguest'spage
tablehierarchy.

3. Thehardwarereadstheguestpagedirectoryentrycorrespond-
ing to guestvirtual addressV .

4. The PDE readin step3 also yields a guestphysicaladdress,
which mustalsobe translatedvia thenestedpagetablebefore
proceeding.

5. Having discoveredthe hostphysicaladdressof the �nal level
of theguestpagetablehierarchy, thehardwarereadstheguest
pagetableentrycorrespondingto V . In our example,this PTE
points to guestphysicaladdressX , which is translatedvia a
third walk of thenestedpagetable,e.g.to hostphysicaladdress
Y .

6. The translationis complete:virtual addressV mapsto host
physicaladdressY . The pagewalk hardwarecannow �ll the
TLB with anappropriateentry(V; Y ) andresumeguestexecu-
tion, all without softwareintervention.

For anM -level guestpagetableon anN -level nestedpageta-
ble,a worst-caseTLB missrequiresM N memoryaccessesto sat-

isfy. We are,however, optimisticaboutthis potentialproblem.The
samemicroarchitecturalimplementationtechniquesthatmake vir-
tual memoryperformacceptably(highly associative, large,multi-
level TLBs, caching)shouldapply at leastas well to the nested
pagetable.Thus,nestedpagingholdsthe promiseof eliminating
traceoverheadsandallowing guestcontext switcheswithoutVMM
intervention.By resolvingthemostimportantsourcesof overhead
in currentVMMs, nestedpaginghardwareshouldeasilyrepaythe
costsof (slightly) slower TLB misses.

8. Relatedwork
Our approachto this topic owesa debtto the long-runningRISC
vs. CISCdebate[6, 18]. This quarrelin its narrow sensehasbeen
fought to a draw, with a current abundanceof both RISC and
CISC designs.However, the controversy's lastinggifts have been
skepticismtowardstheintuition thathardwarealwaysoutperforms
software,andthe consensusthat measurementmustguidedesign
of thehardware/softwareinterface[11].

The picoJava microprocessorlands at one end of the hard-
ware/softwaresplit [15]. This processoreffectively reimplements
the software JVM version1.0 in hardware. While picoJava was
never intendedasahighperformancebytecodeexecutionengine,it
is still strikingto observe justhow differentlyamodernJVM deliv-
ersperformancethroughmulti-stageJIT compilation.ThepicoJava
design,frozenin time in thelastmillenium, is not whatonewould
build todayto runJava.

Transmeta's Crusoedesignteamtook the oppositeapproach,
building anx86compatibleCPUby codesigninga VLIW coreand
a substantialsoftwarecomponentthat includesanoptimizing,dy-
namic,adaptive, binary translatorfrom x86 to the internalVLIW
architecture[9]. Their core implementsbasic primitives to sup-
port key aspectsof the software, including speculationand self-
modifyingcode.

The emergenceof open sourceoperatingsystems,such as
Linux, has enabledparavirtualization, the modi�cation of oper-
atingsystemsto bebettervirtual citizens[5, 25,14]. Theapproach
hasmerit asit gainsperformanceandpermitsa simplerVMM de-
sign.However, it sacri�cestheability to runlegacy andproprietary
operatingsystems.Moreover, a new interfacebetweenthe guest
andVMM mustnow be standardized,documentedandsupported
in additionto theexisting interfacebetweenOSandhardware[3].

9. Conclusions
We have describedthe implementationof a software VMM that
employs BT for x86 guestexecution.Recenthardwareextensions
now permitimplementationof a trap-and-emulatehardwareVMM
thatexecutesguestsdirectly.

Intuitively, onewould expecthardwaresupportto improve per-
formanceacrossthe board, but experimentson �rst generation
hardware painted a mixed picture. Our software and hardware
VMMs bothperformwell oncompute-boundworkloads.For work-
loadsthatperformI/O, createprocesses,or switchcontexts rapidly,
softwareoutperformshardware. In two workloadsrich in system
calls,thehardwareVMM prevails.

We have tracedthis surprisingresultto its root causeby study-
ing architecture-level operationsfor which the softwareandhard-
ware VMMs imposevery different amountsof overhead.While
the new hardwareremoves the needfor BT andsimpli�es VMM
design,in our experimentsit rarely improves performance.New
MMU algorithmsin thehardwareVMM mightnarrow thisgap,but
currenthardwaresupportis CISC-like in its packagingof a whole
solutionanddif�cult to exploit withoutgiving upexistingsoftware
techniques.
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Over yearsof work on VMMs, we have cometo appreciate
the �e xibility of having softwarecontrol in our VMMs. We hope
that cominghardware supportfor virtualization will be designed
to blendeasilywith andcomplementexisting softwaretechniques.
Thismaycontributeto fasteradoptionof thehardwareandadvance
thegeneralstateof virtualization.

Acknowledgments. Special thanks to Jim Mattson for sig-
ni�cant contributions to the hardware VMM. Generalthanksto
the dozensof membersof VMware's VMM group since 1998.
Warmestthanksto ourreaders:Eli Collins,Erik Cota-Robles,Alex
Garthwaite, Geoff Pike, Mendel Rosenblum,and RichardUhlig.
Wewouldalsoliketo thanktheanonymousASPLOSreviewersfor
suggestionsthatgreatlyshapedour paper.

References
[1] AGESEN, O., AND DETLEFS, D. Mixed-modebytecodeexecution.

TechnicalReportSMLI TR-200-87,SunMicrosystems,Inc., Moun-
tainView, CA, USA, 2000.

[2] AMD. AMD64 Virtualization Codenamed“Paci�ca” Technology:
Secure Virtual MachineArchitecture ReferenceManual, May 2005.

[3] AMSDEN, Z., ARAI , D., HECHT, D., HOLLER, A ., AND SUBRAH-
MANYAM , P. VMI: An interfacefor paravirtualization.OttawaLinux
Symposium(2006).

[4] BALA , V., DUESTERWALD, E., AND BANERJIA , S. Dynamo:a
transparentdynamicoptimizationsystem.In PLDI '00: Proceedings
of the ACM SIGPLAN2000conferenceon programminglanguage
designandimplementation(New York, NY, USA, 2000),ACM Press,
pp.1–12.

[5] BARHAM , P., DRAGOVIC, B., FRASER, K ., HAND, S., HARRIS, T.,
HO, A ., NEUGEBAUER, R., PRATT, I ., AND WARFIELD, A . Xenand
theart of virtualization. In SOSP'03: Proceedingsof thenineteenth
ACM symposiumon operating systemsprinciples(New York, NY,
USA, 2003),ACM Press,pp.164–177.

[6] CLARK , D. W., AND STRECKER, W. D. Commentson ºthecase
for the reducedinstructionsetcomputer,º by PattersonandDitzel.
SIGARCHComput.Archit. News8, 6 (1980),34–38.

[7] CMELIK , B., AND KEPPEL , D. Shade:afastinstruction-setsimulator
for executionpro®ling. In SIGMETRICS'96: Proceedingsof the1996
ACM SIGMETRICSinternationalconferenceon measurementand
modelingof computersystems(New York, NY, USA, 1994),ACM
Press,pp.128–137.

[8] CRAMER, T., FRIEDMAN, R., M I LLER, T., SEBERGER, D.,
WI LSON, R., AND WOLCZKO, M. Compiling java just in time.
IEEEMicro 17, 3 (1997),36–43.

[9] DEHNERT, J. C., GRANT, B. K., BANNING, J. P., JOHNSON, R.,
K ISTLER, T., KLAIBER, A ., AND MATTSON, J. The transmeta
codemorphingsoftware:usingspeculation,recovery, andadaptive

retranslationto addressreal-lifechallenges.In CGO'03: Proceedings
of the internationalsymposiumon codegeneration andoptimization
(Washington,DC, USA, 2003),IEEE ComputerSociety, pp.15–24.

[10] DEITEL , H. M. An introductionto operating systems(2nd ed.).
Addison-Wesley LongmanPublishingCo., Inc., Boston,MA, USA,
1990.

[11] HENNESSY, J. L ., AND PATTERSON, D. A. Computerarchitecture:
a quantitativeapproach. MorganKaufmannPublishersInc., San
Francisco,CA, USA, 2002.

[12] INTEL CORPORATION. Intel R
 Virtualization Technology Speci�ca-
tion for theIA-32 Intel R
 Architecture, April 2005.

[13] KARGER, P. A., ZURKO, M. E., BONIN, D. W., MASON, A . H.,
AND KAHN, C. E. A vmmsecuritykernelfor thevaxarchitecture.In
IEEE SymposiumonSecurityandPrivacy(1990),pp.2–19.

[14] LEVASSEUR, J., UHLIG, V., CHAPMAN, M., CHUBB, P., LESLIE,
B., AND HEISER, G. Pre-virtualization:Slashingthe cost of
virtualization. TechnicalReport2005-30,Fakulẗat für Informatik,
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Raw data

Times in seconds (smaller is better; BT/VT
times obtained via external time source)

Native BT VT
--------------------------------------
vpr 136 135 139
gcc 67.5 71.0 74.0
mcf 257 244 248
crafty 62.7 64.7 64.9
parser 180 186 187
eon 94 97.2 97.7
perlbmk 115 116 123
gap 71.4 73.7 74.4
vortex 113 116 118
bzip2 114 124 125
twolf 198 210 210
gzip 130 135 139
gcc 67.5 71.0 73.9
gap 73.0 73.7 74.4
kerncomp 265 393 483
kerncomp "Core" 204 259.3 281
forkwait 6.02 36.95 106.4
forkwait "Core" 2.62 18.43 38.89
--------------------------------------

Passmark ops/sec (larger is better)
Native BT VT

--------------------------------------
Large RAM 335.44 175.00 67.13
2D Graphics 589.86 373.78 413.05
--------------------------------------

ApacheBench requests/second (larger is better)
RedHat Enterprise Linux 3

#processes Native BT VT
----------------------------------
1 718.24 684.38 584.24
8 1818.85 991.55 840.38
32 1206.01 999.92 815.49
64 2071.09 1014.92 802.05
128 2201.90 985.28 845.12
256 250.94 48.23 52.55
----------------------------------

ApacheBench requests/second (larger is better)
WinNetEnterprise

#threads Native BT VT
--------------------------------
1 616.48 367.98 430.00
8 815.79 431.10 558.96
32 811.84 431.68 556.53
64 808.93 430.17 525.35
128 803.39 428.70 537.93
256 807.88 426.28 530.16
--------------------------------

SPECjbb score (larger is better)
WinNetEnterprise

Native BT VT
-----------------------------------------
SPECjbb 9608 9430 9528
-----------------------------------------

Nano-benchmarks in cycles (smaller is better)
Native BT VT

--------------------------------------
syscall 242 2308 246
in 3209 216 15826
cr8write 150 35 177
call/ret 11 51 11
pgfault 1093 3927 11242
divzero 889 3223 1014
ptemod: unchanged 1 391 12733
ptemod: P->NP 4 17 9154 (*)
ptemod: NP->P 5 2121 17020 (*)
--------------------------------------
(*) Unused in main body of paper.


