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Until recently the x86 architecturehasnot permittedclassical
trap-and-emulateirtualization.Virtual MachineMonitorsfor x86,
suchasVMwareR WorkstationandVirtual PC,have insteadused
binary translationof the guestkernel code. However, both Intel
andAMD have now introducedarchitecturakxtensiongo support
classicalvirtualization.

We comparean existing software VMM with anev VMM de-
signedfor the emepging hardware support.Surprisingly the hard-
wareVMM oftensufferslower performancéhanthepuresoftware
VMM. To determinewhy, we studyarchitecture-leel eventssuch
aspagetableupdatescontet switchesandl/O, and nd theircosts
vastly differentamongnative, softwareVMM andhardwareVMM
execution.

We nd thatthehardwaresupportfailsto provide anunambigu-
ous performanceadvantagefor two primary reasons:rst, it of-
fersno supportfor MMU virtualization;secondit fails to co-exist
with existing softwaretechniquesor MMU virtualization.We look
aheado emeging techniquedor addressinghis MMU virtualiza-
tion problemin the context of hardware-assistedslirtualization.

Categoriesand SubjectDescriptors C.0[Geneal]: Hardware/soft-
ware interface; C.4 [Performanceof systemf Performanceat-
tributes; D.4.7[Opeiating Systenis Organizatioranddesign

GeneralTerms PerformanceDesign

Keywords Virtualization,Virtual MachineMonitor, DynamicBi-
nary Translationx86,VT, SVM, MMU, TLB, NestedPaging

1. Intr oduction

Thex86 hashistoricallylacked hardwaresupportfor virtualization
[21]. While paravirtualization[5, 25], or changingheguestoperat-
ing systento permitvirtualization,hasproducedromisingresults,
suchchangesrenot alwayspracticalor desirable.

The needto virtualize unmodi ed x86 operatingsystemshas
givenriseto softwaretechniqueshatgo beyondthe classicaltrap-
and-emulat&/irtual MachineMonitor (VMM). Thebestknown of
thesesoftware VMMs, VMw are Workstationand Virtual PC, use
binarytranslatiorto fully virtualizex86. ThesoftwareVMMs have
enabledvidespreadiseof x86 virtual machinego offer senercon-
solidation fault containmentsecurityandresourcananagement.
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Recentlythemajorx86 CPUmanufcturerdhave announcear
chitecturakextensiongo directly supportvirtualizationin hardware.
The transition from software-only VMMs to hardware-assisted
VMMs providesanopportunityto examinethestrength@ndweak-
nesse®f bothtechniques.

The main technical contributions of this paperare (1) a re-
view of VMware Workstations software VMM, focusingon per
formancepropertiesof the virtual instruction execution engine;
(2) areview of theemeping hardware support,dentifying perfor
mancetrade-ofs; (3) a quantitatve performancecomparisorof a
softwareandahardware VMM.

Surprisingly we nd that the rst-generation hardware sup-
port rarely offers performanceadvantagesover existing software
techniquesWe ascribethis situationto high VMM/guest transi-
tion costsanda rigid programmingmodelthat leaveslittle room
for software e xibility in managingeitherthe frequeng or costof
thesetransitions.

While the rst roundof hardwaresupportasbeenockeddown,
future roundscan still be in uenced, and should be guided by
an understandingf the trade-ofs betweentoday's software and
hardware virtualization techniquesWe hope our resultsencour
agehardware designergo supportthe proven softwaretechniques
ratherthanseekingo replacehem;we believe thebene tsof soft-
ware e xibility to virtual machineperformanceand functionality
arecompelling.

Therestof this paperis organizedasfollows. In Section2, we
review classicalvirtualization techniquesand establishterminol-
ogy. Section3 describe®ur softwareVMM. Sectiond summarizes
the hardwareenhancemen@nddescribehow the software VMM
wasmodi ed to exploit hardwaresupport.Section5 compareghe
two VMMs qualitatively and Section6 presentexperimentalre-
sultsandexplainsthesein termsof the VMMs' propertiesSection
7 looksaheado future softwareandhardware solutionsto the key
MMU virtualizationproblem.Section8 summarizeselatedwork
andSection9 concludes.

2. Classicalvirtualization
Popekand Goldbeg's 1974 paper[19] establisheshreeessential
characteristicfor systemsoftwareto beconsideredi VMM:
1. Fidelity. Softwareon the VMM executesdenticallyto its exe-
cutionon hardware,barringtiming effects.

2. Performance An overwhelmingmajority of guestinstructions
are executedby the hardware without the intervention of the
VMM.

3. SafetyTheVMM managesill hardwareresources.

In 1974, a particular VMM implementationstyle, trap-and-
emulate,was so prevalentasto be consideredhe only practical



methodfor virtualization. Although Popekand Goldbeg did not
rule out useof othertechniqguessomeconfusionhasresultedover
theyearsfrom informally equating‘virtualizability” with the abil-
ity to usetrap-and-emulate.

To side-stephis confusionwe shallusethetermclassicallyvir-
tualizableto describeanarchitecturghatcanbevirtualizedpurely
with trap-and-emulatén this sensex86is notclassicallyvirtualiz-
able,but it is virtualizableby PopekandGoldbeg's criteria, using
thetechniqueslescribedn Section3.

In this section,we review the mostimportantideasfrom classi-
cal VMM implementationsde-priileging, shadev structuresand
traces Readeravho arealreadyfamiliar with theseconceptsmay
wishto skip forwardto Section3.

2.1 De-privileging

In a classicallyvirtualizablearchitectureall instructionsthatread
or write privileged statecanbe madeto trap whenexecutedin an
unpriileged contet. Sometimeghe trapsresultfrom the instruc-
tion typeitself (e.g.,anout instruction),andsometimeshe traps
resultfrom the VMM protectingstructureghattheinstructionsac-
cess(e.g.,theaddressangeof amemory-mappedfO device).

A classicalVMM executegguestoperatingsystemdlirectly, but
at a reducedprivilege level. The VMM interceptstrapsfrom the
de-privileged guest,and emulateshe trappinginstructionagainst
the virtual machinestate.This techniquehasbeenextensiely de-
scribedin theliterature(e.g.,[10, 22, 23]), andit is easilyveri ed
thattheresultingMM meetshe PopekandGoldbeg criteria.

2.2 Primary and shadow structur es

By de nition, the privileged stateof a virtual systemdiffers from
that of the underlyinghardware. The VMM' s basicfunctionis to
provide an executionervironmentthat meetsthe guests expecta-
tionsin spiteof this difference.

To accomplishthis, the VMM derives shadowstructuesfrom
guest-l@el primary structues On-CPU privileged state,suchas
the pagetable pointerregisteror processostatusregister is han-
dledtrivially: the VMM maintainsanimageof the guestregister
andrefersto thatimagein instructionemulationasguestoperations
trap.

However, off-CPU privilegeddata,suchaspagetablesmayre-
sidein memory In this case guestaccesseto the privilegedstate
may not naturally coincidewith trappinginstructions.For exam-
ple, guestpagetableentries(PTEs)areprivilegedstatedueto their
encodingof mappingsandpermissionsDependenciesn this priv-
ilegedstatearenotaccompaniedy traps:every guestvirtual mem-
ory referencalepend®nthepermissionandmappingsencodedn
thecorrespondindTE.

Suchin-memoryprivileged statecanbe modi ed by ary store
in the guestinstruction stream,or even implicitly modi ed asa
sideeffect of a DMA 1/O operation Memory-mapped/O devices
present similar dif culty: readsandwritesto this privilegeddata
canoriginatefrom almostary memoryoperationin the guestin-
structionstream.

2.3 Memory traces

To maintain cohereng of shadev structures,VMMs typically

usehardware pageprotectionmechanismsgo trap accesse$o in-

memory primary structures.For example,guestPTEsfor which

shadav PTEs have been constructedmay be write-protected.
Memory-mappeddevices must generally be protectedfor both
readingand writing. This page-protectioriechniqueis knowvn as
tracing ClassicaVMMs handlea tracefault similarly to a privi-

legedinstructionfault: by decodingthe faulting guestinstruction,
emulatingits effect in the primary structure,and propagatingthe
changeo theshadev structure.

2.4 Tracing example:x86 pagetables

To protectthe hostfrom guestmemoryaccessesyMMs typically
constructshadowpage tablesin which to runthe guestx86 speci-
es hierarchicahardware-walked pagetableshaving 2, 3 or 4 lev-

els.The hardvwarepagetablepointeris control register%cr3

VMware Workstations VMM managests shadw pagetables
asacacheof theguestpagetables As theguestaccessepreviously
untouchedegionsof its virtual addresspacehardwarepagefaults
vector control to the VMM. The VMM distinguishestrue page
faults, causedby violations of the protectionpolicy encodedin
the guestPTEs,from hiddenpage faults, causedby missesn the
shadev pagetable. True faultsare forwardedto the guest;hidden
faults causethe VMM to constructan appropriateshada PTE,
andresumeguestexecution. The faultis “hidden” becauset has
no guest-visibleeffect.

TheVMM usedracesto preventits shadev PTEsfrom becom-
ing incoherentwith the guestPTES.Theresultingtracefaultscan
themselesbe a sourceof overheadandother cohereng mecha-
nismsarepossible At the otherextreme,avoiding all useof traces
cause=itheralarge numberof hiddenfaultsor an expensve con-
text switchto prevalidateshadav pagetablesfor the new context.

In our experiencestriking afavorablebalancen thisthree-vay
trade-of amongtracecosts,hiddenpagefaultsandcontext switch
costsis surprisingbothin its dif culty andits criticality to VMM
performanceToolsthatmale thistrade-of moreforgiving arerare
andprecious.

2.5 Re nementsto classicalvirtualization

Thetype of workloadsigni cantly impactsthe performancef the
classicalvirtualizationapproach20]. During the rst virtual ma-
chineboom, it wascommonfor the VMM, the hardware,andall
guestoperatingsystemso beproduceddy asinglecompan. These
vertically integrated companiesenabledresearchersand practi-
tionersto re ne classicalvirtualization using two orthogonalap-
proaches.

One approachexploited e xibility in the VMM/guest OS in-
terface.Implementorgaking this approachmodi ed guestoperat-
ing systemso provide highetrlevel informationto the VMM [13].
This approactrelaxes Popekand Goldbeg's delity requirement
to provide gainsin performanceandoptionallyto provide features
beyond the barebaselinede nition of virtualization,suchascon-
trolled VM-to-VM communication.

The otherapproactor re ning classicaWMMs exploited e x-
ibility in the hardware/VMM interface.IBM's System370 archi-
tectureintroducedinterpretive execution[17], a hardware execu-
tion modefor runningguestoperatingsystemsTheVMM encodes
much of the guestprivileged statein a hardware-de nedformat,
thenexecutesthe SIE instructionto “start interpretve execution’.
Marny guesbperationsvhichwouldtrapin ade-prvilegedenviron-
mentdirectly accesshadav elds in interpretie execution.While
the VMM muststill handlesometraps,SIE wassuccessfuln re-
ducing the frequeng of trapsrelative to an unassistedrap-and-
emulateVMM.

Both of theseapproachesave intellectualheirsin the present
virtualizationboom.Theattempto exploit e xibility in theOS/VMM
layer has beenrevived under the name paravirtualization [25].
Meanwhile, x86 vendorsare introducing hardware facilities in-
spiredby interpretive execution;seeSection4.

3. Software virtualization

We review basic obstaclesto classicalvirtualization of the x86
architecture gxplain how binary translation(BT) overcomesthe
obstaclesandshaw thatadaptve BT improvesef ciency.



3.1 x86 obstacleso virtualization

Ignoringthe legag “real” and“virtual 8086” modesof x86, even
the morerecentlyarchitected32- and 64-bit protectedmodesare
notclassicallyvirtualizable:

Visibility of privileged state The guestcanobsenre thatit has
beendeprvilegedwhenit readsts codesegmentselector(%c9
sincethe currentprivilege level (CPL) is storedin the low two
bits of %cs

Lack of trapswhenprivilegedinstructionsrun at userlevel. For
example,in privileged code popf (“pop ags”) may change
both ALU ags (e.g.,ZF) and system ags (e.g., IF, which
controlsinterruptdelivery). For a deprivileged guest,we need
kernel mode popf to trap so that the VMM can emulateit
againstthe virtual IF. Unfortunately a depriileged popf, like
ary usermodepopf, simply suppresseattemptso modify IF;
notraphappens.

Otherobstaclego classicalirtualizationexist on x86, but one
obstacleis enoughif it disruptshinary-only OS distributionslike
Windows.

3.2 Simple binary translation

Thesemantiobstacle$o x86 virtualizationcanbeovercomeif the
guestexecuteson an interpreterinsteadof directly on a physical
CPU.Theinterpretercanpreventleakageof privilegedstate,such
as the CPL, from the physical CPU into the guestcomputation
andit cancorrectlyimplementnon-trappingnstructiondik e popf
by referencingthe virtual CPL regardlesf the physicalCPL. In
essencethe interpreterseparatewirtual state (the VCPU) from
physicalstate(the CPU).

However, while interpretationensuresFidelity and Safety it
fails to meetPopekand Goldbeg's Performancebar: the fetch-
decode-recutecycle of theinterpretemayburnhundredof phys-
ical instructionsper guestinstruction.Binary translation however,
cancombinethe semantigrecisionof interpretatiorwith high per
formanceyielding anexecutionenginethatmeetsall of Popekand
Goldbep'scriteria. A VMM built arounda suitablebinarytransla-
tor canvirtualize the x86 architectureandit is a VMM according
to PopekandGoldbeg.

(We note in passingthat use of BT for a VMM' s execution
enginehasclose parallelsin other systemswork: JVMs useJIT
compilers[8]; architecturesimulatorsand systememulatorslike
Shadd7] andEmbra[26] usetranslatorso combinesubjectcode
andanalysiscodeinto fasttargetcode.)

OursoftwareVMM usesatranslatomwith theseproperties:

Binary. Inputis binaryx86 code,not sourcecode.

Dynamic.Translationhappensat runtime, interleaved with ex-
ecutionof thegenerateaode.

OndemandCodeis translatednly whenit is aboutto execute.
This lazinessside-stepghe problemof telling codeand data
apart.

Systemlevel. The translatormakes no assumptionsaboutthe
guestcode.Rulesaresetby the x86 ISA, not by a higherlevel
ABI. In contrast,an application-l&el translatorlike Dynamo
[4] might assumethat “return addressegre always produced
by calls” to generatdastercode.The VMM doesnot: it must
runabuffer over ow thatclobbersareturnaddresgreciselyas
it would have run natively (producingthe samehex numbersn
theresultingerrormessage).

SubsettingThe translators inputis the full x86 instructionset,
including all privileged instructions;output is a safe subset
(mostlyusermodeinstructions).

Adaptive Translatedcodeis adjustedin responsdo guestbe-
havior changeso improve overall ef ciency.

To illustrate the translationprocesswe work througha small
example.Sinceprivilegedinstructionsarerareevenin OSkernels
theperformancef aBT systemis largely determinedy thetrans-
lation of regularinstructions,soour exampleis a simpleprimality
test:

int isPrime(int a) {

for (int i =2; 1 <a; i++) {
if (@ %i ==0) return O;

}

return 1;

}
We compiledthe C codeinto this 64-bit binary:
isPrime:  mov

%ecx, %edi ; %ecx= %edi (a)

mov  %esi, $2 ; i =2
cmp %esi, %ecx; is i >= a?
jge prime ; jump if  yes
nexti: mov %eax, %ecx; set %eax= a
cdg ; sign-extend
idiv %esi ;a %i
test %edx, %edx; is remainder zero?
iz notPrime ; jump if  yes
inc %esi ;i
cmp %esi, %ecx; is i >= a?
jl nexti ; jump if no
prime: mov  %eax, $1 ; return value in %eax

ret
notPrime: xor
ret

%eax, %eax; %eax= 0

We invoked isPrime(49) in a virtual machine,logging all
codetranslatedThe above codeis not the input to the translator;
rather its binary (“hex”) representatiors input:

89 f9 be 02 00 00 00 39 ce 7d ...

Thetranslatoreadgheguests memoryattheaddressndicated
by the guestPC, classifying the bytes as pre xes, opcodesor
operandso produceintermediateepresentatiolR) objects Each
IR objectrepresenteneguestinstruction.

The translatoraccumulatedR objectsinto a translationunit
(TU), stoppingat 12 instructionsor a terminatinginstruction(usu-
ally control ow). The x ed-sizecap allows stack allocation of
all datastructureswithout risking over ow; in practiceit is rarely
reachedsincecontrol o w tendsto terminateTUs sooner Thus,in
the commoncasea TU is a basicblock (BB). The rst TU in our
exampleis:

isPrime:  mov %ecx, %edi
mov %esi, $2
cmp %esi, %ecx
jge prime

Translatingrom x86 to x86 subsetmostcodecanbetranslated
IDENT (for “identically”). The rst threeinstructionsabove are
IDENT. jge mustbe non-IDENT sincetranslationdoesnot pre-
sene codelayout. Instead we turn it into two translatofinvoking
continuations,one for eachof the successorgfall-through and
taken-branch) yielding this translation(squarebraclets indicate
continuations):

isPrime': mov %ecx, %edi
mov %esi, $2
cmp %esi, %ecx
jge [takenAddr] ; JCC
jmp [fallthrAddr]

; IDENT



Eachtranslatorinvocationconsume®neTU andproducene
compiledcodefragmentCCF).Althoughwe shav CCFsin textual
form with labelslike isPrime' to remindusthatthe addreson-
tainsthe translationof isPrime , in reality the translatorproduces
binary codedirectly andtrackstheinput-to-outputcorrespondence
with ahashtable.

Continuingour example,we now executethe translateccode.
Sincewe are calculatingisPrime(49) , jge is not taken (%ecx
is 49), sowe proceedinto the fallthrAddr ~ caseandinvoke the
translatoron guestaddressexti . This secondTU endswith jz .
Its translationis similarto the previous TU' stranslatiorwith all but
the nal jz beingIDENT.

To speedup inte-CCFtransfersthe translatoy like mary pre-
vious ones[7], emplgys a “chaining” optimization,allowing one
CCFto jump directly to anotherwithout calling out of the trans-
lation cache(TC). Thesechainingjumpsreplacethe continuation
jumps, which thereforeare “executeonce’. Moreover, it is often
possibleto elide chainingjumps and fall throughfrom one CCF
into the next.

This interleaving of translationand executioncontinuesfor as
long asthe guestruns,with a decreasingproportionof translation
asthe TC graduallycapturegsheguests working set.ForisPrime
afterloopingthefor loop for long enoughto detectthat49isn't a
prime,we endup with this codein the TC:

isPrime": *mov  %ecx, %edi ; IDENT
mov  %esi, $2
cmp  %esi, %ecx
jge [takenAddr] ; JCC
; fall-thru into next CCF
nexti': *mov  %eax, %ecx ; IDENT
cdg
idiv  %esi
test  %edx, %edx
jz notPrime’ ; JCC
; fall-thru into next CCF
*inc %esi ; IDENT
cmp  %esi, %ecx
jl nexti' ; JCC
jmp  [fallthrAddr3]
notPrime:  *xor %eax, %eax ; IDENT

pop  %rll i RET
mov  %gs:0xff39eb8(%rip),
movzx %ecx, %rllb

jmp  %gs:0xfc7dde0(8*%rcx)

%rcx ; spill - %rex

Above, therearefour CCFswith theleadinginstructionin each
one marked with an asterisk.Two continuationsremainbecause
they were never executedwhile two disappeare@ntirely andone
was replacedwith a chainingjump to nexti' . For a bigger ex-
amplethanisPrime , but nevertheles®nethatrunsin exactly the
samemanner a 64-bit Windows XP Professionaboot/halttrans-
lates229,34764-bitTUs,23,90932-bit TUs,and6,68016-bit TUs.

Since49isn't a prime numbey we never translatethe BB that
returnsl in isPrime . More generally the translatorcapturesan
executiontraceof the guestcode,ensuringthat TC codehasgood
icachelocality if the rst andsubsequergxecutionsfollow similar
pathsthroughguestcode Error-handlingandotherrarely executed
guestcodetendsto gettranslatedater thanthe rst execution(if
ever), causingplacementeway from the hot path.

The translatordoes not attemptto “improve” the translated
code.We assumethat if guestcodeis performancecritical, the
OS developershave optimizedit and a simple binary translator
would nd few remainingopportunitiesThus,insteadof applying
deepanalysisto supportmanipulationof guestcode,we disturbit
minimally.

Most virtual registersare boundto their physicalcounterparts
during executionof TC codeto facilitateIDENT translation.One
exceptionis the segmentregister %gs It provides an escapento
VMM-level datastructuresTheret translationabove usesa %gs
overrideto spill %rcxinto VMM memorysothatit canbeusedas
a working registerin the translationof ret . Later, of course the
guests %rcx valuemustbereloadednto the hardware %rcx.

isPrime is atypicalin thatit containsno memory accesses.
However, memoryaccesseare commonso their translationmust
run at closeto native speedand have aform that preventsuninten-
tionalaccesso theVMM. Theef ciency requiremenfavorsuseof
hardware protectionover insertionof explicit addresshecks.

x86 offers two protectionmechanismspagingand sgmenta-
tion. For BT, sggmentationworks best.We mapthe VMM in the
high partof the guests addresspaceandusesggmentatiorto seg-
regateguestportions(low) andvVMM portions(high) of theaddress
spaceWe then“truncate” guestsggmentsso thatthey don't over
laptheVMM. Whenall segmentregisters(but %g$ holdtruncated
segmentsa fault ensueshouldatranslatednstructionattemptac-
cesso theVMM. Selectiely, the translatolinserts%gspre x esto
gainaccesso the VMM spaceAnd, corversely for theoccasional
guestinstructionthat hasa %gspre X, the translatorstripsit and
usesanon-IDENT translation.

While most instructionscan be translatedIDENT, there are
severalnotevorthy exceptions:

PC-relative addessingcannotbe translatedDENT sincethe
translatoroutputresidesat a differentaddresghanthe input.
Thetranslatorinsertscompensatiortodeto ensurecorrectad-
dressing.The net effect is a small code expansionand slow-
down.

Directcontol ow. Sincecodelayoutchangeguring transla-
tion, control o w must be reconnectedn the TC. For direct
calls, branchesand jumps, the translatorcan do the mapping
from guestaddresso TC addressThenetslovdown is insignif-
icant.

Indirectcontol ow (jmp, call, ret) doesnotgo to a x edtar
get, preventingtranslation-timebinding. Instead the translated
target must be computeddynamically e.g.,with a hashtable
lookup. The resultingoverheadvariesby workloadbut is typi-
cally asingle-digitpercentage.

Privilegedinstructions We usein-TC sequencefr simpleop-

erations.Thesemay run fasterthannative: e.g.,cli (clearin-

terrupts)on a Pentiumd takes60 cycleswhereaghetranslation
runsin a handfulof cycles(“vcpu.flags.IF:=0 "). Comple

operationdik e context switchescall outto theruntime,causing
measurableverheadduebothto the calloutandthe emulation
work.

Finally, althoughthe detailsarebeyondthe scopeof this paper
we obsenre thatBT is not requiredfor safeexecutionof mostuser
codeon mostguestoperatingsystemsBy switchingguestexecu-
tion betweenBT modeanddirect executionasthe guestswitches
betweerkernel-andusermode,we canlimit BT overheadgo ker-
nel codeandpermitapplicationcodeto run at native speed.

3.3 Adaptivebinary translation

ModernCPUshave expensve traps,soaBT VMM canoutperform
aclassicaMMM by avoiding privilegedinstructiontraps.To illus-
trate,we comparedmplementation®f asimpleprivilegedinstruc-
tion (rdtsc ) onaPentium4 CPU:trap-and-emulateakes2030cy-
cles, callout-and-emulatéakes 1254 cycles,andin-TC emulation
takes216cycles.

However, while simple BT eliminatestraps from privileged
instructions,an even more frequenttrap sourceremains: non-
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Figure 1. Adaptationfrom IDENT to SIMULATE.

privilegedinstructions(e.g.,loadsand stores)accessingsensitve
datasuchaspagetables.We useadaptiveBT to essentiallyelim-

inatethe latter category of traps.The basicideais “innocentuntil

proven guilty.” Guestinstructionsstartin the innocentstate,en-
suring maximal useof IDENT translations During execution of

translatedcodewe detectinstructionghattrapfrequentlyandadapt
their translation:

Retranslatenon-IDENT to avoid the trap; for example, the
translationrmay call outto aninterpreter

Patchtheoriginal IDENT translatiorwith aforwardingjumpto
thenew translation.

The left half of Figure 1 shawvs a control o w graphwith an
IDENT translationin ccfl, and arbitrary other control ow in
the TC representedby ccf2, ccf3 and ccf4. The right half shavs
the result of adaptingfrom IDENT in ccfl to translationtype
SIMULATE in ccf5. Adaptationtakes constanttime sinceuse of
a forwarding jump within ccfl avoids the needto visit all ccfl's
directancestorso redirectexit control o w from ccflto ccf5.

After adaptationwe avoid taking a trap in ccfl and instead
executea fastercalloutin ccf5. The simulatecallout continuesto
monitor the behaior of the offending instruction.If the behaior
changesandtheinstructionbecomesnnocentagain,we switchthe
active translationtype backto IDENT by removing the forwarding
jump from ccfl andinsertinganopposingonein ccf5.

The VMM usesadaptationnot just in a bimodal form that
distinguisheshetweeninnocentand guilty instructions,but with
the ability to adaptto a variety of situations,ncludingaccesgo a
pagetable,accesdo a particulardevice, andaccesgo the VMM' s
addressange.

A guestinstructionwhosetranslationhasbeenadaptedsuffers
adynamicoverheadf aforwardingjumpto reachthereplacement
translation.Adaptation$ static overhead,i.e., code patchingand
resultinglossof icachecontentscanbe controlledwith hysteresis
to ensurea low adaptatiorfrequeng. We adaptaggressiely from
atrappingtranslatiorto anon-trappingnoregeneraform, but less
aggressiely towardsa moreoptimistictranslation.

4. Hardwarevirtualization

In this section,we discusgecentarchitecturachangeghat permit
classicalvirtualization of the x86. The discussionappliesto both
AMD' s SVM andlIntel's VT; the similarity betweerthetwo archi-
tecturess ohviousfrom their respectie manualq2, 12]. VMware
hasimplementedanexperimentaWMM to exploit thesenew hard-
ware capabilities.We describethis hardware-assiste MM (for
brevity: hardwareVMM), andcomparet with the softwareVMM.

4.1 x86architecture extensions

The hardware exports a numberof nev primitives to supporta
classicaVMM for the x86. An in-memorydatastructure which
we will referto asthe virtual madine contol blok, or VMCB,
combinescontrol statewith a subsetf the stateof a guestvirtual
CPU.A new, lessprivilegedexecutionmode,guestmode supports
directexecutionof guestcode,including privilegedcode.We refer
to the previously architectedx86 execution ervironmentas host
mode A new instructionvmrun, transferdrom hostto guestmode.

Upon executionof vmrun the hardwareloadsgueststatefrom
the VMCB and continuesexecutionin guestmode.Guestexecu-
tion proceedsuntil somecondition,expressedy the VMM using
control bits of the VMCB, is reachedAt this point, the hardware
performsan exit operationwhich is the inverseof a vmrun oper
ation. On exit, the hardware saresgueststateto the VMCB, loads
VMM-suppliedstateinto the hardware,andresumesn hostmode,
now executingthe VMM.

Diagnostic elds in the VMCB aid the VMM in handlingthe
exit; e.g.,exits dueto guestl/O provide the port, width, and di-
rectionof I/O operation. After emulatingthe effect of the exiting
operationin the VMCB, the VMM againexecutesvmrun, return-
ing to guestmode.

The VMCB control bits provide some e xibility in thelevel of
trustplacedin theguestForinstanceaVMM behaing asahyper
visorfor ageneral-purpos®Smightallow thatOSto drive system
peripheralshandleinterrupts.or build pagetables However, when
applyinghardwareassistanceo purevirtualization,the guestmust
runonashortedeash.ThehardwareVMM programgsheVMCB to
exit on guestpagefaults, TLB ushes,andaddress-spacewitches
in orderto maintainthe shadev pagetables;on I/O instructions
to run emulatedmodelsof guestperipherals;and on accesseso
privilegeddatastructuresuchaspagetablesandmemory-mapped
devices.

4.2 Hardware VMM implementation

The hardware extensionsprovide a completevirtualization solu-
tion, essentiallyprescribinghestructureof our hardwareVMM (or
indeedary VMM usingthe extensions) Whenrunninga protected
modeguesttheVMM lIs in aVMCB with thecurrentgueststate
and executesvmrun On guestexits, the VMM readsthe VMCB
elds describingthe conditionsfor the exit, andvectorsto appro-
priateemulationcode.

Most of this emulationcodeis sharedwith the software VMM.
It includesperipheraldevice models,codefor delivery of guestin-
terrupts,and mary infrastructuretaskssuchaslogging, synchro-
nization and interactionwith the host OS. Since currentvirtual-
ization hardware doesnot include explicit supportfor MMU vir-
tualization,the hardware VMM alsoinheritsthe software VMM' s
implementatiorof theshadwing techniquedescribedn Section2.

4.3 Exampleoperation: processreation

In explainingthe BT-basedVMM, we usedisPrime asanexam-
ple guestprogram.On a hardware VMM, isPrime is uninterest-
ing, becausecontainingonly ALU operationsandcontrol- ow, its
executionis identicalin hostandguestmode.We needa moresub-
stantialoperationto illustrate the operationof a hardware VMM.
So, considera UNIX-lik e operatingsystenmrunningin guestmode
onthehardwareVMM, aboutto createaprocessisingthefork(2)
systemcall.

A userlevel processnvokesfork() . Thesystemcall changes
the CPL from 3 to 0. Sincethe guests trap and systemcall
vectorsare loadedonto the hardware, the transition happens
without VMM intervention.



In implementingfork, the guestusesthe “copy-on-write” ap-
proachof write-protectingoothparentandchild addresspaces.
Our VMM' s software MMU hasalreadycreatedshadav page
tablesfor the parentaddressspace,using tracesto maintain
their coherenyg. Thus, eachguestpagetable write causesan
exit. TheVMM decodesheexiting instructionto emulatets ef-
fectonthetracedpageandto re ect this effectinto theshadav
pagetable By updatingheshadav pagetable the VMM write-
protectsthe parentaddresspacean the hardwareMMU.

Theguestschedulediscoversthatthe child processs runnable
andcontet switchedoit. It loadsthechild's pagetablepointer
causinganexit. The VMM' s software MMU constructsa nev
shadav pagetable andpointsthe VMCB's pagetableregister
atit.

As thechild runs, it touchegiecesof its addresspacehatare
not yet mappedin its shada pagetables.This causesidden
pagefault exits. The VMM interceptsthe pagefaults,updates
its shadev pagetable,andresumeguestexecution.

As both the parentand child run, they write to memory lo-

cations,againcausingpagefaults. Thesefaults are true page
faultsthat re ect protectionconstraintdmposedby the guest.
TheVMM muststill interceptthembeforeforwardingthemto

the guest,to ascertairthatthey arenot an artifactof the shad-
owing algorithm.

4.4 Discussion

The VT and SVM extensionsmale classicalvirtualization possi-
ble on x86. The resulting performancedependsprimarily on the
frequeng of exits. A guestthat never exits runs at native speed,
incurring near zero overhead.However, this guestwould not be
very usefulsinceit canperformno I/O. If, on the otherhand,ev-

ery instructionin the guesttriggersan exit, executiontime will be
dominatedby hardwaretransitionsbetweernguestandhostmodes.
Reducinghe frequencyof exits is the mostimportantoptimization
for classicalVMMs.

To help avoid the mostfrequentexits, x86 hardware assistance
includesideassimilar to the s/370interpretive executionfacility
discussedh Section2.5.Wherepossibleprivilegedinstructionsaf-
fect statewithin the virtual CPU asrepresentewvithin the VMCB,
ratherthanunconditionallytrapping[24].

Consideragainpopf. A naive extensionof x86 to supportclas-
sical virtualization would trigger exits on all guestmode execu-
tions of popf to allow the VMM to updatethe virtual “interrupts
enabled”bit. However, guestsmay executepopf very frequently
leadingto anunacceptablexit rate.Insteadthe VMCB includesa
hardware-maintainedhade of the guest%eflags register When
runningin guestmode,instructionsoperatingon %eflags operate
ontheshadwav, remaving the needfor exits.

The exit rateis a function of guestbehaior, hardware design,
andVMM softwaredesign:aguestthatonly computesever needs
to exit; hardwareprovidesmeandor throttling someexit types;and
VMM designchoicesparticularlytheuseof tracesandhiddenpage
faults,directlyimpactthe exit rateasshavn with thefork example
above.

5. Qualitati ve comparison

An ideal VMM runsthe guestat native speed.The software and
hardware VMMs experiencedifferenttrade-ofs in their attempts
to approachhisideal. BT tendsto win in theseareas:

Trap elimination: adaptve BT can replacemost traps with
fastercallouts.

Emulationspeed:a callout can provide the emulationroutine
with apredecodeduestinstruction,whereas hardwareVMM
mustfetchanddecodehetrappingguestinstructionto emulate
it.

Calloutavoidancefor frequentcasesBT mayusein-TC emu-
lation routines avoiding eventhe calloutcost.

Conversely thehardwareVMM winsin theseareas:

Codedensityis preseredsincethereis notranslation.

Preciseexceptions:BT performsextra work to recoser guest
statefor faultsandinterruptsin non-IDENT code.

Systentalls runwithout VMM intervention.

In summary hardware and software VMMs suffer different
overheadsWhile softwarevirtualizationrequirescarefulengineer
ing to ensureef cient executionof guestkernelcode hardwarevir-
tualizationdeliversnative speedor arything thatavoidsanexit but
levies a highercostfor the remainingexits (on currenthardware).
The software VMM hasa richer setof optionsavailable, includ-
ing adaptationwhereascurrenthardware mechanismsim more
narrawly attrap-and-emulatetylevirtualization,leaving less e x-
ibility to useothersoftware/hardvarecombinations.

6. Experiments

We have examineda numberof 64-bit workloadsunderVMware
Player1.0.1s software and hardware-assisteWMMs. Our hard-
warehostis an HP xw4300workstation,containinga VT-enabled
3.8 GHz Intel Pentium4 672 with hyperthreadinglisabledin the
BIOS.

Currentintel CPUslack supportfor segmentlimits in 64 bit
mode,leaving us without our preferredmethodfor protectingthe
software VMM. Sowe cautionthatin the measuredardware en-
vironmentthe software VMM fails Popekand Goldbeg's Safety
requirementHowever, the VMM exhibits similar performanceon
AMD' s Opteronprocessomwhere 64-bit segmentlimits are sup-
ported sowearecon dentthatthesemeasurementsccuratelyep-
resentheperformancef the softwareVMM.

We qualify our resultsin this sectionby noting that we are
comparinga recently developedhardware VMM on a particular
microarchitecturewith a maturecommercialproduct. While the
comparisorcannotbecompletely‘apples-to-appleswefeelit still
offersinsight.Improvementsn softwareandhardwaremaychange
theconstantshut thebroadpro le of thetwo approachesstrengths
andweaknessewill remainthe same.

We nd that compute-intensie benchmarksun essentiallyat
native speedon bothVMMs. However, asworkloadsinclude pro-
gressvely more privileged operationgcontext switches,memory
mapping,l/O, interrupts,systemcalls), both VMMs suffer over-
headsUsingaseriesof increasinglytargetedbenchmarksve shav
how andwhy the softwareVMM usuallyoutperformghehardware
VMM.

6.1 Initial measuements

As anexampleof abenignworkload,weran SPECint2000on Red-
Hat Enterpriselinux 3. Sinceuserlevel computatioris not taxing
for VMMs, we expectbothguestrunsto scorecloseto native. Fig-
ure2 con rms this expectationshaving aslovdown over native of
0-9%,with a4% averageslovdown for thesoftware VMM and5%
for thehardwareVMM. Theoverheadesultsfrom bothhostback-
groundactiity, suchastimer interruptsand housekepingkernel
threadsandvirtualizationoverheadsn guestbackgroundactiity.
Surprisingly mcf runsfasterthannative on bothVMMs. Measure-
mentwith anexternaltimer to rule out virtual timing jitter shaved
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the performanceimprovementto be real. We speculatethat the
VMM positively perturbsTLBs andcachedor this combinationof
workloadandhardwarebut have beenunableto prove this conclu-
sively becauséhardware performancecounterscannotbe applied
to workloadsrunningin VMwarePlayer1.0.1.

The SPECjbb2005 benchmarktests sener-side Java Virtual
Machine (JVM) performance.To achieve guestvariety, we ran
SPECjbbon Windows 2003 Enterprisex64 Edition, using Sun
JVM version1.5.006-b05.The resultsin Figure2, againnormal-
ized to native, shaw that both the software and hardware VMMs
comevery closeto native performancereaching®8%and99%,re-
spectvely. Sincethe JVM runsasa singleuserlevel processdirect
executiondominatesSPECjbbs runtimewithin aVM, justaswith
SPECIint.This testcameeven closerto native performancethan
SPECintperhapgiueto Windows 2003’ lower timer interruptrate
(60Hz,vs. 100Hzfor the Linux VM).

For a more challengingsener workload, we ran the Apache
ab sener benchmarkingool with 128 clients againstLinux and
Windows installationsof the Apachehttp sener; seeFigure3.

VMware Playerusesa hostedl/O modelin which all network
pacletspasshroughthe hostOS's I/O stack.Dueto this overhead,
all four guest/VMM combinationcomparepoorly to native. How-
ever, therelative meritsof thetwo VMMs areguest-dependen®n
Windows, the hardware VMM achiezes a superiorratio to native
performancé67%)to thatof thesoftwareVMM (53%).0n Linux,

however, thesoftwareVMM (45%)dominateghe hardware VMM
(38%).For reasonslescribedelav, we attributethis to differences
in Apachecon guration. Apachedefaultsto asingleaddresspace
onWindows,andmary addresspacedn UNIX-lik e operatingsys-
temssuchasLinux.

For adesktop-orientediorkload,we ranPassMarkon Windows
XP Professionak64 Edition bothnatively andin aVM. PassMark
is a syntheticsuite of microbenchmarkéntendedto isolate vari-
ous aspectsof workstationperformanceWe found that the two
VMMs encounteredsimilar overheadin most PassMarkcompo-
nents.Marny of thesebenchmarkstressl/O deviceswhoselaten-
cieseasilyhidedifferencesn CPUvirtualization.

However, two benchmarksevealeddiscrepancie®etweenthe
VMMs, asshawvn in Figure 3. The “Large RAM” componenex-
haustgshe 1GB of RAM availablein bothhostandguesteadingto
paging.Both VMMs shav asigni cant de cit relative to thenative
scoreof 3350p/s.However, the software VMM, scoringl75op/s,
faresmuchbetterthanthe hardwareVMM at 67 op/s.

In the 2D graphicsscore,the hostscored590 op/s, while the
software and hardware VMMs scored374 op/sand 413 op/sre-
spectvely. In thiscasethehardwareVMM achiered 70%o0f native
performancewhile the softwareVMM achiezedonly 63%.Instru-
mentationof the software VMM con rmed that the 2D graphics
workloadsufiersfrom systencall overheadsWe attributethehard-
wareVMM' s successatthisworkloadto its superiorityin handling
kernel/usetransitions.

For a lesssyntheticworkload, we examinedcompile jobs on
both Linux (“make -j8 bzlmage”for kernel2.6.11)and Windows
(Cygwin “make” Apache2.2.0).We seea similar patternfor both
guestawith the softwareVMM beingcloserto native. In the Linux
compilejob, the hosttook 265 secondsthe software VMM took
393 seconds(67.4% of native performance)and the hardvare
VMM took 484 seconds(54.8% of native). Put differently the
software VMM' s overheadis 128 secondswvhereasthe hardware
VMM' s overheadis almosttwice as large at 219 seconds.The
Windows compile job behaes similarly, althoughboth VMMs
display a larger gaprelative to native dueto IPC overheaddi.e.,
additional context switches)from the Cygwin UNIX emulation
environment.

Investigatingthe hardware VMM' s large de cit in kernelcom-
pilation, we gatheredsamplesf the guestprogramcounterwhile
executingunderbothVMMs. We foundthatthe guestspendsnore
time servicing pagefaults and contet switcheson the hardware
VMM. Our next benchmarkzoomsin on theseoverheads.

6.2 Forkwait

To magnify the differencesbetweenthe two VMMs, we usethe
familiar UNIX kernelmicrobenchmarkorkwait , which stresses
processcreationand destruction.The programis perhapsmost
conciselydescribedy its source:

int main(int argc, char *argv[]) {
for (int i =0; i < 40000; i++) {
int pid = fork();
if (pid <0) return -1;
if (pid ==0) return O;
waitpid(pid);

return 0;

}

forkwait focusesintenselyon virtualization-sensitie opera-
tions, resultingin low performancerelative to native execution.
Measuringforkwait , our hostrequired6.0 secondgo createand
destry 40000processesThe software VMM, on the otherhand,
took 36.9secondswhile thehardwareVMM consumea sobering
106.4secondsforkwait  effectively magni es the differencebe-
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tweenthetwo VMMs, thehardwareVMM inducingapproximately
4.4timesgreateroverheadhanthe softwareVMM. Sitill, this pro-
gramstressesnary divergentpathsthroughboth VMMs, suchas
systenxalls,contet switching,creationof addresspacesmodi -
cationof tracedpagetableentries,andinjectionof pagefaults.

6.3 Virtualization nanobenchmarks

To betterunderstandhe performancealifferencesetweerthe two
VMMs, we wrote a seriesof “nanobenchmarksthat eachexer-
ciseasinglevirtualization-sensitie operation Often,themeasured
operationis a singleinstructionlong. For precisecontrol over the
executedcode we repurposeé customOS, FrobOS thatVMware
developedfor VMM testing.

Our modi ed FrobOShoots,establishes minimal runtimeen-
vironmentfor C code,calibratests measuremeribops,andthen
executesa seriesof virtualization-sensitie operationsThetestre-
peatseachoperationmary times,amortizingthe costof the binary
translators adaptation®ver multiple iterations.In our experience,
this is representagie of guestbehaior, in which adaptationcon-
vergeson a small fraction of poorly behaing guestinstructions.
Theresultsof thesenanobenchmarkarepresentedh Figure4. The
large spreadf cycle countsrequiresthe useof alogarithmicscale.

syscall . This testmeasuresound-triptransitionsfrom user
level to supervisoflevel viathesyscall andsysret instructions.
The software VMM introducesa layer of codeandan extra privi-
lege transition,requiring approximately2000 more cyclesthana
native systemcall. In the hardware VMM, systemcalls execute
without VMM intervention,so aswe expect,the hardware VMM
executessystemcallsat native speed.

in . We executean in instructionfrom port 0x80, the BIOS
POSTport. Native executionaccessesan off-CPU registerin the
chipset,requiring 3209 cycles. The software VMM, on the other
hand,translateghe in into a shortsequencef instructionsthat
interactswith the virtual chipsetmodel. Thus,the software VMM
executeghis instruction fteen timesfasterthannative. The hard-
wareVMM mustperformavmm/guestoundtrip to completethe
1/0 operation.This transitioncausesn to consumel5826c¢ycles
in thetestedsystem.

cr8wr. %cr8 is a privileged register that determineswhich
pendinginterruptscanbe delivered.Only %cr8writesthatreduce
%ocr8 below the priority of the highestpendingvirtual interrupt
causean exit [24]. Our FrobOStest never takes interruptsso no
%cr8 write in the testever causesan exit. As with syscall , the
hardware VMM' s performancds similar to native. The software
VMM translategcr8 writes into a short sequencef simplein-

Figure5. Sourceof virtualizationoverheadn an XP boot/halt.

structionscompletingthe%cr8write in 35cycles,aboutfour times
fasterthannative.

call/ret . BT slowsdown indirectcontrol o w. We targetthis
overheadby repeatedlycalling a subroutine.Sincethe hardware
VMM executescalls and returnswithout modi cation, the hard-
wareVMM andnative bothexecutethecall/returnpairin 11 cycles.
ThesoftwareVMM introducesanaveragepenaltyof 40 cycles,re-
quiring 51 cycles.

pgfault . In both VMMs, the software MMU interposeson
both true and hidden pagefaults. This testtargetsthe overheads
for true pagefaults.While both VMM pathsarelogically similar,
the software VMM (3927 cycles) performsmuch betterthanthe
hardware VMM (11242cycles).This is due mostly to the shorter
path wherebythe software VMM receves control; pagefaults,
while by no meanscheapnatively (1093cycleson this hardware),
arefasterthana vmrun/exit round-trip.

divzero . Division by zerohasfault semanticsimilar to those
of pagefaults, but doesnot invoke the software MMU. While
division by zero is uncommonin guestworkloads,we include
this nanobenchmarko clarify the pgfault results.It allows us
to separateut the virtualization overheadscausedoy faultsfrom
the overheadsntroducedby the virtual MMU. As expected,the
hardware VMM (1014 cycles) delivers near native performance
(889cycles),decisvely beatingthe software VMM (3223cycles).

ptemod BothVMMs usetheshadwing techniquedescribedn
Section2.4to implementguestpagingwith trace-basedohereny.
The tracesinduce signi cant overheadsfor PTE writes, causing
very high penaltiesrelative to the native single cycle store. The
softwareVMM adaptvely discorersthe PTEwrite andtranslatest
into asmallprogramthatis cheapethanatrapbut still quitecostly
This small programconsumes391 cycles on eachiteration. The
hardware VMM entersand exits guestmode repeatedlycausing
it to performapproximatelythirty timesworsethanthe software
VMM, requiring12733cycles.

To placethis datain contet, Figure 5 shavs the total over-
headsincurredby eachnano-operatiorduring a 64-bit Windows
XP Professionaboot/halt.Althoughthe pgfault nanobenchmark
has much higher cost on the hardware VMM than the software
VMM, theboot/haltworkloadtook sofew true pagefaultsthatthe
differencedoesnot affect the bottom line materially In contrast,
the guestperformedover 1 million PTE modi cations, causing
high overheaddor the hardwareVMM. While the gure maysug-
gestthatin/out dominateshe executionpro le of the hardware
VMM, thevastmajority of theseinstructionsoriginatein atypical
BIOS codethatis unusedafterinitial boot.



3.8GHzP4672 | 2.66GHzCore2 Duo
VM entry 2409 937
Pagefault VM exit 1931 1186
VMCB read 178 52
VMCB write 171 44

Table 1. Micro-architecturalmpravementg(cycles).

Systemcalls were similar in frequeng to PTE modi cations.
However, while the software VMM slows down systemcalls sub-
stantially on an end-to-endbasissystemcalls were not frequent
enoughto offsetthe hardware VMM' s penaltyfor PTE modi ca-
tion (andl/O instructions)andthehardwareVMM incursconsider
ably moretotal overheadhanthesoftwareVMM in thisworkload.

The cost of running the binary translator(vs. executing the
translateccode)is rarely signi cant; seeagainFigure5. Thereare
two reasonskFirst, the TC captureghe working setandcontinued
executionamortizesaway translationcostsfor long-runningwork-
loads.Secondthetranslatoris quitefastbecausét doedlittle anal-
ysis(2300cyclesperx86instruction,comparedvith 100-200kcy-
clesperJava bytecodefor someoptimizing JITs [1]). High trans-
lator throughputensureggood performancesven for a worst-case
workloadlik e boot/haltthatmostly executescold code.

In Section2.4, we discussedhe importanceof nding a sweet
spotin the three-vay trade-of amongtrace costs, hidden page
faults and contet-switch costs. Thesenanobenchmarkgemon-
stratethat hardware virtualization makes all three dimensionsof
this designspacemoretreacherouby replacingfaultswith costlier
guest/'vmmround-trips.Further in the absenceof a hardware ba-
sis for supportingBT executionthe hardware VMM is unableto
adaptto frequentlyexiting workloads.Without this tool for easing
thethree-vay trade-of, we have found few workloadsthatbene t
from currenthardvareextensions.

We discoreredtwo suchworkloads.Apacheon Windows and
2D PassMarkare similar in that they consistof a single address
spaceandtheworkloadsrequirefew 1/O exits relative to the num-
berof systemcallsperformedThefew I/O exits areaconsequence
of guesthuffering, in the caseof Apache andof thevirtual SVGA
device (which usesa shared-memor¥IFO of graphicsoperations,
usuallyavoiding exits until the FIFO lls up) in the caseof Pass-
Mark. We considertheseworkloadsthe exceptionthat provesthe
rule, hawever. Workloadsthat enter CPL 0 frequently but rarely
perform privileged operationsare unusual.Recall the old UNIX
benchmarkingheatof returninga cachedvaluefrom getpid(2) :
if theapplicationisn't askingfor a privilegedservice why enterthe
kernelatall?

7. Software and hardware opportunities

Marny of the dif cult casesfor the hardware VMM examinedin
Section6.3 surroundMMU virtualization.In this section,we con-
siderfuture approacheg both hardwareandsoftwareto closethe
gapto softwareVMM performanceandultimatelyapproachmative
performance.

7.1 Micr oarchitecture

Hardwareoverheadwill shrinkover time asimplementationsna-

ture. Measurement®n a desktopsystemusing a pre-production
versionof Intel's next generatiorfCore” microarchitectureo ship

in thesecondalf of 2006demonstratethatthis positive trendis al-

readyunderway; seeTablel. Thenumberof cyclesfor aVM entry
dropsfrom 24090on P4to 937 on Core,a 61%reduction.Factoring
in Core'slower clock, thetime reductionis still arespectabld4%

from 634 nsto 352 ns. Coreoffers a lessdramatic12% improve-

mentin the costof a pagefault VM exit: from 508nsto 446ns.

This microarchitecturaimprovementvisibly impactsthe bot-
tom line. Let us illustrate by comparingforkwait on P4 and
Core.Native executionof forkwait onour P4takes6.02seconds
whereaur CoreCPU runsit in just 2.62 secondsThis dramatic
differencein native performancemeansthatit is not meaningful
to directly compareexecutiontimes of the hardware VMMs. In-
steadwe compareatiosto native.On P4,thehardwareVMM runs
forkwait 17.7x slower than native in 106.4 secondsOn Core,
the hardware VMM improves the scoreto 14.8x slower thanna-
tive, taking 38.9secondskFor referencethe softwareVMM is 6.1x
slower thannative on P4 (36.9 secondspand 7.0x slower thanna-
tive on Core (18.4 seconds)Keepingin mind the extremenature
of forkwait , theimprovementfrom 17.7xto 14.8xis signi cant,
butit is alsoclearthatmorework remaingo bedonebeforevirtual
performancepproachesative.

While this hardware VMM performanceimprovementis en-
couragingwe speculatehatevenahypothetical' perfect” microar
chitecturein which VM exits are free could have a performance
de cit relative to the softwareVMM for MMU-relatedoperations.
The remainingperformancegap is due to the “stateless’nature
of the hardware VMM: afterresuminga guestin directhardware-
assistedxecution,the VMM haslittle ideawhat statethe guestis
in whenexecutionreturnsto the VMM. Sothe VMM incurssoft-
wareoverheadseconstructingyueststateby readingMCB elds
(handlinga typical exit requiresten vmreads) andin somecases
decodingthe exiting instruction.While improvementson this state
reconstructiorsoftwarearecertainlypossible a completeelimina-
tion of it is unlikely. “Stateless"VMM operationis characteristic
of hardware-assistedlirect execution.Thus, the opportunitiesfor
makingexits fasterin bothhardwareandsoftware,arelimited.

7.2 HardwareVMM algorithmic changes

A morepotentapproachs to eliminateexits entirely Considerfor
instancethe ptemodnanobenchmarkyhich repeatedlymodi es a
guestpagetableentry VMwarePlayer1.0.lincursa VM exit for
eachmodi cation dueto traceson shadav pagetables.However,
thex86's relaxed TLB cohereng rulespermitotherpagetableco-
hereng stratgiesthantracing.For example, VMwareWorkstation
2.0, releasedn 2000, would aggressiely drop tracesupon guest
pagetable modi cation, allowing the shadav pagetablesto be-
cometemporarilyincoherentwith the guestpagetablesin orderto
reducetracecosts.

While this algorithmreducedracecosts,it shiftswork into the
VMM' sguestpagetablereloadpath,which mustprocesgheback-
log of pagetable writes to bring the shadev and guestpageta-
blesinto harmoty. The algorithmalsopreventssomenon-olvious
optimizationsthat are possiblewith more aggressie tracing. For
instance,pagetable modi cations that changea pagefrom not-
presento presentusually occurin guestkernels' pagefault han-
dlersin responséo demand-pagingctiity. Thus,thesePTEmod-
i cations arealmostalwaysfollowed immediatelyby a userlevel
accesdo the freshly mappedpage.By catchingPTE writes with
tracing, we can save a subsequenhidden pagefault by eagerly
placinga correspondingresenentryin the shadev assoonasthe
guestPTEwrite executesThis optimizationisimportantin process
creationworkloadssuchasforkwait , andis hardto applywithout
tracing.

In the yearssincethe releaseof Workstation2.0, VMware's
binary translatorhasbecomeincreasinglycapableof adaptingto
trace accessesallowing our software MMU to male liberal use
of traces.This extreme point in the designspaceis not optimal
for the hardware-assisteWMM wheretraceaccesseare costlier
Consequentlyan effort to explore the designspaceof lesstrace-
intensve softwareMMU algorithmsis now underway atVMware.
While this work is still in progressand beyond the scopeof this



paper preliminary resultsappearpromising:the hardware VMM
gainson thesoftwareVMM, but still doesnot surpasst.

7.3 A hybrid VMM

For clarity of comparisonwe have discussedhesoftwareandhard-
wareVMM asentirely separatentities.However, bothVMMs are
partof thesamebinaryin VMwarePlayerl.0.1,andnothingforces
usto rely exclusively on onetechniquefor executinga guest.We

have experimentedvith ahybrid VMM thatdynamicallyselectghe

executiontechniqueusingsimpleguestbehaior-driven heuristics,
with the goal of reapingthe bene ts of boththe hardware VMM' s

superiorsystemcall performanceandthe software VMM' s supe-
rior MMU performanceWhile we achiezed someencouragingm-

provementontoy workloads the heuristicdriving this adaptation
arestill immatureand require further tuning. For productionuse
of BT on Intel CPUswe would additionally needto implementa

performantVMM protectionschemehatdoesnt requireseggmen-
tation.

7.4 Hardware MMU support

We areoptimisticaboutthe potentialof future hardwareassistance
in theareaof MMU virtualization.Thethree-vay trade-of among
tracecosts,hiddenpagefaults and context-switch costswas suc-
cessfullyaddresseavith appropriatéhardwarein IBM's s/370ma-
chines[17]. Both AMD's “nestedpaging” [2] and Intel's “EPT”
[16] proposaldor MMU virtualizationare similar to the SIE de-
sign.

In both schemes,the VMM maintains a hardware-walked
“nested page table” that translatesguest physical addressego
hostphysicaladdressesThis mappingallows the hardware to dy-
namicallyhandleguestMMU operationsgliminatingthe needfor
VMM interposition.The operationof this schemds illustratedin
Figure6. While runningin hardware-assisteguestexecution,the
TLB containsentriesmappingguestvirtual addresseall the way
to hostphysicaladdressesThe processof lling the TLB in case
of amissis somavhatmorecomplicatedhanthatof typical virtual
memorysystemsConsiderthe caseof a guestreferenceo virtual
addresd/ thatmissedn thehardware TLB:

1. Thehardwareusesheguestpagetablepointer(%cr3 to locate
thetop level of theguests hierarchicabagetable.

2. %cr3 containsa guestphysicaladdresswhich mustbe trans-
latedto a hostphysicaladdresdeforedereferencingThehard-
warewalks the nestedpagetablefor the guests %cr3 valueto
obtainahostphysicalpointerto thetop level of theguests page
tablehierarchy

3. Thehardvarereadsthe guestpagedirectoryentry correspond-
ing to guestvirtual address/ .

4. The PDEreadin step3 alsoyields a guestphysicaladdress,
which mustalsobe translatedvia the nestedpagetable before
proceeding.

5. Having discoreredthe host physicaladdressof the nal level
of the guestpagetablehierarchy the hardware readsthe guest
pagetableentry correspondingo V. In our example,this PTE
pointsto guestphysicaladdressX , which is translatedvia a
third walk of the nestedhagetable,e.g.to hostphysicaladdress
Y.

6. The translationis complete:virtual addressV mapsto host
physicaladdressy . The pagewalk hardwarecannow |l the
TLB with anappropriateentry (V; Y ) andresumeguestexecu-
tion, all without softwareintervention.

For anM -level guestpagetableon anN -level nestedpageta-
ble,aworst-casd LB missrequiresM N memoryaccessew sat-

isfy. We are,however, optimisticaboutthis potentialproblem.The
samemicroarchitecturaimplementatiortechniqueghatmale vir-
tual memoryperformacceptablyhighly associatie, large, multi-
level TLBs, caching)shouldapply at leastas well to the nested
pagetable. Thus, nestedpagingholdsthe promiseof eliminating
traceoverheadsindallowing guestcontext switcheswithout VMM
intervention.By resolvingthe mostimportantsourcesf overhead
in currentVMMSs, nestedpaginghardware shouldeasilyrepaythe
costsof (slightly) slower TLB misses.

8. Relatedwork

Our approachto this topic owesa debtto the long-runningRISC

vs. CISCdebatg6, 18]. This quarrelin its narrav sensehasbeen
fought to a draw, with a current abundanceof both RISC and

CISC designs However, the controversyss lasting gifts have been
skepticismtowardstheintuition thathardwarealwaysoutperforms
software,andthe consensushat measurementnustguide design
of the hardware/softvareinterface[11].

The picoJaa microprocessottands at one end of the hard-
ware/softvare split [15]. This processoeffectively reimplements
the software JVM version 1.0 in hardware. While picoJaa was
neverintendedasahigh performancédytecodesxecutionengine it
is still strikingto obsere justhow differentlyamodernJVM deliv-
ersperformancehroughmulti-stagelIT compilation.ThepicoJaa
design frozenin time in thelastmillenium, is not whatonewould
build todayto run Java.

Transmeta Crusoedesignteamtook the oppositeapproach,
building anx86 compatibleCPUby codesigninga VLIW coreand
a substantiaboftware componenthatincludesan optimizing, dy-
namic,adaptve, binary translatorfrom x86 to the internal VLIW
architecture[9]. Their core implementsbasic primitives to sup-
port key aspectof the software, including speculationand self-
modifying code.

The emegence of open source operating systems,such as
Linux, has enabledparairtualization, the modi cation of oper
atingsystemso bebettervirtual citizens[5, 25, 14]. Theapproach
hasmerit asit gainsperformanceindpermitsa simplerVMM de-
sign.However, it sacri cestheability to runlegag/ andproprietary
operatingsystems Moreover, a new interface betweenthe guest
andVMM mustnow be standardizeddocumentedind supported
in additionto the existing interfacebetweenOS andhardware[3].

9. Conclusions

We have describedthe implementationof a software VMM that
emplgys BT for x86 guestexecution.Recenthardvare extensions
now permitimplementatiorof a trap-and-emulateardware VMM
thatexecutegguestdirectly.

Intuitively, onewould expecthardware supportto improve per
formanceacrossthe board, but experimentson rst generation
hardware painted a mixed picture. Our software and hardware
VMMs bothperformwell oncompute-bounevorkloads.For work-
loadsthatperforml/O, createprocessesyr switchcontexts rapidly,
software outperformshardware. In two workloadsrich in system
calls,thehardwareVMM prevails.

We have tracedthis surprisingresultto its root causeby study-
ing architecture-ieel operationdor which the softwareandhard-
ware VMMs imposevery differentamountsof overhead.While
the new hardware remavesthe needfor BT andsimpli es VMM
design,in our experimentsit rarely improves performance New
MMU algorithmsin thehardwareVMM mightnarrav thisgap,but
currenthardware supportis CISC-like in its packagingof a whole
solutionanddif cult to exploit withoutgiving up existing software
techniques.
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Figure 6. Nestedpaginghardvare.

Over yearsof work on VMMs, we have cometo appreciate
the e xibility of having software controlin our VMMs. We hope
that coming hardware supportfor virtualizationwill be designed
to blendeasilywith andcomplemengxisting softwaretechniques.
This maycontrikuteto fasteradoptionof the hardwareandadwance
thegeneraktateof virtualization.

Acknowledgments. Special thanksto Jim Mattson for sig-
ni cant contritutions to the hardware VMM. Generalthanksto
the dozensof membersof VMware's VMM group since 1998.
Warmesthanksto ourreadersEli Collins, Erik Cota-RoblesAlex
Garthwaite, Geof Pike, Mendel Rosenblumand Richard Uhlig.
Wewould alsolik e to thanktheanorymousASPLOSreviewersfor
suggestionshatgreatlyshapecdur paper

References

[1] AGESEN, O., AND DETLEFS, D. Mixed-modebytecodeexecution.
TechnicalReportSMLI TR-200-87,SunMicrosystems|nc., Moun-
tain View, CA, USA, 2000.

[2] AMD. AMD®64 Virtualization CodenamedP aci ca” Tednolayy:
Secue Virtual Macdhine Architectue RefeenceManual May 2005.

[3] AMSDEN, Z., ARAI, D., HECHT, D., HOLLER, A., AND SUBRAH-
MANYAM, P. VMI: An interfacefor paravirtualization. OttawaLinux
Symposiun(2006).

[4] BALA, V., DUESTERWALD, E., AND BANERJIA, S. Dynamo:a
transparentlynamicoptimizationsystem.Iln PLDI '00: Proceedings
of the ACM SIGPLAN2000 confeenceon programminglanguage
designandimplementatiorfNew York, NY, USA, 2000),ACM Press,
pp.1-12.

[5] BARHAM, P., DRAGOVIC, B., FRASER, K., HAND, S., HARRIS, T.,
Ho, A., NEUGEBAUER, R., PRATT, |., AND WARFIELD, A. Xenand
theart of virtualization. In SOSP03: Proceeding®f the nineteenth
ACM symposiunon opeiating systemsrinciples (New York, NY,
USA, 2003),ACM Presspp.164-177.

[6] CLARK, D. W., AND STRECKER, W. D. Commentsn °the case
for the reducedinstructionsetcomputef by Pattersonand Ditzel.
SIGARCHComput.Archit. News 8, 6 (1980),34—-38.

[7] CMELIK, B., AND KEPPEL, D. Shadeafastinstruction-sesimulator
for executionpro®ling. In SIGMETRICS96: Proceeding®fthe1996
ACM SIGMETRICSnternational confeenceon measuementand
modelingof computersystemgNew York, NY, USA, 1994),ACM
Presspp.128-137.

[8] CRAMER, T., FRIEDMAN, R., MILLER, T., SEBERGER, D.,
WILSON, R., AND WoLcCzkO, M. Compiling java just in time.
IEEE Micro 17, 3 (1997),36-43.

DEHNERT, J. C., GRANT, B. K., BANNING, J. P., JOHNSON, R.,
KISTLER, T., KLAIBER, A., AND MATTSON, J. The transmeta
codemorphingsoftware: using speculationrecovery, and adaptve

[9

—

retranslatiorto addresseal-life challengesin CGO'03: Proceedings
of theinternationalsymposiunon codegeneation and optimization
(WashingtonDC, USA, 2003),IEEE ComputerSociety pp. 15-24.

[10] DEITEL, H. M. An introductionto opeiating systemg2nd ed.)
Addison-Weslg/ LongmanPublishingCo., Inc., Boston,MA, USA,
1990.

[11] HENNESSY, J. L., AND PATTERSON, D. A. Computerarchitectuse:
a quantitativeapproad. Morgan KaufmannPublishersinc., San
FranciscoCA, USA, 2002.

[12] INTEL CoRPORATION. Intel R Virtualization Technolagy Speci ca-
tion for thelA-32Intel R Architectu, April 2005.

[13] KARGER, P. A., ZURKO, M. E., BONIN, D. W., MASON, A. H.,
AND KAHN, C. E. A vmmsecuritykernelfor thevaxarchitectureln
IEEE Symposiunon Securityand Privacy (1990),pp. 2-19.

[14] LEVASSEUR, J., UHLIG, V., CHAPMAN, M., CHUBB, P., LESLIE,
B., AND HEISER, G. Pre-virtualization:Slashingthe cost of
virtualization. TechnicalReport2005-30,Fakuliat fir Informatik,
Universitt Karlsruhe(TH), Nov. 2005.

[15] MCGHAN, H., AND O'CONNOR, M. Picojasa: A directexecution
enginefor java bytecode.Computer3l, 10(1998),22-30.

[16] NEIGER, G., SANTONI, A., LEUNG, F., RODGERS, D., AND UHLIG,
R. Intel virtualizationtechnology:Hardware supportfor ef®cient
processovirtualization. Intel Technolayy Journal 10, 3 (2006).

[17] OsIsek, D. L., JACKSON, K. M., AND GumMm, P. H. ESA/390
interpretve-exeaution architecture foundationfor VM/ESA. IBM
Systemgournal 30, 1 (1991),34-51.

[18] PATTERSON, D. A., AND DITZEL, D. R. The casefor thereduced
instructionsetcomputer SIGARCHComputArchit. News8, 6 (1980),
25-33.

[19] PoPEk, G. J., AND GOLDBERG, R. P. Formal requirementdor
virtualizablethird generationarchitectures.CommunACM 17, 7
(1974),412—-421.

[20] PoPEkK, G. J., AND KLINE, C. S. The pdp-11virtual machine
architectureA casestudy In SOSP75: Proceeding®fthe fth ACM
symposiurron opemting systemgprinciples (New York, NY, USA,
1975),ACM Presspp.97-105.

[21] RoBIN, J., AND IRVINE, C. Analysisof theintel pentiums ability to
supporta securevirtual machinemonitor In Proceedingof the 9th
USENIXSecuritySymposiun2000).

[22] SILBERSCHATZ, A., AND PETERSON, J. L., Eds. Opeating systems
concepts Addison-Wesley LongmanPublishingCo., Inc., Boston,
MA, USA, 1988.

[23] SMITH, J. E., AND NAIR, R. Virtual madines:versatile platformsfor
systemsnd processesMorganKaufmannPublishersSanFrancisco,
CA, USA, 2005.

[24] UHLIG, R., NEIGER, G., RODGERS, D., SANTONI, A. L., MAR-
TINS, F. C. M., ANDERSON, A. V., BENNETT, S. M., KAGI, A,



[25]

[26]

LEUNG, F. H., AND SMITH, L. Intel virtualization technology
Computer38, 5 (2005),48-56.

WHITAKER, A., SHAW, M., AND GRIBBLE, S. D. Scaleand
performancen the denaliisolation kernel. SIGOPSOper Syst.
Rev. 36, SI (2002),195-209.

WITCHEL, E., AND ROSENBLUM, M. Embra:fastand exible
machinesimulation. In SIGMETRICS96: Proceeding®of the 1996
ACM SIGMETRICSnternational confeenceon measuementand
modelingof computersystemgNew York, NY, USA, 1996),ACM
Presspp.68-79.

Raw data

Times in seconds (smaller
times obtained via external

is better; BT/VT
time source)

Native BT VT
vpr 136 135 139
gcc 67.5 71.0 74.0
mcf 257 244 248
crafty 62.7 64.7 64.9
parser 180 186 187
eon 94 97.2 97.7
perlbmk 115 116 123
gap 71.4 73.7 74.4
vortex 113 116 118
bzip2 114 124 125
twolf 198 210 210
gzip 130 135 139
gcc 67.5 71.0 73.9
gap 73.0 73.7 74.4
kerncomp 265 393 483
kerncomp "Core" 204 259.3 281
forkwait 6.02 36.95 106.4
forkwait "Core" 2.62 18.43 38.89
Passmark ops/sec (larger is better)
Native BT VT
Large RAM 335.44 175.00 67.13
2D Graphics 589.86 373.78 413.05
ApacheBenchrequests/second (larger is better)
RedHat Enterprise  Linux 3
#processes Native BT VT
1 718.24 684.38 584.24
8 1818.85 991.55 840.38
32 1206.01 999.92 815.49
64 2071.09 1014.92 802.05
128 2201.90 985.28 845.12
256 250.94  48.23 52.55
ApacheBenchrequests/second (larger is better)
WinNetEnterprise
#threads Native BT vT
1 616.48 367.98 430.00
8 815.79 431.10 558.96
32 811.84 431.68 556.53
64 808.93 430.17 525.35
128 803.39 428.70 537.93
256 807.88 426.28 530.16
SPECjbb score (larger is better)
WinNetEnterprise
Native BT vT
SPECjbb 9608 9430 9528
Nano-benchmarks in cycles (smaller is better)
Native BT vT
syscall 242 2308 246
in 3209 216 15826
cr8write 150 35 177
call/ret 11 51 11
pgfault 1093 3927 11242
divzero 889 3223 1014
ptemod: unchanged 1 391 12733
ptemod: P->NP 4 17 9154 (¥)
ptemod: NP->P 5 2121 17020 (*)

(*) Unusedin main body of

paper.



