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Abstract proper procedures in a black-box approach that automates
the fault diagnosis process. Specifically, we focus on solv-
Configuration problem in storage system is one of the ing SAN (Storage Area Network) configuration problems
well recognized issues in today’s enterprise environment.which display complex characteristics such as multi-ger r
Traditional approaches usually reply on deep knowledge of lationship, interoperability, policy and security. Thetiaa-
the underlying system. However, such solution usually can-tion behind this is that the configuration problem has been
not scale up when the system become large and complexiecognized as the top reason for system crash [13, 9, 23],
Recent research work has started using machine learningwhich also matches to our observation in the storage envi-
techniques to improve the overall performance of the diag- ronment.
nosis process. In this project, we try to identify the proper  Our goals/contributions are as follows:
procedure to transform a configuration problem into a ma- ) .
chine learning problem, which lays down the foundation of 1. We survey a wide range of recent papers in the area

our future work in the area of configuration and change of fault diagnosis. Since this project is conducted for
management. the machine learning course, we emphasize on those
papers that use machine learning techniques.

2. We show solutions that can transform a configuration

1. Introduction problem into a machine learning problem in a black-
box approach. We highlight their objectives and limi-
One of the key challenges in the current enterprise stor- tation.

age environment is to quickly identify the root cause of the . )
failure so that the system down time can be reduced. Some 3 We identify future research work that may advance
storage management products [11] have partially addressed ~ TOm Previous work. For example, multi-fault diag-

this issue by providing an aggregated view of the system  NOSis is stillan open research problem.

status across multiple layers and components. However,
even with the help from such management tools, fault lo-

calization in a complex storage environment is still a time-

consuming task which requires an experienced admlnl‘Q’tr""'continue the work after the course. We learn the necessary

tor to manually interpret a_vast a_mount_ofdiagno_sis data._ As background and obtain insightful ideas through the work
aresult, an aptomatec_j failure diagnosis tool Wh.'Ch FEQUIre of this project. In the followings, we describe the related
less human intervention would be necessary in a MISSION o1 in section 2. Some suitable learning approaches are

critical (.al"mronment.' i ) explained in section 3. Experimental results are shown in
Traditional fault isolation techniques usually rely on qoqiinn 4. And we list our future work in section 5.
manually-built system model [18], which is either difficult

or impossible to be created in a dynamic, multi-vendor en-
vironment. Recent studies have shown the promise of the2. Related Work
black-box approach [22, 21, 7, 5, 4, 1, 12], that is, can we
perform failure diagnose by observing the system behavior  Failure diagnosis in the distributed system has been stud-
without knowing too many details about it? Not surpris- ied quite long [18]. Traditional approaches usually rely on
ingly, machine learning techniques are widely used in suchexplicit modeling of the underlying system. One widely
setup. used technique is the knowledge-basagert systenfe.g.

In this project, we try to identify the key elements and the Help Desk). Such approach may work well in a controlled,

To our knowledge, this is the first work that uses ma-
chine learning technigues to automate the failure diagnosi
process for the SAN configuration problem. We intend to



static environment. However, as the complexity of the sys- O
tem keeps growing, it becomes impossible to encompass all

the necessary details. For instance, the device interoper- Switch ¥ B toad “Quwitoh 318 alive

ability matrix is so dynamic that no one can ever build a

complete matrix. Applications on top of the network add Q O

another layer of complexity (e.g. Disk traffic and Tape traf- Failure(%, #cases) :

fic cannot flow through the same HBA). ECPort fis déad  ECPort fis alive
Recent research has focused onbleck-boxapproach

in order to handle the complexity and the non-deterministic O

behaviors of the managed system. One typical setup is the Failure(%, #cases)  System is fine

symptom-basedpproach. By observing system states from (%, #cases)

the results of probings, a symptom-based approach tries to

predict the cause of failure from past experience. Unsur- Figure 1. Modeled as Decision Tree

prisingly, machine learning techniques are adopted in most
recent papers in the black-box approach. Among those var-
ious learning algorithmsDecision Tree[5], Naive Bayes useful technique to avoid the problem in advance.
Classifier[17, 14, 21, 10, 8]Bayesian Networf6, 16] and Diagnosis of configuration problem has been studied
Clustering[4, 7, 12, 10] are widely used due to their ad- in several areas such as Windows Registry [22, 21, 12,
vantages ointerpretability(i.e. easy to explain the learning 9], router configuration [8] and general Internet applica-
results) andmodifiability (i.e. easy to incorporate expert tion [13]. Other recent research focus on either perforreanc
knowledge into the model) [7, 20]. These two properties Problem [1, 7], software failure [4, 5] or general fault Ibca
make these algorithms attractive to the human operators inzation techniques [16, 17, 14, 2].
practice.

In machine learning’s perspective, failure diagnosis can 3. Machine Learning Approach
be viewed as aanomaly detectioproblem [10, 12, 19, 20],
especially if the majority of the training samples aré nega-  efore further discussion, let's see some real examples
tive case (i.e. good case). The key idea is to describe whalf SAN configuration problems collected from the field. Ta-
a good data looks like, then an anomaly is the case that ithje 1 shows three cases which we consider them difficult
cannot fit into any of those good models. The concept of tg giagnose. For instance, in case 1 we see an error code
feature selection and model selection are also explored inyhjch indicates a hardware fault. However, the real cause
several recent papers [14, 24]. We will discuss those ma-s actually from a misconfiguration at the host side. An in-
chine learning approaches in more details in the next sec-gyperienced administrator may look into the problem in the
tion. wrong direction. To help out this situation, our goal is to

History-based approach is another useful techniquegive a short list of possible reasons to the users, so that the
which reduces the solution space significantly [22, 23]. The can spend less time in the diagnosis process.
idea is to compare two snapshots of the system states, one Machine learning techniques can help achieve the goal
from current non-working state and the other from last at both the design time and the runtime. At the design time,
known working state. Then there is a good chance thatwhich can be viewed asm@oactiveapproach, we try to dis-
the failure comes from one of the changes in the difference.cover some diagnosis rules that are not trivial. Decision
Two assumptions are usually made in this approach: First, Tree algorithm [5] (see Figure 1) is an ideal solution that fit
the difference between two snapshots are not many. Secinto this domain. In addition, we can also optimize those di-

ond, constantly changing element is usually not the factor. agnosis rules by using the concept of feature selection and
We can also make the comparison between similar systemsmodel selection. We run a preliminary experiment to vali-

which may increase the accuracy by taking advantage ofdate this approach (see Section 4).
large number of samples, but it add additional complexity  Furthermore, at the runtime feactiveapproach) we try
due to the difference between system. to predict the source of failure by taking advantage of past
How to increase the overall usability in the diagno- experience or similar configuration from the peers. We can
sis process is one of the interesting topics in this field. view it as a classification problem in machine learning’s ter
For example, an integrated visualization environment usu- minology. The most commonly used technique is thévila
ally increases administrator’s confidence on the learrérg r  Bayes classifier [17, 14, 21, 10, 8] (Figure 2). We can think
sults [3]. A knowledge database can assist human operatoré as asymptom-fault magvhere each edge represents the
to make the final decision when the program cannot do anyconditional probability between the symptom and fault. We
further diagnosis [22]. Proactive approach [15] is also a usually make some assumption on the prior and even on the



Case|| Symptoms Fault (Reason of Failure)

1 1. Numerous TSM error code "ANRxxxx” (hardware fault) Disk traffic and Tape traffic are on the same
2. Loss of tape drive and later re-discover it incorrectly HBA

2 1. Numerous and random loss of external disk (Windows and) Al entity in a single zone is too large
2. Occasional loss of data (Windows only)
3. Rebooting Windows server takes 30+ minutes

3 1. Severe performance reduction # path between host and device is too large
2. See"... complete I/O failure ...” in the log

Table 1. Examples of SAN Configuration Problem
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4. Experimental Result

@ O Configuration problem is different to other type of prob-
Layer N-1 ..
lems (such as performance problem) is in the sense that the

number of variables are usually quite large (e.g. there are
Figure 3. Modeled as Bayesian Network about 70K registries in a fresh WindowsXP installation).
However, once the system is settled down, the configuration
usually doesn’t change often. Note that these two propertie
bring undesired effects to the learning results (i.e. numbe
conditional probability. Sometimes, EM algorithm is used of features and number of training samples).
to train the model [10, 3]. Some previous work also use  On the other hand, the cost of running a probe in order
Bayesian Network [6, 16] (Figure 3) to incorporate prior tg gather system state is usually un-ignorable. Ideally, we
knowledge of the system model (e.g. ISO/OSI network wantto run a minimum set of probes to diagnose a particular
model). failure. But we usually don’t know how to select such set.
Optimization is even more difficult if we want to diagnose
multiple failures simultaneously.

One possible solution for this problem is to treat it as a
deature selectioproblem in machine learning. We run a
simulated experiment to validate this concept. We generate
the sample data by using the multi-variate Bernoulli event

We review some learning algorithms that are suitable for model, givenP(Y = 1) = 0.05. Those data are trained and
the configuration problem in this section. Next, we will test by Néve Bayes classifier with hold-out cross validation
show a concrete example of solving probe selection prob-(70%/30%). The greedy forward search procedure is used
lem by using a machine learning approach. to generate the set of probes.

Anomaly

We can also perform the classification by clustering [4,
7, 12, 10] (Figure 4). For example, in the the anomaly de-
tection approach we generate a segobd clusters, then
anomalies are those samples that cannot fit into any of thos
good clusters.



i Probe Selection as Feature Selection Using N istrators into the decision process. In particular, maghin
' learning technique (e.g. data clustering) can play a rote du
ing the query on knowledge database.

There are still a lot of open research problems in the area
of failure diagnosis, such as root-cause analysis for multi
0.081 fault in a multi-layer environment. More importantly, we
still don’t have a truly automated tool that can simplify ad-
ministrator’s jobs in practice, which motivates us to con-
P(Y=1)=0.05, with 1000 samples tinue this work.
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6. Conclusion

‘ ‘ ‘ ‘ In this project, we review a wide range of recent papers
0 10 20 30 40 50 in the area of failure diagnosis. We focus on machine learn-
Number of Probes(Features) . .
ing approach and provide a concrete example of probe se-
lection by the simulation experiment. We also highlight the

Figure 5. Probe Selection as Feature Selec- future research work that may distinguish ourselves from

tion the previous work. We will continue this project since this
is a real challenging problem in both industry and research
community.

Figure 5 shows the result, where X-axis is the number of
probes (i.e. features) and Y-axis is the error rate. We cany. Acknowledgments
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