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Abstract— Recent work by Asonov and Agrawal [1] and
Zhuang et al. [2] has shown that acoustic emanations from
keyboards can be used to reconstruct the text that is being
typed. This, in theory, allows for the retrieval of confidential
information such as passwords by covertly recording sound from
the keyboard, and thus poses a significant security threat.

Their techniques work because different keys produce different
acoustic signatures when struck by the typist. Classifiers can be
built to detect these differences and language models help in
establishing priors for the various key combinations.

This paper looks at applying machine learning techniques to
the identification and authentication of users based solelyon the
acoustic waveform generated as the user types on a keyboard.
This is possible because, not only do different keys produce
different sounds, but the same key sequence can produce different
acoustic waveforms when typed by a different user. Classification
accuracies of up to 98% are reported on a small set of trial users.

In one novel application, this kind of system can be used
to biometrically harden users’ passwords by incorporatingeach
user’s typing behavior as part of the authentication procedure
(see Monrose et al. [3]).

Index Terms— Machine Learning, User Authentication, Key-
board Acoustic Emanations, Computer Security

I. I NTRODUCTION

T HIS report discusses the outcome of research conducted
into the identification and authentication of computer

system users from keyboard acoustic emanations.
Most users are comfortable with the familiar clicking sounds

emanating from their keyboard as they type. However, these
sounds, known as keyboard acoustic emanations, have been
shown to be a significant security risk in allowing the recon-
struction of text from covert audio recordings ([1] and [2]).

A side channel attack in computer and communications
security is the ability for an adversary to obtain secret in-
formation through indirect observations of the system. Fora
long time, researchers have known that private informationcan
be retrieved by monitoring electromagnetic radiation emitted
from different types of electronic equipment. For example,
data transmitted over older modems can be read by monitoring
the activity LED on the modem which is highly correlated
with the data being sent. Side channel attacks result from
weaknesses in a system’s physical implementation rather than
underlying algorithms or protocols.

Keyboard acoustic emanations are therefore a type of side
channel attack. Asonov and Agrawal [1] introduce the idea of
training a classifier to recognize keys based on their unique

acoustic properties. More recently, Zhuang et al. [2] extended
this work by showing that it is possible to reconstruct text
that the user is typing after recording only 10 minutes of
data. Their results improve accuracy by overlaying a language
model which provides priors for keystroke bigrams.

The work outlined in this report shows that it is also possible
to identify the users themselves. This can then be used as
a novel way to improve computer security, for example, by
hardening passwords with biometric information. Monrose et
al. [3] have shown that password hardening is possible by
direct measurements of user’s typing characteristics (through
modification of the computer system’s device drivers). The
approach described below does not rely on direct measure-
ments of keyboard timing, but rather extracts this information
as well as other features from the recorded sound. It allows
for the incorporation of features such as how hard the user
strikes each key, which has been identified by Bergadano et
al. [4] as valuable in distinguishing between users. This can
be done without the need for specialized computer hardware -
the computer’s microphone is all that is required. Finally,the
work here has other novel applications outside of password
hardening which are discussed at the end of the paper.

Fig. 1. Screen capture of Windows GUI application developedfor capturing
acoustic data samples.

II. DATA COLLECTION

Since standard datasets of acoustic keystroke data are not
readily available, the first stage of this project was to develop
a tool for recording and labeling the sound of users typing
on keyboards. A Windows GUI application was written to
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record and save sample waveforms of different user’s typing
patterns along with some associated meta-information suchas
keystroke timing.

The GUI samples the audio signal at a rate of 22.05kHz with
16-bit quantization. In order to facilitate easy processing in
Matlab, each sample waveform (training instance) is saved in
a separate .WAV file with meta-information in a corresponding
.TXT file.

A total of 150 training examples were recorded from six
different users under similar environmental conditions (i.e.
ambient noise). Each user was asked to type “username” and
“p4ssw0rd” as if logging on to a computer system. All the data
samples (including those with misspellings) were includedin
the training set1. Basic statistics of the training set are shown
in the table below.

TABLE I

TRAINING DATA STATISTICS

Number of Avg. Length Avg.
Samples (sec.) Keystrokes

Chris 20 4.35 18.5
Kendra 20 4.95 18.0
Konstantin 20 6.45 17.5
Naomi 30 4.80 18.1
Ross 20 4.55 18.2
Stephen 40 5.18 17.5

All data was collected on a Dell Latitude D400 laptop using
the built-in microphone.

III. D ATA ANALYSIS

A. Overview

The acoustic signal produced by users as they type on
computer keyboards contains a suprisingly large amount of
information. Fig. 2 shows a sample audio waveform of four
consecutive keystrokes. Clearly present in the waveform are
the (i) touch, (ii) hit, and (iii) releasepeaks corresponding to
(i) when the user’s finger first touches the key, (ii) when the
key reaches the bottom of its stroke, and (iii) when the key
rebounds after being released, respectively. This is consistent
with the findings of Zhuang et al. [2]. Thetouchandhit peaks
are sometimes referred to collectively as thepushpeak.

There is typically 100-150ms between a key being pushed
and that same key being released, and 200-300ms between
consecutive keystrokes corresponding to an average typing
speed of 200-300 characters per minute. However, there can
be significant shortening in the duration between keystrokes
especially when a user is typing familiar text (such as his
username and password). In these cases, thehit peak from
a subsequent keystroke may coincide with thereleasepeak
from the previous keystroke. Although trivialized by Zhuang et
al. [2], this overlapping makes it extermely difficult to reliably
detect every keystroke as discussed in the next section.

It is quite obvious that each key click contains rich spectral
information that distinguishes it from background noise (see

1In a real implementation of an authentication system, the login software
would, as usual, reject attempts with invalid usernames or passwords before
invoking any biometric checking

Fig. 2. Captured audio signal for four keystrokes showing the energy
envelope used to detect each key press. Also clearly visibleare thetouch,
hit and releasepeaks of each keystroke.

Fig. 3. Keyboard audio signal and corresponding frequency spectrogram
showing four seconds of continuous typing.

Fig. 3). The critical insight of Asonov and Agrawal [1]
is that due to differing mechanical properties, each key on
a keyboard will produce a different sound. They use that
difference to reconstruct text. Our proposition is that different
typing patterns (corresponding, for example, to differentusers)
will produce different sounds for the same key or phrase, and
can therefore be used to identify users.

B. Keystroke Detection

Although seemingly simple, keystroke detection required a
significant amount of work to get right. Our first attempt was to
replicate the procedure outlined by Zhuang et al. [2] and detect
keystrokes by applying a threshold to the energy envelope of
the signal (computed by summing Fourier coefficients from
400Hz to 12kHz). Zhuang et al. [2] admit that this sometimes
makes mistakes which slightly affects the quality of their
results. Our performance was, however, considerably lower
than theirs, which is most likely due to the use of the quieter
laptop keyboard over standard PC keyboards.
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Early experimentation found the method as described to
be inadequate for obtaining accurate keystroke detection.The
procedure was improved by employing some general tech-
niques described in the speech processing literature [5]. The
most successful techniques were:

• High-pass filtering the signal.
• Clipping the audio signal to within two standard devi-

ations of the mean to prevent excessivley high sample
values.

• Raising the signal to a large odd power to accentuate
peaks.

• Post filtering the detected keystrokes to disqualify any
keystroke within 50ms of a previous keystroke.

While these steps gave better results than using the raw
signal, the results obtained still contained about a 5% detection
error2, and is something that would require investigation in any
further work.

IV. FEATURE EXTRACTION

After detecting the keystrokes, a window of 20-50ms sur-
rounding each keystroke was used to extract features from the
waveform for use by the classifiers. Among the many features
tried, four main classes of feature were found to be effective.

1) Inter-key Timing:Inter-key timing, or latency, measures
the time duration between consecutive keystrokes. Monroseet
al. [3], Bergadano et al. [4] and Lau et al. [6] have all identified
this as one of the main features in discriminating between
different users’ typing behavior. However, due to inaccuracies
in keystroke detection from the audio signal3 and the short
input sequences being used for classification, this featurewas
not as critical as one would think, as will be shown in the
results below.

The inter-key time was associated with the second key in
each keystroke pair, so another issue to consider was that of
boundary conditions, i.e. how to deal with the first key which
has no preceding keystroke. Three policies were investigated,
all producing similar results:

• Drop the first sample altogether, leavingm − 1 feature
vectors for classifying the user fromm keystrokes.

• Assume some nominal constant value for the first
keystroke, for example 0ms.

• Set the inter-key time for the first keystroke to be the
average of the inter-key intervals for the entire sample.

In the results reported below, the first option was used when
inter-key timing was the only feature used, while the second
option was used when inter-key timing was used as part of a
larger feature vector.

2) Keystroke Energy:Bergadano et al. [4] make the obser-
vation that keystroke energy provides good biometric infor-
mation since users strike keys with different pressure, butthat
special-purpose keyboards would be required to make such

2By either missing actual keystrokes or falsely detecting non-existent
keystrokes.

3In fact, even the system proposed by Lau which measures key hit
times directly suffers from inaccuracies caused by poor resolution of the
software timers provided by the operating system and latency intorduced
by intermediate software layers. The best approach would beto replace the
keyboard devcie driver with a custom module to record key times precisely.

measurements. The audio signal produced for a key press is
strongly correlated to the energy imparted by the user, and
therefore makes a good surrogate for keystroke energy. This
feature is derived by summing the squared signal values in a
small region surrounding thehit peak.

3) Fourier Coefficients:If the total keystroke energy is a
good feature for distinguishing between users, then the energy
in different frequency bands is also worth exploring. The
Fourier coefficients feature computes the energy componentin
equally spaced filter banks over the 11kHz sample space. The
features are then normalize by the total energy to compensate
for background noise effects.

4) Mel-Frequency Cepstral Coefficients (MFCC):Research
in digital signal processing of speech signals has long identi-
fied MFCCs as critical for automated speech recognition (see
Deller et al. [5]), and are now used extensively in speech and
audio processing system. The Mel-frequency scale provides
a mapping between real frequency (measured in Hz) and
perceived frequency, and was originally used to describe the
human auditory perception. There are a number of “standard”
scales cited in the literature. The scale used in this work is
defined as,

fmel = 1127 ln
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whereS is the Fourier transform of the waveform, andHi is
the i-th Mel-frequency filter bank.

V. PROBABILISTIC MODELS

A. Naive Bayes Model

Let each training example be defined by a matrix con-
sisting of a sequence ofm(i) feature vectors,X(i) =
[
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, each feature vector representing
a single keystorke. The probability of a particular user,k, given
the data is then,

p
(

y(i) = k|X(i)
)

=
1

Z
p

(

X(i)|y(i) = k
)

where we have assumed equal priors on they(i), andZ is the
partition function. Now, under the naive Bayes assumption that
each keystroke is independent, we have,
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The probability of each feature vector given the user was
modeled as a multivariate Gaussian,
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Fig. 4. Hidden Markov Model for single keystroke acoustics incorporating
both hit and releasepeaks.

B. Hidden Markov Model

As discussed above, the keystroke detection algorithm will
sometimes fail to detect actual keystrokes and ocassionally
produces erroneous keystrokes. In an attempt to remove the
keystroke detection algorithm from the classification proce-
dure, a left-to-right hidden Markov model (HMM) with states
for silence,hit peak, silence, andreleasepeak was designed.
The HMM can then automatically detect keystrokes given a
sequence of feature vectors from the entire acoustic waveform.
The HMM has the added benefit of modeling temporal infor-
mation (such as inter-key timing).

Each state of the HMM contained a single multivariate
Gaussian to model the observation probability distribution
given that state. Thehit and releasestates were initialized
with parameter estimates derived from feature vectors at the
estimated position of the keystrokes, while the silence states
were initialized with feature vectors extracted from the mid-
point between two keystrokes. One HMM per user was then
trained using the entire sequence of feature vectors (each
generated from windows 5ms apart) using the Baum-Welch
re-estimation algorithm.

VI. RESULTS

A. Evaluating Classification Performance

Classification performance was evaluated using leave-one-
out cross-validation (LOOCV) on the entire training set of 150
samples. A separate model was trained for each user, and the
test sample applied to each model. The predicted user label
was taken to be that of the model with highest posterior, in
the usual way,

argmax
k

p
(

ŷ(test) = k|X(test)
)

The confusion matrices for the naive Bayes and hidden
Markov model classifiers using feature vector consisting of10
MFCCs are shown below. The naive Bayes classifier achieves
96% accuracy while the HMM attains 98%. Results for other
features combinations are summarized in table IV.

B. Evaluating Authentication Performance

The user authentication protocol evaluated works as follows.
A username/passowrd combination is authenticated as being
typed by the real user by comparing a user-specific statistical
model of the keystroke biometrics with a population model
(where the models are either naive Bayes or HMMs as
described earlier). Although in this work, a separate population

TABLE II

NAIVE BAYES GAUSSIAN DISCRIMINANT CLASSIFIER (USING 50MS

WINDOW AND 10 MFCCS) LOOCV CONFUSIONMATRIX

C Ke Ko N R S
C 20 - - - - -
Ke - 20 - - - -
Ko - - 20 - - -
N 1 - 1 28 - -
R - 1 1 - 18 -
S - - - 1 - 39

TABLE III

HIDDEN MARKOV MODEL LOOCV CONFUSIONMATRIX

C Ke Ko N R S
C 20 - - - - -
Ke - 20 - - - -
Ko - - 20 - - -
N - - - 30 - -
R - - 3 - 17 -
S - - - - - 40

model was trained for each real user, a single population model
could be envisioned for all users in a large system.

Authentication performance was evaluated by assigning
each of the six users in the training set the role of imposter,
yimposter , in turn. Then, for each user remaining,yreal 6=
yimposter , train a user model on

{

X(i); y(i) = yreal

}

and
a population model on

{

X(i); y(i) 6= yreal, yimposter

}

. On
each iteration we keep track of the number of true/false
positives/negatives,

ntp =
∑

i:y(i)=yreal
1

{

p(X(i);θu)
p(X(i);θp)

> t

}

nfp =
∑

i:y(i)=yimposter
1

{

p(X(i);θu)
p(X(i);θp)

> t

}

ntn =
∑

i:y(i)=yimposter
1

{

p(X(i);θu)
p(X(i);θp)

≤ t

}

nfn =
∑

i:y(i)=yreal
1

{

p(X(i);θu)
p(X(i);θp)

≤ t

}

where t, the acceptance threshold, can be adjusted to trade-
off between FAR and FRR, andθ are the appropriate model
parameters.

The false acceptance rate (FAR) and false rejection rate
(FRR) are then computed as,

FAR =
nfp

nfp+ntn
and FRR =

nfn

nfn+ntp

In most authentication schemes, it is desirable to keep the
FRR as low as possible to prevent denying access to legitimate
users, while maintaining a sufficiently small FRR to be of
practical benefit. Results for FAR and FRR for various feature
combinations are shown in table IV.

C. Summary of Results

The following table summarizes the results of a number of
experiments varying the window size and feature selection.
Due to the prohibitively expensive cross-validation process
involved in evaluating the HMM performance, most of the
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experiments were conducted using the naive Bayes Gaussian
discriminant classifier, and only the most promising feature
combinations used with the HMM classifier.

TABLE IV

SUMMARY OF RESULTS

Model Classification Authentication
Rate (%) (% FAR / FRR)

Naive Bayes 32.7 13.1 / 1.6
(inter-key timing)
Naive Bayes 41.1 13.1 / 1.6
(key energy, inter-key
timing)
Naive Bayes 69.3 25.1 / 8.0
(20ms window
normalized Fourier)
Naive Bayes 90.7 16.0 / 2.8
(20ms window MFCCs)
Naive Bayes 96.7 16.3 / 1.3
(50ms window MFCCs)
Naive Bayes 94.0 12.9 / 1.6
(20ms window MFCCs,
inter-key timing)
HMM 98.0 21.1 / 7.9
(50ms window MFCCs,
5ms increments)

It should be noted that since there were six users in the
training set, a random algorithm would achieve an accuracy
of 16.7% in the identification task, and FAR and FRR of 50%
in the authentication task. The performance numbers of all
classifiers discussed in this report are significantly better than
random.

VII. D ISCUSSION ANDFURTHER WORK

The results above clearly show that biometric information
can be extracted from keyboard acoustic emanations and used
to identify users with very high accuracy. The Mel-frequency
cepstral coefficients provide robust features for classification
with both naive Bayes and HMM classifiers, the naive Bayes
classifiers being much easier to implement and quicker to train.
The authentication results suffer from unacceptable largeFAR
to be used in any practical application, but are still significantly
better than random.

Keystroke detection, while error prone, did not seem affect
overall performance of the classification task. This is most
likely due to the user prediction being determined by as
the product of many individual feature vector posteriors, and
therefore tolerant to a small number of erroneous data points.
Further work would still be beneficial in improving keystroke
detection and determining its affect on the authenticationtask.

One method for improved keystroke detection can include
a trained HMM. The optimal state sequence when given a
series of feature vectors can then be used to determine which
feature vectors pertain tohit andreleasepeaks, and which are
background noise.

Other work that follows from this project includes analyzing
the effect of increasing the size of the user space as well as
identification from free-form typing instead of fixed username
and password. Furthermore, the incorporation of other biomet-
rics such as mouse movement patterns can be studied.

The work of Zhuang et al. [2] would also benefit from
being able to model artifacts introduced by a user’s typing
behavior versus those necessary for reconstruction of text. In
deed, monitoring a user’s typing behavior may lead to yet
other novel applications such as context-sensitive assistance.

Finally, although this research has shown that it is possible
to identify a user based on keyboard acoustic eminations,
there are still a lot of practical issues that would need to be
resolved in order to actually deploy a robust system. Such
issues include filtering out background noise, dealing with
differences between keyboards, and tracking temporary and
permanent changes in typing patterns (for example when a user
injures a hand or finger). That said, this work has highlighted
what is possible and provides some insights that can be applied
in a range of similar research areas involving biometrics and
emanation security.
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