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Abstract— Recent work by Asonov and Agrawal [1] and acoustic properties. More recently, Zhuang et al. [2] edésh
Zhuang et al. [2] has shown that acoustic emanations from this work by showing that it is possible to reconstruct text
keyboards can be used to reconstruct the text that is being that the user is typing after recording only 10 minutes of

typed. This, in theory, allows for the retrieval of confidental data. Thei Its | b lavi I
information such as passwords by covertly recording soundrom ~ 9@!@. INEIFTESUILS Improve accuracy Dy overiaying a laggua

the keyboard, and thus poses a significant security threat. model which provides priors for keystroke bigrams.

Their techniques work because different keys produce diffeent The work outlined in this report shows that it is also possibl
acoustic signatures when struck by the typist. Classifiersan be to identify the users themselves. This can then be used as
built to detect these differences and language models helmi 5 novel way to improve computer security, for example, by

establishing priors for the various key combinations. . . . L .
This paper looks at applying machine leaming techniques to hardening passwords with biometric information. Monrote e

the identification and authentication of users based solelpn the a!. [3] have shown that password_ hardening i_S possible by

acoustic waveform generated as the user types on a keyboard.direct measurements of user’s typing characteristico(n

This is possible because, not only do different keys produce modification of the computer system’s device drivers). The

Tt soun, e e ey Seerce an e nt - approsh descrved below does o ey on irect measure

accuracies of up to 98% are reported on a small set of trial uss. ments of keyboard timing, but rather extracts this inforiorat
In one novel application, this kind of system can be used @S Well as other features from the recorded sound. It allows

to biometrically harden users’ passwords by incorporatingeach for the incorporation of features such as how hard the user

user's typing behavior as part of the authentication procedire strikes each key, which has been identified by Bergadano et

(see Monrose et al. [3]). al. [4] as valuable in distinguishing between users. This ca
Index Terms— Machine Learning, User Authentication, Key- be done without the need for specialized computer hardware -
board Acoustic Emanations, Computer Security the computer’s microphone is all that is required. Finathe

work here has other novel applications outside of password

hardening which are discussed at the end of the paper.
. INTRODUCTION

HIS report discusses the outcome of research conducte (L X
into the identification and authentication of computer  Fiename: [ Cout |—

system users from keyboard acoustic emanations.

Most users are comfortable with the familiar clicking sosind
emanating from their keyboard as they type. However, these Username: | & s
sounds, known as keyboard acoustic emanations, have bee itype "uzemame"] 4|°p
shown to be a significant security risk in allowing the recon- Password: | I™ Automatic
strucupn of text from covert audio recordings ([1] and_ [2]) ftype “pdsswilrd) [20 o

A side channel attack in computer and communications Sl
security is the ability for an adversary to obtain secret in- | ‘#ARHING: This spplication s farieseaich puiposes onl. ikl

h ) ) ) Do ok type in pour real uzermane or password,
formation through indirect observations of the system. &or 7 About.. |

long time, researchers have known that private informatam |

be retrieved by monitoring electromagnetic radiation &adit

from different types of electronic equipment. For example&jg. 1. Screen capture of Windows GUI application develofoectapturing

data transmitted over older modems can be read by monitorffgustic data samples.

the activity LED on the modem which is highly correlated

with the data being sent. Side channel attacks result from

weaknesses in a system’s physical implementation ratlaer th Il. DATA COLLECTION

underlying algorithms or protocols. Since standard datasets of acoustic keystroke data are not
Keyboard acoustic emanations are therefore a type of sidadily available, the first stage of this project was to tigve

channel attack. Asonov and Agrawal [1] introduce the idea af tool for recording and labeling the sound of users typing

training a classifier to recognize keys based on their uniqoe keyboards. A Windows GUI application was written to
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record and save sample waveforms of different user’s typing
patterns along with some associated meta-information aach 03
keystroke timing.

The GUI samples the audio signal at a rate of 22.05kHz with 02
16-bit quantization. In order to facilitate easy procegsin
Matlab, each sample waveform (training instance) is samed i
a separate .WAV file with meta-information in a correspogdin
TXT file.

A total of 150 training examples were recorded from six
different users under similar environmental conditiong. (i
ambient noise). Each user was asked to type “username” an : : : : : :
“p4ssw0ro!” as if_Iogging on to a computer system. AII the data 0 — ':;f;;’;”:l‘;elol:e
samples (including those with misspellings) were included ; ; ; ; ; i i ]
the training sét Basic statistics of the training set are shown 800 1000 1200 1400 1600 1800 2000 2200
in the table below. time (ms)

01 ------E--

acoustic wavefom

TABLE | Fig. 2.  Captured audio signal for four keystrokes showing #nergy
TRAINING DATA STATISTICS envelope used to detect each key press. Also clearly visitdethetouch
hit and releasepeaks of each keystroke.

Number of  Avg. Length Avg.
Samples (sec.) Keystrokes
Chris 20 435 185 04
Kendra 20 4.95 18.0
Konstantin 20 6.45 175
Naomi 30 4.80 18.1
Ross 20 4.55 18.2
Stephen 40 5.18 175 S " : i
04 05 1‘ 15 2 2|5 3 25 4

All data was collected on a Dell Latitude D400 laptop using - ‘ ‘ t“me b ‘
the built-in microphone. '
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The acoustic signal produced by users as they type or ooms F a8 A B B
. « . Ime *
computer keyboards contains a suprisingly large amount of XAl

information. Fig. 2 shows a sample audio waveform of four o .
. . ig. 3. Keyboard audio signal and corresponding frequemsctsogram

consecutive keystrokes. Clearly present in the wavefore afowing four seconds of continuous typing.
the (i) touch (ii) hit, and (iii) releasepeaks corresponding to
(i) when the user’s finger first touches the key, (ii) when the
key reaches the bottom of its stroke, and (i) when the kesig. 3). The critical insight of Asonov and Agrawal [1]
rebounds after being released, respectively. This is stev®i s that due to differing mechanical properties, each key on
with the findings of Zhuang et al. [2]. THeuchandhit peaks a keyboard will produce a different sound. They use that
are sometimes referred to collectively as theshpeak. difference to reconstruct text. Our proposition is thafediént

There is typically 100-150ms between a key being pushgghing patterns (corresponding, for example, to differesrs)
and that same key being released, and 200-300ms betwgginproduce different sounds for the same key or phrase, and
consecutive keystrokes corresponding to an average typih therefore be used to identify users.
speed of 200-300 characters per minute. However, there can

be significant shortening in the duration between keyssoke

especially when a user is typing familiar text (such as hB. Keystroke Detection
username and password). In these caseshthpeak from
a subsequent keystroke may coincide with tekasepeak
from the previous keystroke. Although trivialized by Zhgaat

Although seemingly simple, keystroke detection required a
significant amount of work to get right. Our first attempt was t
replicate the procedure outlined by Zhuang et al. [2] anddet
al. [2], this overlapping makes it extermely difficult toiedlly  keystrokes by applying a threshold to the energy envelope of
detect every keystroke as discussed in the next section. the signal (computed by summing Fourier coefficients from

Itis quite obvious that each key click contains rich spectragoHz to 12kHz). Zhuang et al. [2] admit that this sometimes
information that distinguishes it from background noisee(s makes mistakes which slightly affects the quality of their

1 , _ o _ results. Our performance was, however, considerably lower

In a real implementation of an authentication system, tiginlsoftware h hei hich i likelv d h fth .
would, as usual, reject attempts with invalid usernamesassywords before than theirs, which is most likely due to the use of the quieter
invoking any biometric checking laptop keyboard over standard PC keyboards.
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Early experimentation found the method as described noeasurements. The audio signal produced for a key press is
be inadequate for obtaining accurate keystroke detectiba. strongly correlated to the energy imparted by the user, and
procedure was improved by employing some general tedherefore makes a good surrogate for keystroke energy. This
nigues described in the speech processing literature f. Tfeature is derived by summing the squared signal values in a
most successful techniques were: small region surrounding thieit peak.

« High-pass filtering the signal. 3) Fourier Coefficients:If the total keystroke energy is a

« Clipping the audio signal to within two standard devigood feature for distinguishing between users, then theggne

ations of the mean to prevent excessivley high samgle different frequency bands is also worth exploring. The
values. Fourier coefficients feature computes the energy compadnent

« Raising the signal to a large odd power to accentuaggually spaced filter banks over the 11kHz sample space. The

peaks. features are then normalize by the total energy to compensat

« Post filtering the detected keystrokes to disqualify arfpr background noise effects.

keystroke within 50ms of a previous keystroke. 4) Mel-Frequency Cepstral Coefficients (MFC@esearch

While these steps gave better results than using the rédigital signal processing of speech signals has longtiden

signal, the results obtained still contained about a 5%ctiete fied MFCCs as critical for automated speech recognition (see

errof, and is something that would require investigation in ar@e"?r etal. [5]_), and are now used extensively in speech famd
further work. audio processing system. The Mel-frequency scale provides

a mapping between real frequency (measured in Hz) and
IV. FEATURE EXTRACTION perceived frequency, and was originally used to descrike th

After detecting the keystrokes, a window of 20-50ms Sup_uman auditory perception. There are a number of “standard

. cales cited in the literature. The scale used in this work is
rounding each keystroke was used to extract features frem i1 ..
o efined as,
waveform for use by the classifiers. Among the many features
tried, four main classes of feature were found to be effectiv frrs
1) Inter-key Timing:Inter-key timing, or latency, measures Jmer =11271n <1 + 700)
the time duration between consecutive keystrokes. Morgbse
al. [3], Bergadano et al. [4] and Lau et al. [6] have allidBed ~ The MFCCs are then computed as,

this as one of the main features in discriminating between "

different users’ typing behavior. However, due to inacciea . Nl

in keystroke detection from the audio sighand the short mfec=3§ Z H; jlog |||
j=0

input sequences being used for classification, this featase i=1

not as critical as one would th|nk, as will be shown in thﬁ/heres is the Fourier transform of the Waveform’ aﬁﬂ is

results below. the i-th Mel-frequency filter bank.
The inter-key time was associated with the second key in

each keystroke pair, so another issue to consider was that of
boundary conditions, i.e. how to deal with the first key which _
has no preceding keystroke. Three policies were investijatA. Naive Bayes Model

V. PROBABILISTIC MODELS

all producing similar results: Let each training example be defined by a matrix con-
« Drop the first sample altogether, leaving — 1 feature sisting of a sequence ofn(?) feature vectors,X() =
vectors for classifying the user from keystrokes. jgi) jéi) o j(i)(i) , each feature vector representing
« Assume some nominal constant value for the firgfsingle keystorke. The probability of a particular ugegiven
keystroke, for example Oms. the data is then,
« Set the inter-key time for the first keystroke to be the
average of the inter-key intervals for the entire sample. i i 1 I
g y p p(yU:le“):EP(X”Iy“:k)

In the results reported below, the first option was used when

inter-key timing was the only feature used, while the seconghere we have assumed equal priors ongfig andZ is the
option was used when inter-key timing was used as part ofgriition function. Now, under the naive Bayes assumpfia t

larger feature vector. each keystroke is independent, we have,
2) Keystroke EnergyBergadano et al. [4] make the obser-
vation that keystroke energy provides good biometric infor 1 m® .
mation since users strike keys with different pressure it p (y(i) = k|X(i)) =—]]» (5:§Z)|y(i) = k)
special-purpose keyboards would be required to make such Z j=1

2By either missing actual keystrokes or falsely detectingn-eistent The probability of each feature vector given the user was

keystrokes. modeled as a multivariate Gaussian,
SIn fact, even the system proposed by Lau which measures key hi

times directly suffers from inaccuracies caused by pooolugien of the

software timers provided by the operating system and Isténtorduced NOING) 1 _%<j(i) )ngl<i(i)_ltk)

by intermediate software layers. The best approach woultbbeplace the P {Z; ly' = /f) = T a<o 1€ ’

keyboard devcie driver with a custom module to record keyesimprecisely. (27") 2 |Ek| 2
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TABLE I
NAIVE BAYES GAUSSIAN DISCRIMINANT CLASSIFIER(USING 50MS
WINDOW AND 10 MFCCs) LOOCV CONFUSIONMATRIX

C Ke Ko N R S
SILENCE HIT SILENCE RELEASE cjlz2 - - - - -
Ke - 20 -
Fig. 4._ Hidden Markov Model for single keystroke acoustiosarporating Eo i 210 2—8 )
both hit and releasepeaks. R 1 1 _ 18 _
S - - -1 - 39
B. Hidden Markov Model TABLE Il
As discussed above, the keystroke detection algorithm will ~ HIDDEN MARKOV MODEL LOOCYV CONFUSIONMATRIX
sometimes fail to detect actual keystrokes and ocassjonall — T T RS
produces erroneous keystrokes. In an attempt to remove the c 20 - - - -
keystroke detection algorithm from the classification groc Ke | - 20
dure, a left-to-right hidden Markov model (HMM) with states E" - o ..
for silence,hit peak, silence, anteleasepeak was designed. R | - 3 - 17 -
The HMM can then automatically detect keystrokes given a S - - - - 40

sequence of feature vectors from the entire acoustic wavefo
The HMM has the added benefit of modeling temporal infor-
mation (such as inter-key timing). model was trained for each real user, a single populatioretnod
Each state of the HMM contained a single multivariateould be envisioned for all users in a large system.
Gaussian to model the observation probability distributio Authentication performance was evaluated by assigning

given that state. Thait and releasestates were initialized each of the six users in the training set the role of imposter,
with parameter estimates derived from feature vectors et t@imwster, in turn. Then, for each user remaining,c. #

estimated position of the keystrokes, while the silencaestayimposter, train a user model on{X(i);y(i) - yreal} and
were initialized with feature vectors extracted from thedmi 3 population model on{X@;y(i) # Yreals Yimposter }- ON
point between two keystrokes. One HMM per user was thesch iteration we keep track of the number of true/false
trained using the entire sequence of feature vectors (eg@xitives/negatives,

generated from windows 5ms apart) using the Baum-Welch

re-estimation algorithm. p(X9;0.,)
ntp = Zi:y(i):ymal 1 p(X(i,).ep) >t

x@:9,
VI. RESULTS D = iy —gimmosser | ZEX“M%; > t}
A. Evaluating Classification Performance p(XD30,) -
Classification performance was evaluated using leave-one- ERDENEE— p(XD30,) — t}
out cross-validation (LOOCYV) on the entire training set 601 -y p(XD30u) _
samples. A separate model was trained for each user, and the fn Y D=yrear = | p(X©30,) —

test sample applied to each model. The predicted user Iamﬁleret, the acceptance threshold, can be adjusted to trade-

was taken to be that of the model with highest posterior, B petween FAR and FRR. anfiare the appropriate model
the usual way, '

parameters.
- (test) (test) The false acceptance rate (FAR) and false rejection rate
argmax p (y = k|X ) (FRR) are then computed as,
The confusion matrices for the naive Bayes and hidden FAR — e and FRR — —nin
Markov model classifiers using feature vector consistingGf npptnin ity

MFCCs are shown below. The naive Bayes classifier achievesn most authentication schemes, it is desirable to keep the

96% accuracy while the HMM attains 98%. Results for oth@fRR as low as possible to prevent denying access to legéimat

features combinations are summarized in table IV. users, while maintaining a sufficiently small FRR to be of
practical benefit. Results for FAR and FRR for various featur

B. Evaluating Authentication Performance combinations are shown in table IV.

The user authentication protocol evaluated works as fallow
A username/passowrd combination is authenticated as befrgSummary of Results
typed by the real user by comparing a user-specific statlstic The following table summarizes the results of a number of
model of the keystroke biometrics with a population mode&xperiments varying the window size and feature selection.
(where the models are either naive Bayes or HMMs &ue to the prohibitively expensive cross-validation psxe
described earlier). Although in this work, a separate pajorh  involved in evaluating the HMM performance, most of the
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experiments were conducted using the naive Bayes Gaussiafhe work of Zhuang et al. [2] would also benefit from
discriminant classifier, and only the most promising featubeing able to model artifacts introduced by a user’s typing
combinations used with the HMM classifier. behavior versus those necessary for reconstruction of fiext
deed, monitoring a user’s typing behavior may lead to yet
other novel applications such as context-sensitive asgist
Finally, although this research has shown that it is possibl
to identify a user based on keyboard acoustic eminations,

TABLE IV
SUMMARY OF RESULTS

Model Classification ~ Authentication ’ ’ )

Rate (%) (% FAR / FRR) there are still a lot of practical issues that would need to be
(I\_IatlvekBay:_éS_ | 327 131/16 resolved in order to actually deploy a robust system. Such
inter-key timing . . . . . . .
Naive Bayes T 31716 issues include filtering out background noise, dealing with
(key energy, inter-key differences between keyboards, and tracking temporary and
timing) permanent changes in typing patterns (for example whenra use
Naive Bayes 69.3 25.1/8.0 P, hand fi That said. thi k h highlidht
(20ms window injures a hand or mger)._ at said, this work has hig id e
normalized Fourier) what is possible and provides some insights that can beegbpli
(Naive Baygs ) 90.7 16.0/2.8 in a range of similar research areas involving biometria$ an
20ms window MFCCs : ;
Naive Bayes 96.7 16.3/1.3 emanation security.
(50ms window MFCCs)
Naive Bayes 94.0 129716 ACKNOWLEDGMENT
(20ms window MFCCs, .
inter-key timing) The authors would like to thank the members of the CS229
HMM 98.0 211779 class who volunteered the biometric typing samples for used

(50ms window MFCCs,

5ms increments) in this study. We are also grateful to Dan Boneh in discussion

regarding this subject matter.

It should be noted that since there were six users in the
training set, a random algorithm would achieve an accurac o A 4R A | “Kevboard i -
o i . g . . ASoONnov an . Agrawal, eypboard acoustic emanatoms
pf 16.7% in the_ |de_nt|f|cat|on task, and FAR and FRR of 50% Symposium on Security and Priva@004, pp. 3-11.
in the authentication task. The performance numbers of @l L. zhuang, F. Zhou, and J. D. Tygar, “Keyboard acousticapations

classifiers discussed in this report are significantly beéttan revisited,” To appear in Proceedings of the 12th ACM Conference
random on Computer and Communications Secyri§ovember 2005. [Online].

Available: http://trust.eecs.berkeley.edu/pubs/3lhtm
[3] F. Monrose, M. K. Reiter, and S. Wetzel, “Password haimighased on
keystroke dynamics,” i€CS '99: Proceedings of the 6th ACM conference
VII. DI1SCUSSION ANDFURTHER WORK on Computer and communications securitilew York, NY, USA: ACM

The results above clearly show that biometric informatiog, Er%sesr’ggggabf)%jg;ﬁg&i’ and C. Picardi, “User autfuaion through
can be extracted from keyboard acoustic emanations and usedkeystroke dynamics,ACM Trans. Inf. Syst. Secpol. 5, no. 4, pp. 367—
to identify users with very high accuracy. The Mel-frequgnc__ 397, 2002. _ _ _
cepsiral coefficients provide robust features for clasaibn ) 3, 1M % Deler 3. & Presks, and 0 1, Hanspire ime
with both naive Bayes and HMM classifiers, the naive Bayes Hall PTR, 1993.
classifiers being much easier to implement and quicker . tral6] ?i-c :;’ E%Uéféo“rl:—]gE?eﬁcggduﬁlig:;tpesnetLCJirtiitgnﬂH;iflog%zﬂé?&gptég&et-
The authentication results suffer from unacceptable |&4&je e ‘
to be used in any practical application, but are still sigaifitly
better than random.
Keystroke detection, while error prone, did not seem affect
overall performance of the classification task. This is most
likely due to the user prediction being determined by as
the product of many individual feature vector posteriors] a
therefore tolerant to a small number of erroneous data point
Further work would still be beneficial in improving keysteok
detection and determining its affect on the authenticatisk.
One method for improved keystroke detection can include
a trained HMM. The optimal state sequence when given a
series of feature vectors can then be used to determine which
feature vectors pertain tait andreleasepeaks, and which are
background noise.
Other work that follows from this project includes analygin
the effect of increasing the size of the user space as well as
identification from free-form typing instead of fixed usemma
and password. Furthermore, the incorporation of other btem
rics such as mouse movement patterns can be studied.
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