CS193i, Stanford Handout #39
Spring 2002-2003 Nick Parlante

CS1931 Final Exam

This is the 193i final exam with solutions added in. | thought the difficulty of the
exam was about right. The median was 82.
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1. Socket (10)

For this problem, you will write some Perl socket code. You may assume that all
text lines use a simple "\n" end-line convention. Ignore all errors -- assume that
all 170 operations succeed and that all the data is formatted correctly. To connect

client sockets, assume that a Perl "conn" function is defined:
conn(SOCK, host-name, port-num). All connections for this problem use port 1000.

= Open a socket connection on port 1000 to the "A" host named in the
command-line array $SARGV|[0]. Read the lines of text from the A
host until EOF.

= Nested within each line, there may be one string that identifies a "B"

host and looks like this: <f oo. conm>
The B host is identified by < > brackets around a hostname, where

the hostname is a non-empty string made of letters, digits, and
periods. For each B host, perform the following operation.

= Open a connection to the B host on port 1000 and process the lines
of text it sends as below until EOF. Some of the lines sent back are

special, identifying a C host, looking like...
send+ to host 12.56.171.2 ignore these words



The line will begin with a 'send+' and there will be a single C
hostname identified by a numeric IP address -- 4 numbers
separated by periods. The C hostname is surrounded by a number
of other words on the line which should be ignored. When a C host
is found, open a connection to it on port 1000 and send to it all of
the lines of text read from the B host, including the line that
identified the C host, and then close the connection. Send the line
"ok+\n" to the B host to confirm that the data has been sent, and
then continue reading from the B host.

Your Perl code here...

#! [ usr/ bi n/ perl

conn(A, $ARGV[ 0], 1000);
while($line = <A>) {
## 1 ook for <host>
if ($line =~ nm<(.*?)>/) {
conn(B, $1, 1000);
$text = "";
whil e($line = <B>) {
$text = $text . $line;
## parse out the send+ blah blah 1.2.3.4
if ($line =~ mAsend\+. *2(\d+\ . \d+\ . \d+. \d+)/) {
conn(C, $1, 1000);
print C $text;
cl ose( O ;
print B "ok+\n";

2. CGI (30) (difficult)

For this problem, you will implement a CGI that serves up documents, but
enforces that the client has a valid username/password before sending the
documents. We will use the convention that the request path for a document
served by our CGI will look like: Zcgi.pl?file=foo.htmI&id=5376

where the "foo.html" is the file to open, and "5376" is the session id that shows
that the client is authorized to get documents.

On the server side, we keep a users file with 4 columns separated by tabs:
username, password, session id, and time. The session id is a random number
(e.g. 4567), and the time is the time that the session id was created, measured in
seconds since the machine booted up (e.g. 1200034).

jsmth secr et 4567 1200034
nm sspi ggy i gpay 3291 1200099
j ane password 2156 1200012



Here are the three main cases the CGIl must deal with...

1. Check id.

A request comes in with the form "file=foo.html&id=5376". The file binding is
always present, but the id may or may not be. If the id is not present, or if it is not
valid, then return a login form that asks for a username and password. The
session is valid if it matches a session in the users file, and that session is less
than 3600 seconds old. Assume that the function time() returns the current time
in seconds. If the request is valid, return the file as described by step (3) below.

2. Login.

When the login form is submitted, check the username/password against the
local "users" text file. If the username and password match then: generate a
random session id and store that id into users file along with the current time.
Having logged in once, the session id should allow the user to look at files for
3600 seconds. Assume that the newid() function returns a random session id. If
the login is successful, then return the original file that the user asked for in step
(1) above. If the login is not successful, return the login page again.

3. Page processing.

Suppose we have a valid request for a file and a valid id. We assume that the file
exists and is HTML. Consider simple relative URLs within the file -- so for
example the file a.html might contain an "<a href=b.htmI>" url. The client gets
the a.html file through a "file=a.htmI&id=123" request to the CGI. When
returning the a.html file, the CGI must re-write the urls so that they will work
with the CGI if clicked. We will only deal with very simple relative urls. It's
sufficient to look for the "href=filename.html" pattern in the returned html (no
guotes, no spaces, no slashes). Rewrite the url to the form "/cgi.pl?xxx" where
xxx will load the right file.

#! [ usr/ bi n/ perl
use C43;
$g = new C3;

open (F, "users");
@b = <F>;
close (F);

print "Content-type: text/htm\n\n";

if (!defined(g->paran({"id")) {
print Logi nPage();
} else {
$id = validateUser();
if ($id>0) {
serveFil e($id);
} else {
print Logi nPage();

}
sub printLogi nPage {



ny $htm = <<ECT,;
<ht M ><head>
<title>Login</title>
</ head>
<body>
<f or m nmet hod=get >
Nane: <input type=text nanme="user name" ><br>
Password: <input type=password nane="password"><br>
<i nput type=subnit nane=l ogi n val ue="Logi n">
ECT;

print $htni;

ny $htm _end="</for n»</ body></ ht nl >";

print "<input type=hidden nane=file value=\"" . $q->param("file") . "\">";

print $htm _end;
}

sub val i dateUser {
ny $searchByNane = fal se;
ny $pass = $g- >paran( " pass");
ny $usernane = $q->paran("usernane");
ny $session = $qg->paranm("id");

if ($qg->paran("login")) {
$sear chByNane = true;

}

foreach $row (@b) {
@ields = split(/\t/, $row;
i f ($searchByNane) {
if (($fields[0] eq Susernane) && ($fields[1] eq $pass)) {
$session = new d();
$row = $usernane . "\t" . $pass . "\t" . Psession . "\t" . tine();
writeDB();
return $session;
} elsif ($fields[0] eq Susernane) {
return -1;

} else {
if ($fields[2] eq $session) {
if ((time() - $fields[3]) <= 3600) {
return $session;
} else {
return -1;
}

}
}
}

return O;

}

sub serverFile {
ny $id = @;
ny $file = $q->paran("file");
$text ="";

open (F, $file);
while ($line = <F>) {
$text = $text . $line;



close (F);

$text =~ s/href=(.+?2)\.htm/href=cgi.pl\?file=$1\.htm\& d=$i d/ig;
print $text;
}

sub witeDB {
open (F, ">users");
foreach $row (@b) {
print F $row . "\n";

close (F);

3. HTTP Quotes (10)

For this problem, you will write a little java code to act as a trivial HTTP quote
server. The starter code below has the basic structure done for you. Write java
code that waits for incoming HTTP connections. For a request path of the form
"/quote/word", it should search the given quotes array of strings, and produce
HTML <ul> list output that lists all the quotes that include word. Requests that
do not parse or have other problems can simply return zero quotes. So a request
path of "/quote/fish” will return a page of quotes that include the word "fish".
You may do a simple case-sensitive search, and you may omit the try/catch code.
The HTTP response header should include both the content-type and content-
length fields. You may use regular-expressions or the simple s.indexOf(sub)
String message, which returns the index where sub begins or -1 if not found.

private String[] quotes = ....; // assune quotes is set

public void runServer() {
Server Socket serv = new Server Socket (80);

while (true) {
Socket sock = serv.accept();
Buf f eredReader in = new BufferedReader (
new | nput St r eanReader (sock. get I nput Stream()));
Qut put St ream out = sock. get Qut put Strean() ;

String line = in.readLine();

/1 extract the target string
Pattern p = Pattern. conmpile("/quote/ (\\w+)");
Mat cher m = p. mat cher (line);
if (mmatches()) {
String t = mgroup();

/1 build up the HTML in a string

String result = "<htm ><ul>"; // could use StringBuffer
for (int i=0; i<quotes.length; i++) {
if (quotes[i].indexOF(t) I'=-1) {

result += "<li>" + quotes[i] + "\n";

}

result = result + "</ul></htm >\n";



/1 HTTP response, including result |length
out.print("HTTP/1.0 200 OKA\r\n");
out.print("Content-type:text/htm\r\n");
out.print("Content-length:" + result.length() + "\r\n\r\n");
out.print(result);

out. cl ose();

4. Servlet (20)

To be prepared for the summer, for this problem you will build a servlet that
allows a user to set up a set of "plans” where each plan is a sequence of fun
activities.

The page has three sections: the first section has a button for each fun activity.
The second section lists the current plan that is being built up. Clicking a button
in the first section appends that activity to the current plan. The third section lists
the added plans.

For example, here the user has clicked "Eat crepes" followed by "Take nap" to
build a 2-step plan...

e 06 Mozilla {Build ID: 2003050714} -

Eat crepes | Cet massage | Take nap | Go swimming |

Current plan: Eat crepes, Take nap
Add plan |

Plans:

Check out |

i £ 2 EE] @@  Done =4D=[£“,pj



The third section shows the list of added plans. Clicking the Add plan button
adds the current plan to the list of plans and clears the current plan. Here the
user has constructed and added two plans...

e 06 Mozilla {Build ID: 2003050714} -

Eat crepes | Cet massage | Take nap | Go swimming |

Current plan:

Add plan |

Plans:
Eat crepes, Take nap
Get massage, Eat Crepes, Go Swimming

Check out |

i £ 2 EE] @@  Done =4D=[£“,pj

Clicking the "Check out" button should just clear out the list of plans, and we'll
pretend the user's credit-card gets charged appropriately somehow.

We will provide partial support for the back button: suppose the user builds up a
plan A, B, C. But then they hit the back button, so they are seeing the plan A, B. If
they hit the Add plan button at that point, the plan added should be A, B.

Assume that an instance variable "fun” is already initialized in the servlet, and it
is an array of the names of the fun activities. Each name will contain only letters
and whitespace.

public class Fun extends HttpServlet {
private String[] fun = {"Eat Crepes", "Get massage", "Take nap", "Go sw mmng"};

public void doCGet (Htt pServl et Request request, HttpServl et Response response)
throws | CException, ServletException {

response. set Cont ent Type("text/htm ") ;
PrintWiter out = response.getWiter();

String currentPlan = request. getParaneter("currentPlan");
if (currentPlan == null) currentPlan = "";

Ht t pSessi on sessi on = request. get Sessi on(true);
if (session.isNew)) {
sessi on. put Val ue("pl ans", new ArrayList());



+

n\ n

}
ArraylLi st

pl ans = (ArraylList) session. getVal ue("plans");

String funActivity = request.getParaneter("funActivity");

String addPl an =
String checkQut =

request. get Par anet er ("addPl an") ;
request. get Par anet er ("checkQut");

+ funActivity;

if (funActivity !'= null) {
if (currentPlan.equals("")) {
currentPlan = currentPlan + funActivity;
} else {
currentPlan = currentPlan + ", "
} else if (addPlan != nul

pl ans. add( current Pl an);
currentPlan = "";

} else if (checkQut !'= null) {
pl ans. cl ear ();

&& !'current Pl an. equal s("")) {

Fun! </ TI TLE>") ;

}

out.println("<HTM.>");

out. println("<HEAD>");
out.println("<TITLE>CS193l Sunmer

out. println("</HEAD>");

out. println("<BODY BGCOLOR=\ "#FFFFFF\ ">");
out.println("<H1>CS193l Sunmmer Fun! </ H1>");
out. println("<FORM NAME=\"funForm "

/1 use a hidden field to store the current

/1 to support the back subnit
out.println("<INPUT TYPE=\"hi dden\"
\II>II);

NAME=\"current Pl an\"

NAME=\ " addPl an\"

NAME=\ " checkQut \ "

VETHOD=\ " GET\ " >"

pl an

VALUE=\"" + currentPl an

NAME=\ " f unActi vi ty\" VALUES\"" + fun[i] +

VALUE=\"Add Pl an\">");

VALUE=\ " Check Qut\">");

for (int i =0; i < fun.length; i++)
out.println("<INPUT TYPE=\"subnmit\"

>")

}

out.println("<HR>");

out.print("Current plan: ");

out.println(currentPlan + "<BR>");

out.println("<INPUT TYPE=\"subm t\"

out.println("<BR>");

out.println("<HR>");

out.println("Plans: <BR>");

for (int i=0; i < plans.size(); i++) {
out.println((String) plans.get(i) + "<BR>");

}

out.println("<INPUT TYPE=\"subnit\"

out.println("</FORM");

out.println("</BODY>");



out.println("</HTM.>");

}

5. JavaScript (10)

Suppose we are working on a bit of code similar to the fun activity servlet -- we
have the String[] fun array of fun activities. Suppose that there is also a String[]
comment array that contains a sentence for each of the fun activities.

Write a servlet that outputs an HTML page with one button for each fun activity
and a text field at the bottom. There is JavaScript in the page so that when each
button is clicked, the text field is updated to contain the corresponding comment.

For example, clicking the Eat crepes button might look like...

866 Mozilla {Build ID: 2003050714} =3

Eat crepes | Cet massage | Take nap | Go swimming |

Eating crepes is ever so fun!

Zgg,m\ég;]@gmne:m:[ﬁ“/f

The servlet does not have any functionality other than that -- it just demonstrates
the button-to-text-field Javascript feature.

public class Fun extends HttpServlet {
private String[] fun; [// assume contains activity strings

public void doGet(HttpServl et Request request,
Ht t pSer vl et Response response)
t hrows | OException, ServletException {

/1 Solution: put out buttons that set the conment

/! Easiest to just put the comment[i] right in the onCick

/1 Most people had the button call a function that sets the form
/1 which works fine also.

response. set Cont ent Type("text/htm ");
PrintWiter out = response.getWiter();
out.println("<htm >");



for (int i=0; i<fun.length; i++) {
/1 tricky use of ' and " to quote the comrent inside the onCick
out.println("<button onCick="docunment.frmfld.value=\""+ comment[i] +
fun[i] + "</button>");

out. printl n("<hr><form name=frne<i nput type=text nane=fld></forne</htmn >"

6. Short Answer (20)

We are looking for very short answers for these. You do not need to justify your
answers. Correct = +points, Blank = 0. Wrong = -points. Leave the question blank
if you are not sure. You cannot get fewer than zero points for this question.

a. What does the host: field represent in an HTTP/1.1 request?

The DNS name of the server as understood by the client. This enables one server machine
to host multiple "virtual™ web sites with different DNS names.

b. True or false: in an HTTP pipelined connection where the client is requesting
paths 1 through N, the HTTP response header to request 1 must be received by
the client before the client sends request 2.

False

c. Suppose Bob has a document, doc, and public and private keys Bob.pub and
Bob.priv. Bob sends the signed doc to Alice in this way: Bob computes h =
hash(doc), s = crypt(h, Bob,priv). Bob sends doc and s to Alice. How does Alice
check if the doc and s are legitimate?

Alice computes x = crypt(s, Bob.pub) and checks that x matches hash(doc)

Suppose Alice has public and private keys Alice.pub and Alice.priv. Alice
publishes Alice.pub. Bob encrypts a document, ¢ = crypt(doc, Alice.pub), and
sends c to Alice. Suppose Carl has taken over the link between Alice and Bob and
is doing an MITM attack. Carl intercepts ¢ and does not send it to Alice.

d. Instead of sending c to Alice, Carl sends the encrypted form of an evil-doc.
True of false: Alice will decrypt it and so see the evil-doc instead of doc.

True, this works. Anyone, including Carl, can encrypt with Alice.pub.

e. True or false. Carl can decrypt ¢ and read the original doc.

False. Only someone knowing Alice.priv can decrypt c.

f. Suppose a NAT router has the IP address 1.2.3.4 on its WAN/Internet side,

192.168.1.1 on its LAN side, and there is a host on its LAN side with address
192.168.1.100. That host wants to communicate with foo.com 9.8.7.6 out on the

ll\lll

"

+

10



Internet, and so sends out a packet of the form (From:192.168.1.100 T0:9.8.7.6).
True or false: Packets coming back from foo.com in response will be addressed
as follows when they reach the NAT router: (From: 9.8.7.6 To: 192.168.1.100.
False. From: 9.8.7.6 t0:1.2.3.4

g. What is a SYN packet?

SYN is the starting packet setting up a TCP connection. The start of the "'three way
handshake".

h. Draw a line connecting the word on the left with its area on the right. (right
lines get +points, wrong lines get -points)

SMIP (email send) Emai | reading

RFC  (standard) Packet l|ifetine counter
| MAP  (email read) Et her net vari ant

SCP  (file copy) I nternet standard

10T  (ethernet) Emai | sending

TTL (packet lifetime) Encrypted file copying

i. Suppose the page http://foo.com/a.html has the following link in it :
<a href=bar.com>click mel</a>

For an HTTP/1.0 request, what is the exact GET line that will be sent to the
server when the above link is clicked?

GET /bar.com HTTP/1.0
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