Eric Roberts Handout #11
CS 181 May 2, 2011

Final Project

Project registration forms due: Monday, May 9

Abstract due: Wednesday, May 18

Annotated bibliography due: Wednesday, May 25

Miniconference dates: Wednesday and Thursday, June 1 and 2
Web site due: Thursday, June 2

This handout describes the final project for CS 181. The basic idea behind the project is
for you—working together in a small group of between three and five people—to
investigate some issue in the practice of computer science and engineering that raises
significant ethical questions. The deliverables for the project are as follows:

» Topic registration. The first step in the process is to choose a topic and a project
group consisting of three to five people. When you have figured out who your
partners will be and what you want to do, please send me an e-mail message indicating
(1) the names of the people in your group, (2) an ordered preference list of topics, and
(3) any times on June 1 and 2 that your group would be unable to present (note that we
expect there to be few of these conflicts because it is not necessary for everyone in the
group to be there, just the one or two people who are giving the presentation).
Because we will not allow two different groups to work on the same topic, sending in
your response early ensures the widest possible choice. In any case, all project signups
must be submitted by 11:59 p.m. on Monday, May 9. By Wednesday, May 11, we will
assign each of the project groups to one of the TAs who will be responsible for grading
that project.

» Abstract. By Wednesday, May 18, each group must submit an abstract of their project,
which should be no more than 300 words in length and may not include any content
other than text. Be sure to include the title of the project and the names of your team
members.

* Annotated bibliography. To make sure that each of the groups is making progress,
we’re also asking each group to develop a reference listing for your topic. Each
reference should include 2-5 sentences summarizing how the source contributes to
your project. These background materials can come from a variety of sources—books,
journals, the web—but must include at least one source that was (at least at some point
in its life) non-electronic. You will, of course, presumably find additional material
before you finish your web sites. We will try to direct you to additional sources if we
know of material that might be useful.

* Miniconference presentation. On the last two days of the End Quarter Period (June 1
and 2), we will hold a miniconference on “Current Social, Ethical, and Public Policy
Issues in Computer Science.” Each of your groups is responsible for giving a
10-minute presentation of your topic that offers an overview of the central issues.
Your project group is responsible for organizing the presentation, which may involve a
single speaker or several members of the team. The presentation will be evaluated on
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the basis of its clarity and the success with which information is conveyed to the
audience.

» Web site. Because the oral presentation is short, it can highlight only the main points
and cannot cover any topic in detail. To provide the in-depth analysis, your project
team is also required to construct a set of pages for the World Wide Web that offers
more detail. Because web pages are hypertext documents, it is appropriate—and
indeed expected—that your pages will contain links to pages at other sites. Even so,
your web site should present a running narrative and analysis that is complete in itself,
relying on the external links primarily as supplementary background or reference
material.

Evaluation

The division of labor for your project team is up to you to decide, but you should attempt
to balance responsibilities among the team members so that no one is overloaded.
Because the oral presentation is short, only one person—two at the most—should
actually deliver the talk. It may therefore make sense to assign to other team members
the task of supervising the development of the web page. Even so, the work for the
projects should be done as a team, with all members providing some input to each
component of the task.

Unless there is compelling evidence to suggest otherwise, all members of the project
team will receive the same grade, even though there will clearly be individual differences
in the level and quality of effort. Thus, it is in the interest of every team member to
ensure that the quality of all aspects of the project remains high.

Choosing a topic

The first step in the final project consists of choosing a project. The topic must be one in
which the use of computers raises significant social, ethical, or public policy issues, but
must not be one that has been covered extensively in class. Some possible projects
include:

1. Reliability of the cloud. For a week in the middle of April, serious problems at
Amazon’s data center in Virginia led to major slowdowns in its cloud-based
services that it contracts out to other companies. As a result, websites for several
firms (including, for example, Quora, Foursquare, and Big Door) were unavailable
or sluggish for extended periods of time. At almost the same time, Sony admitted
that hackers had broken into its cloud-based record system for its online-gaming
system, stealing information from over 75 million users. How have these and other
failures affected the growth of cloud-based services, which have been all the rage in
recent years?

2. Using artificial intelligence for command and control. For many years, a number
of countries have been working to apply artificial intelligence to military problems,
many of which have taken the form of building smarter and more autonomous
weapons systems. For the last five years, a consortium of British universities and
military contractors have been working on a project called ALADDIN, which is an
acronym for Autonomous Learning Agents for Decentralised Data and Information
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Networks. The point of ALADDIN is to coordinate the actions of human soldiers,
taking the role of the senior officer in the field. What is the current state of
development for the ALADDIN project? What ethical and political issues does such
a system raise?

Smart phones and economic development. On March 10, 2005, The Economist ran
a cover story describing mobile phones as the next “killer app” for the developing
world, citing a growing body of evidence “that the mobile phone is the technology
with the greatest impact on development.” Since that time, the computational
power of mobile phones has increased substantially, making them even more
important to economic growth in developing and newly developed nations. It
would be interesting to report on how the increasing power and availability of smart
phones is changing the economies of developing countries.

Micropayments and the web. One of the hot topics in recent years is the possibility
of developing a secure, reliable system for assessing very small charges called
micropayments for web content. To make economic sense, the cost of assessing
micropayments cannot be too far out of line with the payments themselves, which
has historically proven to make such schemes unworkable for small charges. New
firms such as Peppercorn (one of whose founders is Ron Rivest of RSA encryption)
are seeking to change that economic equation. What sorts of technological,
economic, and social issues arise in such schemes?

Net neutrality. In the United States, defenders of a free and open Internet have been
campaigning for net neutrality, which holds that Internet Service providers should
be barred from placing restrictions on either the traffic that flows over the network
or on the types of devices that can be connected to it. Commercial interests—
particularly those that control both content and infrastructure—have typically
sought to restrict or privilege particular types of content for their economic
advantage. A project surveying the current state of the net neutrality debate and
how that debate is being played out in Congress would be very interesting.

Privacy and GPS. Over the last several weeks, Apple has come under fire for
recording location data collected by the global positioning chips in its iPhones.
(Steve Jobs has denied that the iPhones actually transmit that data to Apple, but
users have been skeptical.) What legislation already exists to protect consumer
privacy in such cases? What additional protections are needed?

Privacy policies at Stanford. In March 2002, a group of Stanford students
published an article on “A study of student privacy issues at Stanford University”
(see http://dx.doi.org/10.1145/504729.504746) in Communications of
the ACM, which is the flagship publication of the primary professional society for
computer science. Since the report was written almost a decade ago, it seems as if
it might be timely to do an update that starts with that report as a foundation and
investigates how things have changed in the interim.

Nonwestern perspectives on computer ethics.  The philosophical positions
examined in the second week of CS 181 were all part of the Western tradition.
How would other established philosophical traditions look at the issues raised by
the computing age? To make this topic manageable in size, it is best to pick a
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particular philosophical framework and consider it in depth rather than a very
general survey.

Technology trends in developing economies. Even as the number of students
pursuing computing degrees declines in the developed world, emerging economies
such as China and India are putting significant resources and effort into developing
their high-tech workforce. How well is this campaign working? Do highly skilled
workers continue to support their home economies, or do they use their talent to
find positions in wealthier countries? In what ways does the high-tech boom in
places like Bangalore create social and economic imbalances for these countries?

International trends concerning freedom of information in the electronic commons.
Individual countries apply widely divergent policies and rules for the Internet, even
though the system itself increasingly transcends the notion of national borders.
China, for example, imposes significant regulation on the content of Internet sites,
but so do many other countries in what are perhaps less draconian ways. In much
of the European Union, for example, it is illegal to sell Nazi memorabilia, and
online retailers like eBay have been blocked from advertising such material there.
At the same time, there is a strong sense among much of the Internet community
that “information wants to be free.” How has the situation changed in recent years
and where are things headed?

Code and the regulation of the Internet. In 1999, Lawrence Lessig—then at
Harvard but since appointed Professor of Law at Stanford—published a thoughtful
book entitled Code and Other Laws of Cyberspace, in which he argues that the
Internet will be controlled by two kinds of code: the software that shapes the
technology and the legal constraints under which it operates. A synopsis of this
book that seeks to combine Lessig’s analysis with additional examples and
commentary would be a very interesting project.

Press freedom for bloggers. In November 2004, details of the Apple’s forthcoming
Asteroid application were published anonymously on several bulletin boards that
cater to Apple enthusiasts. Apple filed a court request for a subpoena that would
force the ISPs to reveal the identities of the posters. Several civil-liberties
organizations have argued that the postings represent online journalism and that
they should therefore be granted the same press freedoms that apply to traditional
journalists. Two courts, however, have so far ruled in Apple’s favor. There should
be enough material in the Apple lawsuit and other similar cases to make a solid
project.

The Google Books project. In December 2004, Google unveiled an ambitious plan
to digitize and republish a massive collection of books in public domain. The
company now has agreements with several large university libraries—including
those at Stanford, Harvard, and Oxford—to scan the books in their collections.
That process, however, has included the scanning of books still under copyright and
those for which the copyright status has not been determined. Google has argued
that scanning such works is within the domain of “fair use” as long as the complete
scanned text is published on Google Books. Several publishers have disagreed and
sued Google for copyright infringement but reached a settlement in 2008. In March
of this year, however, Federal Judge Denny Chin rejected that settlement, leaving
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the legal status of the project uncertain. A project that reviews the state of the
project and analyzes the competing arguments would be very timely.

Virtual worlds. Later in the quarter, we’ll talk a bit about the growth of virtual
worlds such as Second Life but will by no means exhaust the topic. Particularly if
you include Massively Multiplayer Online Role-Playing Games like World of
Warcraft in the virtual-world genre, the number of people involved in this
particularly immersive form of virtual reality is large. How are these virtual worlds
changing in recent years, and how is the culture as a whole changing in response?

Technology and transhumanism. The convergence of computing and biotechnology
over the last several years have fostered greater interest in the possibility of using
technology to enhance human beings. In the vision of the most enthusiastic
proponents, human capabilities would soon be expanded to such an extent that the
result would be a new species, transcending the biological limits on humanity. This
movement—which has many names including transhumanism and extropianism—
has found many of its adherents in the high-tech communities of Silicon Valley. It
would be interesting to hear a report on the fundamental of transhumanist theory
along with an analysis of the ethical issues these ideas raise.

Multinational software development. In recent years, countries within the EU have
undertaken several high-visibility projects that involve substantial amounts of
software. Such projects, for example, include the new generation of Airbus planes,
the Large Hadron Collider at CERN, and the as-yet-undeployed Galileo Global
Navigation Satellite System. In some of these projects, software development
contracts have been spread across companies in several different European
countries as a way of ensuring that the work for the project is more equitably
shared. What effect has this policy had on the success of these software
development efforts and the projects to which that software applies?

National differences in electronic infrastructure. Even though we have ourselves
all come to think of the Internet as an everpresent part of our daily infrastructure,
the availability of Internet resources varies widely around the globe. Despite the
fact that the United States led in the development of this technology, the level of
Internet penetration on a per-capita basis is lower in the United States than it is in
several other countries such as Denmark, Sweden, and Singapore. At the other end
of the spectrum, many nations in Africa not only have incredibly low levels of
Internet connectivity but also often lack a communications infrastructure on which
to base such access. What are the implications of these differences in Internet
connectivity on the economic prospects of the nations and regions involved? What
strategies have been proposed or adopted to increase the level of access? In
selecting such a project, it would certainly be best to concentrate on a particular
country or region.

Licensure and other regulatory strategies to improve software quality. Whenever a
software failure generates significant publicity, policymakers talk for a while about
the need to improve the quality of software development. One common proposal is
to require computer professionals to be licensed in the way that doctors, lawyers,
civil engineers, and many other professionals are. Another proposal that surfaces
from time to time is the idea of mandating particular software development and
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testing strategies that help to ensure compliance with best practices. Neither of
these suggestions have made much headway in the United States, although a
licensing bill nearly passed the Texas Legislature a few years ago. To what extent
have other countries adopted measures of this sort? What has been the experience?

19. Journalism in the Digital Age. As the availability of news and information on the
web expands, newspapers and other traditional media have faced a growing
challenge. The advertising revenue that once made it possible to support an
expensive news desk has moved online, forcing many newspapers to discontinue
their operation. In the United States, the trend has reached the point at which many
journalists fear the complete collapse of their profession. Europe presumably faces
some of the same pressures, but there are also differences. How are newspapers,
magazines, and other print media holding up on this side of the Atlantic? Are there
any differences in strategy that might be relevant to their counterparts in the United
States?

20. Free expression versus maintaining social cohesion. Few countries other than the
United States take a relatively absolutist view in terms of protection of the freedom
of speech. In Germany, for example, the government outlaws neo-Nazi propaganda
and Holocaust denial in the interest of preventing a recurrence of the fascism and
genocide of World War II. As clips we’ll see from the film HATE.COM later in the
quarter make so vivid, it is much more difficult to control the spread of information
in the age of the Internet. What strategies have the countries in the European Union
attempted in their attempt to control information that is profoundly dangerous to
society?

21. Computers and the environment. Given software’s abstract nature, those of us who
build software often think about computing as an environmentally friendly
undertaking. As it happens, however, the manufacture of computing is often
anything but “green.” Silicon Valley is home to some of the most polluted
Superfund sites in the country, and the rapid obsolescence of hardware ensures that
a steady stream of outdated machines piles up at local landfills. What are the
environmental issues that arise in computing manufacture and what steps are being
taken to reduce similar problems in other countries?

If you want to choose a topic other than those listed above, you must get my approval
beforehand by sending me a short description of your proposal. For ideas, you might
want look at the CourseWork home page, which now includes links to past projects. You
may choose one of these topics if you feel that you can do a better job than your
predecessors or if the topic has changed so much that the old web site is now obsolete,
but you will need to make the case.

Only one group will be allowed to choose any particular topic, so send in your choices
early. First come, first serve.



