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Homework 4 gives us an opportunity to practice using Java Threads.  The first programs also 

give you a chance to run programs from the command prompt.  This assignment is due 

Thursday evening, October 29th.  Reminder: This is the last assignment you may use late 

days for. 

For those who haven’t run java from the command prompt yet, here is a brief overview.  To 

run a Java program from the command prompt, bring up a console window on your 

computer.  Change directory to where the Java bytecode for your Java files is located.
1
  Run 

the public static void main method for one of your classes by typing java 

followed by the name of the class followed by any arguments you want to pass to the main 

method.  For example: 

> java Bank small.txt 1 

 

will execute the public static void main method from the class named Bank.  The 

arguments "small.txt" and "1" will be passed to the main method and can be accessed 

through the args parameter as args[0] and args[1].  All arguments received will be 

strings.  If you want to convert them to integers, you can use something like the Integer 

class’s parseInt method. 

Eclipse can simulate running from the command prompt.  If you right-mouse on a class’s 

name go to the “Run As” menu and choose “Run Configurations”.  Switch to the second tab 

in the dialog box which comes up and type whatever arguments you want to pass to your 

program. 

Now on to this assignment’s problems: 

 Bank 

Multiple threads are a natural fit for programs involving producing and consuming items.  

One set of threads can be assigned to producing items while a separate set of threads can 

handle consumption.  Solving producer/consumer type problems with multiple threads leads 

to an efficient use of resources.  Multi-threading works particularly well if producing threads 

and consuming threads require different resources—for example if producing items is disk-

intensive, whereas consuming items is CPU-bound. 

Problem 

For this problem we will simulate a bank.  Our bank will track the balances in twenty 

different accounts.  When the program begins, each of the accounts contains $1000.  The 

                                                      

1 Java source files (*.java) compile into Java bytecode (*.class).  If you create and edit your files in Eclipse, the 

*.java files should be in a subcirectory labeled src and the *.class files will be in a separate subdirectory called bin. 
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program will process a list of transactions which transfer money between the accounts.  Once 

all transactions have been processed the program will go through and for each account it will 

print both the account’s final balance and the number of transactions (deposits and 

withdrawals) which occurred on that account. 

Our bank program will use the main thread to read the list of banking transactions from a 

file.  A separate set of worker threads will process the transactions and update the accounts.  

Java 1.5’s BlockingQueue will handle most of the communication between the main 

thread and the worker threads. 

Instead of using a GUI your program will run from the command line.  When executing the 

program users will provide two pieces of information as parameters—the name of an 

external file listing all the transactions and the number of threads which will be used to 

process transactions.  Here is an example showing a request to process the transactions in the 

file “small.txt” using four worker threads. 

> java Bank small.txt 4 

acct:0 bal:999 trans:1 

acct:1 bal:1001 trans:1 

acct:2 bal:999 trans:1 

acct:3 bal:1001 trans:1 

acct:4 bal:999 trans:1 

acct:5 bal:1001 trans:1 

acct:6 bal:999 trans:1 

acct:7 bal:1001 trans:1 

acct:8 bal:999 trans:1 

acct:9 bal:1001 trans:1 

acct:10 bal:999 trans:1 

acct:11 bal:1001 trans:1 

acct:12 bal:999 trans:1 

acct:13 bal:1001 trans:1 

acct:14 bal:999 trans:1 

acct:15 bal:1001 trans:1 

acct:16 bal:999 trans:1 

acct:17 bal:1001 trans:1 

acct:18 bal:999 trans:1 

acct:19 bal:1001 trans:1 

 

Details 

I recommend a design with four classes—Bank, Account, Transaction, and Worker.  

Both the Account and Transactions classes are quite simple. 

 Account needs to store an id number, the current balance for the account, and the 

number of transactions that have occurred on the account.  Remember that multiple 

worker threads may be accessing an account simultaneously and you must ensure 

that they cannot corrupt its data.  You may also want to override the toString 

method to handle printing of account information. 
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 Transaction is a simple class that stores information on each transaction (see below 

for more information about each transaction).  If you’re careful you can treat the 

Transaction as immutable.  This means that you do not have to worry about multiple 

threads accessing it.  Remember an immutable object’s values never change, 

therefore its values are not subject to corruption in a concurrent environment. 

 The Bank class maintains a list of accounts and the BlockingQueue used to 

communicate between the main thread and the worker threads.  The Bank is also 

responsible for starting up the worker threads, reading transactions from the file, and 

printing out all the account values when everything is done.  Note: make sure you 

start up all the worker threads before reading the transactions from the file. 

 I recommend making the Worker class is an inner class of the Bank class.  This way 

it gets easy access to the list of accounts and the queue used for communication.  

Workers should check the queue for transactions.  If they find a transaction they 

should process it.  If the queue is empty, they will wait for the Bank class to read in 

another transaction (you’ll get this behavior for free by using a BlockingQueue).  

Workers terminate when all the transactions have been processed.  We’ll discuss 

ways to communicate this below. 

File Format 

Each line in the external file represents a single transaction, and contains three numbers: the 

id of the account from which the money is being transferred, the id of the account to which 

the money is going, and the amount of money.  For example the line: 

17 6 104 

 

indicates that $104 is being transferred from Account #17 to Account #6. 

Communication Mechanisms 

Our blocking queue is the primary means of communicating between worker threads and the 

main bank thread.  Worker threads requesting transactions from the queue will automatically 

block if the queue is empty, and will wait for the bank thread to add additional transactions.  

Similarly if the queue is full, the bank thread will automatically block until a worker thread 

takes a transaction out of the queue, making space to put the next transaction into.  You can 

use a variety of classes to implement the blocking queue (remember BlockingQueue itself 

is an interface not a class)—the ArrayBlockingQueue will work fine for our purposes. 

We need a way of communicating to the Worker threads when the main thread has finished 

loading all the transactions into the queue.  Since the Worker threads are already getting 

information from the queue, one easy way to do this is to put a special value into the queue, 

indicating the main thread is done loading transactions.  We can’t use null because the 

BlockingQueue already uses null as a special value for its own communication 

purposes.  Instead you can create a special transaction—something like this: 
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private final Transaction nullTrans = new Transaction(-1,0,0); 

 

When your main thread is done reading in all the transactions, it places a series of 

nullTrans references into the queue.  When the worker thread pulls a nullTrans out of 

the queue it knows that all the real transactions are done and it can terminate.  Remember 

that the worker queues are actually removing these references from the queue, so you’ll need 

to add one per worker queue. 

You’ll also need a way for the worker threads to let the main thread know when they are 

done.  The main thread can’t print out all the account balances until it’s sure that all 

transactions have not only been entered in the queue but actually been processed.  One easy 

way to do this is with a CountDownLatch. 

Basic Testing 

We’ve provided you with three files for testing purposes—small.txt, 5k.txt, and 100k.txt.  

The correct output for small.txt is shown above.  For both 5k.txt and 100k.txt after all the 

transactions have been processed all accounts should be back to their original $1000 balance 

level. 

 

 Hash Cracker 

Hash functions are widely used in cryptography.  One common use of Cryptographic Hash 

Functions is to store password information.  Computer systems do not store passwords in 

“clear text” because any intruder finding the password file would instantly have a list of all 

the passwords to all the accounts in the system.  Instead passwords are passed through a hash 

function and converted to hash values; these hash values are stored in the password file in 

lieu of the actual passwords.  When a user logs in, the password they enter is run through the 

hash function and the result is compared to the hash value for the account in the file of 

password hash values.  If the two hash values are the same, the user’s identify is verified. 

Here is an example using SHA, a very popular hash function.  I set my password to “molly” 

which generates the hash value: 

4181eecbd7a755d19fdf73887c54837cbecf63fd 

 

My new password “molly” is not stored anywhere on the system.  Instead the hash value is 

stored in the password file.  Later, someone tries to log in to my account and guesses that my 

password is “flomo.”  But “flomo” doesn’t generate the same hash value as “molly”.  Instead 

it generates the hash value: 

886ffd41c568469795a19f52486bdde64f5f5bcc 

 

The system compares the two hash values and determines that they are not the same and 

therefore concludes that the person logging in is not me. 

In order for a hash function to work well in cryptography, it needs to have some important 

characteristics.  Chief among them is that while it is easy to go from a password to a hash 
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value, it must be extremely difficult to go from the hash value back to the string or password 

which generated that hash value.   

Suppose a hacker gets a hold of the password file and determines what the hash value for my 

password is.  If the cryptographic hash function used to generate the hash function has no 

weaknesses, the only way for a hacker to determine the password is to perform a brute force 

attack.  In a brute force attack the hacker generates all the possible passwords until they find 

the password that generates the hash value in the file. 

Because of the computationally intensive nature of a brute-force password attack, threads are 

a natural part of any attack program. 

Problem 

For this assignment you will write Cracker.java, a program with a command-line interface.  

This program will runs in two modes, with the number of arguments listed on the command-

line distinguishing the modes: 

 In Generation Mode your program will take a password and will print out the 

corresponding Hash Value.  For this simple task only the main thread will be used.  

Here is what the program looks like in this mode: 

> java Cracker molly 

4181eecbd7a755d19fdf73887c54837cbecf63fd 

 

 In Cracking Mode your program will take a Hash Value, the maximum length of the 

password used to create the Hash Value, and the number of threads to use.  The 

program will generate worker threads and use them to discover all passwords which 

might have the corresponding hash value.
2
  Here is what the program looks like when 

executing.  I have requested that it find the corresponding password, where the 

password length is limited to 5 and the program should use 8 threads. 

> java Cracker 4181eecbd7a755d19fdf73887c54837cbecf63fd 5 8 

molly 

all done 

 

Details 

Passwords 

To keep the number of passwords manageable we will be limiting the passwords which are 

allowed to those which can be formed from the following character set: 

public static final char[] CHARS = 

                                                      

2 While unlikely, it is possible for two or more passwords to generate the same hash values. 
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  "abcdefghijklmnopqrstuvwxyz0123456789.,-!".toCharArray(); 

 

Here is the sequence of strings length two or less that we can make from those chars … 

a 

aa 

ab 

ac 

... 

a- 

a! 

b 

ba 

bb 

bc 

... 

b- 

b! 

c 

ca 

cb 

... 

!, 

!- 

!! 

Threading 

In Cracking Mode your program will spread the work across multiple threads.  Each thread 

will be responsible for searching through some part of the input string space. Since each 

worker has its own, isolated part of the input space, the workers do not need to coordinate 

with each other once they are running. 

Our strategy will be to give each worker a different part of the input space to run through, 

based on the first character of the strings. 

 If there is 1 worker thread, then it uses all the input chars, a..! (indexes 0..39 in the 

CHARS string) at the start of its strings. 

 If there are 2 worker threads, then the first worker creates all the strings starting with 

chars a..t (indexes 0..19), and the second worker creates all the stings staring with 

chars u..! (indexes 20..39). 
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 Do not first generate a collection of all possible inputs, and then feed them to the 

workers. The workers should do their own generation of inputs, so the generation 

happens in parallel too. 

 There are 40 chars, and so which worker gets which starting chars may not divide up 

exactly evenly. That's ok, just so long as every starting char is accounted for exactly 

once, and all the workers have roughly the same number of starting chars. If the user 

really cares that things work out evenly, they can give a number of workers that 

divides into 40 evenly, such as 4 or 8 or 10 or 20.  

 Assume a maximum of 40 worker threads. 

 Probably the easiest way to think about the starting chars, is that each worker has a 

range of index numbers (e.g. 0..19, or 20..39), and it uses the chars from the CHARS 

array with those indexes. 

Note that System.out.println() can be called by multiple concurrent threads and it does the 

right thing. 

You’ll want to print a message when all threads have completed their work.  I recommend 

using a CountDownLatch to coordinate the main thread with the worker threads. 

Generating the Hash 

The Java MessageDigest class in the java.security package is designed to do Cryptographic 

Hash Functions.  Check the online documentation for information on how it is used.  Here 

are a few important notes for using it on our assignment. 

 We will use the SHA algorithm (just as the example on the MessageDigest javadoc 

page does).   

 Creating a new MessageDigest will require you to use a try-catch block.  You can 

just call e.printStackTrace() in the catch section. 

 The MessageDigest methods take byte[] as parameters and also generate byte[] as 

results.  In Java the byte data type is a special scalar type which allows us to store 

number between -128 and 127.  The Cracker.java start file includes a function to 

convert from hexToArray method to convert from Strings to byte[] and a 

hexToString to convert from byte[] to String. 

Strategy and Basic Testing 

I recommend getting the Generation Mode up and running first.  This will give you a chance 

to make sure you understand how the MessageDigest class works and how to use the 

hextToArray and hextToString utility methods.  It will also let you generate test cases for the 

Cracker Mode. 
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Start CrackerMode by running tests on short 1 or 2 character passwords.  Be aware that the 

program can take quite some time if you increase the password length you are allowing much 

past 4 — even on relatively fast personal computers. 

Here are some test Hash Values to get you started: 

a is 86f7e437faa5a7fce15d1ddcb9eaeaea377667b8 

fm is adeb6f2a18fe33af368d91b09587b68e3abcb9a7 
 

 The Count 

As you may recall there are several important principles we need to 

follow when writing Swing applications: 

 All Swing methods (with a few specific exceptions) must be 

called from the Swing thread.  We can ensure we don’t violate 

this rule by making sure that all Swing calls are either already 

on the Swing Thread (e.g., Event Handlers which are always 

executed by the Swing Thread) or are passed to 

SwingUtilities.invokeLater for invocation. 

 We must make sure that Event Handlers or other code 

executed on the Swing Thread does not “hog” the Swing 

Thread.  When the Swing Thread is executing computationally 

expensive code, all event handling and painting ceases and the 

application will appear dead to the user.  We can ensure that 

this does not happen by forking computationally expensive 

operations to a separate worker thread. 

In this problem we explore these issues further. 

Problem 

We will create a user interface which allows us to create up to four 

independent worker threads.  These worker threads will all count from 

1 up to 100,000,000 (or any number provided by the user which fits in 

a standard int).  At regular intervals the worker threads will update the 

user interface.  Our interface is shown at right. 

As you can see the interface includes four identical sections each 

consisting of a text field, a label, and start and stop buttons. Each 

section works independently and can have its own independent 

counting thread.  The text field stores the value toward which the 

worker threads are counting.  The label represents the current value of 

the worker thread (only updated at intervals of 10,000).  The Start button checks to see if an 

existing counting thread is running and if it is, it interrupts it, it then starts up a new counting 

thread (starting the count back at 0).  The Stop button checks to see if an existing thread is 
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running and if it is, it interrupts it.  Interrupted worker threads should end without completing 

their counting work.   

Details 

Create a JCount class based on JPanel.  This class will be used to represent each 

independent counting section.  In addition JCount’s public static void main 

will start your application going by creating the frame and add four JCount panels into it.  

Use a BoxLayout as the layout manager for the frame.
3
 

Now that we know how threads work, you should create your Java interfaces properly using 

SwingUtilities.invokeLater instead of creating your Java components directly in 

the main thread.  Here is the standard template for creating a GUI on the Swing Thread: 

public class JCount extends JPanel { 

  

 private static void createAndShowGUI() { 

  // create your GUI HERE 

 } 

 

 public static void main(String[] args) { 

  SwingUtilities.invokeLater(new Runnable() { 

   public void run() { 

    createAndShowGUI(); 

   } 

  }); 

 } 

} 

 

Each JCount should include the text field, label, buttons, and any internal variables needed 

to maintain its count.  As with the outer frame, use BoxLayout as the layout manager for 

each JCount.  To get the separation shown between the panels add a 40-pixel section to 

each JCount by creating a rigid area like this:
4
 

add(Box.createRigidArea(new Dimension(0,40))); 

 

Define a WorkerThread which handles counting.  The WorkerThread should start 

counting from 0 up to whatever number is in the text field when the thread is created.  Every 

                                                      

3 BoxLayout takes the container which you are laying out as a parameter.  As I mentioned in the Swing lecture a 

few weeks ago, frames actually contain an inner content pane, which we can usually ignore.  In this case, the 

BoxLayout wants the inner content pane, not the frame passed in as a parameter—you can get to the content pane 

by calling getContentPane() on the frame. 

4 For more information see Java Tutorial’s page on Box Layout.  The best way to get there is to Google “Java 

Layout Managers Visual Guide”, then click through to the Box Layout tutorial.  If you plan to use Layout 

Managers, get familiar with Sun’s Visual Guide to Layout Managers. 
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10,000 iterations have the WorkerThread go to sleep for 100 milliseconds
5
 and then 

update the label to show the current count.  Remember that while setting text on Text Fields 

is one of the few Swing-related actions that can be done on or off the Swing Thread, 

updating JLabel can only be done on the Swing Thread, so you’ll need to use 

SwingUtilities.invokeLater.  Make sure that your WorkerThread ends when 

the counting is completed or when it is interrupted. 

Basic Testing 

If done properly the counters should all run independently of each other, and the user 

interface should remain functional even when all four sections have worker threads counting. 

 

                                                      

5 On a fast computer without the sleep call the counters will rise too quickly for us to experiment much with all 

four counters running. 


